CONMMANDER'S REPORT OF DISCIPLINARY OR ADMINISTRATIVE ACTION

For use of this form, see AR 190-45; the proponent agency is the Office of the Provost Marshal General,

AUTHORITY:
PRINCIPAL PURPOSE:

PRIVACY ACT STATEMENT

Title 10 USC Section 301; Title 5 USC Section 2951; E.0. 8397 dated November 22, 1943.

To provide commanders and law enforcement officials with means by which information may be accurately identified,

ROUTINE USES: Your Social Security Number is used as an-additional/alternate means of identification to facilitate fillng and refrieval,
DISCLOSURE: Disclosure of your Social Security Number is voluntary.
1. CONTROL INFORMATION
Thru: USACRC Number:
0160-2010-CID899-14463-5Y2P2
MP Report Number:
To:

CDR, US Army Military District of Washington
Ft Lesley J. McNair
Washingten, D.C. 20319

N/A

Sub-Installation:

Refarred By:

AE09342DC

Refertral Date (YYYYMMDD) :
20100623

Suspense Date (YYYYMMDOD) :
20100807

The first Lieutenant Colonel in the chain of command is responsible and accountable for completing DA Form 4833 with support documentation {(coples of
Arlicle 15s, court-martial orders, reprimands, etc) for all USACIDC investigations. The unlt and brigade commander or their equivalent will also receive a

copy of the DA Form 4833 for all USACIDC Investigations.

Company, troop, and batlery level commanders are responsible and accountable for completing DA Form 4833 with supporting documentation in all cases
investigated by MPI, civilian detectives employed by the Department of the Army, and the PMO. Accurate and complete DA 4833 disposition reperts are
required to meet instaflation, command, HQDA, DOD, and federal statuiory reporting requiremeants. The data is used to identify crime trends, establish
command programs In law enforcement and other activities, and to ensure that resources are made available to support commanders who must address

Jssues of soldier and family member indiscipline.

In court-martial cases, a conviction of an offense at court-rnartial may be for a different, or lesser included offense. List the offense for which the individual
was convicled at court-martial in the remarks section. Provest Marshals must enter the "MP Report Number" (Block-1) for all cases referred to
commanders. "Sub-Installation” (Block-1) is used to enter report number from a civilian law enforcement agency police report. Other information on the
civilian law enforcement agency (e.g. civillan law enforcement agency address) may be anterad in the remarks section,

2, OFFENDER INFORMATION
Last Name: Cadency:
Manning
First Name: Grade:
Bradley E-3 U.8. Amy (PFC)
Middle Name: SEN: Date of Birth: (YYYYMMDOD) :
Edward (b)(6)(b)(7)(C (b)(6)(b)(7)(C
3. REFERRAL INFCRMATION
GCommander Declslon Date: 6/23/2010
No. Offense Basls Date Ha?ae:s::rg:mt '%;Eg:: Reason
1 Espionage [5Y2P2] UCMJ 20090830 Yes No Yeas No Accepted
Article 106 D E'a m [l
2 Disclosure of Classified Information Non-UCMJ 20090830 Yes No Yes No Accepted
(871 Asice 134 ves [gre [ ves L]
3 Gathering, Transmitting or Losing Non-UCM] 20090830 |I™ ] ves No |[ /] ves No | Accepted
Defense Information {8P3] Article 134 lj E'Z [Z' D
DYBE DNO [:;Yes DNO

DA FORM 4833, FEB 2010

PREVIOUS EDITIONS ARE OBSOLETE.

Page 1 of 6
APD PE v1.02ES

A


Michelle.A.Kardelis
Typewritten Text

Michelle.A.Kardelis
Typewritten Text

Michelle.A.Kardelis
Typewritten Text

Michelle.A.Kardelis
Typewritten Text
A


3. REFERRAL INFORMATION (Continued)
Sexual Action
No. Offense Basis Date Harassment Taken Reason

DYes DNO DYes DNO

DYes DNO DYes DNO

NOTE: For sach offense marked NO for action laken, you must supply a reason,

If you selected "Yes" for any offense, continue to "Actlon Taken" (Block-4}. If you selected "No" for ALL offenses, go directly to "Commander's
Remarks” (Block-10), sign, date, and return the form to the agent specifiad in "Refarred By" (Block-1).

4, ACTION TAKEN

D Adminlstrative D Non-Judi(cial {Article 15) m Judiclal
Non-Advarse Referrals (soe dotails bolow) Court Martiat or Civillan Criminal

Adverse Personnel Actions

Non-Judiclal Punishmant Authorlty (select onsg) : Judiclal Punishment Authority {sefect one) :
D Summarized D GCMCA Imposad D Summary Court Martial @ General Court Martial
D Company Grade D General Officer Imposed D Special Court Martial
D Field Grade D Civilian CrimInal/Magistrate
D Principal Assistant
5. NJP{Court-Martial/Clvilian Criminal Court Proceeding Outcome
No. Charged Offense Plea Finding Offense Fl]"\rcli?rllg
1 | Espionage [5Y2P2] N Espionage [5Y2P2] G
2 | Disclosure of Classified Information [8P1] [8P1] N Disclosure of Classified Information [8P1] [8P1] G
3 | Gathering, Transmitting or Losing Defense Information ‘N Gathering, Transmitting or Losing Defense Information G
[8P3] [8P3] [8P3] [8P3]
PLEA: G=Guilty, C=No Contest, N=Not Guilty, D=Pre-Trial Diversion, TRIAL FINDING: DCV=Dismissed (Civil), DCR=Dismissed (Criminal},
P=Finding for Plaintiff, F=Finding for Respendent, G=Guilty, C=No Contast, N=Not Guilty, S=Setilamant -
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5. NJP/Court-Martlal/Civilian Crimlnal Court Proceeding Outcome (Continued)
No. Charged Offense Plea Finding Offense F;%?rllg
PLEA: G=Guilty, C=No Contast, N=Not Gulity, D=Pre-Trial Diversion, TRIAL FINDING: DCV=Dismissed (Civil), DCR=Dismissed (Criminal),
P=Finding for Plaintiff, F=Finding for Respondent, G=Guilty, C=No Contast, N=Not Guilly, S=Settlornent
6. ADMINISTRATIVE ACTIONS
Non-Adverse:
Agancy vvemmes | Covevinmart | Do amnesed [ Type of Action Oral pritten
Local | OMPF
Family Advocacy Counssling/Concern ] P ]
Drug/Alcohol Abuse Reprimand ] ] ]
Speclal Referral Censure [ ] ]
Equal Opgorlunity Admonition ] ] C
Legal Offlce i e R A .
Mental Health
Relief Agency '
Adverse:
?miﬁggj’ Description

Withholding of Privileges .

Adverse Performance Evaluation (QER/NCOER/Academis Report)

Relief for Cause (OER/NCCER)

Mandatory Reassignment

Transfer (such as rehabilitative)

Adverse Record Entry - Flag

Denial of Reenlistment or Continued Service

Withholding of Promotion

Delay of Promotion

Promotion Revocation

Clearance Revocation

Control Roster {downgrade of clearance, PRP reclassificalion)

Resignalion

Retirement

Retirement at Lower Grade From:

To:

Transfer lo Inactive Raserve

Military Occupationel Specialty Raclassification

Debarment Duration: [ ] Days m Months | _I Years
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6.

ADMINISTRATIVE ACTIONS (Continued)

Adverse: (Confinued)

Date Imposed

(YYYYMAMDD) Descriptlon
Job Terminalion
Job Suspension Duration: Days Months Years
Leave Without Pay Duration: : Days L__ Months Years
Loss of Warrant
Voluntary Disclosure
Restitution {to US Government) Amount:
Restitution fto third party Non-US Government) Amount;
Civil-Clvil Action Initiation
Other (return to states, etc.}
Confract Suspension Duration: D Days D Months D Years
Contract Termination
Cost Adjustment Amount:
Bid Rejection
Recoupment Amount:

Denial of Continuation

Other Contract Action

7.

DETAILS OF ADMINISTRATIVE SEPARATION

Dale Imposed (YYYYMMDD) : | Regulation:

Chapter:

Characterization:

Effective Date (YYYYMMDD):

NOTE: Procesd to Commander's Remarks (Block-10) if you chose Administrative Action.

8. NON-JUDICIAL/JUDICIAL SANCTIONS
[}wyéfﬁl;;g;g)d Sanction
Fine Amount:
Forfeiture Amount: Duration: [:I Days !:l Months
Extra Duty Days:
Restriction Days:
Correctional Custody Days:

20130821 Confinement Duration: 35 D Days D Maonths lZl Years E] Life
Bad Conduct Discharge Effective Date:
8/21/2013 Dishonorable Discharge Effective Date: 8/21/2013
20130821 Reduction in Grade From: _ Private First Class (PFC)
Tor  Private (1) (PVT)
Probation Duration; Days E Months | Years
Special Assignment Duration: Days Months Years
20130821 Total Forfeiture (all pay/allowance) Duration: 35 _: Days : Months z Years [I Life
Death
Civil Recovery Amount:
Civil Award Amount;
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9,

SUSPENDED SANCTIONS

Were Any Sanctions Suspended? D Yes

ENO

NOTE: If no sanctions were suspended, proceed to "Commander's Remarks" (Block-10).

Sggﬁ:ﬁgzd Suspended Sanction Information

Date Suspended: Suspenslon Duration:
Fine Suspended Portion US$:
Suspension Conditions:

Date Suspended: Suspension Duration;

Forfeiture Suspended Portion US$: Suspended Portion Time:
Suspensicn Conditions:

Date Suspended: Suspension Duration:
Extra Duty Suspended Portion Time;
Suspension Conditlons:

Date Suspended: Suspension Duration:
Restriction Suspended Perlion Time:
Suspension Conditions:

Date Suspended:; Suspension Duration:
C%r:le;gg:al Suspended Portion Time:

Suspension Condilions:

Confinement

Date Suspended:

Suspenslon Duration;

Suspended Portion Time;

Suspension Conditions:

Date Suspended:

Suspension Duration:

Reduction in
Grade Suspension Conditions:
Date Suspended: Suspensicn Duration:
} Probation Suspended Portion Time:
Suspension Conditions:
Dats Suspended: Suspension Duration:
Asirge::elmt Suspended Portlon Time:!
Suspension Conditions:
Date Suspended: Suspensjon Duration;
Fo-lr:f(;ti::re Suspended Portion Time:

Suspension Conditions:

Civil Recovery

Date Suspended:

Suspension Duration;

Suspended Portion US$:

Suspension Conditions:

Civil Award

Date Suspended;

Suspension Duration:

Suspended Portion US$:

Suspension Conditions:

DA FORM 4833, FEB 2010
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10. Commander's Remarks

MAJQIGIOIGIGOMrial Counsel.

Note that subject has 1181 days of pre-trial credit and another 112 days of credit as ordered by the trial judge, for a total of 1293 credit to his sentence.

Data entered bi Hi USACIDC on 30 Aug 13, based on DD Form 2707-1 (Department of Defense Report of Result of Trial), dated 21 Aug 13 and signed by

USASCRC Number: 0160-2010-CID899-14463-5Y2P2 Sanction: Al12013/08/21
11, COMMANDING OFFICER

Was a DNA sample collected from the offender? |Z| Yas Ej No

Name: Grads:

EgooR](0)(6)(0)(7)(C TG

AKO e-Mail Address:

Signature: Signature Date (YYYYMMDD) :
20130821
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DEPARTMENT OF THE ARMY
U.S. ARMY CRIMINAL INVESTIGATION COMMAND

CCIU - Washington Metro Office
27130 Telegraph Road, Quantico, VA 22134-2253

26 Jun 2014
MEMORANDUM FOR: SEE DISTRIBUTION

SUBIJECT: CID REPORT OF INVESTIGATION - FINAL/SSI/JOINT - 0028-2010-CID221-
10117 - 5Y2P2/5Y2P4/ 7F1A1/8P2/5Y2B5/9G2F

DATES/TIMES/LOCATIONS OF OCCURRENCES:
1. 01 NOV 2009, 0001 - 27 MAY 2010, 2146; VARIOUS LOCATIONS,
FORWARD OPERATING BASE (FOB) HAMMER, IRAQ, AE 09308

2.23 JAN 2010, 0001 - 11 FEB 2010, 0000; VARIOUS LOCATIONS IN OR NEAR,
ROCKVILLE, MD

DATE/TIME REPORTED: 10 JUN 2010, 1247

INVESTIGATED BY:
)(O)B)(N(O), (b) (N(E)
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SUBJECT:

1. MANNING, BRADLEY EDWARD; PFC; (QIOIOIGI®N (DOB); (POB);
MALE; WHITE; HEADQUARTERS AND HEADQUARTERS COMPANY (HIIC), 2ND
BRIGADE COMBAT TEAM (BCT), 10TH MOUNTAIN DIVISION (MTN DIV), FOB
HAMMER, IRAQ, ARMED FORCES AFRICA, CANADA, EUROPE & MIDDLE EAST
09308; CT ; [GATHERING, TRANSMITTING OR LOSING DEFENSE INFORMATION
(18 USC § 793(E))], [THEFT OF PUBLIC MONEY, PROPERTY OR RECORDS (18 USC
§ 641)], [AIDING THE ENEMY (ARTICLE 104, UCMI)], [EXCEEDING AUTHORIZED
ACCESS TO A U.S. GOVERNMENT COMPUTER (18 USC § 1030(A)(1))], [FAILURE
TO OBEY ORDER OR REGULATION (ARTICLE 92, UCMD)]

VICTIM:

1. U.S. GOVERNMENT; [GATHERING, TRANSMITTING OR LOSING
DEFENSE INFORMATION (18 USC § 793(E))], [THEFT OF PUBLIC MONEY,
PROPERTY OR RECORDS (18 USC § 641)], [AIDING THE ENEMY (ARTICLE 104,
UCMYI)], [EXCEEDING AUTHORIZED ACCESS TO A U.S. GOVERNMENT
COMPUTER (18 USC § 1030(A)(1))], [FAILURE TO OBEY ORDER OR REGULATION
(ARTICLE 92, UCMI)]

INVESTIGATIVE SUMMARY:

This investigation was initiated upon receipt of information by this office on 25 May 10, that a
Soldier stationed in Iraq claimed via online chat sessions that he had disclosed classified U.S.
Government information to the operator(s) of the website "WikiLeaks"
(http:/f'www.wikileaks.org), which the operator(s) subsequently posted on the publicly available
WikiLeaks website. The Soldier was subsequently identified as PFC MANNING, who served as
an Intelligence Analyst and held a Top Secret security clearance at the time of the incident.

A joint investigation with Federal Bureau of Investigation (FBI) and the U.S. Department of State
Diplomatic Security Service (DSS) determined probable cause to believe that between 1 Nov 09
and 27 May 10, PFC MANNING, while assigned to FOB Hammer, Iraq, and while on leave from
Iraq in the United States, committed the offenses of Aiding the Enemy; Failure to Obey Order or
Regulation; Gathering, Transmitting or Losing Defense Information; Theft of Public Money,
Property or Records; and Exceeding Authorized Access to a U.S. Government Computer, when
he exceeded his authorized access to various classified databases and network file systems, the
property of various U.S. Government departments and agencies; knowingly gathered documents,
communications, videos, and other records PFC MANNING knew or believed to be classified
information at the Secret and Confidential level; and then without authorization, wrongfully
disclosed this classified information to the operator(s) of "WikiLeaks" - knowing this classified
information would be released to the public and accessible to enemies with which the U.S.
Government was engaged in armed conflict.
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The specific classified systems and information PFC MANNING accessed included the: Net-
Centric Diplomacy (NCD) database, property of the U.S. State Department, wherein PFC
MANNING gathered and wrongfully disclosed approximately 251,287 U.S. State Department
Diplomatic Cables, many of these cables classified Secret and Confidential; the Combined
Information Data Network Exchange (CIDNE) database, property of the Department of Defense,
wherein PFC MANNING gathered and wrongfully disclosed approximately 391,883 documents
related to combat operations in Iraq, and approximately 91,911 documents related to combat
operations in Afghanistan, many of these documents classified Secret and Confidential; a video
depicting a July 2007 combat operation in Baghdad, Iraq, and an encrypted video depicting a May

¢ 2009 combat operation in Gharani, Afghanistan, property of the U.S. Central Command;
approximately 779 records pertaining to detainees housed at the U.S. Naval Station Guantanamo
Bay, Cuba, classified at the Secret level, property of U.S. Southern Command (SOUTHCOM); a
classified document from the U.S. Army Intelligence and Security Command (INSCOM),
classified at the Secret level, property of the U.S. Army; as well as other miscellaneous
documents which were classified and property of a U.S. Intelligence Agency. There was further
probable cause to believe PFC MANNING attempted to exceed his authorized access to U.S.
Central Command email systems in order to gather the Global Address List (GAL), containing
the names and other personal information of U.S. service members, contractors, and civilians
assigned in Iraq, with the intent of disclosing this information to the operator(s) of the WikiLeaks
website.

On 1 Mar 11, MAJ (QIOIOIGS®) Trial Counsel, Military District of Washington, Office of the
Staff Judge Advocate, 210 A Street, Suite 300, Fort McNair, DC 20319, [O)6)

STATUTES:

Article 92, UCMI: Failure to Obey Order or Regulation

Article 104, UCMI: Aiding the Enemy

18 USC § 641: Theft of Public Money, Property or Records

18 USC § 793(e): Gathering, Transmitting or Losing Defense Information

18 USC § 1030(a)(1): Exceeding Authorized Access to a U.S. Government Computer

EXHIBITS:

ATTACHED:

I. Agent’s Investigation Report (AIR) of SA

n Jun 10, detailing the receipt of the initial
complaint, and coordination with CPT (b)(©) (b) (7) (C)
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2. AIR of SA[BIGIBIOI®) 5 Jun 10, detailing the initial complaint; coordination with Military

Magistrate, Office of the Staff Judge Advocate, FOB Hammer Post Office, and Netgate Internet

Services; canvass interviews; Rights Advisal of PFC MANNING; interviews of SSG
pC SRS crT [(QICIOIGIO) cr1 RIEREIE spc RRRER rrc QIRIBIIS spc

K and PFC |§ prime scene examinations; collection of evidence; Search and Seizure

Authorizations; and Commander’s Authorization to Search.

3. Department of the Army (DA) Form 3745, Search and Seizure Authorization, dated 27 May
10, with supporting affidavit.

4. Canvass Interview Worksheet, dated 27 May 10.

5. Non-Waiver Certificate of PFC MANNING, dated 27 May 10.

6. Article 15 Packet, pertaining to PFC MANNING, dated 24 May 10.

7. CID Form 98-R, Commander’s Authorization to Search, dated 27 May 10.

8. Canvass Interview Worksheet, dated 28 May 10.

9. CID Form 87-R-E, Consent to Search from SSG{JIQIQIGKS) dated 28 May 10.

10. Consent to Search Computer/Electronic Equipment from SSG dated 28 May 10.

11. Consent to Search Computer/Electronic Equipment from CPT [DICIOIGI®) dated 28 May
10.

12. DA Form 3745, Search and Seizure Authorization, dated 28 May 10, with supporting
affidavit.

(b)(©)b)(7)()

13. Sworn Statement of SPC

jl dated 28 May 10.

14. Sworn Statement of SPC [SISIMAS dated 28 May 10.

15. Sworn Statement of SSG [\IRIRIGIR dated 28 May 10.
16. CID Form 98-R, Commander’s Authorization to Search, dated 28 May 10.

17. Sworn Statement of PFC\RIOIDIIS (;ted 28 May 10.

18. Affidavit supporting Pre-Trial Confinement of PRC MANNING, dated 29 May 10.
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19. DA Form 3745-E, Search and Seizure Authorization, dated 31 May 10.

20. CID Form 98-R, Commander’s Authorization to Search, dated 31 May 10, with DA Form
3744, Affidavit Supporting Request For Authorization To Search And Seize Or Apprehend, dated
28 May 10.

21. DA Form 3745-E, Search and Seizure Authorization, dated 5 Jun 10, with supporting
affidavit.

22. AIR of SA IR 7 May 10, detailing the crime scene examination of the Sensitive
Compartmented Information Facility (SCIF).

23. Crime Scene Sketch, 27 May 10, prepared by SA [RARMAG

24. Photographic packet depicting the Sensitive Compartmented Information Facility (SCIF).

25. AIR of SA R > 8 May 10, detailing the crime scene examination of PFC MANNING's
living area.

26. Crime Scene Sketch, 28 May 10, prepared by SA R
27. Photographic packet depicting PFC MANNING’s living area.

28. Compact Disc (CD) containing all photographic images of crime scenes. (USACRC and File
Copy Only)

29. U.S. Army Military Intelligence (Army MI) Memorandum, LCCN: ' BMB- 10-036 (Classified
SRR eEORMY= documenting the receipt of initial reported allegatlon of wrongful

®)6)B)(T7)(C)

disclosure of classified information, interviews of Mr. Jinitial
notification of CID, records checks of PFC MANNIN G, receipt of chat logs from Mr. SN
and receipt of information from Mr SEANE

30. DA Form 2823, Sworn Statement of SA SN
31. DA Form 2823, Sworn Statement of SA[QIOIOIGI® atcd 8 Jun 10.

32. DA Form 2823, Sworn Statement of SA [QIQIOIOI®) 1.:cd 8 Tun 10.

33. DA Form 2823, Sworn Statement of Mr. | B (lated 8 Jun 10.

34. AIR of SA [DIOIGIGN®) 5 jun 10, detailing the forensic imaging of numerous items of
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digital media, the property of PFC MANNING. SSG (SRR and the U.S. Army;
coordination with CPT MAJ [QIQIOIQI®)] and CPT .-

forensic images as evidence.

35. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR-PI-ACICA-
10-009-001 (Classified-SEEREFANSFORN-documenting the interview of SPC [RIRIRI a(cd
14 Jun 10.

36. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR-PI-ACICA-

10-009-002 (Classified SEEREFANOESRM=documenting the interview of MSGRIOIOIUI®)
dated 14 Jun 10,

37. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR-PI-ACICA-

10-009-003 (Classified SEEREFAYOFORMdocumenting the interview of 1L T [DICIOIGIE)
dated 14 Jun 10.

38. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR-PI-ACICA-

10-009-004 (Classificd CONFPENTIAEANOFORMNdocumenting the review of PFC

MANNING's counseling records, dated 14 Jun 10.

39. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR PI-ACICA-

10-009-005 (Classified CONFBENTAE-OFORM- documenting the review of PFC
MANNING's personnel records, dated 14 Jun 10.

40. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR PI-ACICA-
10-009-006 (Classified SEERET/NOFORMN)documenting the review of PFC MANNING's
Army Leave and Earning Statement (LES), dated 14 Jun 10.

41. Intelligence Information Report, ITR 5 332 0069 10 (Classified SEEREFANOFORMN-
reporting activities of WikiLeaks members and associates, dated 22 Apr 10.

42. Memorandum from Cyber CounterIntelligence Activity, 10-1303-PI-ACICA-10-009
(Classified SEEREFAHEFORM; documenting classification review of Chat-Log4 seized from a
Macintosh Laptop Computer, the property of PFC MANNING, dated 15 Jun 10.

43. AIR of SA [QIQICIGI®)

16 Jun 10, detailing USACRC name check results related to PFC
(b)(©)

Y
collection of ev1dence from Mr. BOEIN0 interviews of Mr. [QICIOIQI®) .4 Mr BN©)
related to the Wi yebsite; National Crime Informatlon Center CIC) name check results

related to Mr. BOG) ©) Mr LICIOIGION M. Sl

MANNING; and coordination with the U.S. Treasury Department, U.S. Department of State, CPT
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BICIOIBI®) and CP T RIS

44, CID Form 87-R-E, Consent to Search from Mr. [2 Jun 10, authorizing a search of
his Fujitsu hard disk drive taken from Mr KA1 enovo laptop computer.

(b)(6)(b)(7)(C),

(b)(©)(b)(7)(C)

45. CID Form 87-R-E, Consent to Search from Mr.

Vr. 12 Jun 10, authorizing a search of
emails sent to USACIDC Investigators by Mr. |RAANaE

b)(6)B)(7N)(C)

46. CID Form 87-R-E, Consent to Search from Mr.

D Forr 12 Jun 10, authorizing a search of
RIS P 1aptop computer.

dated 13 Jun 10.

47, DA Form 2823, Sworn Statement of Mr.

48. EagleCash Transaction Records of PFC MANNING, dated 12 Oct 09 to 29 May 10.

49, Memorandum from Cyber CounterIntelligence Activity, 10-1303-PI-ACICA-10-009
(Classified SECRET/AYOTORNY, documenting classification reviews of Chat-Logl, 3 pages

b)(6)(b)(7)(C)]

beginning with a timestamp 7:18:03 AM, between Mr.
to 22 May 10, and associated documentation, dated 16 Jun 10.

and PFC MANNING, 17 May 10

50. Memorandum from Cyber Counterlntelligence Activity, 10-1303-PI-ACICA-10-009
(Classified-SEERETAMOFORMdocumenting classiﬁcviews of Chat-Log2, 6 pages
beginning with a timestamp 10:13:20 AM, between Mr. j8eland PFC MANNING, 17 May 10
to 22 May 10, and associated documentation, dated 16 Jun 10.

51. Memorandum from Cyber Counterlntelligence Activity, 10-1303-PI-ACICA-10-009
(Classified SEERET/NOFORN); documenting classification reviews of Chat-Log3, 10 pages
beginning with a timestamp 12:24:04 PM, between Mr. |k and PFC MANNING, 17 May 10
to 22 May 10, and associated documentation, dated 16 Jun 10.

52. AIR of SA [QIOIOIOI®) 17 jun 10, documenting collection of evidence.

53. AIR of SA[QIQIOIOI® 17 Jun 10, detailing Search and Seizure Authorization, and
coordination with CP and the Camp Liberty Post Office.

54. DA Form 3745-E, Search and Seizure Authorization, dated 14 Jun 10.

5. DA Form 3745, Search and Seizure Authorization, with DA Form 3744, Affidavit Supporting
Request For Authorization To Search And Seize or Apprehend, dated 14 Jun 10.

56. AIR of SA [QIQIOIGI® 19 Jun 10, detailing the coordination with the Office of the Director ,
for National Intelligence; collection of evidence; interviews of Mr. QIQIOIGI®) 1.5, RICIOIOIS)
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57. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR PI-ACICA-

10-009-008 (Classified SEERET/ANOFORN)documenting the interview of SPC [DIOICIGIO)
dated 19 Jun 10.

58. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR PI-ACICA-

10-009-009 (Classified SEERBFNOFORMdocumenting[DICIOIRIONGXOI®) dated 19 Jun
10.

59. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR PI-ACICA-

10-009-012 (Classified SEECRET/NOFORM documenting the interview of SPC [BIOIGIGI®)
dated 20 Jun 10.

60. AIR of SA A 21 Jun 10, detailing the coordination with PFC MANNING’s rear
detachment and Fort Drum Exchange Administrator; canvass interviews; and interview of SSG

OIOICIOI®

61. Canvass Interview Worksheet, dated 21 Jun 10.

62. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR PI-ACICA-
10-009-010 (Classified"SEEREF#NOFORNTdocumenting the interview of SPC [DISIRIGIS)
dated 22 Jun 10.

63. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR PI-ACICA-

10-009-011 (Classified SECRETAFOFORN; documenting the interview of SGT{DICICIGI®)
dated 22 Jun 10.

64. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR PI-ACICA-

10-009-013 (Classified-SEEREFAOFORMNI-documenting the review of PFC MANNING's 2nd
BCT personnel packet, dated 25 Jun 10.

65. Intelligence Information Report, IIR 5 332 0083 10 (Classified SECREF/ANOFORN-
- reporting activities of WikiLeaks members and associates, dated 14 Jun 10.

66. AIR of SA [QIOIGIGIKONN 1 4 Jun 10, detailing the forensic analysis and evidence collection
of PFC MANNING’s cellular telephone.

67. AIR of SA [RUIQIOIGIS) | 5 jun, 10, detailing the forensic examination of PFC MANNING’s
camera.
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68. AIR of SA[GIOIGIGI®NY 16 Jun 10, detailing the forensic examination of the computer of
the computer assigned IP address 144.107.17.19.

[BICIOIGI®

69. AIR of SARIRIOII 18 jun 10, detailing the forensic imaging of Mr.
70. AIR of SA RIQIQIOI® 18 jun 10, detailing the forensic examination of $SG (QICIOIGI®)

computer.

DICIO®)

71. AIR of SA QIQIOIOIG | 3 1,y 10, detailing the forensic imaging of Mr. thumb

drives and subsequent forensic analysis.

72. AIR of SA [QIOIOIGI®)] 18 Jun 10, detailing the forensic imaging of the wikileaks.org

website.

73. AIR of SSA RIS 1 8 Jun 10, detailing the forensic imaging of a Fujitsu hard disk drive
anﬁ a ﬁa(d disk drive contained in an Hewlett Packard laptop computer, the property of Mr.

74. AIR of SA [QIQICIGI®) 1 § jun 10, detailing the interview of Mr. OIOIOIVIO)

75. DODIG Subpoena, 2010233-10428, pertaining to the Facebook account
"bradley.e.emanning@facebook.com".

76. AIR of SARRACARS) >3 5 10, detailing the request for Office of Personnel Management
(OPM) records pertaining to the Security Clearance Background Investigation of PFC
MANNING, and the receipt of these records.

77. OPM Provided Security Clearance Background Investigation documents related to PFC
MANNING, dated 18 Jun 10.

78. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR PI-ACICA-

10-009-018 (Classified-COMNFIBENFAEAMNOFORMdocumenting the interview of PFC

OICIOIOI® (ated 27 Jun 10.

79. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR PI-ACICA-

10-009-017 (Classified-CONFIDENTAEANOFORMN-documenting the review of PFC

MANNING's Army Enlistment Documents, dated 28 Jun 10.

80. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR PI-ACICA-
10-009-019 iClassiﬁed CONFIDENTIAEAOFEORMNIdocumenting the interview of Mr.

dated 28 Jun 10.
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81. U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR PI-ACICA-

10-009-024 (Classified CONTIDENTHAETANOFORN documenting the interview of MSG
QIOIOIVI®) dated 3 Jul 10,

82. Army Regulation (AR) 380-5 Preliminary Inquiry of the Compromise of Classified
Information Report related to PFC MANNING, dated 4 Jul 10.

83. AIR of SARIBIOIOI® 12 Jul 10, detailing the interview of Ms. DRSS

84. AIR of SA 13 Jul 10, detailing the interview of M (QIQIOIQI®) M:.
RICIOIGIS) and M. coordination with U.S. State Department; Search Warrant for PFC

MANNING’s Gmail account; collection of evidence; and Department of Defense Inspector
General (DoDIG) subpoena results.

85. Federal Magistrate Search Warrant, 10-330-M-01 (UNDER SEAL), dated 21 Jun 10, and
Search Warrant results. (USACRC and File Copy Only)

86. DoDIG Subpoena, 2010233-10427, dated 18 Jun 10, pertaining to the AOL Instant
Messenger (AIM) account [CIQICIGI®) and the subpoena results from AOL.

87. DoDIG Subpoena, 2010233-10431, dated 18 Jun 10, pertaining to the Hotmail account
OIOIOIQI®) @ hotmail.co.uk, and the subpoena results from Microsoft Corporation.

88. DoDIG Subpoena, 2010233-10430, dated 18 Jun 10, pertaining to the Hotmail account
RIRIRIGIS) @ hotmail .com, and the subpoena results from Microsoft Corporation.

89. DoDIG Subpoena, 2010233-10432, dated 18 Jun 10, pertaining to the Hotmail account
BICIGIBI®N @hotmail.com, and the subpoena results from Microsoft Corporation.

90. DoDIG Subpoena, 2010233-10424, dated 18 Jun 10, pertaining to the AOL AIM account
IOIOIVI®! and the subpoena results from AOL.

91. DoDIG Subpoena, 2010233-10425, dated 18 Jun 10, pertaining to the AOL AIM account
, and the subpoena results from AOL,

92. DoDIG Subpoena, 2010233-10426, dated 18 Jun 10, pertaining to the AOL AIM account
mm] and the subpoena results from AOL.

93. DoDIG Subpoena, 2010247-10457, dated 6 Jul 10, pertaining to the Skype accounts
ing", (CUOIQIQIG) and "bradley.e.manning", and the subpoena results from Skype
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94, U.S. Army Military Intelligence Investigative Memorandum For Record, IMFR PI-ACICA-

10-009-025 (Classified-CONFHENTHMNORORMdocumenting the [ISICIICNDICIR)
dated 14 Jul 10.

95, AIR of SA RARNRIRS 14 Jul 10, detailing subpoena results from IC Group pertaining to the
email accoun pobox.com.

DoeDIG Subpoena, 2010251-10468, dated 12 Jul 10, pertaining to the email account
pobox.com and the subpoena results from IC Group.

PICIOINI®)
97. AIR of SA 16 Jul 10, detailing subpoena results from T-Mobile pertaining to
cellular telephone number{(QIOIGIGI®)

bpoena, 2010246-10456, dated 29 Jun 10, pertaining to cellular telephone number
and the subpoena results from T-Mobile.

99. AIR of SARIRIOIBI®I1 9 jul 10, detailing subpoena results from Facebook pertaining to the
Breanna MANNING Facebook accounts.

100. DoDIG Subpoena, 201024710461, dated 6 Jul 10, pertaining to [QIOISIGIO)

Facebook accounts and the subpoena results from Facebook.

101. AIR of SASUQIOI®) 70 Jul 10, detailing subpoena results from Google, Inc., pertaining to
the email accountQIQIRIAIBI ) omail.com.

. DoDIG Subpoena, 2010233-10429, dated 18 Jun 10, pertaining to the email address

bOGENC)g gmail.com,
103. AIR of SA [RAAMAN 0| Jul 10, detailing subpoena results from Google pertaining to the
email addres{HIOIBIBI®) @gmail.com.

ena, 2010247-10460, dated 6 Jul 10, pertaining to the email address
gmail.com and the subpoena results from Google.
105. AIR of SA [QIQIQIQK®) 3 jul 10, detailing Federal Magistrate Search Warrant 1:10-SW-

396, pertaining to the search of a computer, the property of PFC MANNING, and execution of
the search warrant.

106. Federal Magistrate Search Warrant 1:10-SW-396 (UNDER SEAL), dated 23 Jul 10.
(USACRC and File Copy Only)

107. Informal AR 15-6 Investigation conducted by U.S. Forces-Iraq (USF-I) Findings and
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Recommendations report, dated 26 Jul 10.

108. U.S. Army Military Intelligence Investigative Memorandum For Record, PI-ACICA-10-

009-IMFR-001 (Classified CONFIDENTRAEAOFORMN); documenting the interview of Mr.
OIQIOIQI®) d:ted 29 Jul 10.

Customs Enforcement, interview of Mr and cell phone data extraction.

109. AIR of SA [QIQIQIGK®) 29 jul 10, detailinﬁ the coordination with U.S. Immigration and

110. AIR of SAJ |30 Jul 10, detailing collection of evidence and subpoena results
pertaining to IP address 71.190.140.39. :

111. DoDIG Subpoena, 2010265-10489, dated 29 Jul 10, pertaining to IP address 71.190.140.39
and the subpoena results from Verizon.

112. AIR of SARIQIRIRI®) > A0 10, detailing the coordination with CPT [DICIBIOI®

113. AIR of SA [QIQIOIK®) > Aug 10, detailing the rights advisal and non-watver of LTC

() (©)B)(7)(C)

114. DA Form 3881, Rights Warning Procedure/Non-Waiver Certificate of LTC [BIOIGIGI®)
dated 2 Aug 10.

116. FBI Form 302, documenting the interview of FBI Protected Identity Witness, dated 5 Aug
10.

117. Consent to Search, pertaining to a custom computer with four hard disk drives, executed by
FBI Protected Identity Witness, dated 4 Aug 10.

118. Consent to Search, pertaining to a custom computer with four hard disk drives, executed by
FBI Protected Identity Witness, dated 4 Aug 10.

119. Consent to Search, pertaining to an LG brand cellular phone, executed by FBI Protected
Identity Witness, dated 4 Aug 10,

120. AIR of SA QIQIOIGI® 5 Aug 10, detailing the interview of SMSgt [QIQIOIOIE)

121. AIR of SAWS Aug 10, detailing collection of Hand Receipt and Daily Staff Journal or
Duty Officer's Log from the 2nd BCT, 10th MTN DIV.
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122, DA Form 2062, Hand Receipt/Annex Number, pertaining to two sealed boxes containing
the personal property of PFC MANNING, undated.

123. DA Form 1594, Daily Staff Journal or Duty Officer's Log, containing the name of Mr. ’

OIOIOIOI®) 1 ndated.

124. FBI Form 302, documenting the interview of Mr. dated 9 Aug 10.

125. Metropolitan Moving and Storage Company (MMSC) records related to Mr. [BICIOIGIO)
undated.

126. AIR of SA {SRMARI9 Aug 10, detailin subpoena results from Twitter pertaining to the
accounts (DIOIDIGI®Y ond DIOIGIGISIN :il.cor".

127. DoDIG Subpoena, 2010247-10459, dated 6 Jul 10, pertaining to Twitter the accounts

(b)(©)(B)(7)(C) BI(H)(6)(b)(7)(C) @gmail.com", and the subpoena results from Twitter.

128. AIR of SA B 9 Aug 10, detailing receipt of documents pertaining to FBI Protected
Identity Witness and WikiLeaks, cell phone data extraction attempt, review of documents
pertaining to FBI Protected Identity Witness and WikiLeaks, and collection of evidence.

129. Documents provided by FBI Protected Identity Witness related to WikiLeaks, dated 15 Jun
10.

130. AIR of SASUCIOIRI® o A1 10, detailing the interview of SrA [BICIOIGI®)
11 Aug 10, detailing the coordination with 1LT B)(©)b)(7)(C

)
132._Canvass Interview Worksheets of SGT] egd(b) (O) (D) (N (C) Je
1L T{QIOIQIOI®) <G T(BIOIBIGI®) spc OO0 SSGT
RICIRIRIR) SSG Tisi P C [RIQIQINIS) << G RERER SPC DIOIOIONS) and SPC

dated 11 Aug 10.

133. AR of SA [ 11 Aug 10, detailing the re-interview of SPCBIQIDIQIS]
134. AIR of SANNEMN 11 Aug 10, detailing the re-interview of SPC
11 Aug 10, detailing the interview of MSGIRISIRIER

RIRIDIS 1 > Aug 10, detailing the interview of CPL [QIOIOIGWI(®)

135. AIR of ‘Ji“ 6)(0) (1)

136. AIR of SA
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137. Canvass Interview Worksheet of CPL [(QIOIOI®I®)] dated 12 Aug 10.
|12 Aug 10, detailing the coordination with CWO4 [(SIOIIGI(®)
B 12 Aug 10, detailing the interview of SPC [RICIOIGI®)

12 Aug 10, detailing the interview of 1LT BYOGNO)

141. AIR of SA [REICIE
account (HICIOIGI®)

142. Information pertaining to the email account (OISO @ ermail.com provided by

Google in response to search warrant.

140. AIR of SA RREES

13 Aug 10, detailing the review of information pertaining to the email
@gmail.com produced in response to search warrant.

143. FBI Form 302, documenting the interview of Mr, [QIOIOI@I®I dated 14 Aug 10.
144. FBI Form 302, documenting the interview of Mr. \RARAMAS dated 14 Aug 10.

145. FBI Form 302, documenting the interviews of Mr.[QICIOIGI®) 1. [DICIOIGI®) -nd M.
AR dated 14 Aug 10.

(b)(6)(b)(7)(C)

146. FBI Form 302, documenting the interview of Mr. dated 16 Aug 10.

147. FBI Form 302, documenting the interview of Mr. QARSI dated 16 Aug 10.

148. AIR of SASEENI 6 Aug 10, detailing the interview of Mr [BIBIBII®) consent to search,
and collection of evidence.

149. Consent to Search Computer/Electronic Equipment, executed by Mr. IOIRIQI® .11 10
Aug 10.

150. AIR of SA N 16 Aug 10, detailing the interview of SSG

151. AIR of SA SN 16 Aug 10, detailing the interview of SPC

152, AIR of SA RIS 16 Aug 10, detailing the interview of LTC
153. FBI Form 302, documenting the interview of Mr. [QIQIQIGI® dated 17 Aug 10.
154. ATR of SA [SIIQIIR 17 Aug 10, detailing the interview of SPC{DIOIOIGI®)

155, AIR of SARQIOIOIGI® 1 8 Aug 10, detailing the interview of CPL
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156. AIR of SA S8 18 Aug 10. detailing the coordination with Mr. [(DIOIOIGI®) receipt of
information pertaining to LTC AKO account, and collection of evidence.

157. Armv Knowledge Online (AKO) header information pertaining to the AKO email account
ot LTCDIGIBIGIS e

158, AIR of SANNEN 18 Aug 10, detailing the interviews of MSG [KEMEECPTI
(5)(0)(b)(7)(C Ml 0]

159. AIR of SA I 23 Aug 10, detailing the receipt of Classified Nondisclosure documents
signed by PFC MANNING.

160. DD Form 1847-1, Sensitive Compartmented Information Nondisclosure Agreement, signed
by PFC MANNING, dated 22 Jan 09.

161. Standard Form 312, Classified Information Nondisclosure Agreement, signed by PFC
MANNING, dated 17 Sep 08.

162. FBI Form 302, documenting the interview of Mr. USRS dated 23 Aug 10.
163. FB1Form 302, documenting the interview of Mr. [QIQIOIGI® ia¢cd 23 Aug 10. v

164. AIR of SA RIS 73 Aug 10, detailing the coordination with CENTCOM and collection
of evidence.

165. AIR of SALUAMAR 24 Aug 10, detailing the interview of SFC [N

166. FBI Form 302, documenting the interview of Mr. B)G)B)(N(C) dated 25 Aug 10.

(b)(6)(b)(7)(C)

167. FBI Form 302, documenting the interview of Mr. dated 25 Aug 10.

168. FBI Form 302, documenting the interview of Mr. REMMRldated 25 Aug 10.
169. AIR of SARKMSIBR 75 Aug 10, detailing the interview of 15G {DICIDIGIS)

170. DA Form 2823, Sworn Statement of 1SG [QIQIOIOI® 4ated 25 Aug 10.

171. AIR of SARIQIOIOI®I> 5 Aug 10, detailing the interview of SSgt LRI
172. AIR of SA (b) © (b) (N (OFE Aug 10, detailing the interview of SSG{QIOIGIVI®;
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173. DA Form 2823, Sworn Statement of CPT [RIQIBIGI®) dated 25 Aug 10.

BICIOINIO®)

174. coordination with

R 2 5 Aug 10, detailing the interview of 1LT
CSM and coordination with SFCW

i dated 25 Aug 10.

175. DA Form 2823, Sworn Statement of 1LT

(b)) (b)(

176. AIR of SA B35 Aug 10, detailing the interview of SFC [RRREM 2 d interview of

177. DA Form 2823, Sworn Statement of SFC B dated 25 Aug 10.

178. DA Form 2823, Sworn Statement of SFC [IOIOIGION dated 25 Aug 10.

179. AIR of SARICIRIGIE > 5 Aug 10, detailing the coordination with Ms. ® @(b)m(c)
PFC MANNING's annual Information Assurance training.

180. AIR of SAJNN 26 Aug 10, detailing the interview of WO [ESIIEED

181, ATR of SABBBIIE 26 Aug 10, detailing the interview of CPT R

182. AIR of SAHQIQIIIRL 26 Aug 10. detailing the interview of Mrs [DIGIOIQIS
coordination with Mrs. (k2N WC) CP’Wand Mr. R re-interview of
SSGIRUCIQIRI® request for medical information and receipt of behavioral health records

pertaining to PFC MANNING; and collection of Non-Disclosure Agreements signed by PFC
MANNING.

183. DA Form 2823, Sworn Statement of Mrs. QIOIOIOIS) d:ted 7 Jul 10.

184. AIR of SA QR 77 Aug 10, detailing the interview of CW2

185. AIR of SARIDIQIGI® (Classified-SEEREFANOFORNITS0 Aug 10, detailing the collection

of evidence.

186. FBI Form 302, documenting the interview of Mr. il dated 30 Aug 10.

[BICIOINIE®

187, AIR of SA 31 Aug 10, detailing checks of the Centralized Operations Police Suite

(COPS) system pertaining to PFC MANNING; the coordination with 1SG
e S0 000 SGTRIBIBIRR o interview of M2

188. AIR of SAJSN 31 Aug 10, detailing the interview of MSGIRISICIOIS!
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189. AIR of SA[RIRIRIGIS] 10 Sep 10, detailing the interview of SPC AINUS)

190. DA Form 2823, Sworn Statement of SPC [RRASME dated 9 Sep 10.

191, AIR of SA [BIBIBIBI®) 0 Sep 10, detailing the interviews of SFC [BIBICIRI® WO !
BRI s ¥ CRIOIBIGLSSFC Wmd LT CCEN

192. AIR of SA [IRIRIGIR 0 Sep 10, detailing the coordination with Mr. [RIRIIS obtaining
a consent to search, and collection of evidence.

193. CID Form 87-R-E, Consent to Search, 9 Sep 10, executed by Mr. OIOIOIOI®)

194, AIR of SA| . 10 Sep 10, detailing the evidence recovery scene examination.

195. Recovery Scene Rough Sketch prepared by SAWated 10 Sep 10.

196. CD containing photographs of the evidence recovery scene. (USACRC and File Copy
Only)

197. AIR of SAJRIN 10 Sep 10, detailing the collection Secure Compartmentalized
Information (SCI) indoctrination documents, signed by PFC MANNING, as evidence.

198. SCI Indoctrination and Nondisclosure documents signed by PFC MANNING, dated 17 Sep
08 to 29 Jan 09.

199. Indoctrination for Sensitive Series COMINT (Classified CONFBENFRAEACOMINT/X1),
signed by PFC MANNING, dated 29 Jan 09.

200. AIR of SA[RIQIRIGI®) 12 Sep 10, detailing the receipt of Search and Seizure Authorization,
coordination with SFC{QIQIOII® forensic preview of hard disk drives, and collection of -
evidence.

201. DA Form 37435, Search and Seizure Authorization, with supporting affidavit, dated 10 Sep
10.

202. AIR of SA [REIRIIR. 12 Sep 10, detailing the interview of 1L T [HEARES

203. AIR of S (Classified-SIeREFAREL TO US A, OOT)C
the interview of SrA

204. AIR of SA 16 Sep 10, detailing the coordination with CDR [DICIGIGI(®)
YNI CPTIBIOIBIGI® MAC W I (D) (0)(b)()(C)  INOOG)C)

, 14 Sep 10, detailing

17
FOR OFFICIAL USE ONLY
Law Enforcement Sensitive

—SEeRETHORCONNOTFORN—
FOR OFFICIAL USE ONLY - LAW ENFORCERMENT SENSITIVE, WHEN SEPARATED FROM CLASSIFI&B(EGDIII?ITS




FOR OFFICIAL USE ONLY - LAW ORCEMENT SENSITIVE, WHEN SEPAR ) FROM CLASSIFIED EXHIBITS

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive

(b)(© m«:c,u 4 crT DEEELS
PFC MANNING.

and request for medical and mental health records pertaining to

205. Reports received from the Kuwait Confinement Facility pertaining to PFC MANNING.

206. AIR of SAREUCIIRI 20 Sep 10, detailing the recording of PFC MANNING's visitation
period at the Brig, Marine Corps Base (MCB) Quantico, and collection of evidence.

207. AIR of SA AR 21 Sep 10, detailing the coordination with CPT A

search authorization, and search of PFC MANNING's personal belongings obtained from his
Containerized Housing Unit (CHU) in Iraq.

208. DA Form 3745, Search and Seizure Authorization 16 Sep 10, with supporting affidavit.
209. FBI Form 302, documenting the interview of Mr. POBOE

210. FBI Form 302, documenting the interview of Ms. R —

211. Internet Chat Logs between (b) (6) (b> (7) (C> labeled [ARA

212. Internet Chat Logs between [((SIOIDIGI®)] 12be1cq BB

213. Internet Chat Logs between [((SIOQISIWI(®;

214. Internet Chat Logs between {(SI(QI() WI(®)] iabelcd QRGN

(b)(6)(b)(7)(C)]

19 JULY.pdf".

B)O)B)TN)(CRERN(b) (6)(b)(7)(C) | labeled

o 215 Internet Chat Logs between
- 20 JULY pdf".

(

216. Internet Chat Logs between [(SYONIEI(O)] !abeled R 22 JULY .pdf".

217. Internet Chat Logs betwee (b) (6) (b) (7) (C) , labeled 5 JULY .pdf".
218. Internet Chat Logs between [((SI(QI(SICHI(ON -~ [(DICIOIGI® | Jabeled

- 25 JULY.pdf".

219. Internet Chat Logs between [BIOIG IO 2belcd R

220. Internet Chat Logs between (b)(6)(b)(7)(C) resme 6 AUG.pdf".

26 JULY .pdf".

221. Resume of Ms. [SiRkRE dated 3 Sep 10, and Written Letter of Concern pertaining to Ms.
RN dated 19 Nov 07.
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222, FBI Form 302, documenting the receipt and service of a Federal Magistrate Search Warrant
upon Brookhaven National Laboratory, dated 27 Sep 10.

223, Federal Magistrate Search Warrant 10-M-1108 (UNDER SEAL), dated 22 Sep 10.
(USACRC and File Copy Only)

224. AIR of SA RIARIUS 7 Sep 10, detailing the recording of PFC MANNING's visitation
period at the Brig, MCB Quantico and collection of evidence.

b)(6)(b)(7)(C e ..
225, AIR of SA YOBXNC) 29 Sep 10, detailing subpoena results from Yahoo! Inc., pertaining to
the email account bradass87(@yahoo.com.

226. DoDIG Subpoena, 2010233-10433, dated 18 Jun 10, pertaining to the Yahoo! email address
QICILIQIS) - yahoo.com and the subpoena results from Yahoo! Inc.

227. AIR of SA RSN | Oct 10, detailing the coordination with CPT and MSG
QIOIOIWI®Iforensic previewing of hard disk drives; interview of CW receipt of

Military Magistrate Search Authorizations; and collection of evidence.

228. DA Form 3745, Search and Seizure Authorization, dated 30 Sep 10, with supporting
affidavit. '

229. DA Form 2823, Sworn Statement of CW?2 [CIQIOIGI®) 1.4 1 Oct 10.

230. DA Form 3745, Search and Seizure Authorization, dated 1 Oct 10, with supporting
affidavit.

231. AIR of SA RARRRMAS | Oct 10, detailing subpoena results from the Massachusetts Institute
of Technology (MIT) pertaining to email accounts [QISIIEIZ mit.edu and QIR mit.edu.

232, DoDIG Subpoena, 2010247-10458, pertaining to MIT email accounts [ HiREER@mit edu
andW@mit.edu, and the subpoena results from MIT.

233. AIR of SARIRIOIOI®I 1 Ot 10, detailing the interview of Mr. [SAAGIS)

234. AIR of SA 5 Oct 10, detailing attempts to locate SPC QIOICIOIS)
coordination with CPT

235. AIR of SA [RERRMIS (Classified-conFBENFHE/REL TO USA N
detailing the interview of Mr. [QIQIOIQK®)
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236. AIR of SA [RIQIQIGIS 7 ()1 10, detailing the interview of Mr. (b)(6)(b)(7M)(C)

237. AIR of SA 2 QOct 10, detailing the recording of PFC MANNING's visitation period
at the Brig, MCB Quantico, collection of evidence, and review of the recording.

238. AIR of SA Classified SEEREFAREL TO USA, j 13 Oct 10, detailing
the interview of Mr

HOO)N)C)

239. FBI Form 302, documenting the interview of Mr. dated 14 Oct 10.

240. AIR of SA [QIQIQIQI® 4 Oct 10, detailing subpoena results from Yahoo! Inc., pertaining to

the email account [IOIGIGI®) @yahoo.com.

241, DoDIG Subpoena, 2010279-10510, dated 18 Aug 10, pertaining to Yahoo! account

(b) (6) (b) (7) (C) @yahoo.com, and the subpoena results from Yahoo! Inc.

242. CD containing logs pertaining to the Yahoo! email account
]l () (6)(b) (7)(C) ayahoo.com. (USACRC and File Copy Only)

243. AIR of SA QISR 5 Oct 10, detailing the collection of Department of State firewall log
files as evidence.

244. AIR of SA [REIRMER ((C1assified-SPERPPANOPORNI 9 Oct 10, detailing the collection

of Central Intelligence Agency (CIA) documents as evidence; collection of National Security
Agency (NSA) log files as evidence; and collection of files pertaining to PFC MANNING's
Intelink account as evidence.

245. FBI Washington Field CART Report of Examination (Classified-SEEREFANOFORNT—
documenting the forensic imaging of two hard disk drives; initial forensic examination; and
forensic duplication of hard disk drives, unsigned, dated 19 Oct 10.

246. AIR of SA [RIBIBIGIE 20 Oct 10, detailing the interview of PO1 [
247, AIR of SARIGIOIOIS® >, ()t 10, detailing the interview of SSg{GIOIGIWI®

248. FBI Form 302, documenting the interview of Mr. QMUOII®) i5ted 22 Oct 10.

249. AIR of SA R 25 Oct 10, detailing the collection of recorded phone conversations from
the Kuwait Confinement Facility as evidence.

250, AIR of SA J1 Nov 10, detailing the receipt of Federal Magistrate Search Warrant and
execution of Search Warrant.
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251. Federal Magistrate Search Warrant 1:10-SW-576 (UNDER SEAL), dated 28 Oct 10.
(USACRC and File Copy Only)

252. AIR of SA SUSUQIGIS) > 7y 10, detailing the coordination with Ms. [(SIOQICIGI®;

consent to search, search, and collection of evidence.

253. CID Form 87-R-E, Consent to Search, executed by Ms. [BIOICI@I®) dated 2 Nov 10.

254. AIR of SA NN 9 Nov 10, detailing the collection of classified information downloaded
from the internet by the IRTF as evidence.

AIR of SA SUARKRAEN 10 Nov 10, [DIOIOIGICNOIGID

B-ollection of chat | ce; coordination with and receipt of emails from Mr.
¥ receipt of Mr.W property from U.S. Immigration and Customs
Enforcement and collection of evidence.

256. Email containing Internet Chat logs betwee (b) (6) (b) (7) (C) org" and dated

22 Jul 10.

[BICIOIQI®)

257. Information regarding WikiLeaks provided by Mr.

(b)(6)(b)(7)(C))

258. AIR of SA 5 Nov 10, detailing the recording of PFC MANNING's visitation period
at the Brig, MCB Quantico, review of the recording, and collection of evidence.

Bl 17 Nov 10, detailing the interview of SPC [DISIOIOI®)

260. AIR of SA B)OG)) (C) Dec 10, detailing the collection of Combined Information Data
Network Exchange (CIDNE) log files as evidence.

b)(6 7)(C
261. AIR of SA OB 9 Dec 10, detailing the receipt of a Federal Magistrate Search
Warrant, execution of the warrant, and collection of evidence.

259. AIR of SA

262. Federal Magistrate Search Warrant 1:10-SW-652 (UNDER SEAL), dated 9 Dec 10.
(USACRC and File Copy Only)

PICIOIWIC . . e
263. AIR of SASMN 13 Dec 10, detailing the recording of PEC MANNING's visitation
period at the Brig, MCB Quantico, and collection of evidence.

264, AIR of SARKACIGIS; 5 1 10, detailing the collection of CIA files as evidence.

265, Letter from the CIA, Office of the General Counsel (Classified SCRERAOREO M=
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—NOEORNFaddressed to CPTJI dated 15 Dec 10. (USACRC and File Copy Only)

266, Nine pages of printed documents (Classified-SEERET+OREONNOFORMNcontaining
access log entries related to CIA files access by PFC MANNING, dated 15 Dec 10. (USACRC

and File Copy Only)
267. AIR of SA RRARII 17 Dec 10, detailing the interview of CW2 [QIQICIGL®

268. AIR of SARIQIOIOI®) 17 Dec 10, detailing the interview of WO1 b)OGN©)

269. AIR of SA [QIOIOIGIOM 20 Dec 10, detailing the recording of PFC MANNING's
visitation period at the Brig, MCB Quantico, review of the recording, and collection of evidence.

270. AIR of SA SN0 Dec 10, detailing the recording of PFC MANNING's visitation period
at the Brig, MCB Quantico, collection of evidence, and review of the recording,

271. AIR of SSA [QUQIOIRI®)>7 Dec 10, detailing the recording of PFC MANNING's visitation
period at the Brig, MCB Quantico, and collection of evidence.

272. AIR of SA[RAUOIIS ) Dec 10, detailing the interview of CPT R

273. AIR of SAJRRRMUNA 3 Jan 11, detailing the recording of PFC MANNING's visitation
period at the Brig, MCB Quantico, and collection of evidence.

274. AIR of SAQIOIDIOIO; 12 11, detailing the coordination with Ms. (b) (6) (b) (7) (C)

consent to search, collection of evidence.

275. CID Form 87-R-E, Consent to Search from Ms.3 Jan 11.
276. AR of SASRASRRMIRE 5 Jan 11, detailing the interview of MSG IS
277. AIR of SAWS Jan 11, detailing the interview of CW2

278. AR of SA[JIQIRIHRY 5 Jan 11, detailing the interview of LT R

279. AIR of SA QIR 5 Jan 11, detailing the interview of CPT

280. AIR of SAREICIBIS 5 121 11, detailing the interview of CPT [DICIOIGI®
281. AIR of SA [RSRMN 6 Jan 11, detailing the interview of CPT [DICIDIUI®)

282.

6 Jan 11, detailing the interview of SPC BO®EOO)
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A ~ e . . b) (6 7)(C
283. AIR of SA IRRSRRMR 6 Jan 11, detailing the interview of CPT iRRRRERERE

284. AIR of SARIQIOIBI®I; 7an 11, detailing the interview of SGT [(BICIOIGI®)

285. AIR of SA [BIBBIHIS) 6 Jan 11, detailing the interview of SPC [RISIDIOIS)
BOGIC)

®)(6)(b)(7)(C)

286. AIR of SA

287. AIR of SA (QIOIOIGKONN1 3 Jan 11, detailing the coordination with Mr. [(DICIOIGIS)
regarding Query Tree and Mr. (QIQIOIGION reparding PFC MANNING's acceptable use
policies.

288. AIR of SA 14 Jan 11, detailing the interview of MSG [ RAMARNIS

289. AIR of SA [DICIOIGIOM 14 Jan 11, detailing the interview of SPC [REANIE

290. AIR of SA [DICIOIGIONN 14 Jan 11, detailing the interview of M RICIDIGIS)
291. AIR of SA 14 Jan 11, detailing the interview of SPC
292. AIR of SA[IOIGIGION 14 Jan 11, detailing the interview of MAJ

293, AIR of SA A& (wac) 14 Jan 11, detailing the collection of Intelink log files as evidence.
294, AIR of SAJMSMN | Jan 11, detailing the interview of CPT [[RISIRIRIS)

295. AIR of SA 21 Jan 11, detailing the interview of SGT [DICICIGI®)
296. AIR of SA[DICIOIGICNN: 1 Jan 11, detailing the coordination with Mr. RIS

regarding PFC MANNING's IA training.

7 Jan 11, detailing the interview of SSG

297. AIR of SA Wci Jan 11, detailing the collection of the Gharani airstrike video as
evidence and collection of Open Source Center audit logs as evidence.

298. Open Source Center (OSC) Account Information Document (Classified
> pertaining the OSC Account of PFC MANNING, dated 6 Nov
09. (USACRC and File Copy Only)

(b)(6)(b)(7)(C):

299. AIR of SA 25 Jan 11, detailing the recording of PFC MANNING's visitation period
at the Brig, MCB Quantico, review of the recording, and collection of evidence.
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300. AIR of SA QIQIRIRI®I 5 Jan 11, detailing the review of the recording of PFC MANNING's
visitation period at the Brig, MCB Quantico.

301. AIR of SA QAR 5 Jan 11, detailing the review of the recording of PFC MANNING's
visitation period at the Brig, MCB Quantico.

302. AIR of SA [(QIOIOIGKS 31 Jan 11, detailing subpoena results from Zipcar, Inc.,
pertaining to PFC MANNING's Zipcar account.

303.. DoDIG Subpoena, 2011073-10771, pertaining to Zipcar account number 501376 and the
subpoena results from Zipcar, Inc.

304. AIR of SA [DIQOIOIGI®) 1 Feb 11, detailing the recording of PFC MANNING's visitation
period at the Brig, MCB Quantico, collection of evidence, and review of the recording.

305. AIR of Sm 7 Feb 11, detailing the collection of the recording of PFC MANNING's
visitation period at the Brig, MCB Quantico as evidence and review of the recording.

306. AIR of SA [DICIOIGIONEN 7 Feb 11, detailing the re-interview of SFC(Ret) [RISIOIIIS

307. AIR of SA [QIQICIION 12 Feb 11, detailing the review of multiple recordings of PFC
MANNING's visitation period at the Brig, MCB Quantico.

[BIOIOIVI®)

308. AIR of SA , 14 Feb 11, detailing the recording of PFC MANNING's visitation
period at the Brig, MCB Quantico, review of the recording, and collection of evidence.

309. AIR of SA [RIQIOIGI® |4 r.}, 11, detailing the receipt and execution of two Federal
Magistrate Search Warrants.

310. Federal Magistrate Search Warrant 1:11SW-47 (UNDER SEAL), 11 Feb 11. (USACRC
and File Copy Only)

311. Federal Magistrate Search Warrant 1:11SW-89 (UNDER SEAL), 11 Feb 11. (USACRC
and File Copy Only)

312. AIR of SAW 17 Feb 11, detailing the collection of electronic files related to
WikiLeaks as evidence.

313. AIR of SA [DICIOIGIONN 24 Feb 11, detailing the interview of M. [RUUCIGIE®)
314. AIR of SA[GIOIGIEI®) -4 reb 11, detailing the interview of SFC DRIBIIS
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315. AIR of SAW% Feb 11, detailing the recording of PFC MANNING's visitation period
at the Brig, MCB Quantico, review of the recording, and collection of evidence.

316. AIR of SA{QIOIOIGION | Mar 11, detailing subpoena results from Washington
Metropolitan Area Transit Authority (WMATA) pertaining to PFC MANNING's SmarTrip card
account and review of multiple recordings of PFC MANNING's visitation period at the Brig,
MCB Quantico.

317. DoDIG Subpoena, 2011073-10772, pertaining to SmarTrip card of PFC MANNING and the
subpoena results from WMATA.

(b)(6)(b)(7)(C)

318. AIR of SA 2 Mar 11, detailing the recording of PFC MANNING's visitation period
at the Brig, MCB Quantico, collection of evidence, and review of the recording.

319. AIR of SA [CIOICIEI®] 3 Mar 11, detailing the coordination with Mr. [DICIOIVI®)

regarding PFC MANNING's Information Assurance training.

(b)(6)(b)(7)(C)

320. AIR of SA | 13 Mar 11, detailing the recording of PFC MANNING's visitation period
at the Brig, MCB Quantico, review of the recording, and collection of evidence.

321. AIR of SA[BICIDIOI®) 78 Mar 11, detailing the interviews of CW4 [DICIOIGI®) . M.

OIOIOIGI®)

322. AIR of SA{DIOICIGIOM & Apr 11, detailing the coordination with M [DICIOIGIO)

regarding mandatory annual IA examinations PFC MANNING would have completed.

323. Screen captures of IA examination questions provided by Mr. QIOICIOKY undated.

324, AIR of SAWII Apr 11, detailing the recording of PFC MANNING's visitation period
at the Brig, MCB Quantico, review of the recording, and collection of evidence.

325. AIR of SA [QIOIGIGIOM 11 Apr 11, detailing the coordination with Ms. [(DICIOIGI®)

and collection of web server log files from the Joint Improvised Explosive Device Defeat
Organization (JIEDDO) as evidence.

326. AIR of SA [QIQIOIGION. 15 Apr 11, (Classificd-SPEREF#RFITO USA,
detailing the interview of Mi{DIOIOIGI®)

327. AIR of SA ((QIOIOIGIOR 15 Ap: 11, (Classificd SEEREF#REETO USA,
detailing the interview of CPT{(SIOIC]GI(®) .

328. AIR of SA [QIQISMIRI 22 Apr 11, detailing the collection of access log files from the Army
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Counter Intelligence Center (ACIC) as evidence.

329. AIR of SA [DICIOIBI®) 3 M:y 11, detailing the interview of SPC [DICIOIGI®)

330. AIR.of SSAS May 11, detailing the forensic testing of the computer program
WGET.EXE, used by PFC MANNING, to download 766 PDF files related to Guantanamo Bay
detainees from a SIPR Intelink website; the collection of the downloaded 766 PDF files as
evidence; and the downloading and collection of 768 PDF files related to Guantanamo Bay from
the WikiLeaks.ch website as evidence.

331. AIR of SARIOIOIGIKONEN ¢ May 11, detailing the forensic downloading of the file
"cablegate201105050833.7z" from the WikiLeaks.ch website, and the collection of this file as
evidence.

332. AIR of SA 19 May 11, detailing the receipt and collection as evidence of log files
from ACIC, and the receipt and collection of evidence of Centaur log files as evidence.

333, AIR of SA [DICIGIGION 26 May 11, detailing the interview of Mr. RN

334. Intelligence Information Report, IIR 6 089 0563 11 (Classified SESREFRER-TO USA,

reporting documents contained on digital media collected during the capture of a high-
value member of Hezb-e-Islami Gulbuddin (HIG) in Afghanistan contained classified data related
to unlawful disclosures by PFC MANNING, dated 20 Jun 11.

335. AIR of SABIOIOIBK®) 21 jun 11, detailing the interview of Inmate{QIOIOIGIO)

336. AIR of SARMBM 22 Jun 11, detailing coordination for an escort of PFC MANNING's
attorney to meet with PFC MANNING.

337. AIR of SAWS Jun 11, detailing the collection of two DVDs as evidence containing
recording(s) of visitations with PFC MANNING on 21 May 11; and the collection of one DVD as
evidence containing recording(s) of visitations with PFC MANNING on 25 Jun 11.

338. AIR of SA [RARRRAN 14 Jul 11, detailing the receipt and collection of one DVD containing
log files provided by the 902nd Military Intelligence Group as evidence; and initial forensic
examination of the files contained on the DVD.

339. AIR of SA [QIOIBIBI®) 15 1u 11, detailing the interview of Inmate [DICIOIGI®)

340. AIR of SA{RUCIOIOI®I 18 Jul 11, detailing the interview of Inmate BOBOO
OGO

341. Canvass Interview worksheet of Inmate undated.
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342. AIR of SA{UIOICNEI®] 1 9 jul 11, detailing the interview of Mr. [SIQIOIGI®

343. AIR of SA (b) ©) (b) WO | Aug 11, detailing the forensic downloading and collection
of the file "cablegate-201108290338.7z" from the Wikil.eaks.org website as evidence.

344. AIR of SA <b> © (b) (NC) B Sep 11, detailing the receipt and collection of 14 Intelink

log files from Office of the Director of National Intelligence (ODNI) as evidence.

345. AIR of SA [QIOQIGIVK®) Sep 11, detailing the Internet search for the file "cables.csv";

discovery of various files on the Internet; and the collection of various associated files identified
as evidence.

346. AIR of SA 6 Sep 11, detailing the interviews of Inmate [((QIOIGIGI(®)
coordination with SGT [CIOIGIQI®)] and coordination with SA[IOIGIGI®;
347. Hand written notes of Inmate [((QIOICIGI®N dated 19 Aug 11 to 25 Aug 11.

348. AIR of SA SUSURIBRI 6 Sep 11, detailing the receipt and collection of one CD containing
log files from the Central Intelligence Agency (CIA); and initial forensic examination of the
contents of the CD.

349. Intelligence Information Report, IIR 6 089 0793 11 (Classified SEEREFT/RELTO USA,
R reporting digital media collected during the capture of a high-value member of Hezb-e-
Islami Gulbuddin in Afghanistan contained files and software code for harvesting data from the
WikiLeaks website and conducting analysis of data related to unlawful disclosures by PFC
MANNING, dated 14 Sep 11.

350. AIR of SAW 20 Sep 11, detailing the receipt and review of records related
to DoDIG Subpoena 352-11200.

351. DoDIG Subpoena, 2011352-11200, dated 26 Aug 11, pertaining to records and transcripts
of PFC MANNING from Montgomery College, and subpoena results.

352. AIR of SA(QIOICIGIONEN 27 Sep 11, detailing the coordination with Mr. d
receipt of user information related to the Open Source Center (OSC) accounts of P

MANNING.

353. AIR of SA[QICIOIGKS 29 Sep 11, detailing the interview of SPC [(SIOIGIGI(®)
354. AIR of SA[GIOICIGIOME + Oct 11, detailing the coordination with Mr. [DICIBII®

receipt and review of Army Knowledge Online (AKQ) Lightweight Directory Access Protocol
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(LDAP) logs.

355. AIR of SA (QIOIGIGI®)>5 Oct 11, detailing the interview of Mr DSBS

356. AIR of SABIOIOIGI®) 3 Nov 11, detailing the coordination with Assistant U.S.
Attorney regarding Search Warrant 1:11SW509; and receipt and collection of one CD containing

the Search Warrant results as evidence.

357. Federal Magistrate Search Warrant 1:11SW509 (UNDER SEAL), 15 Sep 11. (USACRC
and File Copy Only)

358. AIR of SAGIOIGIGIOEE + Nov 11, detailing the coordination with Ms.
the collection of eight DVDs containing Intelink log files as evidence.

BICIOIGI®)

and

359. AIR of SAW Dec 11, detailing the coordination with the FBI, and collection of a
_hard disk drive containing a forensic image of the U.S. Government computer assigned to Mr.
IRt Brookhaven National Laboratory as evidence.

360. AIR of SSA SEURIMR o Dec 11, detailing the preliminary forensic examination of the

(b)(6)(b)(7)(C)}

forensic image of the U.S. Government computer assigned to Mr. at Brookhaven National

Laboratory.

361. AIR of SA BN G Dec | 1, detailing the collection of two DVDs containing the Al-
Shabaab produced videos, "Thou Art Held Responsible Only for Thyself" Part 1 and Part 2, as
evidence.

362. AIR of SARIOIBIOIGI ; Dec 11, detailing the interview of Mr. QIO

(b)(6)(b)(7)(C)

363. Sworn Statement of Mr dated 20 Dec 11.

(b)(6)(b)(7)(C)

364. AIR of SA 11 Jan 12, detailing the collection of one CD containing the file
"manningl.ods" related to the email headers of PFC MANNING's AKO-S account as evidence.

365. AIR of SAMZB Jan 12, detailing the coordination with Mr [SEMCIRI& . 4 1. TC

BRI e garding the authorized use of the computer program "wget".

366. Certificate of Networthiness, Cert#: 200906160, Distributed Common Ground System-
Army (DCGS-A) 3.1 with WSS 3.1 and BAL 3.1, signed by Mr.[GIOIOI®I®) dated 20 Aug 09.

367, Certificate of Networthiness, Cert¥#: 200904700, Cygwin, Version 2.5, signed by Mr.

BIOIOIGI®) dated 27 Aug 09.
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368. Certificate of Networthiness, Cert#: 200905573, Red Hat Enterprise Linux 5.X, Kernel 2.6,
signed by Mr. [DICIOIGIORated 5 Nov 09.

369. AIR of SSARIGIRIGI® ClassifiedREREF 25 Jan 12, detailing coordination with CPT

AR regard to digital media collected by U.S. Forces in Afghanistan during the capture of a
high value detainee; coordination with personnel from the National Media Exploitation Center
(NMEC), collection of one hard disk drive from NMEC. personnel.

370. AIR of § 0 Jan 12, detailing the collection of one CD and one DVD as evidence
containing recording(s) of visitations with PFC MANNING on 24 Sep 11.

Feb 12, detailing the intervi B srCOBIBIOI®) sGT

71 S
<b><6><b) RI®IC W2 RISIOIRIS) SSG eceipt of the 2nd Brigade Combat

Team (BCT) Acceptable User Policy (AUP) form; receipt of the Fort Drum NIPR AUP form; and
coordination with SSGRARAAS

372. 2BCT Automated Information System (AIS) Security Policy Briefing (SIPR) form, undated.

373. Fort Drum Classified/Unclassified Installation Campus Area Network (ICAN) Acceptable
Use Policy (AUP) form, dated February 2010.

374. AIR of SA| 10 Feb 12, detailing the coordination with Mr [QIQIQI@I®:nd receipt of
a copy of the Version Description Document (VDD) for the Basic Analyst Laptop (BAL), dated 1
Oct 09.

375. VDD for BAL, DCGS-A Software Version 3.1 Patch 3, dated I Oct 09,

376. AIR of SARIIPIGI® 13 Feb 12, detailing the coordination with CW3 Wﬂnd
es of PFC

receipt of the 35F10 Student Evaluation Plan, a memorandum listing the nam

MANNING's Advanced Individual Training (AIT) instructors, a roster of students who attended
AIT with PFC MANNING, and a DVD containing two files pertaining to the Plan Of Instruction
(POI) and Lesson Plans for the Military Occupational Specialty 35F10 AIT class attended by PFC
MANNING.

377. Memorandum For Record. containing the names of AIT instructors for class 243-35F10-
027, signed by CWI(SUOIOIOKS) -1 3 Feb 12.

378. Army Training Requirements and Resources System (ATRRS) R2 Data Report, Course
243-35F10-027, containing student names, dated 18 Jan 12.

7 r SA mw Feb 12, detailing the coordination with SPC and SGT
and receipt of the Joint Asset Movernent Management System (JAMMS) detailing
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PFC MANNING's movements between Irag and Kuwait between 12 Oct 09 and 30 May 10.

380. JAMMS Movement Report by Person, detailing travel movements by PFC MANNING,
dated 15 Feb 12.

381. AIR of SA 27 Fe iling the interviews of Mr.
SGT RIS S lLT SPC and CW4ER

(b)(6)(b)(7)(C)

Mrs. DEEES)

8 Feb 12, detailing the canvass interviews of Inmate [(QIOIOIGI(®)]

B Inmate Inmate OIOIOIOI®) 1115t (b)(())(b)(7)(ﬁ)

; OO Inmate{QIGIOIPIS Inmate%
Inmate [BICIOIGI®) Inmate[GIOIOIGI® Inmat Inmate
b)(6) (b) (7)( Inmate

Inmate )(6)(b)(7) Inmate <}))((’>G’)(7)(C Inmate RIKIRIGIS

384. Canvass Interview Worksheets of Inmate [DIOIOIBI®) Inmatc SRR 1111mat - [RAMRNER

Inmate R 1nmatdDIOIOII®) Inmat [InmateRICIOIAIG! Inmat-DICION®)
Inmate SAURIIE) 11, mate (IO S Inmate [DICIBIOIS)
oy OGS o IO r——
DO ot § 8 1 mate DIOIOIAI®) and CPT

B 5 Mar 12, detailing the coordination with CPT [RISISIHIS 4
collection of 13 hard disk drives as evidence.

386. AIR of SSARRRRKMI | 8 Apr 12, detailing the forensic imaging of eight hard disk drives,
and attempted forensic recovery of data from five hard disk drives.

387. AIR of SA [QICIOIY (C): Jul 12, (Classified-SECREFYORECOMNNOTEORI detailing the

coordination with MA Jjihersonne! from the National Media Exploitation Center (NMEC),
and personnel from the FBI, in relation to specific items of digital media collected by the U.S.

Government on 2 May 11; and the receipt of one DVD containing four files related to this
investigation. (USACRC and File Copy Only)

388. AIR of Mr. QIQIOIQIS) > Aug 12, detailing the forensic comparison of the files "afghan-
war-diary.html[1814].7z" obtained from the FBI and "afg-war-diary.html.7z" obtained from the
Information Review Task Force (IRTF).

389. AIR of SARRARAMAR 31 A g 12, (Classified-SEERETHORCONNOFORNY detailing the

examination of two electronic documents contained on a DVD provided by the FBI; and
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coordination with CDR (GUICQICIGIKOM ( authenticate the two classified foreign language
documents. (USACRC and File Copy Only)

390. Printed 16 page foreign language document (Classified SEEREFFORECOMNNOTPORN
' containing the initials of CDR{BICIGIGION and SA RIQIIAS undated. (USACRC and File

Copy Only)
391. Printed six page foreign language document (Classified

' containing the initials of cm@f@ﬁﬂm and SA [QIQIQIQI® 1111dated. (USACRC and File
Copy Only)

392. AIR of SA[GIOIGIBI®N 3 Sep 12, detailing the coordination with MA1 LCDR
BICIOIGIE] \1CPO [N 211d CDRBICIOI®hertaining to documentation of incidents related to
PFC MANNING's continement and items found at the Theater Field Confinement Facility, Camp
Arifjan, Kuwait.

393. Sworn Statement of MA1

395. Sworn Statement of MCPO SR

396. Sworn Statement of CORGIQIGIGI®)ated 6 Sep 12.

397. DD Form 2711, Initial Custody Classification pertaining to PFC MANNING, signed by

CDRIQIOIOIVI®) dated | Jun 10.

398. DD Form 2713, Inmate Observation Report pertaining to PFC MANNING, prepared by

LCDRW:[ated 2 Jun 10.

399. DD Form 2713, Inmate Observation Report pertaining to PFC MANNING, prepared by
CPO [QICIOIGIONE:tcd 2 Jun 10.

400. D 13, Inmate Observation Report pertaining to PEFC MANNING, prepared by
MCPO ated 11 Jun 10.

2711-1, Custody Reclassification pertaining to PFC MANNING, signed by CDR
dated 30 Jun 10.

402. Memora rd, detailing Use of Force incident involving PEC MANNING,
signed by CP ated 30 Jun 10.
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403. DD 2713, Inmate Observation Report pertaining to PFC MANNING, prepared by
LCDR QRN ated 28 Jul 10.

404. Memorandum For Record, detailing PFC MANNING's abnormal behavior while in custody,
discovery of an improvised noose found in PFC MANNING's holding cell, and mental health
evaluations provided by personnel from the y Medical Facility Kuwait during PFC
MANNING's confinement, signed by LCDREW!ated 29 Jul 10.

405. Evidence Photograph of bed sheet tied in an apparent noose, undated.

406. Evidence Photograph of black nylon string, undated.

407. AIR of SAIRSUCIE 6 Nov 12, detailing the interviews of LCD RS

|PO1(Ret
PO BIOIOIGI® cro BIOIONIE) cro BICIOIGICEN. 2nd PO1 W

408. AIR of Mrs QIQIOIQI®) 15 jan 13, detailing the collection of one green mattress, one blue
mattress, one pillow, one suicide smock, and one blanket as evidence,

409. Statement in Support of Providence Inquiry -- U.S. v. Private First Class Bradley E.
MANNING, dated 29 Jan 13.

410. Post Trial Confinement Packet of PFC MANNING, dated 21 Aug 13.

411. AIRof SA 16 Sep 13, detailing receipt of Defense Reciprocal Discovery
Documents, obtaining two Federal Magistrate Search Warrants related to the YouTube account of
"bradmanning", execution of Search Warrants on Google, Inc., Search Warrant results, and
collection of evidence.

412. Defense Reciprocal Discovery Documents, numbered 028711 through 028713, dated 29
May 13.

413. Federal Magistrate Search Warrant 1:13-SW-446 and Search Warrant results from Google
Inc.

)

414. Federal Magistrate Search Warrant 1:13-SW-492 and Search Warrant results from Google
Inc.

H

ATTACHED FORENSIC REPORTS:

415. Forensic Examination Report of SSA [RIQIOII® 16 Jun 10, detailing the forensic
examination of the forensic images of three Arabic language instruction CD's, property of PFC
MANNING.
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416. AIR of SAWIS Jun 10, detailing the preliminary forensic examination of forensic
image of a personal laptop computer, the property of SSG [BICIGIGI®)

RICIOIGIE®

417. AIR of SA SESARIR) 18 Jun 10, detailing the imaging of Mr ihumb drive,

collection of evidence, and preliminary examination of the thumb drive.

418. AIR of SA [OIOIGIGI®)>4 Jun 10, detailing the preliminary forensic examination of the
email account bradley.e.manning@gmail.com, used by PFC MANNING.

419. AIR of Mr {QIQIOIQI®) Classified SESREF2 Jul 10, detailing the preliminary forensic
examination of a Seagate hard disk drive, the property of PFC MANNING.

420. AIR of SSA [RRIOIIS 71 Ju] 10, detailing the preliminary forensic examination of two
CD-R's and eight DVD-RW's, property of PFC MANNING.

421. AIR of SSA [RERARMAY 26 Jul 10, detailing the imaging of an IBM ThinkCentre desktop
computer, the property of PFC MANNING.

422. AIR of SSAMA@ 10, detailing the collection of the file "insurance.aes.256"
downloaded from the WikiLeaks.org website as evidence.

QIOIOIGI®

423. Forensic Examination Report of SSA | 15Sep 10, detailing the forensic
examination of a NIPR computer used by PFC MANNING assigned IP address 144.107.17.139,
the property of 2nd BCT, 10th MTN DIV.

424. DVD Containing Attachments to the Forensic Examination Report of SSA[QIGIQIGI®]dated
15 Sep 10. (USACRC and File Copy Only)

425. AIR of SSARIQIQIQND) 17 Sep 10, detailing the imaging of a NIPR computer assigned IP
address 147.198.178.143, the property of the Fort Drum Department of Information Management

(DOIM).

426. Forensic Examination Report of SSA [QIQIQIGI®)0 Sep 10, detailing the forensic
examination of a NIPR computer assigned IP address 147.198.178.143, the property of 2nd BCT,
10th MTN DIV.

427. DVD Containing Attachments to the Forensic Examination Report of SSA ERISIGI®I ..
20 Sep 10. (USACRC and File Copy Only)

428. Forensic Examination Report of SA| (b)(6)(B)(7)(C)ph Sep 10, detailing the forensic

examination of a US Government computer, formerly located in the Supply Annex, 2nd BCT,
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10th MTN DIV,

429. DVD Containing Attachments to the Forensic Examination Report of SA [QIQICIGI®)
dated 28 Sep 10. (USACRC and File Copy Only)

430. AIR of SSAQIQIRIGI®) 4 Oct 10, detailing the forensic imaging of a US Army computer
assigned IP address 148.17.172.115, and US Army computer assigned IP address 22.225.28.54,
both the property of 2nd BCT, 10th MTN DiV.

431. AIR of SSA KR 27 Oct 10, detailing the imaging of one CD and one DVD
containing Intelink data.

432. Forensic Examination Report of Mr. SACIRIS) 30 Oct 10, detailing the forensic
examination of three NetApp arrays and domain controllers, the property of 2nd BCT, 10th MTN
DIV.

433, AIR of MrQIQIOIOI® 5 oy 10, detailing the preliminary examination of an IBM
ThinkCentre computer, the property of PFC MANNING.

434. Forensic Examination Report of SSA (RARARM 17 Nov 10, detailing the forensic
examination of the CIDNE-Iraq log files.

435. Forensic Examination Report of SSA [QIQIBIBI® 12 Nov 10, detailing the forensic
examination of the CIDNE-A fghanistan log files.

436. AIR of SA [QIOIGIEI(®) 30 Nov 10, detailing the website capture of a Wikileaks

website.

437. Defense Computer Forensics Laboratory Report of Mr. 2 Dec 10, detailing efforts
to decrypt the file "strongbox.dmg" created by PFC MANNING.

438. Forensic Examination Report of SSA QOIQIGIE 13 Dec 10i detaiIinﬁ the forensic

examination of multiple digital media items collected from th esidence.

439. AIR of SSA [QIOIOIOIE) 3 1. 10, detailing the forensic imaging of three SD memory
cards, one Compact Flash memory card, one Smart Media memory card, nine CDs, and one USB
memory card, the property of PFC MANNING.

440. AIR of Ms QUSQIOIWI®1 1 Jan 1 1, detailing the forensic imaging of 36 Fujitsu hard disk
drives, six SeaGate hard disk drives, and two unknown brand hard disk drives, the property of
2nd BCT, 10th MTN DIV.
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441. AIR of SARIRIGIS | 7., | 1i detailinﬁ the forensic imaging of a Maxtor hard drive

collected from the residence of Ms. ¢ property of PFC MANNING.

442. Forensic Examination Report of SSA SRS 13 Jan 11, detailing the forensic
examination of 44 hard drives, the property of 2nd BCT, 10th MTN DIV,

443. Forensic Examination Report of SA BIOILIGI®N 7 x'-b 11, detailing the forensic
examination of a CD-RW, the property of Mr.[HIOIOIGIG)

444. Forensic Examination Report of SA [QICIOIGIONN 4 Mar 1 1I detailini the iiiiric

examination of a hard disk drive coliected from the residence of Ms.

445. Forensic Examination Report of Mr., QIOIOIOI® 11, | 1, detailiﬁg the forensic
examination of forensic images of hard disk drives, the property of FBI Protected Identity
Witness.

446. DVD Containing Attachments to the Forensic Examination Report of Mr. SIRIQIIS) ated
9 Mar 11. (USACRC and File Copy Only)

447. Forensic Examination Report of SA LIOIOIV®) 10 Mar 11, detailing the forensic
examination of a Subscriber Identity Module (SIM) card, the property of FBI Protected Identity

Witness.

448. Forensic Examination Report of SA %Apr 11, detailing the forensic
examination of a computer, the property of Mr

449. DVD Containing Attachments to the Forensic Examination Report of SA (b)(6)(b)(7)(C)
dated 5 Apr 11. (USACRC and File Copy Only)

450. DVD Containing Attachments to the Forensic Examination Report of SA [BIOICIGI®)
dated 5 Apr 11. (USACRC and File Copy Only)

451. Forensic Examination Report of SSA OOONCpY Apr 11, detailing the forensic
examination of the JIEDDO server log files.

452, Forensic Examination Report of SA OIQIOIOIS®) -7 jul 11, detailing the forensic

examination of the Supply Section NIPR computer used by PFC MANNING assigned IP address
144.107.17.189, the property of 2nd BCT, 10th MTN DIV.

453. DVD Containing Attachments to the Forensic Examination Report of SA BIOIGIBI®
dated 27 Jul 11. (USACRC and File Copy Only)
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454. Forensic Examination Report of SS2 QIQILIRIS 3 Aug 11, detailing the forensic
examination of NIPR and SIPR log files collected from various network servers at FOB Hammer.

455. Forensic Examination Report of SSARKAIRNY |0 Aug 11, detailing the forensic
examination of various network log files.

456. Forensic Examination Report of Mr. OOGMO Classified SEEREFAREE-TO ACGU), 22
Sep 11, detailing the forensic examination of PFC MANNING's personally owned MacBook Pro
laptop computer.

457. DVD Containing Attachments to the Forensic Examination Report of Mr QIQIGIGK®)
(Classified-SEEREFHREETO ACGU), dated 22 Sep 11. (USACRC and File Copy Only)

458. Forensic Examination Report of SSARIIOIGISI Classified SEEREFAYOFORMN), 22 Sep
11, detailing the forensic examination of the primary SIPR computer used by PFC MANNING

assigned IP address 22.225.41.22.

459. DVD Containing Attachments to the Forensic Examination Report of SSA (b)(©)B)(N)(C)
(Classified SECREFNOFORMN-dated 22 Sep 11. (USACRC and File Copy Only)

460. Forensic Examination Report of SS ASIGIDIGIGIC assified SEESREFANORORNY, 22 Sep
11, detailing the forensic examination of the secondary SIPR computer used by PFC MANNING

assigned IP address 22.225.41.40.

461. DVD Containing Attachments to the Forensic Examination Report of SSA [QIQIQIQI®)
(Classified - GRSmi@Ee@Rian dated 22 Sep 11. (USACRC and File Copy Only)

462. Forensic Examination Report of SSA [RRSMUNGY Classificd-SiSRisRORaRa: 22 Sep
11, detailing the forensic examination of an additional SIPR computer used by PFC MANNING

assigned IP address 22.225.29.185.

463. DVD Containing Attachments to the Forensic Examination Report of SSA RICIOI®)
(Classified SlsoRddmdiioRdme=dated 22 Sep 11. (USACRC and File Copy Only)

464. Forensic Examination Report of SSA |SARMMMRE(Classified-SEBEREFAMGEORMZ22 Scp

11, detailing the forensic examination of a Secure Digital (SD) memory card collected at the

residence of Ms[(SIOQIGIGI(OR o property of PFC MANNING.

465. DVD Containing Attachments to the Forensic Examination Report of ssA SISIRIS
(Classified dviieRsdmiiomkarys dated 22 Sep 11. (USACRC and File Copy Only)

b)(6)(b)(7)(C
466. Forensic Examination Report of SSA |RIREREIN (Classified SEBERE22 Scp 11, detailing
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the forensic examination of the|l network folder on a U.S. Central Commander SIPR

computer.

467. DVD Containing Attachments to the Forensic Examination Report of SSA [DICIOIGI®)
(Classified SE€REF-dated 22 Sep 11. (USACRC and File Copy Only)

b) (6)(b)(7)(C .
468. Forensic Examination Report of SSA (Clasmﬂed'S'EGkE‘Tﬂ&@F@ﬁﬁ:ZZ Sep
11, detailing the forensic examination of two hard disk drives previously contained in SIPR
computers used by PFC MANNING assigned TP addresses 148.17.172.115 and 22.225.28.54.

469. DVD Containing Attachments to the Forensic Examination Report of SSA RIRIQIUS
(Classified SEERETANOFORNI~dated 22 Sep 11. (USACRC and File Copy Only)

470. Forensic Examination Report of Mr (RS Classified"SFERBF 22 Sep 11, detailing
the forensic examination of the personally owned hard disk drive of PEC MANNING.

471. DVD Containing Attachments to the Forensic Examination Report of Mr. [QIOIQIGK®)
(Classified"SEE€REF);dated 22 Sep 11. (USACRC and File Copy Only)

472. Forensic Examination Report of SSA QIQIQIISID? Sep 11, detailing the forensic
examination of a SIPR computer used by SPCRIQIBIRI®,: ssigned IP address 22.225.28.216, the
property of 2nd BCT, 10th MTN DIV.

473. DVD Containing Attachments to the Forensic Examination Report of SSA BOGDOR ated
22 Sep 11. (USACRC and File Copy Only)

474. Forensic Examination Report of SSA AR Classified-SECREFANOFORINY, 22 Scp

11, detailing the forensic examination of the SIPR network share folder assigned to PFC
MANNING, and the SIPR network share folder assigned to the 2nd BCT, 10th MTN DIV Office
of the Staff Judge Advocate.

475. DVD Containing Attachments to the Forensic Fxamination Report of SSAGQIQIOIGK®)
(Classified-SPEREF/NOTPORNYdated 22 Sep 11. (USACRC and File Copy Only)

476. Forensic Examination Report of SSAW (Classified SEEREFANOFORNT22 Sep
u

11, detailing the forensic examinations conducted in relation to an Army Counter Intelligence
Center (ACIC) report, dated 28 Feb 08, titled, "(U) WikiLeaks.org An Online Reference to
Foreign Intelligence Services, Insurgents, or Terrorist Groups?".

477. DVD Containing Attachments to the Forensic Examination Report of SSA ®OONO
(Classified SEERETROPORNdated 22 Sep 11. (USACRC and File Copy Only)
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478. Forensic Examination Report of SSA[RBMSMIR (Classified-SEERER=22 Sep 11, detailing
the forensic examinations of Centaur logs containing network traffic for U.S. Army SIPR
computers used by PFC MANNING assigned IP addresses 22.225.41.22, 22.225.41.40, and
22.225.29.185.

479. DVD Containing Attachments to the Forensic Examination Report of SSA B)OO)N©)
(Classified"S=ERES=rated 22 Sep 11. (USACRC and File Copy Only)

480. Forensic Examination Report of SSW (Classified SBEREFNOEORIM=22 Sep

11, detailing the forensic examinations conducted of U.S. Department of State documents,
computer logs, and network logs in relation to two SIPR computers used by PFC MANNING
assigned IP addresses 22.225.41.22 and 22.225.41.40.

481. DVD Containing Attachments to the Forensic Examination Report of SSA IS
(Classified SPERETATOPFORMuted 22 Sep [1. (USACRC and File Copy Only)

482. Forensic Examination Report of SSA OON© (Classified SECREFANOFORIM; 22 Sep
11, detailing the forensic examination of documents collected from WikiLeaks.ch pertaining to
Guantanamo Bay detainees.

483. DVD Containing Attachments to the Forensic Examination Report of SSA
(Classified SECREF/NOFORM-dated 22 Sep 11. (USACRC and File Copy Only

484, Forensic Examination Report of SSARKMSIMIS) C1assified SECREFANOFORN22 Scp
11, detailing the forensic examination of SIPR Intelink log files pertaining to SIPR computers

used by PFC MANNING assigned [P addresses 22.225.41.22 and 22.225.41.40.

485. DVD Containing Attachments to the Forensic Examination Report of SSA[QIQICIGI®)
(Classified Slsitmmitobandir dated 22 Sep 11. (USACRC and File Copy Only)

486. Forensic Examination Report of SSAWCIassiﬁed .
11, detailing the forensic examination of two hard disk drives, the prop

containing online chat conversations between PFC MANNING and Mr,|

487. DVD Containing Attachments to the Forensic Examination Report of SSA [QIOIOIGK®
(Classifiec-SBESREFANOFSORM~dated 22 Sep 11. (USACRC and File Copy Only)

488. Forensic Examination Report of SSA[RKIRIRIRICassificd ShRmmateRaRMg 22 Sep

11, detailing the forensic examination of CIDNE reports collected from the WikiLeaks.org
website. '

489. DVD Containing Attachments to the Forensic Examination Report of s A SUCIOIQI®
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(Classified SHECREFANOESRMNY dated 22 Sep 11. (USACRC and File Copy Only)

490. Forensic Examination Report of SSAW 22 Sep 11, detailing the forensic
examination of a rewritable Compact Disc (CD-RW) marked “SE=E&REF=and recovered from the
personal living quarters of PFC MANNING on FOB Hammer, Iraq.

491. DVD Containing Attachments to the Forensic Examination Report of SSA [BIBIRII® jatcd |
22 Sep 11. (USACRC and File Copy Only)

492. Forensic Examination Report of SSA 20 Oct 11 (Classified-SECREF+ORECON—

i detailing the forensic examinations conducted in relation to access to systems and
information of a U.S. Intelligence Agency. (USACRC and File Copy Only)

493. DVD Containing Attachments to the Forensic Examination Report of SSAW
(Classified SECREFYOREOMNMNOFEORI; dated 20 Oct 11. (USACRC and File Copy Only)

494. AIR of SSA QIQIIIE) 9 Dec 11, detailing the forensic examination of the file "b.zip"
identified on a Brookhaven National Laboratory computer previously assigned to MrWnd
the file "BE22 PAX zip" identified on a SIPR computer previously used by PFC MANNING.

495. Forensic Examination Report of SSA |RASMRMEEI4 Jan 12, detailing the forensic
examination of the NIPR and SIPR PST (email archive) files of the account "bradley.manning".

496. Forensic Examination Report of SS ARSI Classificd-SREREMANGEORM=2 Fob 12,

detailing the forensic examination of digital media collected from a member of the organization
Hezb-¢ Islami Gulbuddin (HIG), in Parwan Province, Afghanistan, in relation to classified
documents released by the WikiLeaks.org website.

497. DVD Containing Attachments to the Forensic Examination Report of SSA QIQIOIGI®
(Classified -biatdidmiioiiaBdmedatcd 2 Feb 12. (USACRC and File Only)

498. AIR of SSA OO 18 Apr 12, detailing the forensic imaging of eight hard disk drives
and attempts to obtain forensic images from five hard disk drives collected from 2nd BCT, 10th
MTN DIV at Fort Drum, NY.

499, AIR of Mr. I8 Apr 12, detailing forensic assistance in relation to a Military
Court Order to search hard disk drives collected from the Temporary-SCIF (T-SCIF) and Tactical
Operations Center (TOC) for certain Defense Counsel requested software applications and
computer files.

500. AIR of S$ A RESRIS - C e ..

. of SSA 20 Jun 12, detailing the forensic imaging of a CD containing
network log files provided by the Defense Information Systems Agency (DISA).
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501. Forensic Examination Report of SSA [QIQIQIQIS Classified SEeREF=22 Jun 12, detailing
the forensic examination of Centaur logs containing network traffic from the U.S. Army
computers used by PEC MANNING assigned the IP addresses 22.225.41.22, 22.225.41.40, and
22.225.29.185.

502. DVD Containing Attachments to the Forensic Examination Report of SSA BOE)NE)
(ClassifiedSE€RETrdated 22 Jun 12. (USACRC and File Copy Only)

503. (503-1 through 503-119) DA Form 4137, Evidence/Property Custody Document (EPCD),
Document Number (DN) 066-10 (0577-10), 067-10 (0579-10), 068-10 (0580-10), 069-10 (0581-
10), 670-10 (0582-10), 071-10 (0583-10), 072-10 (0584-10), 073-10 (0585-10), 075-10, 076-10,
077-10, 078-10, 079-10, 082-10, 083-10, 084-10, 085-10, 086-10, 087-10, 089-10, 091-10, 092-
10, 095-10, 098-10 (0594-10), 099-10 (0592-10), 100-10 (0593-10), 101-10 (579-10), 102-10
(0578-10), 103-10, 106-10, 108-10, 109-10, 110-10 (0735-10), 111-10 (0734-10), 113-10, 114-
10, 117-10, 118-10, 119-10, 120-10, 122-10, 123-10, 124-10, 131-10, 132-10, 133-10, 134-10,
135-10, 136-10 (139-10), 139-10, 144-10, 145-10, 146-10, 147-10, 148-10, 151-10, 153-10, 154-
10, 160-10, 161-10, 162-10, 164-10, 165-10, 166-10, 167-10, 169-10, 170-10, 172-10, 175-10,
177-10, 184-10, 187-10, 188-10, 190-10, 192-10, 193-10, 001-11, 002-11, 004-11, 005-11, 008-
11, 009-11, 010-11, 013-11, 019-11, 020-11, 021-11, 023-11, 030-11, 044 11, 045-11, 051-11,
053-11, 060-11, 062 11,070-11, 088-11, 095 11, 099-11, 132-11, 134 11, 135-11, 137-11, 149-
11, 163-11, 167-11, 179-11, 183-11, 185—11, 002-12, 011-12, 013-12, 036-12, 061-12, 068-12,
115=‘12, 063-13, 075-13, and 099-13.

504. DA Form 4137, EPCD, DN 152-10 (Cla551ﬂed SEeRERaaESRM=USACRC and File
Copy Only)

505. DVD Containing a copy of the FOIA released Record of Trial.
NOT ATTACHED:
None.

The originals of Exhibits 1 through 5, 7 through 28, 30 through 32, 34, 42 through 48, 51 through
56, 60, 61, 66 through 76, 83, 84, 86 through 93, 95 through 105, 109 through 115, 120, 121, 125
through 128, 130 through 142, 148 through 152, 154 through 161, 164, 165, 169 through 185, 187
through 197, 200 through 208, 224 through 238, 240 through 244, 246, 247, 249, 250, 252
through 261, 263, 264, 266 through 309, 312 through 333, 335 through 348, 350 through 356, 358
through 381, 383 through 408, 411, and 415 through 502 are maintained in the files of
Headquarters, CCIU, Quantico, VA. The originals of Exhibits 6, 122 and 123, are retained in the
files of the 2nd Brigade Combat Team, 10th Mountain Division, Fort Drum, NY. The originals of
Exhibits 29, 33, 35 through 40, 49, 50, 57 through 59, 62 through 64, 78 through 81, 94, and 108
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are retained in the files of the U.S. Army Intelligence and Security Command (INSCOM), Fort
Belvoir, VA. The originals of Exhibits 41, 65, 334 and 349 are retained in the files of the
Defense Intelligence Agency (DIA), Joint Base Anacostia-Bolling, Washington, DC. The
originals of Exhibit 77 is retained in the files of the Office of Personnel Management (OPM),
Boyers, PA. The originals of Exhibit 82 is retained in the files of Headquarters, 1st Armored
Division, Fort Bliss, TX. The originals of Exhibit 85 is retained in the files of the Clerk of the
Court, United States District Court for the District of Columbia, Washington, DC. The originals
of Exhibits 106, 251, 262, 310, 311, 357, 413, and 414 are retained in the files of the Clerk of the
Court, United States District Court for the Eastern District of Virginia, Alexandria, VA. The
original of Exhibit 107 is retained in the files of U.S. Forces-Iraq. The originals of Exhibits 116
through 119, 124, 129, 143 through 147, 153, 162, 163, 166 through 168, 186, 209 through 222,
239, 245, and 248 are retained in the files of the Federal Bureau of Investigation, Washington
Field Office, Washington, DC. The original of Exhibit 223 is retained in the files of the Clerk of
the Court, United States District Court for the Eastern District of New York, Brooklyn, NY. The
original of Exhibit 265 is retained in the files of the Staff Judge Advocate for the Military District
of Washington, Fort McNair, DC. The original of Exhibit 382 is retained in the files of the U.S.
Army Intelligence Center, Fort Huachuca, AZ. The originals of Exhibits 409, 410, 412, and 505
are retained in the files of The Clerk of Court, U.S. Army Court of Criminal Appeals, Fort
Belvoir, VA. The originals of Exhibits 198 and 199 are retained in the Evidence Depository,
Headquarters, CCIU, Quantico, VA. The originals of Exhibits 503 and 504 are retained in the
files of the Evidence Depository, Headquarters, CCIU, Quantico, VA.

STATUS: This is a Final Report. On 30 Jul 13, pursuant to General Court-Martial proceedings, a
Military Court found PFC MANNING: not guilty of the offense of Article 104, Aiding the
Enemy; guilty of committing multiple offenses of Article 134 (18 USC § 641, 18 USC § 793(e),
and 18 USC § 1030(a)(1)); not guilty of one offense of Article 134 (18 USC § 793(e)); and
accepted PFC MANNING's plea of guilty for lesser included offenses of Article 134. On 21 Aug
13, PFC MANNING was sentenced to 35 years confinement, reduction to the grade of E-1,
forfeiture of all pay and allowances, and a Dishonorable Discharge from the U.S. Army. On 10
Apr 14, the General Court Martial Convening Authority approved the sentence.

CID Reports of Investigation may be subject to a Quality Assurance review by CID higher
headquarters.

REPORT PREPARED BY':

b)) (b)(7)(C)

REPORT APPROVED BY:

Special Agent
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DISTRIBUTION:

Director, U.S. Army Crime Records Center, Quantico, VA 22134 (Original)

Commander, USACIDC, ATTN: CIOP-CO, Quantico, VA 22134 (E-mail)

Commander, USACIDC, ATTN: CIOP-IN-FW, Quantico, VA 22134 (E-mail)
Commander, 701st MP Group, U.S. Army CID, Quantico, VA 22134 (E-mail)

Director, Computer Crime Investigative Unit, Quantico, VA 22134 (E-mail)
Commander, U.S. Army Military District of Washington, Fort McNair, DC 20319 (E-mail)
Office of the Staff Judge Advocate, Fort McNair, DC 20319 (E-mail)

U.S. Attorney's Office, Eastern District of Virginia, Alexandria, VA 22314 (E-mail)
Special Agent in Charge, FBI, Washington Field Office, Washington, DC 20535 (E-mail)
Special Agent in Charge, DSS, Arlington, VA 22209 (E-mail)

Inspector General, Department of Defense, Arlington, VA 22202 (E-mail)

File
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On 25 May 10, this office received an email sent by a Non-Governmental Organization named Project
Vigilant. The email advised a member of the Project Vigilant organization had come across information of
national security importance and attached a document which provided additional details. In the attached
document the unidentified Project Vigilant member stated he had come into contact with an enlisted U.S.
Army Intelligence Analyst, later identified as PFC MANNING, who was stationed in Baghdad, Iraq; and
that this individual reportedly released sensitive data, and was planning to release additional sensitive data,
all of which may have been derived from classified material. The document related the information was
leaked to an unnamed Australian National, later identified as Mr. Julian P. ASSANGE, founder and Director
of WikiLeaks, Townsville, Queensland, AU, who reportedly worked for the website Wikil.eaks.org.

About 0900, 2 Jun 10, SA (RIOIOIGIOROIGIS) Europe Branch Ofﬁce, Corniuter Crime

Investigative Unit (CCIU), Manheim, GE, coordinated with CPT Brigade
Automation Officer, S6, Headquarters and Headquarters Company (HHC), 2nd Brigade Combat Team
(BCT),.10th Mountain Division; Forward Operating Base (FOB) Hammer, Iraq, APO AE 09308, who
related the FOB Hammer network contained a large Secure Intermet Protocol Router (SIPR) Storage Area
Network (SAN), over 10 TB, which was essentially handed down from one-deployed BCT to another. CPT

related the current security settings for the Brigade Legal Team’s data share located on FOB
Hammer SIPR SAN were set to restricted; however, this setting had been changed sometime between 27
Apr 10 and 20 May 10. CPT related prior to this time frame the aforementioned data share
had unrestricted settings. CPT[QICIOIGIOR <lated the classified SECRET video in question could be
found in three locations on the FOB Hammer SIPR SAN: the Brigade Legal Team’s data share; the 431st
Infantry LNO’s data share; and the 382nd Archived Training Material data share.
I L L ASTT ENTRY T T

TYPED AGENT'S NAME AND SEQUENCE NUNMBER ORGANIZATION
Computer Crime Investigative Unit
I (b)(6)(b)(7)(O), (b) ()(E) U.S. Army CID, Fort Belvoir, VA 22060
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BASIS FOR INVESTIGATION: About 1100, 27 May 10, this office was notlﬁed by the 11th MP BN (CID)
(FWD), Victory Base Complex, Irag, APO AE 09342 (VBC), of unauthorized sensitive information obtained
and released by PFC MANNING.

Agent’s Comment: [(SYREII®))
(b) (D) PFC MANNINGOIUI®)
ib) (D)

(b) (NHD) e PFC MANNING [QNCIE®)
(b) (H(D)

(b) (D) PFC MANNING also claimed he was a source
for Mr Julian ASSANGE, director of WikiLeaks.com (NFI); an organization that publishes anonymous
submissions and leaks of sensitive documents from governments and other organization and is dedicated to

exposing government secrets. [((SREHIES)
(b) (ND)
(b) (ND)

About 1400, 27 May 10, Sriefed crTIQIOIOIVI®)] Military Magistrate, Office of the Staff
Judge Advocate (OSJA), United States Division-Central (USD-C), Camp Liberty, APO AE 09342, on the
current facts and circumstances of the investigation. CP rovided Search and Seizure Authorization for
this office to seize all personal computers and media storage devices belonging to PFC MANNING, any papers
annotating passwords, and the assigned work terminals of PFC MANNING.

About 2000, 2M s ADICICIGISI s (QIOICIGIORIE ot of this

office, and SA Counter Intelligence, 202nd Mj Battalion, VBC; briefed

LTC Brigade (BG) Executive Officer, MAJ (b) (6) (b) (7) (C) BG OSJA, CPT

: OSJA, and CPT S2 Section OIC, all of 2nd Brigade Combat Team,
10th Mountain Division, FOB Hammer, APO AE 09308 (2/10th MTN), on certain facts and circumstances

regarding this investigation. The unit members were provided an investigative plan on what activities this office

currently needed to conduct and possible additional activities.

Between 2100-2300, 27 May 10, SAWand SAQIOIOII®- o iucted canvass interviews of the Soldiers
assigned to the Secret Compartmentalized Information Facility (SCIF), 2/10th MTN (PFC MANNING’s
assigned section prior to 8 May 10). The following questions were asked:

- Do you know MANNING?
TYPED AGENT’S NAME AND SEQUENCE NUMBER ORGANIZATION
Centrai Baghdad CID Office,
SA (D) (6) b)) (O), (b) (T)(E) Camp Liberty, Iraq, APO AE 09342

SIGRATU (b) ( 6) (b) <7> <C> | e 5 Jun 10 o 2.
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- Do you work with MANNING?

- What does he do on work & off work?

- Do you socialize with MANNING outside of work?

- Who does MANNING socialized with outside of work?

- Do you know what MANNING searched on the computer at work?

- Which work station MANNING worked at?

- Do you know if MANNING had any accidental disclosures?

- Do you if MANNING attempted to work by himself in the SCIF?

/A majority of the Soldiers knew PFC MANNING; however, did not know much about him. PFC MANNING
was considered a quiet person who did not socialize. He was an Intelligence Analyst and it was unknown if he

y accidental disclosures. The following individuals were identified as needing to be interviewed; CPT
and CTIOIDIOTS 2, /|01 MTN.

About 2146, 27 May 10, SA [GIOIGIGI®: ivised PFC MANNING of his legal rights, which he invoked
requesting a lawyer.

About 2215, 27 May 10, S A IRIQIRI®) - oordinated with $SG [DICIDIRI®) Supply

INCOIC, HHC, 2/10th MTN DIV, who stated PFC MANNING was transferred to the Supply Office working
directly his supervision about two-three weeks ago (beginning of May 10 sometime). SSG W stated
this occurred because PFC MANNING received an Article 15 after he assaulted (punched in the face) SPC
LICIIGKS S2, HHC, 2/10th MTN DIV, over a work issue. SSG W
stated for the last couple weeks, since PFC MANNING has been assigned to the supply office, PFC MANNING
has only used the two computers in the supply office. SSG [RIGIOIRI®) further related CPT [DICIOIRIO®)
WCDR, HHC, 2/10th MTN DIV, was PIFC MANNING's commander and was the property book
holder for all the computers assigned to the BG TOC and Supply Annex (which includes the S2 and to the
supply room). .

About 2230, 27 May 10, SA OIOIOIGIO - oordinated with CPTIRED who provided a copy of PFC
MANNING’s Company Grade Article 15, completed on 17 May 10. The Article 15 detailed on 8 May 10 PFC
MANNING assaulted his female team leader, while in the SCIF. SPC MANNING invoked his legal rights
requesting a lawyer and to remain silent. Results of Article 15: reduction in rank to E3, forfeiture of $446. PFC
MANNING was also referred to mental health for an evaluation, his Top Secret clearance was temporarily
revoked and he was re-assigned to the Supply Office.

About 2240, 27 May 10, SA [BISISIEIS briefed CPTIRICIBIBI®: or, the outcome of the interview of PFC

IMANNING and notified CP there were reasons to believe PFC MANNING was suicidal in
nature. SA also briefed CPT on certain facts and circumstances regarding the
investigation and requested he provide Commander's Authorization to Search and Seizure of all computers PFC
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Central Baghdad CID Office,

SA RIOILIGIOROIGID) '| Camp Liberty, Iraq, APO AE 09342

BIOI0GI® T
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MANNING was known to work on, which were not actually assigned to him, and to conduct a foren51c
examination of those computers collected. CPTW provided his Commander’s Search Authorization
and signed the computers relcasc. The computers identified were the NIPR communal laptop in the S2 Section
and the two computers in the supply office.

o B)(6)B)(7)(O) (b) ©) (b) (7)(C) . N
Between 2245 and 2330, 27 May 10, SA and SA conducted a Crime Scene Examination
of the SCIF, Room 14B, Brigade Headquarters Building, 2/10th MTN DIV,

About 0001, 28 May 10, SA IR i nterviewed spc [(BICIOIOKS MP, HHC, 2/10th

M who identified himself as PFC MANNING's roommate. SP(QIQIQI@I®I»rovided S ABICIOIGION .nd
S/;anh a walk- through of his and PFC MANNING's living area to determine what property was hlS
and what was PFC MANNING's. SPC (RNt ated he had been PFC MANNING's roommate since the
beginning of the deployment. He related he and PEC MANNING rarely spoke, but were often in the room at the
same time, as they work similar hours, SPC [RARKS g stated PFC MANNING spent his off time on his computer,
which was always facing away from SPC R s P BB (e d sometimes he would wake up in the
middle of the night and PFC MANNING would still be on his computer; mostly typing. He related in Jan 10,
PFC MANNING went on block leave and took several items home with him; however, SPC AR could not
remember what exactly, possibly his [Pod. SPC RIS, i1 stated PFC MANNING rarely matiled boxes,
however, at the end of Apr 10, he mailed three boxes. SPC R 1i i not know where or to whom.

L)

, , SRR i 5 ARISICIIS) conducted a Crime Scene Examination of
PFC MANNINGS Containerized Housing Unit (CHU), [QIOI®IGI(®) LSA Dragon.
About 0053, 28 May 10, SA [

BN cIcascd PFC MANNING to 1SG [DICIOIGI®
HHC, 2/10th MTN DIV. '

About 1010, 28 May 10, SA [DICIOIGICEterviewed CPT [QIGIOIGI®) 0IC, $6
Section, HHC, 2/10th MTN DIV, who related the only way to identify each computer accessed by PFC
MANNING would be to log into each and attempt to pull up his profile. Further, SA [QIOIGIGI®)
telephonically spoke with SA Computer Crime Investigative Unit (CCIU),
IManheim, Germany, who requested CPT obtain Network Logs for all of PFC MANNING’s
assigned computers or ones identified which he accessed.

Between 1100-1300, 28 May 10, SA RARURAAS) - onducted additional canvass interviews of the unit iersonal.

The following individuals were identified as needing to be interviewed PFC
MR /1 0th MTN.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Central Baghdad CID Office,
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About 1140, 28 May 10, SARIBIOIOISI . - dinated with SSG (SRR 1 related he dropped off the two

laptop computers maintained with the supply office to S6 to have the original hard drives removed. SA
W collected the two original hard drives, which were removed from the two laptop computers in the
supply office, as evidence from SSG SUQIMGI® on EPCD, DN 0580-10.

About 1200, 28 May 10, SSG RIQIOIOI® frther stated he had let PFC MANNING use his personal laptop on
occasion within the last three weeks. SSG [QIQIIBI®Irrovided Consent to Search for this office to collect his
personal laptop as evidence and to conduct a forensic examination.

About 1202, 28 May 10, SSG [SUQIOIS, i dcd this office with Consent to Search Computer Electronic
Equipment for the forensic examination of his laptop.

About 1210, 28 May 10, SA OIOIOIGIO®)- o1 1ccied two CD’s containing the Application, Security and System

Network logs for all of 2/10th MTN DIV servers from PFC [QIOIOIGI®) Help Desk
Technician, S6, 2/10th MNT DIV, as evidence on EPCD, DN 0578-10.

About 1220, 28 May 10, SA [QIQIQIGIS. ) ¢ tcd SSG [BICIOIMIGM 1P personal laptop computer as evidence
on a DA Form 4137, Evidence Property Custody Document (EPCD), Document Number (DN) 0592-10.

About 1505, 28 May 10, SA [RIGIOIOI®) nterviewed CPT IR who stated when she returned from biock
leave, Apr 10, time frame she had heard of the Apache Video being released to Wikileaks.com. CPTIRIIRIN®)

stated on 25 Apr 10, PFC MANNING came ork, and asked her if she had seen it and told her he
believed it looked like the actual video, CPT related to PFC MANNING she didn’t believe it was the

real video, so PFC MANNING forwarded her the actual video from the SIPR share drive at 1922, 25 Apr 10,
for her to compare, CPT stated PFC MANNING did not appear to be overly excited about the video
or act smug in anyway.

About 1518, 28 May 10, S RIOIOIOI® ., dinated with CPT [DICISIGI®)vho provided Consent to Search

Computer/Electronic Equipment for the forensic examination of the computers and hard drive collected from
his property book.

About 1550, 28 May 10, Smoordinated with $SG [(QICILIGI®) NCOIC, FOB Hammer
IPost Office, who related this office required a search authorization in order to view any personal postal
documents. SSG (QUQICICIOM i ther stated this office should request to view the PS Form 297-A, Customs
iDeclaration and Dispatch notes. which identified the individual mailing the package, the packages' contents, and,
the recipients address. SSGMtated the certified mail subs would also be attached if the package -
was mailed insured, registered, or certified. SSG [GIOIOIGI®O) xplained how all packages were inspected

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Central Baghdad CID Office,
sA (RIQIOIGIONOXGI)

Camp Liberty, Iraq, APO AE 09342
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and search for HAZMAT and other items not shippable by USPS standards. He stated the mail clerks would

inspect cach package; however, only looked for items prohibited for mail.

About 1600, 28 May 10, SA [(QIOICIGION interviewed Mr, OIOILIGION 1 anager, Netgate Internet

Services, FOB Hammer, who related there was no way to track how much data a customer has uploaded or
downloaded. MrWtated that customers pay monthly and are not restricted to their amount of internet
usage.

About 1610, 28 May 10, S A RUQIOIOIO) -4 CPT Wagistrate, on the nt facts and circumstances
regarding this office’s desire 1o search the Post Office's Customs Forms. CPT rovided Search

Authorization for the search of all PS Form 297-A's within the last 60 days. .

About 1625, 28 May 10, SA b)) submitted the Search and Seizure Authorization to SSG
(b)(©)(b)(N)(C) '

Between 1630-1750, 28 May 10, SA ARG S and SADICIOIGIOME «-cuted the Scarch
IAuthorization to search the PS Form 297-A's forms maintained at FOB Hammer Post Office, which met with

negative results. The custom forms search only extended from 30 Apr-28 May 10 and all forms were carbon
copies, which were difficult to read and many were completely illegible. SSG [QIOIGIEI(®] stated they had
just burned a few stacks yesterday and were only required to keep the forms for 30 days.

About 2112, 28 May 10, S A RICIOIOIS) i 1t erviewed SPC who provided a sworn statement detailing
his living experience with PFC MANNING as his roommate and PFC MANNING's day to day living patterns.

About 2141, 28 May 10, S BIOIGIVI®)intcrviewed and obtained a statement from SPC (b)(6)(b)(7)(C)
BICIOIGICMP aralegal, 2/10th MTN DIV, who related PFC MANNING had previously used her SIPR scanner
to scan unknown documents and send them to her computer. PEFC MANNING then requested SPC
print the documents and erase the scans. SPC Wﬁ.\rther stated PFC MANNING had related he was

instructed to scan the documents by SSG [BIGIOIQI®)

IAbout 2230, 28 May 10, SA{BIOIOIGI®)] interviewed and obtained a statement from SSG
wherein he related he never instructed PFC MANNING to use the SIPR scanner. Further, SSG[BICIOIGIS]
stated while PFC MANNING was assigned to the Supply Section he did not conduct any activity in which he.
would require use of the SIPR scanner.

About 2235, 28 May 10, SA obtained a Commander’s Authorization to Search from CPT
w to collect SPC hard drive.
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Central Baghdad CID Office,
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About 2258, 28 May 10, SA interviewed PFC [QIOIOIOI®ho provided a sworn statement, wherein he

stated he once had a conversation with PFC MANNING pertaining to passwords and hash marks, but there was
no discussion about hacking during any of their conversations.

About 2310, 28 May 10, SA (CACUCUI®) o ordinated with SSG [EIRIRIOIS o arranged with the S6 to have
the original hard WPC IR STPR computer extracted. SACHOIGIGI®):oliccted the hard

(b)(©)(b)(7)(C),

drive from SSG s cvidence on an EPCD, DN 0582-10.

About 1054, 29 May 10, SAWhafted an affidavit in support of the unit decision to requestﬁpre—trail
confinement for SPC MANNING.

About 1700, 29 May 10, SA OIOIOIOIG, . coniacted by CP R who related the night prior PFC
MANNING allegedly used SP’C [(QIOIGIGI®) computer to check his emails.
About 1750, 29 May 10, SARIBIBIRI® inierviewed SPC [(DIQIOIGIO®) Public Affairs

Office, HHC, 2/10th MTN DIV, who stated during the day before PFC MANNING requested her to stop by his
room at 2130 that evening. When she did she saw PFC MANNING was being guarded by two Soldiers from the

nit's Commander’s Security Team %CSTi: PFC and PFC
MPC related she assumed PFC MANNING was been guarded because of
his previous Article 15. SPC [QIOIDIGI®tated she entered the room wherein PFC MANNING provided her
with a small piece of paper containing his Gmail email account user names and passwords and yahoo stocks
information in order for her to check his Gmail inbox and the current price of his stocks. SPC W stated
she then returned to her room where she used her personal computer to check his email and stocks. SPC
related she wrote down the current price of his stocks and the fact he had five new messages: three
from an [((QIOIUDIGIGME(NF 1) and two others which she was not able to remember. SPC Wstated
she then returned to PFC MANNING’s room and provided him with the paper. SPC RICIBIRI®) 12 ted at no
time did she send any emails for PFC MANNING, delete any emails from his account, nor did he use her
computer. ‘

About 1830, 29 May 10, SA QAU i tcrviewed PFOIEVho stated he and SPC {EISIOIRIG e re
assigned to guard PFC MANNING the evening of 28 May 10. PFCjllstated approximately 2130, SPC
entered the room wherein PFC MANNING passed her a piece of paper the size of an index card
containing his email username and password. PFCWtated a few minutes later SPC.eturned to
room and passed the piece of paper back to PFC MANNING with a few more sentences written on it. PFC
tated PFC MANNING was never allowed to access a computer; although, he never actually saw what -
'was written on the paper.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Central Baghdad CID Office,
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About 1330, 30 May 10. SA briefed CPT |RiRAAR CP T [DICIOIGI®) rial counsel, USD-C,

OSJA, and CPT| Chief of Justice, USD-C, OSJA, on the investigation. CPT [gkktigrelated PFC
MANNING had been approved and placed into pre-trial confinement. The OSJA team planned to prefer charges
against PFC MANNING within two weeks if possible, all dependent on the status of the forensic examination.
OSJA team was also briefed by SA [(QIOISIGIOEE CCIU, on the process and procedures of the CCIU
examinations.

Between 1755, 30 May 10 - 0300, 1 Jun 10, SA [DICIOIGI®) extracted the hard drives from the two SIPR
and one NIPR computers collected from the SCIF, the personal laptop of SS and the personal
external hard drive of PFC MANNING. The reason for the extraction was documented with a Memorandum for
Record and the removed hard drives were collected as evidence on EPCD, DN: 0577-10, 0584-10, 0583-10, and
0581-10.

About 1040, 31 May 10, SA QIOI0) WU o rdinated with CPTmho provided the Search and Seizure
Authorization for the forensic examination of the items-$eized during the execution of his original Search

Authorization dated 27 May 10.
About 2330, 31 May 10, SWoordinated with CPT QUIQIQIGI®) DR, HHC, 2/16th MTN DIV,

and provided him with the written affidavit for the previously granted Commander’s Authorization to Search
from 27&28 May 10, for the collection and forensic examination of several HHC computer and hard drives.
CPTmrovided Commander’s Search and Seizure Authorization specifically for the forensic
examination of those seized computers and hard drives. ‘

About 1300, 5 Jun 10, A (RIBIRI) . o:dinated with CPTRRINho provided the Search and Seizure
Authorization for the forensic examination of the all items seized by this office 27-28 May 10, during the course
of the investigation.

//LAST ENTRY///
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Central Baghdad CID Office,
N (©) 6)(B)(N)(C), (b) (N(E) Camp Liberty, Irag, APO AE 09342

DATE . EXHIBIT
CID FORM 94 For Official Use Only
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SEARCH AND SEIZURE AUTHORIZATION
For use of this form, see AR 27-10; the proponent agency is OTIAG

TQ: (Nunie an gt c pr hom crthorization is given)
Special Ageanmml Baghdad CID Office, 25th MP Det (CID). 11th MP BN (CID), Camp Liberty,

APO AE 09342

(An affidavit) (A (swarn) or (unsworn} orgl statement)  having been made before me by Special Agent (b) ©) (b) (M(©C)
(Name of Affiant}

Central Baghdad CID Office. 25th MP Det (CID), Camp Liberty, APO AE 09342
(Organization or Address of Affiant)

(which affidavit is attached hereto and made a part of this authorization ), and as 1 am satisfied that there is probable cause Lo

belieye that the matters mentioned in the aflidavit are true and correct, that the offense set forth therein has been committed, and

that the properly 10 he seized is located | fon the person) {at the place) 1o be searched, you are hereby ordered to search the {person)
{place ) known as

PFC MANNING, his current residence, any personal storage locations, and past/current assigned work arcas on FOB Hammer

-

for 1he properly descrihed as All personal computers. electronic media storage devices (to include, but not limited to: CD's, DVD's

VHS tapes, Mash/thumb drives, hard drives, removable disk drives, ilouchs, iphones, playslation and xbox systems, elc...). papers

annotating passwords Lo access restricted files. and documents with classified marking, and all assigned NIPR/SIPR computers.

bringing this order to the attention al'the  (person searched} (person in possession, if any person be found at the place or on the
premises searched) . The search will be made inthe  (daytime) (nighitime) . and if the property is found there, you shall scize i, issue
a receipt therefor (o the person from whom the property is faken or in whose possession the praperty is found, deliver the property to:

Evidence Custodian, [ 1th MP BN (CID). Camp Arifjan, APO AE 09342

(Nanme and Organization of Authorized Custodian)

and prepare a written inventory of the property. if there is no person at the searched place to whom the receipt may be delivered,
the receipt will be left in a censpituous tocation ai the place or on the premises where the property is found.

May 2010

Dated this day ol

TYPEO NAME AND GRADE OF AUTHORIZING OFFICIAL DUTY POSITION OF AUTHORIZING OFFICIAL
CP1 (b) © <b> N© 1A Military Magistrate

ORGANIZATION OF AUTHORIZING OFFICIAL
Offiee of the Staff Judge Advoeate
Camp Libeny, APO AE 09342

DA FORM 3745, SEP 2002 DA FORM 3745-R, MA APD PE v102ES
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AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR
APPREHEND

For use of this form, see AR 27-10, the proponent agency is TJAG.

1, Special Agent, (DICIOIGIOF of the 25 Military Police Detachment (CID), Central Baghdad
CID Office, Camp Liberty, Iraq, been first duly sworn, hereby depose and state as follows:

1. Introduction and Background:

a. [ make this affidavit in support of an application for authorization to search and seize the
personal and U.S. Government owned computers and storage devices owned and used by PVT
Bradley E. Manning, and to search the hard drives and other assorted media owned and used
by PVT Manning. As set forth, herein, there is probable cause to believe that inside the
aforementioned digital media there exists communications that will establish PVT Manning
committed the offense of Espionage.

b. | am a Special Agent with the 25" Military Police Detachment (CID) of the U.S. Army
Criminal Investigation Command, located on Camp Liberty, Iraq, and have been employed as a
Special Agent for approximately 5 years. In addition to my fraining as a criminal investigator,
have attended various seminars, schools, and training on criminal investigation technigues and
procedure.

| have attended seminars and training programs on computer and telecommunications
mvestlgatlons instructed by the Military Police School, Fort Leonard Wood, MO. In addition to
the training | have received, | have participated in numerous investigations involving the use of
computers in criminal activity. As a Special Agent of the U.S. Army Criminal Investigation
Command, | am authecrized to investigate crimes involving viclations of the Uniform Code of
| Military Justice and other applicable federal and state laws where there is an Army interest.

2. Search Procedure - Methods To Be Used To Search Computers

a. Based upon my training and experience, | am familiar with the means by which individuals
use computers and information networks such as the Internet to commit various criminal
offenses. Because this affidavit is being submitted for the limited purpose of establishing
probable cause, | have not included every detail of every aspect of the investigation. Rather, |
have set forth only those facts that | believe are necessary to establish probable cause to
search the hard drives and storable devices. In addition, the information contained in this
affidavit is based upon conversations with other law enforcement officers, my review of various
documents and records, and my personal observation and knowledge. Unless specifically
indicated, all conversations and statements described in this affidavit are related in substance
and in part only.

b. Based on my training, my experience, and through conversations with other law
enforcement agents, | know that searching for computerized information for evidence or
instrumentalities of a crime commonly requires agents to seize most or all of a computer
system's input/output peripheral devices, related software documentation, and data security
devices (including passwords) so that a qualified computer expert can accurately conduct the
search by retrieving the system's data in a laboratory or other controlled environment. This is
true for the following reasons:
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(1) The volume of evidence. Computer storage devices can store the equivalent of
thousands of pages of information. In addition, a user may seek to conceal evidence of criminal
activity by storing it in random order with deceptive file names. Searching authorities are thus
required to examine all the stored data to determine which particular files are evidence or
instrumentalities of criminal activity. This sorting process can take weeks or months, depending
upon the volume of data stored, and it would be impractical to attempt this kind of data analysis
"on-site."

{(2) Technical requirements. Analyzing computer systems—to include those found within
pagers, wireless phones, electronic organizers, data watches and desktop computers—for
criminal evidence is a highly technical process requiring expert skill and a properly controlled
environment. The vast array of computer hardware and software available requires even
computer experts to specialize in some systems and applications. Thus, it is difficult to know
prior to the search which expert possesses sufficient specialized skills to best analyze the
system and its data. No matter which system is used, however, data analysis protocols are
exacting scientific procedures, designed to protect the integrity of the evidence and to recover
even "hidden," erased, compressed, password-protected, or encrypted files. Since computer
evidence is extremely vulnerable to tampering or destruction (both from external sources or
from destructive codes embedded in the system as a "booby trap"), a controlled environment is
essential to its complete and accurate analysis.

c. Searching the computer system for the evidence described in the conclusion may require
a range of data analysis techniques. In some cases, it is possible for agents to conduct
carefully targeted searches that can locate evidence without requiring a time-consuming manual
search through unrelated materials that may be commingled with criminal evidence. For
example, agents may be able to execute a “keyword” search that searches through the files
stored in a computer for special words that are likely to appear only in the materials covered by
a warrant. Similarly, agents may be able to locate the materials covered in the warrant by
locking for particular directory or file names. In other cases, however, such techniques may not
yield the evidence described in the warrant. Criminals can mislabel or hide files and directories;
encode communications to avoid using key words; attempt to delete files to evade detection; or
take other steps designed to frustrate law enforcement searches for information. These steps
may require agents to conduct more extensive searches, such as scanning areas of the disk not
allocated to listed files, or opening every file and scanning its contents briefly to determine
whether it falls within the scope of the warrant. [n light of these difficulties, your affiant requests
permission to use whatever data analysis techniques appear necessary to locate and retrieve
the evidence described in conclusion.

d. If, after inspecting the system software, and pertinent computer related documentation, it
becomes apparent that these items are no longer necessary to retrieve and preserve the -
evidence, such materials and/or equipment will be returned within a reasonable time.

3. Background Regarding Computers

a. The term "computer" as used herein is defined as set forth in 18 U.S.C. § 1030(e)(1), and
includes any electronic, magnetic, optical, electrochemical, or other high speed data processing
device performing logical, arithmetic, or storage functions, and includes any data storage facility
or communications facility directly related to or operating in conjunction with such device.

b. | have had both training and experience in the investigation of computer-related crimes.
Based on my training, experience and knowledge, | know the following:
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(1) The internet is a worldwide network of computer systems operated by governmental
entities, corporations, other commercial entities and universities. To access the Internet, an
individual computer user must subscribe to an Internet Service Provider, or ISP, which operates
a host computer system with direct access to the Internet. In the work environment, many
governmental entities, corporations and universities provided employees and students with
access to the Internet. .

(2) A device known as a modem allows any computer to communicate with
another computer through the use of telephone lines or cable. The modem may be internal or
external to the computer.

(3) By connection to the Internet, either through a commercial ISP or through access
provided by a private service provider such as the government, an individua!l with a computer
can make electronic contact with millions of computers around the world.

c. Based on training and through my personal use of computers, | have knowledge of the
method by which e-mail and cther files are transmitted over telephone lines or cable between
computers. Based on my training and knowledge | know the foliowing:

(1) With the modem, a computer user can transport a compdterfile to his own computer,
so that the computer file is stored in his computer. The process of transportlng a file to one's
own computer from another is called "downloading."

(2) The user can then view the file on his/her computer screen (monitor), and can "save"
or retain the file on his/her computer for an indefinite time period.

(3) In addition to permanently storing the file on the computer, the user may print the file.
(4) The criginal file that was downlcaded is also maintained in the originating computer.

(5) With the modem, a computer user can send a file from the computer to another
individual on the Internet. This process of sending a file is called "uploading.”

(8) The process of "uploading" is similar to the "downloading" process except the user is
sending the computer file to others instead of retrieving the information from anather computer.
As with the process of “downloading,” the original file is maintained on the originating computer.

!
&
N

(7) A user can also use an e-mail program to send files to another individual on the
Internet. Most e-mail programs allow the user to attach files to the e-mail. The attached files
may be documents or images. Again, the original file is maintained on the originating computer.

(8) Users commonly configure the e-mail program to save a copy of all “sent” e-mail.
These copies will remain on the computer until they are deleted. [f the e-mail program operates
from a server on which the user’s files are stored and retrieved as needed, the files are likely to
be archived by the system administrator on a regular basis.

4. Probable Cause:

a. On 27 May 10, my office was notified by CW4W)perations Officer, 11" Military
Police Battalion {CID), that PVT Manning is believed to have unlawfully obtained and released
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sensitive data including, but not limited to, TS-SCI and CABLE clearance documents onto the
internet. PVT Manning is an Army Intelligence Analyst and was assigned to the S2 Section of
the 2™ Brigade Combat Team, 10™ Mountain Division, FOB Hammer, Baghdad, Iraq.

b. The following information was received from a non-government agency. Due to security
concerns, the name of the agency will be withheld. The withholding of the name shouid in no
way effect the reliability of the information they provided. This agency studies attack attribution,
cause and effect relationships, and are involved in the development of tools, methodologies,
and solutions to the intelligence problems of today and tomorrow. This agency provides OSINT
and HUMINT from various projects both in the United States and abroad. In the past they have
briefed the Office of the Secretary of Defense on issues related to Iran and provided the DoD
operational manuals on the infrastructure of [ran. The information obtained from this agency is
considered reliable.

(b) (N(D)

(b) (ND)

Later in the chat log, PVT Manning explained that
e crazy white haired dude = Julian Assage.” Assage is known to be the director of the
website WikiLeaks, a Swedish based organization that publishes anonymous submissions and
leaks of sensitive documents from governments and other crganizations and is dedicated to
exposing government secrets.
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f. Further into the chat logs, PVT Manning states (in regards to his relationship with
Assange) “im a source, not quite a volunteer” “i mean, im a high profile source... andi've
developed a relationship with assange... but i don’t know much more than what he tells me,
which is very little” “it took me four months to confirm that the person i was communicating with
was in fact assange”. PVT Manning went on to state (regarding a video Assange had in his
possession) “they also caught wind that he had a video... of the Gharani airstrike in
Afghanistan, which he has, but hasn’t decrypted yet... the production team was actually
working on the baghdad strike though, which was never really encrypted” “he’s got the whole
15-8 for that incident... so it wont just be videc with no context” “but its not nearly as
damning... it was an awful incident, but nothing like the baghdad one” “the investigating
officers left the material unprotected, sitting in a directory on a centcom.smil.mil® “server” but
they did zip up the files, aes-258, with an excellent password... so afaik it hasn't been broken
yet” “14+ chars...” “i can't believe what im telling you =L"

g. Based on the aforementioned chat logs, it can be surmised that PVT Manning illegally
obtained a copy of the 15-6 report pertaining to the incident in Afghanistan and provided that for
submission on WikiLeaks as well.

h. On 27 May 10, the Stars and Stripes newspaper printed an article written by Joby Warrick
of The Washington Post. The article, titled “A wiki for a world of secrels”, was written about the
WikiLeaks website. The article stated “Some of the harshest criticism came after last month’s
Irag video, which portrayed a U.S. Apache helicopter's assault on a group of Iragis in Baghdad
that killed several civilians, including two employees of the Reuters news service. An edited 17-
minute version of the video — donated by an anonymous source and decrypted with the help of
volunteers — was posted on the WikiLeaks site April 5 under the heading “collateral murder.”
Edited and unedited versions of the video have been viewed nearly 8 million times.”

i. A review of all the information obtained to date established probable cause that PVT
Manning was responsible, at a minimum, for the classified video of the aforementioned
Baghdad helicopter attack being posted to the internet. It is further reasonable to believe,

5. Conclusion

a. Based on the information above, | have probable cause to believe, and do believe, that
electronic information exists on the hard drives and storage devices belonging to, and used by,
PVT Manning. By this affidavit and application, | request that the magistrate issue a Search
Authorization allowing agents to seize all computers and storage devices belonging to, and
used by, PVT Manning whether they are personally 6wned cor property of the U.S. Government
assigned for PVT Manning’s use during his duties. Further, | request that the magistrate issue a
Search Authorization allowing agents to seize any electronic information pertaining to PVT
Manning illegally collecting and disseminating classified information.

(1) As used herein, the term information, records, documents, and materials includes
information, records, documents, and materials created, modified or stored in electronic or
magnetic form and any data, image or information that is capable of being read or interpreted by
a computer.
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(2) Information related to the unlawful obtaining and dissemination classified information.
As used herein, information includes information in whatever form and by whatever means the
information may have been created or may currently be stored, including any written or printed
form and any electrical, electronic, or magnetic form (such as compact disc, floppy diskette,
hard disk, backup tape, CD-ROM, cptical disc, Bernoulli drive, ZIP discs, and SuperDisks).

(3) Computers; central processing units; external and internal drives; external and
internal storage equipment or media; terminals or video dispiay units; optical scanners;
computer software; computerized data storage devices, including data stored on hard disks or
floppy disks, computer printouts or computer programs; computer or data processing software
or data, including: hard disks, floppy disks, cassette tapes, video cassette tapes, and magnetic
tapes, together with peripheral equipment such as keyboards, printers, modems or acoustic
couplers, automatic dialers, speed dialers, programmable telephone dialing or signaling
devices, fax machines (and data included therein), telephone blue boxes, and magnetic tapes
which could contain or be used to transmit or store any of the foregoing information, records,
documents, and materials.

b. Based on the foregoing, there is probablé cause to believe that the information and items
set forth above - all of which constitute evidence of the commission of violations of federal laws,
wherefore, | respectfully request that search authorization be issued allowing law enforcement
personnel to search the storage devices and therein to seize and subsequently search, as
described above: All information, in whatever form found, to include records, documents,
programs, applications, and materials including pictures, graphics, text, magazines, software, or
data; computerized logs; account names; passwords; encryption codes, algorithms and
formulae; personal notes or diaries concerning computer or data processing literature, central
processing units; external and internal drives; external and internal storage equipment or media,
terminals or video display units; optical scanners; computer software; computerized data
storage devices, including data stored on hard disks or floppy disks, computer programs;
computer or data processing software or data, including: hard disks, floppy disks, and magnetic
tapes, together with peripheral equipment such as keyboards, printers, modems or acoustic
couplers, automatic dialers, speed dialers, programmable telephone dialing or signaling
devices, magnetic tapes which could contain or be used to transmit or store any of the foregoing
information, records, documents, and materials; information, records, documents, and materials
which refer, relate to, or are for use in. As used herein, the term infermation, records,
documents, and materials includes information, records, documents, and materials created,
modified or stored in electronic or magnetic form and any data, image or information that is
capable of being read or interpreted by a computer; and other lnformatlon or items in whatever
form containing or reflecting evidence of violations.
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TYPED NAME AND ORGANIZATION OF AFFIANT:

1N (b) (6)(b)(7)(C)
25" Military Police Detachment (CID)
Camp Liberty, Irag

SIGNATURE OF AFFIANT:

SWORN TO AND SUBSCRIBED BEFORE ME THIS 27 DAY OF MAY 10, AT 1400 HRS

NAME, ORGANIZATION AND OFFICIAL SIGNATURE CF AUTHORITY:

CPTIQIOIOIGK®)
Office of the Staff Judge Advocate OICIOIGI)
Camp Liberty, Irag

CAPACITY OF AUTHORITY ADMINISTERING THE OATH:

Military Magistrate

*
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RIGHTS WARNING PROCEDURE/WAIVER CERTIPICATE
For use of this form, see AR 190-30; the proponent agency is ODCSOPS

DATA REQUIRED BY THE PRIVACY ACT

AUTHORITY: Title 10, United States Code, Section 3012(g} )
PRINCIPAL PURPOSE: To provide commanders and law enforcement officials with means by which information may be accurately identified.
ROUTINE USES: Your Social Security Number is used as an additional/alternate means of identification to facilitate filing and retrieval.
DISCLOSURE: - Disclosure of your Social Security Number is voluntary.
1. LOCATION , 2. DATE : TIME . FILE NO.
Sty ) | *f6 w

5. NAME (Last, First, Mi} 8. ORGANIZATION OR ADDRESS,

M ANNING, BHRADLEY cDW e ML ORIGARE 2:3

Comimx e

6. S5 7. GRADE/STATUS 10 Meunt. Dvisiond
OOCEE | o aowe

PART 1 - RIGHTS WAIVER/NON-WAIVER CERTIFICATE

Section A. Rights

The investigator whose name appears below told me that he/she is with the United States Ammy  Criminal Investigation Command as a
Special Agent and wanted to question me about the following offense(s) of which [ am

suspected/aceuesd:

not have to answer any questlons or say anyihmg.
hing | say or do can be used as evidence against me in a criminal trial.

personnef subject fo the UCMJ) 1 have the right to talk privately to a lawyer before, during, and after questioning ‘and to have a lawyer present with me
questioning. This lawyer can be a civilian lawyer | arrange for at no expense to the Govemment or a military fawyer detailed for me at no expense to me,
h. :

- 0r -

(For civilians not subject fo the UCMJ) 1 have the righi to talk privately to a lawyer before, during, and after questioning and to have a lawyer present with me
during questioning. | understand that this lawyer can be ane that | arrange for at my own expense, or if | cannot afford a lawyer and want one, a lawyer will be
:_" for me before any questioning begins.

m now willing to discuss the offense(s) under investigation, with or without a lawyer present, | have a right to stop answering questions‘at any time, or
privately with a lawyer before answering further, even if ] sign the waiver below.

5. COMMENTS (Continue on reverse side)

Q: Have you been advised of your legal rights and requested a lawyer in the last 30 days? A: Ves

Section B. Waiver .

I understand my rights as stated above. | am now wn[llng to discuss the offense(s) under investigation and make a statement without talking to a lawyer firstand -~

without having a lawyer present with me. . !
WITNESSES (If avaitable} 3. SIGNATURE OF INTERVIEWEE

1a, NAME (Type or Frint) :

PDOREI® FOR ASSACLT

h. ORGANIZATION OR.ADDRESS AND PHONE

(b)(6) (b)(7) (C) |

2a. NAME (Type or Pﬂnt) . h UAIPIE LT TN UL S T TLR P T TR

b. OCRGANIZATION CR ADDRESS AND PHONE 6. ORGSK; <6> <b) <7> <C)

Contra) aiN O

Sectloﬁ C. Non-Waiver

1. 1 do not want to give up my rights:

X Iwanta Iawyer.w

2. 38l

[ 1 do not want to be questioned or say anything.

ATTA WORN STATEMENT (DA form 2823} SUBSEQUENTLY EXECUTED BY THE SUSPECT/ACCUSED.
DA FORM 3881. NOV 89 EDITION OF NOV 84 IS OBSOLETE
For Official Use Only Law Enforcement Sensitive BRANIHES
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0160-10-C1D899-14486.

PART Il - RIGHTS WARNING PROCEDURE

0.

THE WARNING

1. WARNING - Inform the suspect/accused of:
a. Your official position
b. Nature of offense(s).
c. The fact that hefshe is a suspect/accused:
2. RIGHTS - Advise the suspect/accused of his/her rights as follows:
“Before | ask you any questions, you must understand your rights.”
a. “You do not have to answer my questions or say anything.”
b. “Anything you say or do can be used as evidence against you in a
criminal trial.”
c. (For personnel subject to the UCMJ) “You have the right to talk
privately to a lawyer before, during, and after questioning and to
have a lawyer present with you during questioning. This lawyer

can be a civilian you arrange for at no expense to the Government or a military
lawyer detailed for you at no expense to you, or both.”
_or-
(For civilians not subject to the UCM.J) You have the right to talk privately to a
lawyer before, during, and afler questioning and to have a lawyer present with
you during questioning. This lawyer can be one you arrange for at you own
expense, or if you cannot afford a lawyer and want one, a lawyer will be
appointed for you before any questioning begins.”
d. “If you are now willing to discuss the offense(s) under investigation,
with or without a lawyer present, you have a right to stop answering
questions at any time, or speak privately with a lawyer before
answering further, even if you sign a waiver certificate,”
Make certain the suspect/accused fully understands hisfher rights.

THE WAIVER

“Do you understand your rights?”

(If the suspect/accused says ‘no,” determine what is not understood, and if
necessary repeat the appropriate rights advisement. If the suspect/accused
says “yes,” ask the following question.)

“Have you ever requested a lawyer after being read your rights?”

(If the suspectfaccused says “yes,” find out when and where, [f the request
was recent (i.e. fewer than 30 days ago}, obtain legal advise on whether to
continue the interrogation. If the suspect/accused says “no,” or if the prior
request was not recent, ask him/her the following question.)

“Do you want a lawyer at this time?”
(If the suspect/accused says “yes,” stop the questioning until he/she has a
lawyer. If the suspect/accused says “no,” ask him/mer the following question.)

“At this time, are you willing to discuss the offense(s) under investigation and
make a statement without talking to a lawyer and without having a lawyer
present with you?” (If the suspect/accused says ‘no,” stop the inferview and
have him/mer read and sign the non-waiver section of the waiver certificate
on the other side of this form. If the suspect/accused says "yes,” have
him/her read and sign the waiver section of the waiver certificate on the
other side of this form.)

SPECIAL INSTRUCTIONS

WHEN THE SUSPECT/ACCUSED REFUSES TO SIGN THE WAIVER
CERTIFICATE: If the suspect/accused orally waives his/her rights but refuses
‘s-ign the waiver certificate, you may proceed with the questioning, Make

on fhe waiver certificate to the effect that he/she has staled that he/she

hisiher rights, does not want a lawyer, wants to discuss the offense(s) under

investigation, and refuses to sign the waiver certificate.

IF WAIVER CERTIFICATE CANNOT BE COMPLETED IMMEDIATELY:

in all cases the waiver certificate must be completed as soon as possible.
effort should be made to complete the walver certificate before any
questioning begins. If the waiver certificate cannot be completed at once, as
in the case of street interrogations, completion may be temporarily postponed.
Notes should be kept on the circumstances.

PRIOR INCRIMINATING STATEMENTS:
1. If the suspect/accused has made spontaneous incriminating
statements before being properly advised of hisfher rights he/she should
be told that such statements do not obligate him/her to answer further
questions.

2. Ifthe suspect/accused was questioned as such either without being
advised of his/er rights or some question exists as to the propriety of the
first statement, the accused must be so advised, The office of the serving
Staff Judge Advocate should be contacted for assistance in drafting the
proper rights advisal.

NOTE: [f 1 or 2 applies, the fact that the suspect/accused was advised
accordingly should be noted in the comment section on the waiver
certificate and initialed by the suspect/accused.

WHEN SUSPECT/ACCUSED DISPLAYS INDECISION ON EXERCISING

HIS OR HER RIGHTS DURING THE INTERROGATION PROCESS: If

during the interrogation, the suspect displays indecision about requesting
axample, "Maybe | should get a lawyer.”), further questioning must cease
immediately. At that point, you may question the suspectfaccused only
concerning whether he or she desires to waive counsel. The questioning may
not be utilized to discourage a suspect/accused from exercising his/her rights.
(For example, do not make such comments as “If you didn't do anything wrong,
you shouldn't need an attorney.)"

COMMENTS (Continued)

DA FORM 3881, NOvV 89

For Official Use Only Law Enforcement Sensitive

EDITION OF NOV 84 1S OBSOLETE
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Exhibit 6

Page(s) 000066 thru 000086 referred to:

Directorate of Human Resources
Administrative Services Division
Attn: IMNE-DRM-HRR (FOIA-PA)
10720 Mt. Belvedere Blvd.

Fort Drum, New York 13602-5045
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COMMANDER’S AUTHORIZATION TO SEARCH
For the use of this form see USACIDC Supplement 1 to AR 190-22

APO AR _OARNER

(Name and Orgamzat:on of rhe person to wham author:zatlon is given)

(An affidavit) (A (sworn) or (unsworn) oral statement) having been made before me by

{Name of Affiant)

Lendyad 'Bnahbiad (1D _Dffice., UsALIC, Lamp Liverhy APO AE CARHZ

(Organization or Address of Affiant)

{which affidavit is attached hereto and made part of this authorization), and as 1 am satisfied that there is probable cause to

believe that the matters mentioned in the affidavit are true and correct, that the offense set forth therein has been committed, and that
the property to be seized is located (on the person) (at the place) to be searched, you are hereby ordered to search the (person)
{(place) known as i

NIPR (ompiaters  PEC 'Bmdwj MANNING had  ACesSS 4o

for the property described as LT Yt -2 e O
NIPR pompuders (ocodedt pstHun Supply fice goom 3, Suoply_fnne X BSE.

bring this authorization to the attention of the (person searched) (person in possession, if any person be found at the place or on the
premises searched). The search will be made in the (daytime) (nighttime), and if the property is found there, you shall seize it, issue

a receipt therefor to the person from whom the property is taken or in whose possession the property is found, deliver the property to a
USACIDC evidence custodian and prepare a written inventory of the property. If there is no person at the searched place to whom the
receipt may be delivered, the receipt will be left in a conspicuous location at the place or on the premises where the property is found.

Dated this 227} day of _ TMAN ,2010

’ m

GOO®NE©) -

N/ A

(Signature, typed name, and organi-ation of Commander)

CID FORM 98-R
1 SEP 93

.
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USACIDC Supplement | to AR 190-..~

Date: Time:
e Consent To Search ,
X8 W\Ou-l |O (USACIDC Supplement 1 to AR 180-22) /257
1. Name of person consenting to the search: 2. Organization and Iocahon

ss& (QIOIOIOKS) HHC, S/iot T BRG ) Tof HAMMEE

3. 1have been informed by the undersigned USACIDC Special Agent that an inquiry is being conducted in conneciloh' with the following possible viclation(s) of Jaw:

Eso)omga; Disciosure. ot nassified |‘n6". anrherma,#ranc,erh‘na.n{ !oszm defen

4. | have been requested by the undersigned USACIDC Special Agent to give my consent toa search of my person, premises, or property as
fndicated below. 1 have been advised of my right to refuse a search of my person, premises, or property. {If you do not gwe your consent, de not
sign this form.) .

5. 1hereby authorize the undersigned USACIDC Special Agent and/or cther Autherized Law Enforcement Officials assisting the undersigned USACIDC Special Agent to
conduct a search of: (!nitfal and sign applicablie blocks)

Initials | Signature
a. My Person
Initials | Signature
b, My Quarters
Located At:
Initials | Signature
c. My Vehicle
Located At:
Described As:

Other

Located At SUPPLY  Annex , 2/iot- M ’B@E [ Sufoplq Dffce Loom 3
Descrived 45 HP \aptop, touch Smart XS2 | seriald # ENFOHAZKRS

| am authorizing the above search(s) for the following general types of property which may be removed by the authorized law enforcement personnel
and retained as evidence under the provisions of Amy Regulation 195-5, or other applicable laws or regulations:

laptsp Compuder Listeat above,

6. This written permission is given to the undersig D pecial Age & arily and without threats or promises of any kind:

0)O)B)(7) ©)

BICIOIVI®)

Signature of Witness (If Available)

CID Form 87-R-E PREVIOUS EDITIONS OF THIS FORM ARE OBSOLETE
1Jan 00 ‘

e )
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STy DEPARTMENT OF THE ARMY
[, UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND
CENTRAL BAGHDAD CID OFFICE
25TH MILITARY POLICE DETACHMENT (CID)
11TH MILITARY POLICE BATTALION (CID}
CaAaMP LIBERTY, APO AE 09342

K . 4

CONSENT TO SEARCH COMPUTER/ELECTRONIC EQUIPMENT

I W, have been asked to give my consent to the search of my
computer/electronic‘equipment. [ have also been informed of my right to refuse to consent to
such a search.

I hereby authorized any Special Agent of USACIDC to conduct at any time a complete search of
all computer/electronic equipment located at #f <uert Fouch 732, . CAFEFTIK3S. These
agents/officers are authorized by me to take from the aforementioned location, any computer(s),
including internal hard disk drive(s), floppy diskettes, compact disks, scanners, printers, other
computer/electronic hardware or personal digital assistants, cellular telephones and electronic
pagers. I hereby consent to the search of those items for any data or material, which is
contraband, or evidence of any crime. I understand that this contraband or evidence may be used
against me in a court of law.

I give this written permission voluntarily. Ihave not been threatened, placed under duress or
promised anything in exchange for my consent. I have read this form, it has been read to me and
I understand it. I understand the English language and have been able to communicate with the
agents/officers.

I understand that I may withdraw my consent at any time for any reason. I may also ask fora
receipt for all things taken.

Signature:

Date and Time: A

FOR OFFICIAL USE ONLY EXHIBIT
-Law Enforcement Sensitive-
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JEPARTMENT OF THE ARMY
UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND
CENTRAL BAGHDAD CID OFFICE
25TH MILITARY POLICE DETACHMENT (CID)

11TH MILITARY POLICE BATTALION (CID)
CAMP LIBERTY, APO AE 09342

CONSENT TO SEARCH COMPUTER/ELECTRONIC EQUIPMENT

I, W, have been asked to give my consent to the search of my
computer/electronic eq@ipment. I have also been informed of my right to refuse to consent to
such a search.

I hereby authorized any Special Agent of USACIDC to conduct at any time a complete search of
all computer/electronic equipment located at HHC. [0 M BNG . These
agents/officers are authorized by me to take from the aforementioned location, any computer(s),
including internal hard disk drive(s), floppy diskettes, compact disks, scanners, printers, other
computer/electronic hardware or personal digital assistants, cellular telephones and electronic -
pagers. I hereby consent to the search of those items for any data or material, which is
contraband, or evidence of any crime. Iunderstand that this contraband or evidence may be used
against me in a court of law.

I give this written permission voluntarily. I have not been threatened, placed under duress or
promised anything in exchange for my consent. I have read this form, it has been read to me and
I understand it. I understand the English language and have been able to communicate with the
agents/officers.

I understand that I may withdraw my consent at any time for any reason. I may also ask for a
receipt for all things taken.

Signature: m Signature of Witnesses:

Date and Time: 2?/”/////4/. 4744

 DICIOIOI®

FOR OFFICIAL USE ONLY EXHIBIT
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SEARCH AND SEIZURE AUTHORIZATION
For use of this form, see AR 27-10; the proponent agency is OTJAG

TQ: (Name and Qrganization of the person v whom mithorization Is given)

Special Agen [(OICIGIGIONGRGUD] Central Bagh_dad CID Oflice, Camp Liberty, APO AE 09342

(4 affidavit) (4 (sworny) ar (unsworn) oral .s'lafemen:) having been made before me by _Special Agent (b) OIOIVI®)

(Nameof Affiany) |

Central Baghdad CID Qffice, Camp Liberty, APO AE 09342

(Organization or Addvess of Afftany)

{(which affidavit is attached hereto and made a part of this authorization ), and as 1 am satisfied that there is probable cavse to
believe that the matiers mentioned in the affidavit arce true and correct, that the offense set forth therein has been committed, and

that the property to be seized is located fon the pe _wn) (m‘ .,rlu, placr:) tabe searchcd you are hereby ordered to search the (person)
{place} known a3

FOB Hammer Post Office, Building D37, FOB Hammer APO AE 09308

for the property described as Any PS Form 297-A, Customs Declaration and Dispaich Note, relating to any packages shipped by

PFC Bradley E. MANNING within the Jast 60 days.

bringing this order to the atication of the  (person searched) (person in possession, iffany person be found at the place vr on the
premises searched). The search will be made in the (daytime) (nighttime), and if the property is faund there, you shall seize i, issue
a receipt thercfor to the person from whom the properly is-(aken or in whose possession the praperty is found, deliver the property to:

Evidence Custodian, 11th MP BN (CID), Camp Arifjan, APO AE 09366
(Neamne and Organization of Authorized Custodian)

and prepare g written inveatory of the property. I therc is no person atthe searched place fo whom the receipt may be delivered,
the receipt will be left in-a conspicuons location at the place.or on the premises where the property is found.

Dated this __L day of May . 2010

TYPED NAME AND GRADE OF AUTHORIZING GFFICIAL DUTY POSITION OF AUTHORIZING OFFICIAL
g1 (>) (0)(b)(7)(©) Military Magistrate

ORGANIZATION OF AUTHORIZING OFFICIAL SIGNATURE QF AUTHORIZING OFFICIAL

USD-C, Oftice of the Staff Judge Advocate
Camp Liberty, APO AE (09342

DA FORM 3745, SEP 2002 DA FORM 3745-R, APD PE v1.D2ES

For Official Use Only Law Enforcement Sensitive BOMIOR A2
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AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR APPREHEND

For use of this form, see AR 27-10; the proponent agency is OTJAG,

BEFORE COMPLETING THIS FORM, SEE INSTRUCTIONS ON PAGE 2

Lol FA() (©)(b)(N)(C), (b) (7)(E) , Central Baghdad CID Office, 11th MP BN

(CI1D),

{Name) . (Organization or Address)

Camp Liberty, APO AE 09342

lhaving been duly sworn, on oath depose and state that:

On 27 May 10, this office was notified that PFC MANNING was believed to have unlawfully obtained and relcased sensitive data
including, but not fimited 10, TS-SCI and CABLE clearance documents onto the internet. PFC MANNING is an Army Intelligenee
Analyst and was assigned Lo the $2 Scction of the 2nd Brigade Combat Team, 10th Mountain Division, FOB Hammer, lraq. This
information was obtaincd through a non-government agency, which chooses to remain unnamed; however, the withholding of this
organization should have no effect of the information provided. This agency studies the attack attribution, caude and eflect
relationships, and are involved in the development of toels, methodologies, and the solutions to the intelli

2. The alliant further states that:

b) (ND)

On 27 May 10, the affiant using the above mentioned information obtained a Search and Seizure Authorization [or the search off
‘| PFC Manning's work terminals, and a search of his designated living area for any and all clectronic media storage devices and
classified materials. While executing the Search Authorization within PFC Manning's living area, a DVD bearing "Secret" marking
and labeled "12 Jul 07 CZ Engagement Zone 30 GC" was discovered within a USPS box, which appeared to be packaged for
shipment.

An inlerview of PFC Manning's roommate. SPC MP revealed although PFC Manning rarely mailed out baxes; he
had mailed three packages last month. late Apr'10 time frame, SPC elated there was only one mailing service at FOB
Hammer, which was the FOB Hammer Post Office.

Iit & known [act that all mail being shipped out of country must be accompanied by a custom form. which is tracked and
maintained by the Post Office for a certain time period.

gence problems of today
and tomorrow: and provides OSINT and HUMINT from various projects {o the United Statcs and ﬂbroad.m
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FOB Hammer Post Office
{the person) fand)

3. [n view of the foregoing, the affiant requests that an authorization be issued for a search of

(the quariers or billets fand)

and (seizure) {apprehension) of Any PS Form 297-A, Customs Declaration

fithe awtomabite} ¢ ) fitemstpersons searched for)

and Dispatch Notes, relating 1o any shipped from PFC Manning within the last 60 days.

TYPED NAME AND ORGANIZATION OF AFFIANT SIGNATURE OF AFFIANT
SA [DICICIGION Ccntral Baghdad CIN Office. USACIDC,
Camp Liberly, APO AE 09342

SWORN TO AND SUBSCRIBED BEFORE ME THIS 28 DAY OF May 2010 AT 1550hrs

TYPED NAME, ORGANIZATION AND OFFICIAL CAPACITY OF AUTHORITY SIGNATURE OF AUTHORITY ADMINISTERING THE OATH
ADMINISTERING THE OATH

crrRIC) (b)(?)(L) Magistrate. Oltice of the StalT Judge
Advocate, USD-C. Camp Liberty, APO AE 09342

INSTRUCTIONS FOR
AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR APPREHEND

L. In paragraph I, set forth a concise, factual siatement of 1he ofTense that has been commilted or the probatle cause to believe that it has been committed. Use
additional page if necessary.

2, In paragraph 2, set forth facts establishing probable cause for believing that the person, premises, or place to be searched and the propeny to be seized or the
person(s) (o be apprehended are conneeted with the effense menticned in paragraph 1, plus facts establishing probable cause to believe that the property to be
seized or the person(s) to be apprehended are presently located on the person, pretnises, or place to be searched, Before a person may conclude that probable
cause (o search exisis, he or she mst first have o reasonable beliel that the person, property or evidence sought is located in the place or on the person 1o be
searched. The facts stated in paragraphs | and 2 must be based on cither the personal knowledpe of the person signing the affidavit or on hearsay infonnation
which hiefshe has plus the underlying circuinstances from which he/she lias cancluded that the hearsay infonnation is trusiworthy. I the information is based cn
personal knowledpe, the aftidavit should so indicate. IF1he information is based on hearsay information, paragraph 2 must set forth stine of the underlying
cipcumstances from which the person signing the alfidavit has concluded that the informant {whose identity need not be disclosed) ar his/hwr information was

trustworthy. Use additional pages if necessary

3. In pmageaph 3, the person, premises, or place to be searched and the property 1o be seized or the person(s) to be apprehended shoutd be described with
particulatity and in detail. Authorization for a scarch may-issue with respect to a search for fruits or products of an offense, the instrumentalily or ineans of
committing the offense, contraband or ather property the passession of which is an offense, the person wha coimmitied the offense, and under certain
circnmstances for evidentiary maners.

DA FORM 3744, SEP 2002 Page 2 of 2
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VWORN STATEMENT
For use of this form, see AR 190-45; the proponent agency is PMG.

: PRIVACY ACT STATEMENT
AUTHORITY: Title 10, USC Section 301; Title 5, USC Section 2951; E.O. 9397 Social Security Number (SSN).

PRINCIPAL PURPOSE: To document potentlal criminal activity involving the U.S. Army, and lo allow Army officials to maintain discipline,
: law and arder through investigation of complaints and incidents.

ROUTINE USES: Information provided may be further disclosed te federal, state, local, and foreign government law enforce ment
agencies, prosecutors, courts, child protective services, victims, witnesses, the Department of Veterans Affairs, and
the Office of Personnel Management. Information provided may be used for determinations regarding jud cial or
non-judicial punishment, other administrative disciplinary actions, security clearances, recruitment, retention,
placement, and other personnel actiens. -

DISCLOSURE; Disclo.sure of your SSN and other information is veluntary.
1. LOCATION , 2. DATE {YYYY\OUDES 3. TIM 4. FILE MUMBER )
oA Hammer 20100594 2

6. SSN 7. GRADE/STATUS

" (OIGe0Ie — 5)(6)(b)(7)(C) E4 /A
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i0, EXHIBIT 11, 1 ERSON MAKING STATEMENT

PAGE10F .=  PAGES

ADDITIONAL PAGES MUST CONTAIN THE HEADING “STATEMENT OF TAKEN AT DATED

THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER
MUST BE INDICATED. .
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FILE NUMBER:

STATEMENT OF TAKEN AT

- DATED CONTINUED
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File Number:
. “STATEMENT OF TAKEN AT DATED
[STATEMENT (Continued)
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CONTINUED:

AFFIDAVIT .

) i, . » HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT
WHICH BEGINS ON PAGE 7 AND ENDS ON PAGE = ] FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE BY ME.
THE STATEMENT IS TRUE. | HAVE INITIALED AL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE CONTAINING THE
STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT THREAT OF PUNISHMENT,
AND WITHOUT COERCION, UNIAWFUL INFLUENCE, OR UNLAWFUL INDUCEMENT.

{Signature of Person Making Statement)
WITNESSES:
Subscribed and swaom to before me, a person authorized by [aw

to administer oaths, this 7€ day of IO and .20 (O
at MER. -

ORGANIZATION OR ADDRESS

SAH

{Typed Name of Person Administering Oarn)

[D_USC G334

{Authorty To Administer Oaths)

INITIALS OF PERSON MAKING STATEMENT
' ' ‘_ W PAGE_35 oF __3 paces
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<WORN STATEMENT

For use of this form, see AR 190-45; the proponent agency is PMG.

: : PRIVACY ACT STATEMENT
AUTHORITY: Title 10, USC'Section 301; Title 5, USC Section 2951; E.O. 9397 Social Security Number (SSN).

PRINCIPAL PURPOSE: To document potential criminal activity invelving the U.S. Army, and to allow Army officials to maintain discipline,
‘ : law and order through investigation of complaints and incidents.
| ROUTINE USES: Information provided may be further disclosed to federal, state, local, and foreign government law enforce nent

agencies, prosecutors, courts, child protective services, victims, witnesses, the Department of Veterans Affairs, and
the Office of Perscnnel Management. Information provided may be used for determinations regarding jud cial or
non-judicial punishment, other administrative disciplinary actions, security clearances, recruitment, retention,
placemeny, and other personnel actions, -

DISCLOSURE: Disclosure of your SSN and other information is voluntary. ([DICIOIOI®)

1. LOCATION
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5. LAST NAME, FIRST NAME, MIDCDLE NAME
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10. EXHIBIT 1T 1L INITIA G STATEMENT

ILE MUMBER

“{ AN\ D~ 10-CAHEAQ
7. GRADE/STATUS

IPC. | Achve

PAGE 1 OF % PAGES

ADDITIONAL PAGES MUST CONTAIN THE HEADING "STATEMENT OF TAKEN AT DATED

THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND FPAGE NUMBER
MUST BE INDICATED.
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STATEMBNT (Continued)
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WHICH BEGINS O

WITNESSES:

THE STATEMENT IS TRUE. | HAVE INITIALED ALL CORRECTIONS AND HAV
STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT
AND WITHOUT COERCION, UNLAWFUL INFLUENCE, OR UNLAWFUL INDUCEME

AFFIDAVIT .

» HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT
o N PAGE 22 1 FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE BY ME.
E INITIALED THE BOTTOM OF EACH PAGE CONTAINING THE
REWARD, WITHOUT THREAT OF PUNISHMENT,

re of Ferson lVaking Statemant)

Subscribed and swomn to before me, a person authorized by faw

T N 1

ORGANIZATICN OR ADDRESS

2 ) 0D

ORGANIZATION OR ADDRESS

Administering Oarh)
g

/0_LUSe GRls

{Authority To Administer Oaths]

INITIALS OF Fravis
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SWORN STATEMENT

For use of this form, see AR 190-45; the proponent agency is PMG,

PRIVACY ACT STATEMENT
AUTHORITY: Title 10, USC Section 301; Title 5, USC Section 2951; E.Q. 9397 Social Security Number (SSN).

PRINCIPAL PURPOSE: To document potential criminal activity involving the U.S. Army, and to allow Army officials to maintain discipline,
law and order through investigation of complaints and incidents.

ROUTINE USES: Information provided may be further disclosed to federal, state, local, and foreign government law enforcement
agencies, prosecutors, courts, child protective services, victims, witnesses, the Department of Veterans Affairs, and
the Office of Personnel Management. Information provided may be used for determinations regarding judicial or
non-judicial punishment, other administrative disciplinary actions, security clearances, recruitment, retention,
placement, and other personnel actions.

DISCLOSURE: Disclosure of your SSN and other information is voluntary.
1. LO&?ATION 2. DATE (YYYYMM . TIME FILE NUMBER
|74 lapNE MEN, FOD HIAMER| 2010052 2230 Oigh-10-(1DR99
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PAGE1OF o PAGES

ADDITIONAL PAGES MUST CONTAIN THE HEADING "STATEMENT OF TAKEN AT DATED

THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER
MUST BE INDICATED.,

DA FORM 2823, NOV 2006 ) PREVIOUS EDITIONS ARE OBSOLETE ’ APD PE ;;1.01ES
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STATEMENT OF

9, STATEMENT (Continued)
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AFFIDAVIT
l M HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT
WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE 2 . | FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE

BY ME. THE STATEMENT IS TRUE. | HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE
CONTAINING THE STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INFLUENCE,

Subscribed and sworn to before me, a person authorized by law to

administer oaths, this A  day of /l/&{f—y Yy

4

WITNESSES:

ORGANIZATION OR ADDRESS

/0 _USC F3L,

ORGANIZATION OR ADDRESS (Authority To Administer Qaths)

INITIALS OF PERSON

PAGE >~ OF _2 PAGES

DA FORIV 2823, NOV 2006 APD PE v1.01ES
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For Official Use Nnh: 1 ~= Enforcement Sensitive 0028-10-CID221-10117
' 0160-10-CID899-14463

COMMANDER’S AUTHORIZATION TO SEARCH
For the use of this form see USACIDC Supplement 1 to AR 190-22

7 OOy (DICIOIGIOM (.21, 2o M i, Bt HAMAME, &

(Name and Organization of the person to whom authorization is given)

(An affidavit) (A (sworn} or (unsworn) oral statement) having been made before me by
. ame of Affian

Lonkrad_Daghded Wk Otfce, USALRL, Lamp Libedy., A AG 600 AC 0427,

(Organization or Address of Affiant)

(which affidavit is attached hereto and made part of this authorization}, and as I am satisfied that there is probable cause to

believe that the matters mentioned in the affidavit are true and correct, that the offense set forth therein has been committed, and that
the property to be seized is located (on the person) (at the place) to be searched, you are hereby ordered to search the (person)
(place) known as

_doc. [DIOIOIGIOMNN 302 Compuded”

for the property described as_(hne 0O, ¢ oynpnakeC_locater wolbmn e, Q\m\og ol efhice, Mg
frino Y. \gm\dm(&)

bring this authorization to the attention of the (person searched) (person in possession, if any person be found at the place or on the
premises searched). The search will be made in the (daytime) (nighttime), and if the property is found there, you shall seize it, issue

a receipt therefor to the person from whom the property is taken or in whose possession the property is found, deliver the property to a
USACIDC evidence custodian and prepare a written inventory of the property. If there is no person at the searched place to whom the
receipt may be delivered, the receipt will be left in a conspicuous location at the place or on the premises where the property is found.

Dated this . X"~ dayof MCL,LA‘ » 2010

(b)(6)(B)()(C) .

LHC, BT LSO IV 2T

{Signature, lyped name, and organization of Commander)

CID FORM 98-R
1 SEP 98

For Official Use Only Law Enforcement Sensitive BRI 16
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' 0160-10-CID899-14463

SWORN STATEMENT

FILE NUMBER. : 0160-10-CID899

LOCATION : FOB Hammer Iraq, APO AE 09308 I
DATE : TIME: 2030 / 2.2.5 6 |l
NAME :

SSN : xxx P D) OB)(N)(O) GRADE/STATUS: PFC / RA

ORG/ADDRESS : B Co, 2™ BSTB, 10" Mountain Division, FOB Hammer, Iraq

I, (QICIOIGK®; want to make the following statement under oath:

I briefly talked to SPC Manning last year. He seemed to be very interested in news relating to his
job, he said he would brief current events at work. I believe SPC Manning to be a kind person, he
does not drink but he does smoke cigarettes. He did not have a vehicle in Garrison, nor did I see

him leave often. I have never been in his room nor have I spent time outside of work hours with
(b)(6)(b)(7)(C)

him other then random occurrenees in the hallway or parking lot.
b)(©)(b)()(C)

PEC

Did you type the above narrative?

Ve MR

How long did you talk to SPC MANNING last year?

It was more of random occurrences as he was at brigade level and I was company level. 1
talked to him at briefly at JRTC and on occasions. Qur conversations were brief in nature. [
(Q: What did those conversations consist of?

A: The one at JRTC was a group of S2 people joking around at 0300 in the morning. We were
just trying to keep awake due to the hours. There was no meaningful content. I can’t think of
another time we talked for any particular length of time. At some point I found out he was from
England, but I don’t remember when I found this out. PFC MANNING use to be very happy,

very hyper individual, but his leadership wore him down. He was upset that no one cared about
the mission. The unit made it very difficult on PFC MANNING as it seemed to outcast him as
though they were trying to get him out of the Army.|EREEE

Q: Did you see any examples of the unit trying to get rid of PFC MANNING?

A: Isaw very little as I did not work in the same room as him. [ have heard other people talking
about how the unit was treating PFC MANNING. An example of what the unit did was placed
another Soldier of equal rank in a leadership position in the shop when she was not quallﬁed over
PFC MANNING.

Q: Did you.have any direct conversations with PFC MANNING about these situations?

A: No. I'might have talked to him at the DFAC about it, but I don’t remember. -
Q: Did you have a conversation with PFC MANNING pertaining to computer programming? il
A: He asked about setting up hash table software and making a security auditing business out of-
it. I told him that it was already publicly available enough to not be viable. .
Q: What does hash table software do?

A: When'you make a password, it 1s run through a one-way hash algorithm to obfuscate your =

ZRZR XA

P.age 1__0f4-
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For Official Use € ' -y Enforcement Sensitive 0028-10-CID221-10117
0160-10-CID899-14463
1

Case No. 0109-10-CID899

“Statement 0 (b)(6)(b)(7)(C) taken on, 28 May 10, at FOB Hammer Continued:”

Q: What would be the benefit of developing this type of software?

A: The software is already publically available. It allows you to type in a password and it will
provide the appropriate hash. If you have the person’s hash you can use the software, put the
hash into the program, and if it’s a hash in the table the program will come up with a password

(b)(6)(b)(7)(C)

that matches the hash.

Q: Other than trying to market the program did PFC MANNING state what he was planning to
use the program for?

Q: Other than the above conversation did PFC MANNING discuss any other computer
endeavors or desires?
A: No

Q: Did he bring it to your attention when the news broke the WikiLeak story about the Apache
shootmg‘?

Q: Did PFC MANNING act any different either before or after the WikiLeak story broke on the
news? :
A: Tdo not have the information to answer the question. Thave not talked to PFC MANNING in
several months. .

Q: When was the last time you talked to PFC MANNING? B
A: I'don’t remember I know it’s been several months though OGN

Q: Have you ever seen PFC MANNING attempting to work in the SCIF by hlmself or before
and after normal work hours?

Have you ever seen PFC MANNING with classified material outside the SCIF?

: Yes, He was on trash and burn detail for the SCIF, where he was involved in the destruction
of classified material.

Q: Was PFC MANN properly supervised during this detail?
A: I believe there were other people present and he was never left alone as far as I remember,
Q: How difficult would it be for PFC MANNING to remove classified information from the
SCIF?

A: As easy as removing classified material from any other SCIF. SN

Q: Is there any additional information pertaining to this investigation that has not been discussed
that needs to be addressed in this statement?

ol e e

INITIALS OF PERSON MAKING STATEMENT: [ Page 7 of 4| Pages
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0160-10-CID899-14463

Case No. 0 U-1899

“Statement of [(DIQIOIGIS®) taken on, 28 May 10, at FOB Hammer Continued:”

Q: Do you have anything else to add to this statement?

A: The network computer security in the housing units are very lax as anyone can get on the
system by guessing the simple password. You can also access other peoples computers as
individuals leave there sharing on. All users network passwords are readable by LN personnel
and it would be easy to recover someone else’s password by looking at the screen when inputting
your own password. |l
Q: Do you have anything else to add to this statement?
A: No M

Q: Is this statement an accurate depiction of our conversation?

C

A: Yes.///END OF STATEMENT/// jil§

(5)6)(b)(7)(C)

INITIALS OF PERSON MAKING STATEMENT: Page 3 of & Pages
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For Official Use O 2w Enforcement Sensitive 0028-10-CiD221-10117
m 0160-10-CID899-14463
Case No. 0 -10~-C1D899

“Statement of (b) (6) (b) (7) (C) taken on, 28 May 10, at FOB Hammer Continued:”

AFFIDAVIT

1(b)(6)(b)(7)(C) HAVE READ OR HAVE, READ TO ME THIS STATEMENT

WHICH BEGINS ON PAGE 1 AND ENDS ON PAGE .1 FULLY UNDERSTAND THE
CONTENTS OF THE ENTIRE STATEMENT MADE BY ME. THE STATEMENT IS TRUE. 1 HAVE
INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE CONTAINING
THE STATEMENT. [ HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR
REWARD, WITHOUT THREAT OF PUNISHMENT, WITHOUT COERCION, UNLAWFUL INFLUENCE, OR

UNLAWFUL INDUCEMENT.

WITNESSES: %

Subscribed and sworn to before me, a person authorized by law
to administer oaths, on this 28th day of May, 2010, at FOB Hamuer,
Irag, APO AE 09308

ORGANIZATION AND ADDRESS

I (D) (0) (D) (1)(©), () (N(E)

(Typed Name of Person Administering Oath)

10 USC 936
{Authority to Administer Oath)

Page "l of “P_'ﬂ'gcs" '
P

(b)(6)(b)(7)(C)

INITIALS OF PERSON MAKING STATEMENT:
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For Official Use 0"11, ~+ Enforcement Sensitive 0028-10-C1D221-10117
‘ 0160-10-CID899-14463

AFFIDAVIT SUPPORTING REASONABLE BELIEF PFC MANNING HAS CLASSIFIED
INFORMATION, HAS SENT CLASSIFIED INFORMATION, AND WILL ATTEMPT TO SEND
MORE CLASSIFIED INFORMATION

For use of this form, see AR 27-10, the proponent égency is TJAG.

1, Special Agent, (QIOIGIGI®)of the 25" Military Police Detachment (CID), Central Baghdad
CID Office, Camp Liberty, Iraq, been first duly sworn, hereby depose and state as follows:

On 27 May 10, my office was notified by CW4 perations Officer, 11" Military
Police Battalion (CID), that PFC Manning is believed to have unlawfully cbtained and released
sensitive data.including, but net limited to, TS-SCI and CABLE clearance documents onto the
internet. PFC Manning is an Army Intelligence Analyst and was assigned to the §2 Section of
the 2" Brigade Combat Team, 10" Mountain Division, FOB Hammer, Baghdad, Iraq.

The following information was received from a non-government agency. Due to security
concerns, the name of the agency will be withheld. The withholding of the name shouid in no
way effect the reliability of the information they provided. This agency studies attack attribution,
cause and effect relationships, and are involved in the development of tools, methodologies,
and solutions to the intelligence problems of today and tomorrow. This agency provides OSINT
and HUMINT from various projects both in the United States and abread. In the past they have
briefed the Office of the Secretary of Defense on issues related to lran and provided the DoD
operational manuals on the infrastructure of Iran. The information obtained from this agency is
considered reliable.

b) (ND)

(b) (ND)

On 27 May 10, the Stars and Stripes newspaper printed an article written by Joby Warrick of
The Washington Post. The article, titled “A wiki for a world of secrets”, was written about the
WikiLeaks website. The article stated “Some of the harshest criticism came after last month’s
Iraq video, which portrayed a L).S. Apache helicopter’'s assault on a group of Iraqis in Baghdad
that killed several civilians, including two employees of the Reuters news service. An edited 17-
minute version of the video — donated by an anonymous source and dectypted with the help of
volunteers — was posted on the WikiLeaks site April 5 under the heading “coliateral murder.”
Edited and unedited versions of the video have been viewed nearly 8 million times.”

For Official Use Only Law Enforcement Sensitive BQHIKIS 10



For Official Use O w Enforcement Sensitive 0028-10-CID221-1 0117
“ 0160-1 D~CID{899-1 4463

On 27 May 10, the affiant using the above mentioned information obtained a Search and
Seizure Authorization for the search of PFC Manning's work terminals and a search of his
designated living area for any and all electronic media storage equipment/devices. While
executing the Search Authorization within PFC Manning’s living area, a DVD bearing “Secret”
markings and labeled “12 Jul 07 Chopper Reuters” was discovered within a USPS box, which
appeared to be packaged for shipment.

An interview of PFC Manning's roommate, SPC b)(©)®B)(7)(C) MP, revealed although PFC
Manning rarely mailed out boxes; he had mailed three packages last month, late Apr 10 time
frame.

Between 27-28 May 10, the affiant and a team of CID Special Agents conducted various
canvass interviews, which revealed approximately three weeks ago (early May 10) PFC
Manning received an Article 15 for assaulting a co-worker, wherein he was transferred from the
82 Section to the Unit Supply. While performing his duties with the supply section, PFC
Manning would have nc reason or means to access classified information h,
approximately one week ago PFC Manning entered the office of SPC Brigade
Paralegal, and asked if he could scan Secret documents to her computer to be printed off,
twice. PFC Manning informed SPC MR this was a request from the Supply NCOIC, After
scanning the documents to SPC [ which she printed, PFC Manning requested she delete
the emails from the computer files completely. When this office coordinated with the Supply
NCOIC he related he never informed PFC Manning to scan Secret documents, and that nc one
in the supply section, including PFC Manning, would have any reason to review secret
documents.

(b) (ND)

Based on the aforementioned 12 Jul 07 Chopper leak, it can be surmised that PFC Manning
illegally obtained a copy of the 15-6 investigation pertaining to the incident in Afghanistan and
provided that for submission on WikiLeaks as well.

A review of all the information obtained to date established probable cause that PFC Manning
was responsible, at a minimum, for the classified video of the aforementioned Baghdad
helicopter attack being posted to the internet. 1t is further reasonable to believe, based on the
information PFC Manning had access to that he may submit additional classified information in
the future if this incident is not immediately investigated and computer evidence seized and
examined.

For Official Use Only Law Enforcement Sensitive BXRini 18
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TYPED NAME AND ORGANIZATION OF AFFIANT: SIGNATURE OF AFFIANT:

ST (D) (0) (D) (7) (C)

25" Military Police Detachment (CID)
Camp Liberty, Iraq

SWORN TO AND SUBSCRIBED BEFORE ME THIS A DAY OF MAY 10, AT ;0'.5"-] HRS, AT COS HAMMER,

IRAQ.

NAME, ORGANIZATION AND OFFICIAL SIGNATURE OF AUTHORITY:

S RIULo - T
Office of the Staff Judge Advocate

COS Hammer, Iraq
CAPACITY OF AUTHORITY ADMINISTERING THE OATH:

Judge Advocate
10 U.S.C. 1044(a)

For Official Use Only Law Enforcement Sensitive
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SEAR W) SEIZURE AUTHORIZ*, 0160-10-CID899-14463

For use of this form, see AR 27-10; the proponent agency is TIAG.

TO: Special Agent[DIOICIGIONE Central Baghdad CID Office, 11th MP BN (CID), US Army Criminal
Investigations Command (USACIDC), Camp Liberty, APO AE 09342, USA AND/OR any CID Special Agent,
AND/OR other Law Enforcement Official deemed needed.

An affidavit having been made hefore me hy:
Special Agent [OIOIOIGIOR Central Baghdad CID Office, 1 1th MP BN (CID), Camp Liberty, APO AE 09342,

(which affidavit is attached hereto and made part of this authorization), and as I am satisfied that there is
probable cause to believe the matters mentioned in the affidavit are true and correet, that the offenses of:

UCMIJ Art 106a: Espionage
18 USC § 793: Gathering, Transmitting, or Lesing Defense Information
18 USC § 798: Disclosure of Classified Information

set forth therein has been committed, and the evidence to be seized is located in:

Two US Government owned laptop computers: Alienware laptop, serial number NKD900TA6D00661 and Dell laplop, serial
number HLVIQFI; and the [ollowing property seized from Bradley E. Manning’s current residence: one Apple laptop, serial
number W8939AZ066E; two Memorex CD’s, serial numbers 1308120503204625 and 1308120503204624; one Imation CD., serial
number LD623 MJ04184038 B16; one Samsung cellular telephone, serial number RPRS303202D, containing SIM card, serial
number 525033, 8901260520008043773, cight Memorex DVD’s, serial numbers 2009052100920487, 2009052100920485,
2009052100920483, 2009052100920481, 2009052100920471, 1909052107834102, 1909052107834101, and
2009052104924365; one Scagate cxternal hard drive, serial number 2GEWIJKLIJ; and one Kodak camera, serial number KCXKS9
containing a Scandisk, bearing scrial number BEO828613591D,

For the property described as:

Digital evidence of the commission of the above cited offenses or any device or media capable of storing digital data
(thus digital evidence), including tapes, cassettes, cartridges, optical disks, floppy disks, flash media, thumb drives,
micro drives and hard disk drives.

bringing this order to the attention of the person in possession, if any person be found at the place or on the
premises searched. The search will be made when neeessary, and if the property is found there, you shall seize
it, issue a receipt therefore to the person from whom the property is taken or whose possession the property is
found, deliver the property to:

Evidence Custodian, USACIDC, USA.
and prepare a written inventory of the property. If there is no person at the searched place to whom the reeeipt

may be delivered, the receipt will be left in a conspicuous location at the place or on the premises where the
property is found.

Dated this 31st Day of May, 2010.

NAME AND GRADE OF AUTHORIZING DUTY POSITION OF AUTHORIZING
OFFICIAL: OFFICIAL:

i (b) (6)(b)(7)(C) Military Magistrate

ORGANIZATION OF AUTHORIZING SIGNATURE OF AUTHdRIZING
OFFICIAL:

Office of the Staff Judge Advocate,
USD-C, Camp Liberty, APO AE 09342

DA FORM 3745-E, Mar 85 (gen)
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COMMANDER s 3TARCH ARND SETAURE AUTHORIZATION

Fap waar 18 i fenn so URACIDC Suoplenwnt 10 AR [x22

T Spesm] Agen (b) (6) (b) (N(©C) Cenera? Bashidad CI OMGew. | Hh XIP B‘}i;tf CIL LIS Arvny Cnimial
lpvestigzinmes Commanl (LSACTOCE Cing Liberty, APG AT 09342, YSA ANDYOR any CHD Special Agenc
ANDAOIER other [ aw § altreemenl G| desoal neadedd,

An affiduvit has ing beer made hefore me hy:

Specitl Agen! [DICIOIGIGON - viuiral Baghdad C1D Office. Tl MP BN (CIDY, Camp Liberiv, ATO AL

((TXE 2N

{whict affidavit is attached hereto and made part of thiy suthorization), snd as [ om satistied thut
there s prabable cause o believe the matters mentioncd in the affidavit are troe and correct, thet the
offenses of : '

LICONLE A BOG Taponags
IS USC 3 798 Gathering. Prensinitting, or Losiag Defense Informanhon
18 LSO & TN Dsclemure o Ulasstled Infornttion

<ot forth therein has heen cammiticd. and that the property to be scized is ivcated (on (he personi{at
the place) 1o bé searcled, veu are herehy nrdered to search the {person){plece) koowar ax:

Delt faptop, serial madser 233O Toshiba hard drive, serial pambee Z3FFXT4225 612 EC A Seage
hard deive, serial zumber CN-GRNYZI2 123207930021 and Hitachi hard dnve, sermal munber
OTHRITDPOUIODRG I LY

For the propgerty doscrihed as

Pigited ovidenee of the comnaaon ubtie alsove cited offenses or any device o media capable ol sloting
dizical <hia (Baus divnul condonget, inelnging wpes, casseites, cartridges, oplwal disks. Hoppy dihe. Mash
medio. b drives, naicree deeves i Bad disk drrves. |

bring this nuthorization to the attention of the (persun searched){person in possession. if any person
be fourd al the place or on the premises searched), The search will be made i the (Baytizne)
{nighttime), und i the property i found there, you shall seize it, Issue 4 receipt therefor to the persen
from whom the property is (ukes or in whose possession the property is found, deliver the property to
3 USACIDC evidencr vustodiun and prepare a written Inventory of the property. if these is no
persen at the searched olaee tu whom the receipt may he deliverced, the receipt wil be loft in g
conspicuaus lncation at the place nr on the prowises where the properiy is faund,

Vated this 316t Day of diuy, 2010,

NAME AN GHADE OF A TIHORIZING DLTY POSETION OF AUTHORIZING
DFFHCTAL OFFICTALS

wu(b)(6)(b)(7)(C) Cusnpany Com mander and Property Book Holder
ORGANIZATION OF AUTHORIELING BICNATURE OFF AUTHORUZING

OFFICLALL

Hendesarters and Healguurier Company,

_ 2nd Brigade Combat Term, [0 Mountain Div
USD-C, FOR Hlagnmer, 4H0 AF US30K <b> (6) (b) (7) (C)

CH O N SR
| Sep s

R S et i P S I B
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AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH
Fer use of this form, see AR 27-10; the proponent agency is OTJAG.

SEIZE OR APPREHEND

BEFORE COMPLETING THIS FORM, SEE INSTRUCTIONS ON PAGE 2

oL IN(b) (6)(b)(7)(C), (b) (7)(E) , Central Baghdad CID Office, 11th MP BN (CID),

(Name) (Organization or Address)}

Camp Liberty, APO AE 09342

having been duly swom, on cath depose and state that:

On 27 May 10, this office was notilied that PFC MANNING was believed to have unlawfully obtained and released sensitive data
including, but not limited to, TS-SC{ and CABLE clearance documents onto the internel. PFC MANNING is an Army Intelligence
Analyst and was assigned to the S2 Section of the 2nd Brigade Combat Team, 10th Mountain Division, FOB Hamuner, Iraq. This
information was obtained through a non-government agency, which chooses to remain unnamed; however, the withholding of this
organization should have no effcct of the information provided. This agency studies the attack attribution, cause and cffect
relationships, and are involved in the development of tools, methodologies, and the solutions to the intelligence problems of today
and tomotrow; and provides OSINT and HUMINT from various projects to the United States and abroad [OXQI®))

(b) (ND)

2, The affiant further states that:

®) (ND)

On 27 May 10, the affiant using the above mentioned information obtained a Search and Seizure Authorization for the search of
PFC Manning's work terminals, and a search of his designated living area for any and all electronic media storage devices and
classified materials. While executing the Search Authorization within PFC Manning's living area, a DVD bearing "Sceret” marking
and labeled 12 Jul 07 CZ Engagement Zone 30 GC" was discovered within a USPS box, which appeared to be packaged for
shipment. S

An interview of PFC Manning's roommate, SPCM T va[cd although PFC Manning rarely mailed out boxes; he
had mailed three packages last month, late Apr '10 time frame. SPC B rcloted there was only one mailing scrvice at FOB
Hammer, which was the FOB Hammer Post OfTice.

Further between 27-28 May 10, the affiant and a team of CID Special Agents conducted various canvass interviews of the 2nd
Brigade Combat Teamn, 10th Mountain Division, FOB Hammer; which revealed approximately three wecks ago (early May '10) PFC
Manning received an Article 13 for assaulting a co-worker. As a result, PFC Manning was transferred from the S2 Seetion to the
Unit Supply Office. While performing his duties with the supply section PFC Manning would have no reason or means to aceess
ciassificd information. Although, approximately one week ago PFC Manning entered the ofTice ofSP Paralegal, on
two seiarate occasions requesting if he could scan Secret documents to her computer to be printed off. PFC Manning informed

SPC this was at the request of the Supply NCOIC. Afler scanning the documents to SPC e omputer, which she
printed, PFC Manning requested her to completely delete the emails from her computer. When this office coordinated with the
Supply NCOIC he related he never informed PFC Manning to scan Secret documents, and that no one in the supply section,
including PFC Manning, would have any reason to view classilied materials.

Based on the aforementioned 12 Jul 07, Apache leak, and the coincidental situation invelving PFC Manning claiming he leaked it
and the discovery of the Secret DV D in his designated living area, it can be surmised that PFC Manning illegally obtained a copy of
the AR 13-6 Investigation perfaining to the incident in Afghanistan and provided that for submission 10 WikiLeaks as well. PFC
Manning has been deployed to [raq since Oct 09 it is reasonable to assume he has obtained an unknown quantity of classified
materials, PFC Manning as also demonstrated that even afier being removed from the S2 Section he has still obtained resources to
classified documents and systems. [t is furlher reasonable to belicve, based on this information that PFC Manning has had access
to, that he may have submitted or is currently storing additional classified information for future dissemination. For this
investigation it is imperative for USACIDC to identily, scize, and examine all computers and digital storage media device PFC
Manning has had access to. '

DA FORM 3744, SEP 2002 DA FORM 3744-R, MAR B5, IS OBSOLETE. APD PE v1.01ES
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SEAR SEIZURE AUTHORIZ” 0160-10-ClD899-14463

For use of this form, see AR 27-10; the proponent agency is TIAG.

TO: Special Agent [(BIOIGIGION Central Baghdad CID Office, 11th MP BN (CID), US Army
Criminal Investigations Command (USACIDC), Camp Liberty, APO AE 09342, USA AND/OR

any CID Special Agent, AND/OR other Law Enforcement Official deemed needed.

An affidavit having been made before me by Special Agent OIOIOIGION Ccniral Baghdad
CID Office, 11th MP BN (CID), Camp Liberty, APO AE 09342, which affidavit is attached hereto
and made part of this authorization, and as | am satisfied that there is probable cause to believe the
matters mentioned in the affidavit are true and correct, that the offenses of:

UCMJ Art 106a: Espionage

18 USC § 793: Gathcring, Transmitting, or Losing Defense Information
18 USC § 798: Disclosure of Classified Information

I8 USC § 1030: Fraud and rclated activity in connection with computers

set forth therein has bcen committed, and the property described as:

From the S2 Section, 2nd Brigade Combat Team, 10th Mountain Division, FOB Hammer, Iraq:

a. Seagate Hard Drive, model number ST980825A, serial number 3MHO036M1; extracted
from Alicnware laptop computer, serial number: NKD900TA6D0066]1 “Secret”

b. Unknown make and model Hard Drive, serial number SMEHOHWKN; extracted from
Dell laptop computer, serial number HLVIQFI “Secret”

¢. Unknown make and model Hard Drive, serial number SMEQTB78; extracted from Dell
laptop compuicr, serial number 93H4QD1 “Unclassified”

From the Supply Office, 2nd Brigade Combat Team, 10th Mountain Division, FOB Hammer, Iraq:

a. Seagate Hard Drive, serial number CN-OMN922-21232-793-002L “Secret”
b. Hitachi Hard Drive, serial number 0708 17DPOCI10DSG2J1DP “Unclassified”

From the Paralegal Office, 2nd Brigade Combat Team, 10th Mountain Division, FOB Hammer,
Iraq: ,
a. Toshiba Hard Drive, serial number Z5FX 14228 6P2 EC A “Secret”

From the digital Network T.ogs maintained by the S6 Section, 2nd Brigad'e Combat Team, 10th
Mountain Division, OB FHammer, Iraq:

a. (2) Imation CDs, scrial numbers LD621 MK06232788 A20 and LD621 MK06232576
B10

From Room 4C93, designated living area of PFC Manning, LSA Dragon, FOB Hammer, Iraq:

a. Apple laptop computer, serial number W8939AZ066E

b. (2) Samsung CDs, scrial numbers 1308120503204625 and 1308120503204624

c. Samsung Cellular Tclephone, serial number RPRS303202D containing SIM card, serial
number 525033 8901260520008043773

For Official Use Only Law Enforcement Sensitive %Eﬁ 2\
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continued

d. (8) Memorex DVD-RW, serial numbers 2009052100920487, 2009052100920485,
2009052100920483, 2009052100920481, 2009052100920471, 1909052107834102,
1909052107834101, and 2009052104924365

¢. Scagate hard drive, scrial number 9VS152TZ; extracted from Seagate External Hard -
Drive serial number 2GEWJKLJ '

f Imation CD, serial number LD623 MJ04184038 B16 “Secret”

g. Kodak Camera, serial number KCXKS9 containing Scandisk Memory Card, serial
number BE0828613591D

From SSG[NOIIGI®M Supply NCOIC, 2nd Brigade Combat Team, 10th Mountain Division,
FOB Hammer, Iraq: '

a. SAMSUNG Hard Drive, serial number SIAKIDNQ&16517; extracted from HP laptop
computer, scrial number CNF8492K38 :

previously seized under proper legal authority (see Commander’s Search and Seizure
Authorization, dated 27 and 28 May 10, authorized by CPT[(SIOICIGI(®IM Commander,
Headquarters and Headquarters Company, 2nd Brigade Combat Team, 10th Mountain Division,
FOB Hammer, Irag, APO Al 09308; and Search and Seizure Authorization, 27 May 10,
authorized by CPW Military Magistrate, USF-I, Camp Liberty, Iraq, APO AE
09342), which is presently located within the Evidence Depository, 11th MP BN (CID),
USACIDC, Camp Arifjan, Kuwait, APO AE 09366.

Dated this 5th Day of June, 2010.

NAME AND GRADE OF AUTHORIZING OFFICIAL: DUTY POSITION OF AUTHORIZING CFFICIAL:
92N (D) (0)(b)(7)(C) Military Magistrate

ORGANIZATION OF AUTHORIZING OFFICIAL: SIGNATURE OF AUTHORIZING

Office of the Staff Judge Advocate, BOGENC)

USD-C, Camp Liberty, [raq APO AE 09342

DA FORM 3745-, Mar 85 (gcn)
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AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO
SEARCH AND SEIZE OR APPREHEND

For use of this form, sce AR 27-10; the proponent agency is TIAG.

BEFORE COMPLETING THIS FORM, SEE INSTRUCTIONS ON PAGE 4

1, I, Special Agent [((DIOQIOIG®) Central Baghdad CID Office, 11th MP BN
(CID), US Army Criminal Investigations Command, Camp Liberty, APO AE 09342 having been
duly sworn, on oath depose and state that:

On 27 May 10, this office was notified that PFC Manning was believed to have
unlawfully obtained and released sensitive data including, but not limited to, TS-SCI and
CABLE clearance documents onto the internet. PFC Manning is an Army Intelligence Analyst
and was assigned to the S2 Section of the 2nd Brigade Combat Team, 10th Mountain Division,
FOB Hammer, Iraq. This information was oblained through a non-government agency, which
chooses to remain unnamed; however, the withholding of this organization should have no effect
on the information provided. This agency studies the attack attribution, cause and eflect
relationships, and arc involved in the development of tools, methodologies, and the solutions to
the intclligence problems of today and tomorrow; and provides OSINT and HUMINT from
various projects to the United Statcs and abroad.

b) (ND)

On 27 May 10, the afliant using the above mentioncd information obtained a Search and
Seizure Authorization for the scarch of PFC Manning's work terminals, and a search of his
designated living arca [or any and all electronic media storage devices and classified materials.
While exccuting the Search Authorization within PFC Manning's living area, a DVD bearing
"Secret" marking and labeled "12 Jul 07 CZ Engagement Zone 30 GC" was discovered within a
USPS box, which appearcd to be packaged for shipment.

An interview of PFC Manning's roommate, SPC [(QIQIOIQI®) MP, revealed although PEC
Manning rarely mailed out boxces; he had mailed three packages last month, late Apr '10 time
frame. SPCWclatcd there was only one mailing service at FOB Hammer, which was the
FOB Hammer Post Office.

l|Page
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Further betwcen 27-28 May 10, the affiant and a team of CID Special Agents conducted

various canvass micrviews ol lhe Znd brigade Lombdl [ carn, ountain Division, I
AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR
APPREHEND (CONTINUED)

Hammer; which revealed approximately three weeks ago (early May '10) PFC Manning received
an Article 15 for assaulling a co-worker. As a result, PFC Manning was transferred from the S2
Section to the Unit Supply Office. While performing his duties with the supply section, PFC
Manning would have no reason or means to access classified information. Although,
approximately one week ago PFC Manning entered the office of SPC [OIOIGIGI®) Paralegal, on

two separate occasions requesting if he cul scan Secret documents to her computer to be
®)(6)B)(T)(C)

printed off. PFC Manning informed SPC his was al the request of the Supply NCOIC.
After scanning the documents to SPC QM compuler, which she printed, PFC Manning
requested her to completely delete the emails from her computer. When this office coordinated
with the Supply NCOIC he related he never informed PIFC Manning to scan Secret documents,
and that no one in the supply section, including PIFC Manning, would have any reason lo view
classified malerials.

2. The affiant further states that: Based on the aforementioned 12 Jul 07, Apache leak, and
the coincidental situation involving PFC Manning claiming he leaked the video, and the
discovery of the Secret DVD in his designated living area, it can be surmised that PFC Manning
illegally obtained a copy of the AR 15-6 Investigation pertaining to the incident in Afghanistan
and provided that for submission to WikiLeaks as well. PFC Manning has been deployed o Iraq
since Oct 09, it is rcasonable to assume he has obtained an unknown quantity of classified
materials. PFC Manning as also demonstrated that even after being removed from the S2 Section
he has still obtained resources to classified documents and systems. It is further reasonable to
believe, based on this information that PFC Manning has had access to, that he may have
submitted or is currently storing additional classified information for future dissemination. FFor
this investigation it is imperative for USACIDC to conduct a forensic examination of all items
seized during the course of the preliminary investigation.

3. In view of the foregoing, the affiant request that an authorization be issued for the digital
forensic search of the following items seized as evidence in relation to the offenses of: UCMI
Art 106a: Espionage; 18 USC § 793: Gathering, Transmitting, or Losing Defense Information;
18 USC § 798: Disclosure of Classified Information; and 18 USC § 1030: Fraud and related
activity in connection with computers:

From the S2 Section, 2nd Brigade Combat Team, 10th Mountain Division, FOB Hammer, Iraq:

a. Seagate Ilard Drive, model number ST980825A, serial number 3MHO036M1;
extracted [rom Alicnware laptop computer, serial number: NKD900TA6D 00661
“Secret” .

b.. Unknown make and model Hard Drive, serial number SMHOHWKN; extracted from
Dell laptop computer, serial number HLVJQF1 “Secret”

¢. Unknown make and model Hard Drive, serial number SMHOTB78; extracted from
Dell laptop compulter, serial number 93H4QD1 “Unclassified”

2 Pagv
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AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR
APPREHEND (CONTINUED)

From the Supply Office, 2nd Brigade Combat Team, 10th Mountain Division, FOB Hammer,
Iraq:

a. Seapate Hard Drive, serial number CN-OMN922-21232-793-002L *“Secret”

b. Hitachi Hard Drive, serial number 070817DP0OC10DSG2J1DP “Unclassified”

From the Paralegal Office, 2nd Brigade Combat Team, 10th Mountain Division, FOB Hammer,
[raq:
a. Toshiba Hard Drive, serial number Z5FX1422S 6P2 EC A “Secret”

From the digital Network Logs maintained by the S6 Section, 2nd Brigade Combat Team, 10th
Mountain Division, FOB [Hammer, Iraq:

a. (2) Imation CDs, serial numbers LD621 MKO06232788 A20 and LD621 MK06232576
310

From Room 4C93, designated living area of PFC Manning, LSA Dragon, FOB Hammer, Irag:

a. Apple laptop computer, serial number W8939AZ066E

b. (2) Samsung CDs, serial numbers 1308120503204625 and 1308120503204624

¢. Samsung Cellular Telephone, serial number RPRS303202D containing SIM card,
serial number 525033 8901260520008043773

d. (8) Memorex DVD-RW, serial numbers 2009052100920487, 2009052100920485,
2009052100920483, 2009052100920481, 2009052100920471, 1909052107834102,
1909052107834101, and 2009052104924365

¢. Seapale hard drive, serial number 9VS182TZ; extracted from Seagate External Hard
Drive serial number 2GEWIKLJ

f. Imation CD, scrial number LD623 MJ04184038 Bl16

g. Kodak Camcra, serial number KCXKS9 containing Scandisk Memory Card, serial
number BL:0828613591D

From SSG [(QIOIDIGIOM Supply NCOIC, 2nd Brigade Combat Team, 10th Mountain
Division, FOB Hammer, Iraq:

a. SAMSUNG Hard Drive, serial number S1AKJDNQ816517; extracted from HP
laptop compulter, serial number CNF8492K3S

J[Page

For Official Use Only Law Enforcement Sensitive %ﬂ;ﬁ 24

- TorPiicETeeny tawEnlorcement Sensitive



For Official Use %w Enforcement Sensitive 0028-10-CID221-10117
m 0160-10-C1D899-14463

AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR
APPREHEND (CONTINUED)

Sworn to and subscribéd before me this 5th day of June, 2010, at 1300hrs, at Camp Liberty, Iraq
APO AL 09342,

NAME AND ORGANIZATION OF AFFIANT: SIGNATURE OF AFFIANT:

S AQIOCIOIVI®
Central Baghdad CID Office, 11th MP BN (CID),
Camp Liberty, APO ALZ 09342

NAME, ORGANIZATION AND OFFICIAL CAPACITY SIGNATURE OF AUTHORITY:
OF AUTHORITY ADMINISTERING THE OATH:

CPT [QICIOIGK®)
Military Magistrate, USD-C,
Camp Liberty, APO AE 09342

INSTRUCTIONS FOR
AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO
SEARCH AND SEIZE OR APPREHEND

1. In paragraph 1, set forth a concise, factual statement of the offense that has been committed or the probable cause to
believe that it had been committed. Use additional page if nccessary.

2, In paragraph 2, set forth faci establishing probable cause for believing that the person, premises, or place to be
searched and the property to be seized or the person(s) to be apprehended are connected with the offense mentioned in
paragraph 1, plus facts establishing probable cause to believe that the property to be scized or the person(s) to be
apprehended are presently located on the person, premises, or place to be searched. Before a person may conclude that
prabable cause to search exists, he or she must first have a reasonable belief that the person, property or evidence sought
is loeated in the place or on the person to be searched. The faets stated in paragraph 1 and 2 must be based on either the
personal knowledge of the persen signing the affidavit or on hearsay information which he/she had plus the underlying
circumstances from which he/she has concluded that the hearsay information is trustworthy. I the information is based
on personal knowledge, the affidavit should so indicate. If the information is based on hearsay information, paragraph 2
must set forth some of the underlying circumstances from which the person signing the affidavit has concluded that the
informant (whose identily need not be disclosed) or his/her information was trustworthy. Use additional pages il
neeessary.

3. In paragraph 3, the person, premises, or place to be searched and the property to be scized or the person(s) to be
apprehended should be deseribed with particularity and in detail. Authorization for a search may issue with respect to a
search for fruits or products of an offense, the instrumentality or means of committing the offense, contraband or other
property the possession of which is an offense, the person who committed the offense, and under circumstances for
cvidentiary matters.

4|Puge
g
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ROl NUMBER

AGENT’S INVESTIGATION REPORT|  0160-10-c1n899-14463

CID Regulation 195-1

PAGE1 OF 1 PAGES

DETAILS
Crime Scene Examination of PFC MANNING’s work station: Between 2245 and 2330, 27 May 10, SA

and SA [QIOIOIBI®) conducted a Crime Scene Examination of the SCIF, Room 14B, Brigade Headquarters
Building, FOB Hammer, Iraq.

Characteristics of the Scenc: Room 14B was a SCIF designed for the processing, utilization, and storage of
classified information. Room 148 was internal to the Brigade Headquarters Building, FOB Hammer, Iraq. The
Brigade Headquarters Building was a brown in color, wooed and metal type construction building designed to
support 24 hour brigade activitics. The room consisted of plywood walls and ceiling, and a concrete floor. The
Entry/Exit (E/E) was on the south wall near the southeast corner of the room, and opened inward. There were
three work stations along thc east wall, six work stations along the north wall, four work stations along the
south wall, and three work stations on a table in the middle of the room. There was an adjoining storage room
in the southwest corner of the room.

Conditions of the Scene: Room 148 was cluttered and dirty. There were multiple maps and documents
attached to the walls both unciassificd and classified in nature. The floor was dirty and had not been swept or
maintained. There were various papers and disposable products strewn across the surface of the work stations.
PFC MANNING's SIPR workstation was identified as being either the Dell laptop located on the north wall,
second from the northwest corner of the room or the Alien warc computer located on the north wall, third form
the northwest corner of thc room. A communal NIPR computer which PFC MANNING also used during duty
hours was located on the east wall, closest to the southeast corner of the room

Factors Pertinent to Entry/Exit: Room 14B had only one E/E located in the south corner near the southeast

corner opening outward. Thc door was a push button cipher lock. The room was void of windows or a second
E/E.

A ®)©EB)(MN©)

Crime Scene Documentation: S
camera with integrated flash and prepared a crime scene sketch.

[QIOIOIVI®

Collection of Evidence: Between 2251-2315, 27 May 10, SA collected two SIPR computers and one
INIPR computer from thc work arca on a DA Form 4137, Evidence Property Custody Document, Document
Numbers 0593-10 and 0594-10.

/ILAST ENTRY///
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Central Baghdad CID Office,
¥\ (b) (6)(b)(7)(C), (b) (T)(E) Camp Liberty, Irag, APO AL 09342
S (b) (6)(b)(7)(C) DATE EXHIBIT
27 May 10 27,
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AGENT’S INVESTIGATION REPORT | " 0160-10-C10899-14463

CID Reguiation 195-1

PAGE1l OF 2 PAGES

DETAILS

CRIME SCENE EXAMINATION: Between 0030 and 0150, 28 May 10, SA ¥ond SA NSRS
conducted a Crime Scene Examination of PFC MANNINGS Containerized Housing Unit (CHU), Room C,
Building 4C98, LSA Drapon, FOB Hammer, Iraq.

Characteristics of the Scenc: CHU Room C was a two-person room located on the west end of building 4C98,
LSA Dragon, FOB Hammer, Iraq. The CHU is white and clear of color, metal, glass, and particle board
construction designed to housc Soldicrs while in a deployed environment. The Entry/Exit (E/E) was on the
north wall near the northwest corner of the CHU, and opened outward. A bed was located in the northeast
corner of the room with a night stand adjacent on the east wall; a second nightstand was against the east wall
adjacent to the bed in the southeast corner. There was a wall locker in the southwest corner of the room with
the back against the west wall; a second wall locker was located adjacent to it with its back against the west
wall.

Conditions of the Scenec: Room C was cluttered and dirty. There were clothing and TA-50 items located
throughout the room. There were two large plastic containers against the west wall of the room belonging to
PFC MANNING’s roommatc. There was a portable computer stand holding a Macintosh laptop computer
adjacent to the side railing of PIFC MANNING’s bed. There was a tuff box, and two cardboard boxes stacked
on top of each other, the one on top containing a CD with a SECRET sticker at the foot of PFC MANNING’s
bed. There was a pile of TA-30 to include an ACU patterned assault pack at the foot of the bed between the tuff]
box and the wall locker, pushed against the south wall. There were two CD’s located on the top of the
nightstand adjacent to PFC MANNING's bed, a cellular telephone in the drawer, and several writable CDs
located in the cubby hole of the nightstand. There was TA-50 stored on top of PFC MANNING’s wall locker.

Factors Pertinent to Entry/Exit: Room C had only one entrance/exit located in the north wall near the northwest
corner opening outward. There was a single window in the middle of the north wall. The door was opened and
the window was locked and sccured upon our arrival.

Crime Scene Documentation: SA NS exposed photographs of Room C using a Nikon D80 digital camera
with integrated flash whilc SA [QIQIGI@I®brcpared a crime scene sketch.

Collection of Evidence: Between 0043-0130, 28 May 10, SAW collected a computer from the portable
computer stand, CDs from the nightstand, an external hard drive from an ACU patterned assault pack, a pack of
eight CDs, a classified CD from a box, and a camera from on top of the tuff box as evidence on a DA Form,
Evidence Property Custody Document, Document Number 0579-10.

2nd Search of the Scene: A second scarch of the scene and the immediate area around the CHU failed to locate
anything of evidentiary value.

TYPED AGENT'S NAME AND SEQUENCE NUMBER . ORGANIZATION
Central Baghdad CID Office,
SA Camp Liberty, Irag, APO AE 09342
S| DATE EXHIBIT
28 May 10 -
Y Ly

-
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ROI NUMBER
AGENT’S INVESTIGATION REPORT|  o0160-10-C1p899-14463
CID Reguiation 195-1
PAGE2 OF 2 PAGES
DETAILS
3rd Search of the Scene: A third scarch, conducted during daylight hours, of the immediate area around the
CHU failed to identify anything of evidentiary value. ///LAST ENTRY//
«
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Central Baghdad CID Office,
IN (D) (6)(b)(7)(C), (b) (7)(E) Camp Liberty, Iraq, APO AE 09342
BIe (1) (6)(5)(7)(C) DATE EXHIBIT
28 May 10 25
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3 6

1. Entrance to SCIF, Room 14B, Brigade Headquarters Building, FOB Hammer, Irag.
2. 360 degree view of SCIF, from E/E to back right corner

3. 360 degree view of SCIF, from E/E to front right corner

4. 360 degree view of SCIF, from back right corner to E/E

5. 360 degree view of SCIF, from front right corner to back left corner

6. 360 degree view of SCIF, from front right corner to back right corner

FOR OFFICIAL USE ONLY 000132
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Photographic Packet, Crime Scene (SCIF)

0028-10-CID221-10117
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7 10

8 11

9 12
7. View from PFC MANNING’s SCIF work stations toward E/E.
8. View of PFC MANNING's SCIF work stations from E/E.
9. PFC MANNING's work station, SIPR Terminal (1).
10. PFC MANNING'’s work station, SIPR Terminal (2).
11. Communal NIPR terminal to the left of the E/E.
12. View of Communal NIPR Terminal.

FOR OFFICIAL USE ONLY 000133
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Crime Scene Photographs 0294-09-CID899-85699

13 16
14 17
15 18

13. Door to 047A, SGTRICILII®" office location.
14. Hall view from door into the Building.

15. Entrance to SGT RQIBIDIGIG’ office area.

16. View into SGT QISIBIGIS office area.

17. SGT BRIBNI®!’ jesk.
18. SGT RICIOIGI®’ (esk.

FOR OFFICIAL USE ONLY 000134
LAW ENFORCEMENT SENSITIVE EXHIBIT



Crime Scene Photographs 0294-09-CID899-85699

19 22
20 23
21 24

19. Closer view of writing in notebook .
20. Envelope addressed to SGT (RIS
21. Closer view of sender

22. Closer view of recipient

23. View of official Postal Service stamp
24. View of official Postal Service stamp

FOR OFFICIAL USE ONLY EXH chl)-lr:ss
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Crime Scene Photographs 0294-09-CID899-85699

25 28

26 29

30

OIS’ |Phone
26. Back view of IPhone
27. Front view of IPhone

28. Hard drive remove from SGT QUSQIOIRSI’ office computer

29. Serial number from hard drive remove from SGT RARMRIBI® " office computer
30.

FOR OFFICIAL USE ONLY 000136
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Crime Scene Photographs 0294-09-CID899-85699

31 34

32 35

33 36
31.
32.
33.
34.
35.
36.
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Crime Scene Photographs 0294-09-CID899-85699

37 40
38 41
39 42

37.

38.

39

40.

41.

42.
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Photographic Packet, Crime Scene (CHU) 0028-10-CID221-10117
0160-10-CID899-14463

1 4
2 )
3 6

1. Entrance to room PFC MANNING’s room 4C93-C, FOB Hammer, Irag.
2. Right side of the room assigned to PFC MANNING.

3. Right side of the room assigned to PFC MANNING.

4. Close view of items at bottom of bed.

5. Right wall locker assigned to PFC MANNING.

6. View of top of wall locker.
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Photographic Packet, Crime Scene (CHU) 0028-10-CID221-10117
0160-10-CID899-14463

7 10
8 11
9 12

7. View of PFC MANNING'’s bed, also depicting location of laptop computer.
8. View of PFC MANNING's laptop computer from above.

9. View depicting what was on the computer at time of search.

10. View of PFC MANNING's nightstand and stack of CDs.

11. Inner view of top drawer of night stand.

12. Close-up view of contents of top drawer depicting an cellular phone.
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13. View depicting the bag the external hard drive was discovered in.
14. Close-up view of portable hard drive.

15. View of the external hard drive serial number.

16. View of bottom of tuff box depicting location of digital camera.

17. Close-up view of back side of camera.

18. Close-up view of front side of camera.
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19

20

(b)(1)

21

19. View of Priority Mail box (Top).

20. View of Priority Mail box (Side).

21. View of CD case found within Priority Mail Box.
22. First two CD sleeves within the CD case.

23. Second two CD sleeves within the CD case.
24. Close-up view of last CD found within the case.
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26 29

30

OIS’ |Phone
26. Back view of IPhone
27. Front view of IPhone

28. Hard drive remove from SGT QUSQIOIRSI’ office computer

29. Serial number from hard drive remove from SGT RARMRIBI® " office computer
30.
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37.

38.

39

40.

41.

42.
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Bradley Edward MANNING
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35F intelligence Analyst
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DETAILS

AGENT’s COMMENT: All times in this report are in Greenwich Mean Time (GMT) +1, with Daylight
Savings Time (DST) in effect equaling GMT +2, the time zone for Mannheim, Germany. All Evidence /
Property Custody Document (EPCD), Document Numbers (DN), referenced in this report were issued by
the 11™ Military Police (MP) Battalion (CID) consolidated evidence room located at the deployed
battalion headquarters building, Camp Arifjan, Kuwait. Prior to the initiaion of all the below listed
forensic imaging and preliminary forensic analysis, a detailed legal document review was conducted with
the assistance of the Computer Crime Investigative Unit (CCIU) Legal Team, ensuring CCIU possessed
the adequate consent to search and/or search authorization.

About 1655, 30 May 10, SA W ackard (HP) brand, laptop computer,
serial number CNF8492K 38, property o Headquarters and Headquarters
Company (HHC), 2nd Brigade Combat Team (BCT), 10th Mountain Division, forward deployed to
Forward Operating Base (FOB) Hammer, Iraq, c vidence on EPCD, DN 0592-10, and verified
the item with no documentary errors noted. SSGWprcviously informed CID special agents that
he allowed PFC Bradley E. MANNING, HHC, 2"° BCT, to borrow this léptop on several occasions during
May 2010. The laptop was checked for any data bearing devices or media, but none were found. It was
noted that the Basic Input Qutput System (BIOS) reflected the correct time and date (GMT -5), with DST
in effect equaling GMT -4: The hard disk drive (HDD), Samsung brand, serial number
STAKIDNQS816517, 320 gigabyte (GB) in size, was removed from the HP laptop for forensic imaging.

About 1755, 30 May 10, SA OIOIOIWI®) collected the aforeméntioned Samsung HDD as
evidence on EPCD, DN 0583-10. '

Between approximately 1805, 30 May 10, and 0330, 31 May 10, SA OIOIOIVI® btained an
EnCase forensic image (.E01) of the aforementioned Samsung HDD. The resulting forensic image

was verified to be an exact, bit-for-bit copy of the HDD through a comparison of Secure Hash
Algorithm 1 (SHA1) values with no errors:

Acquisition Hash SHA1: 676162¢5305d9a8688a44ebd89a7fdef3567db36
Verification Hash SHA1: 676162¢5305d928688a44ebd89a7fdef3567db36

About 2135,:30 May 10, SA OIOICHGI® 111 scaled 2 Macintosh brand, laptop computer, serial number
MV9371AJ9935A, property of PFC MANNING, collected as evidence on EPCD, DN 0579-10, and
verified the item with no documentary errors noted. The laptop was checked for any data bearing devices
or media, but none were found. The HDD, Fujitsu brand, serial number K94DT9829WPY, 250 GB in
size, was removed from the laptop for forensic imaging and subsequently reinstalled.

About 2150, 30 May 10, SA OIOIGIVI®) ttempted to boot the aforementioned Macintosh
laptop with a Helix 3 Pro Live Disc, which was unsuccessful and resulted in the laptop booting

from the internal Fujitsu brand HDD. This inadvertent HHDD boot determined at least one user
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account on the laptop was not password protected. The Macintosh laptop was then gracefully shut
down.

AGENT’s COMMENT: An initial attempt was made to obtain a forensic image of the
aforementioned Macintosh brand laptop computer via Helix 3 Pro Live Disc, due to the often
difficult/delicate task of removing HDDs from Macintosh products.

Between approximately 1240 and 2100, 31 May 10, SA OIOIOIGIS) obtained an EnCase
forensic image (.E01) of the aforementioned Macintosh HDD. The resulting forensic image was

verified to be an exact, bit-for-bit copy of the HDD through a comparison of SHA1 values with no

eITOorS:
Acquisition Hash SHA1: 3cf107db8b3865a5e3ebfced00bae1da96911b49
Verification Hash SHA1: 3cf107db8b3865a5e3ebfced00bacl da9691{b49

Between 1420 and 1620, 1 Jun 10, SA OIQIOIQI®) - orducted 2 preliminary forensic
examination of this forensic image, and determined it was formatted with the Hierarchical File
System (HFS), had Mac OS installed, and had a user account resembling PFC MANNING’s name.
A review of device logs contained on the HDD determined some form of optical disc activity
occurred (e.g., wiping or burning) on or around 27 Apr 10. A review of the User files associated
with the user account suspected to pertain to PFC MANNING located several files containing text
that was specifically referenced in the chat logs received by U.S. Army CID (USACIDC) during
the initial phases of this investigation. A review of installed programs, determined a chat client
was installed. A review of other partitions on the HDD revealed a separate partition named
“images,” which contained file named st rongbox . dmg, which was approximately 6 GB in size,
password protected, and possibly encrypted.

About 0410, 31 May 10, SAWmsealed a Dell brand, laptop computer, serial number
93H4QDI, property of HHC, 2" BCT, collected as evidence on EPCD, DN 0593-10, and verified the

item with no documentary errors noted. This was determined to be the Non-classified Internet Protocol
Router Network (NIPRNET) laptop computer, which had been located near the work area of PFC
MANNING. The laptop was checked for any data bearing devices or media, but none were found. It was
noted that the BIOS reflected the correct time and date (GMT +3). The HDD, unknown brand, serial
number SMHOTB78, 100 GB in size, was removed from the Dell laptop for forensic imaging.

About 0510, 31 May 10, SA GIOICIGI® collected the aforementioned unknown brand HDD as
evidence on EPCD, DN 0584-10.,

Between approximately 0515 and 0840, 31 May 10, SA OIQIOIQI®, 11xincd an EnCase
forensic image (.EO1) of the aforementioned unknown brand HDD. The resulting forensic image
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was verified to be an exact, bit-for-bit copy of the HDD through a comparison of SHA1 values
with no errors:

| Acquisition Hash SHAI: e2b49bd3ed0e2{5d798ab44 febaac3bl5d0070be
| Verification Hash SHAT: e2b49bd3ed0e2f5d798ab44 febaac3ibl5d0070be

About 0600, 31 May 10, SA OIOIOIGI®] unscaled the Memorex brand, Compact Disc — Rewritable
(CD-RW) discs, serial numbers 1308120503204624 and 1308120503204625, property of PFC
MANNING, collected as evidence on EPCD, DN 0579-10, and verified the item with no documentary
errors noted.

Between 0605 and 0615, 31 May 10, SA (b)(6)(b)(7)(C) utilizing a Gateway brand, model E-475
MG, laptop computer, running a Helix 3 Pro Live Disc, determined no data was written or likely
had been written to the CD-RW discs. This observation was supported by inspection of the
underside of the aforementioned CD-RW discs.

About 0630, 31 May 10, SA (B)(©)(B)(7)(C) nsealed a package containing eight Memorex brand, Digital
Versatile Disc — Rewritable (DVD-RW) discs, serial numbers 1909052107834101, 1909052107834102,
2009052100920471, 2009052100920481, 2009052100920483, 2009052100920485, 2009052100920487
and 2009052104924365, property of PFC MANNING, collected as evidence on EPCD, DN 0579-10, and
verified the item with no documentary errors noted.

Between 0640 and 0700, 31 May 10, SA[SICIOIGIOM uscd Helix 3 Pro Live Disc to determine
no data was written or likely had been written to the DVD-RW discs. This observation was
supported by visual inspection of the underside of the aforementioned DVD-RW discs.

About 0930, 31 May 10, SA Wnsealed an Alienware brand, laptop computer, serial number
NKD900TA6D00661, property of HHC, 2" BCT, collected as evidence on EPCD, DN 0594-10, and

verified the item with no documentary errors noted. This was determined to be the first of two Secret
Internet Protocol Router Network (SIPRNET) laptop computers assigned to PFC MANNING. The laptop
was checked for any data bearing devices or media, but none were found. The device was then checked
for any data bearing devices or media, but none were found. It was noted that the BIOS reflected the
correct time and date (GMT +3). The HDD, Seagate brand, serial number 3MH036M1, 80 GB in size,
was removed from this device for forensic imaging,

About 1030, 31 May 10, SA OIOIOIGI®! . 1cted the aforementioned Seagate HDD as
evidence on EPCD, DN 0577-10.

Between approximately 2310, 31 May 10, and 0240, 1 Jun 10, SA [QIOIOIGI®Robtained an
EnCase forensic image ((E01) of the aforementioned HDD. The resulting forensic image was
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verified to be an exact, bit-for-bit copy of the HDD through a comparison of SHA1 values with no

eITors:
Acquisition Hash SHA1: ¢7400fbed0b4db68a582a585¢eeaal4ablad2edod
Verification Hash SHA1: ¢7400fbedOb4db68a582a585¢eeaaldablad2cdod

Between 1800, 1 Jun 10, and 1000, 2 Jun 10, SA BIOIOIBI®):onducted a preliminary forensic

examination of this forensic image, which revealed PFC MANNING had a user account on this
laptop. Analysis also determined XN EEEG_— N, -
located on this machine, as well as what appeared to be a similar production video released by the
Wikileaks Team. A review of PFC MANING’s stored email revealed he notified someone in his
chain of command that the aforementioned classified SECRET video was on the Internet and of
his (PFC MANNING?’s) belief that it was the same video from the FOB Hammer SIPRNET data
server. Further analysis revealed multiple artifacts indicating browsing from PFC MANNING’s
user account to the Brigade Legal Team’s share on the FOB Hammer data server, as well as the
possible downloading of legal documents unrelated to the PFC MANNING. A review of PFC
MANNING’s My Documents folders revealed a file that appeared to be instructions to a web
download program used to reach out to a SIPRNET site and download large amounts of specific
documents of a sensitive and classified nature. This My Documents folder review further
revealed an archive file that contained approximately 11,000 sensitive and classified documents,
downloaded in Hyper Text Markup Language (HTML) format, likely from a SIPRNET site. This
archive file further contained a file that appeared also to be instructions or log results for a web
download program.

About 1120, 31 May 10, SA OIOIOIBI(®}n5calcd a Hitachi brand, laptop computer, serial number
070817DPOC10DSG2 J1DP, property of HHC, 2" BCT, collected as evidence on EPCD, DN 0580-10,
and verified the item with no documentary errors noted. This was determined to be the NIPRNET
computer that was located in PFC MANNING’s unit Supply Office, where the he worked temporarily
during May 2010.

Between approximately 2050, 31 May 10, and 0030, 1 Jun 10, SA QIQIIS) obtained an

EnCase forensic image (.E01) of the HDD contained with the aforementioned Hitachi laptop
computer. The resulting forensic image was verified to be an exact, bit-for-bit copy of the HDD
through a comparison of SHA1 values with no errors:

Acquisition Hash SHAT: 309df99{068fba2e81aaec03d1a93d471cde90biD
Verification Hash SHA1: 309df9910681ba2e8 1aae03d1a93d471cde90biD

About 2030, 31 May 10, SA OIOICIWI®):nscaled a Samsung brand, mobile phone, serial number
RPRS303202D, property of PFC MANNING, collected as evidence on EPCD, DN 0579-10, and verified
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the item with no documentary errors noted. SA OIOIOII®) r1y verified the mobile phone

manufacturer, as it was impossible to verify further information without removing the mobile phone’s
battery, which had the potential to damage data contained thereon.

About 2035, 31 May 10, SA OIOIOIOI®) -t mined the equipment necessary to forensically
process the aforementioned mobile phone was not available.

About 2040, 31 May 10, SA [QIQ) OIGION unscaled a Kodak brand, digital camera, partial serial number
KCXKS?9, property of PFC MANNING, collected as evidence on EPCD, DN 0579-10, and verified the
item with no documentary errors noted. The Mini-Secure Digital (SD) card, Scandisk brand, serial
number BE0828613591D, 2 GB in capacity, was removed from this device for forensic imaging.

Between 2050 and 2055, 31 May 10, SA OIOICIC) btained an EnCase forensic image (.EQ1)
of the aforementioned Mini-SD card. The resulting forensic image was verified to be an exact, bit-

for-bit copy of the HDD through a comparison of Message Digest 5 (MD5) hash algorithm values
with no errors:

Acquisition Hash MD5: b6fe0f698c3d648a49f3432bdaaac828
Verification Hash MD5: bofe0f698c3d648a49{3432bdaaac828

About 2100, 31 May 10, SA Wreviewed this device’s specifications, available on the
Kodak manufacturer’s website, which revealed it contained approximately 32 Megabytes (Mb) of
internal memory. A review of the device determined the necessary cables were not available to
process the aforementioned internal memory cache.

Between 1130 and 1300, 2 Jun 10, SA (b) (6) (b) BIO®)onducted a preliminary forensic
examination of the forensic image for the SD card, which revealed it contained two folders of
digital photographic images. These photographs were of unclassified documents (e.g., what
appeared to be an Article 15 involving PFC MANNING, of a promotion ceremony, of PFC
MANNING himself, of an unidentified Caucasian male, and of several unidentified locations).

About 2110, 31 May 10, SA OIOIOIBI®) 15ca1ed a multi-disc case containing three Arabic language
Compact Discs (CD)s, property of PFC MANNING, and one CD-RW, serial number .LD623 MJ04184038
B16, recovered from the quarters of PFC MANNING, all collected as evidence on EPCD, DN 0579-10,
and verified the item with no documentary errors noted.

About 2120, 31 May 10, SA OIOIOIBI®) uscd Helix 3 Pro Live Disc to determine the three
language discs contained only audio files, consistent with the manufacturer’s markings.
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Between 2125 and 2135, 31 May 10, SA (b)(©)(b)(7)(C) obtained a forensic image of the

aforementioned CD-RW. The resulting forensic image was verified to be an exact, bit-for-bit copy
of the HDD through a comparison of MD35 hash algorithm values with no errors:

Acquisition Hash MD35: 5¢993ee621b036482bael353£844322f
Verification Hash MD5: 509_93ee621b036482bae1353f844322f

Between 1400 and 1430, 2 Jun 10, SAconducted a preliminary forensic
examination of this image, revealing it contained two files with identical names, one of which
contained no data and the other contained OGN |-
video appeared to have been burned to the disc on 27 Apr 10 and appeared to have been burned by
utilizing Macintosh disc creation software.

About 2230, 31 May 10, SA OIOIOI®I(®) 1:nscaled a Dell brand, laptop computer, serial number JP-
0F5126-42016-76D-0517, property of HHC, 2™ BCT, collected as evidence on EPCD, DN 0594-10, and
verified the item with no documentary errors noted. This was determined to be the second of the two
SIPRNET laptop computers assigned to PFC MANNING. The Dell laptop was checked for any data
bearing devices or media, but none were found. It was noted that the BIOS reflected the correct time and
date (GMT +1), with DST in effect equaling GMT +2. The HDD, unknown brand, serial number
S5MHOHWKN, was removed from this device for forensic imaging.

About 2330, 31 May 10, SA OIOIOIBI®) - oilccted the aforementioned unknown brand HDD,
unknown brand, serial number SMHOHWKN, as evidence on EPCD, DN 0577-10.

Between approximately 0530 and 1130, 1 Jun 10, SA OIOIOIBI®)] obtained an EnCase forensic
image ((E01) of the aforementioned unknown brand HDD. The resulting forensic image was
verified to be an exact, bit-for-bit copy of the HDD through a comparison of SHA1 values with no

erTors:
Acquisition Hash SHA1: ¢3473c¢3df1d131e0022{0c56bfc46087e9d5150f
Verification Hash SHA1: c3473¢3df1d131e0022f0c56bfc46087e9d5150f

Between 1500 and 1530, 2 Jun 10, SA (b) ©) OIGION- o1cucted a preliminary forensic

examination of this forensic image, which revealed PFC MANNING had a user account on the

laptop.
About 0200, 1 Jun 10, SA (b)(6)(b)(7) (C) A Seagate brand, external HDD, serial number
2GEWIJKLI, property of PFC MANNING, ¢ jdence on EPCD, DN 0579-10, and verified the
item with no documentary errors noted. SA determined the necessary power adapter was
not available to reliably and safely power the Seagate brand external HDD. For this reason, the HDD,
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION ~ Computer Crime Inveszgative Unit-Europe
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| Seagate brand, serial number 9VS182TZ, 1.5 Terabyte (Tb) in size, was removed for forensic imaging,
using a fine tool set causing minimal cosmetic damage to the external casing and no damage to the HDD.

About 0300, 1 Jun 10, SA OIOIOIBI®) co!lected the aforementioned Seagate HDD as evidence
on EPCD, DN 0581-10.

Between approximately 1345, 1 Jun 10, and 0800, 2 Jun 10, SA OIOIOIGN® - btained an
EnCase forensic image (.E01) of the aforementioned HDD. The resulting forensic image was
verified to be an exact, bit-for-bit copy of the HDD through a comparison of SHA1 values with no

erIors:
Acquisition Hash SHA1: 151183463c5b5841a8115627bf51e8d9e74abb48
Verification Hash SHA1: 151183463¢c5b5841a8115627bf51e8d9%e74abb48

Between 1600 and 1700, 2 Jun 10, SAWconducted a preliminary forensic
examination of this image and determined 1t was formatted with HFS. A review of its contents
revealed a file containing the contact information of a member of the WikilL.eaks Team. This

contact information appeared to have been produced and released by the WikiLeaks Team and did
not appear to be of a personal nature.

il Jun 10, SA OIOICUGIO sc2lcd a Toshiba brand, laptop computer, serial number

6P2 EC A, property of HHC, 2" BCT, collected as evidence on EPCD, DN 0582-10, and

em with no documentary errors noted. This was determined to be the SIPRNET computer of
SPCQIOIGIGI(GM HHC, 2nd BCT, who reported that she was asked by PFC MANNING on more
than one occasion in May 2010 to receive digitally scanned documents via email and print them on his
behalf. PFC MANNING then allegedly asked SPCRRARIBIIR  clcte the emails from her MS Qutlook
Inbox.

Between approximately 0320 and 0520, 1 Jun 10, SA OIOICNOI®), ,t2ined an EnCase forensic

image (.E01) of the HDD within the aforementioned Toshiba laptop. The resulting forensic image
was verified to be an exact, bit-for-bit copy of the HDD through a comparison of SHA1 values
with no errors: '

Acquisition Hash SHA1: 6a9b4e366790fb9£02b88a9%ba29¢3£3fbe610300
Verification Hash SHAI: 6a9b4e366790{b9f02b88a%ba29¢313fbe610300

About 0845, 1 Jun 10, SAWmsealed a Seagate brand, HDD, serial number CN-0MN922-

| 21232-793-002L, property of HHC, 2™ BCT, collected as evidence on EPCD, DN 0580-10, and verified
| the item with no documentary errors noted. This was determined to be from the SIPRNET computer
located in PFC MANNING’s unit Supply Office, where he worked temporarily during May of 2010.
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Between approximately 1000 and 1300, 1 Jun 10, SA BIOIOIBIO btained an EnCase forensic
image (.E01) of the aforementioned Seagate HDD. The resulting forensic image was verified to be
an exact, bit-for-bit copy of the HDD through a comparison of SHA1 values with no errors:

Acquisition Hash SHA1: cf6d703f0023773¢ b9e30eeb318660ac0d 18404
Verification Hash SHA1: cf6d703f0023773e b9e30eeb3 18660ac0d 181404
2 Jun 10, SA Wcoordmated this investigation with CP (b)(6)(b)(7)(C)
Brigade Automation Officer, 2" BCT, who was asked storage area network

(SAN) on the SIPR local area network (LAN) at FOB Hammer. CPT elated the SAN was
large, over 10 terabytes (TB) in size, and was essentially handed down from one deployed BCT to

another. CPT as asked to describe the current security settings for the Brigade Legal
Team’s data share at ammer. CPT [QIOIOIBI®)dvised they were currently set to restricted;

however, this setting had only been changed between 27 Apr 10 and 20 May 10. Prior to this time frame
the aforementioned data sh icted settings. When asked aboutm
b(1) CP elated that the video could be found 1n three locations on the

FOB Hammer SIPR SAN. Copies were located on the aforementioned Brigade Legal Team’s data share
the 431 Infantry LNO’s data share, the 382" Archived Training Material data share. CPT W
related none of these copies of the video in question appeared to be related to an investigation or the
response to a Freedom of Information Act (FOIA) request.

About 1130.4 Jun 10, SA OIOILIG®-cordinated this investigation with MAJ BYO®GN©

WCommander Brlgade Legal Team, 2 BCT, 10™ Mountain, who was briefed on the status
of this investigation as it pert e’s desire to preserve and collect a copy of his unit’s data
share at FOB Hammer. MAJ confirmed that no Trial Defense Service (TDS) unit was
using or had used the aforementloned data share. SA[IOIGIGIORubscquently forwarded MAJ

(b)(6)(b)(7)(C) Reguest Notification titled “Request to Preserve SJA Shared Directory,”
drafted by Ms. (b> (6) (b) (7) (C) Chief Legal Counsel, CCIU, and dated 4 Jun 10.

About 1200, 4 Jun 10, SA {QIQIOIGION. cordinated this investi igation with CPTWS—Z, 2md

BCT, and CP ornmander HHC, 2" BCT, who were brieted on the status of

this investigation as it pertained ; sire to preserve and collect a copy of PFC MANNING’s
data share at FOB Hammer. SA ubsequently forwarded both individuals the Preservation

Request Notification titled “Request to Preserve Individual Shared Directory of Bradley E. Manning,”
drafted by Ms.mnd dated 4 Jun 10.

About 1600, 5 Jun 10, SA [DIOIOIGI®]. collected as evidence one Seagate brand, HDD, serial number
9VS825G5M, containing the unclassified forensic images of the following devices which had been
previously transferred to the HDD for consolidation and evidence retention, on EPCD, DN 0585-10:

TYPED AGENT'S NAME AND SEQUENCE NUMBER oRGANIZATION ~ Computer Crime Investigative Unit-Europe
U.S. Army CID, Mannheim, Germany
I (D) (6)(0)(N)(C), (b) (N(E)
SIGNATURE DATE EXHIBIT
5 Jun 10 34

CIDFO FOR OFFICIAL USE ONLY

1FEB 77 Law Enforcement Sensitive ARG



rF~28-106-CiD221-70 117

QOI NUMBER |

AGENT'S INVESTIGATION REPORT 0004-10-CID187

| CID Regulation 195-1

Page 9 of 10 Pages

DETAILS

e One HDD, unknown brand, serial number SMHOTB78, collected as evidence on EPCD, DN 0584-
10, previously contained in the Del] brand, laptop computer, serial number 93H4QD1, collected as
evidence on EPCD, DN 593-10 (SHA1 Hash - e2b49bd3ed0e2f5d798ab44 febaac3b15d0070be)

e One HDD, Fujitsu brand, serial number K94DT9829WPY, collected as evidence on EPCD, DN
0579-10, previously contained in the Ma¢ brand, laptop computer, serial number
MV9371AJ9935A, collected as evidence on EPCD, DN 0579-10 (SHA1 Hash -
3cf107db8b3865a5e3ebfced00bacl da9691fb49)

e One HDD, Seagate brand, serial number 9VSIS2TZ, collected as evidence on EPCD, DN 0581-
10, previously contained in the Seagate brand, external HDD, serial number 2GEWJKLJ, collected
as evidence on EPCD, DN 0579-10 (SHA1 Hash -
151183463¢5b5841a8115627bf51e8d9e¢74abb48)

e One Mini-SD card, Scandisk brand, serial number BE0828613591D, collected as evidence on
EPCD, DN 0579-1, previously contained in the Kodak brand, digital camera, partial serial number
KCXKS9, collected as evidence on EPCD, DN 0579-10 (MDS5 Hash -
b6fe0f698c3d648a4913432bdaaacl?28)

e One HDD, Hitachi brand, serial number 070817DP0C10DSG2J1DP, collected as evidence on
EPCD, DN 0580-10 (SHA1 Hash - 309df99f068fba2e81aac03d1a93d471cde90bf0)

e One HDD, Samsung brand, serial number SIAKJDNQ816517, collected as evidence on EPCD,
DN 0583-10, previously contained in the HP brand, laptop computer, serial number CNF8
492K 38, collected as evidence on EPCD, DN 0592-10 (SHA1 Hash -
676162¢5305d9a8688a44ebd8%9a7fdef 3567db36)

SA [(QIOIBIVI®)- <0 collected as evidence one Seagate brand, HDD, serial number 5VG1826C,
b(1)

TYPED AGENT'S NAME AND SEQUENCE NUMBER oRGANIzaTION Computer Crime Investigative Unit-Europe

SA (b) (6) (b) (7) (C), (b) (7) (E) U.S. Army CID, Mannheim, Germany
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CLASSIFIED

Exhibit(s) 35

Page(s) 000279 thru 000279b referred to:

Commander
INSCOM
ATTN: IAMG-C-FOIA
4552 Pike Road
Fort Meade, MD 20755-5995



CLASSIFIED

Exhibit(s) 36

Page(s) 000280 thru 000280b referred to:

Commander
INSCOM
ATTN: IAMG-C-FOIA
4552 Pike Road
Fort Meade, MD 20755-5995



CLASSIFIED

Exhibit(s) 37

Page(s) 000281 thru 000281b referred to:

Commander
INSCOM
ATTN: IAMG-C-FOIA
4552 Pike Road
Fort Meade, MD 20755-5995



CLASSIFIED

Exhibit(s) 38

Page(s) 000282 thru 000282f referred to:

Commander
INSCOM
ATTN: IAMG-C-FOIA
4552 Pike Road
Fort Meade, MD 20755-5995
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Exhibit(s) 39

Page(s) 000283 thru 000283c referred to:

Commander
INSCOM
ATTN: IAMG-C-FOIA
4552 Pike Road
Fort Meade, MD 20755-5995



CLASSIFIED

Exhibit(s) 40

Page(s) 000284 thru 000284b referred to:

Commander
INSCOM
ATTN: IAMG-C-FOIA
4552 Pike Road
Fort Meade, MD 20755-5995
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Exhibit(s) 41

Page(s) 000285 thru 00285¢ referred to:

Defense Intelligence Agency
ATTN: DAN-1A (FOIA)

200 MacDill Blvd
Washington, DC 20340-5100



CLASSIFIED
Exhibit(s) 42

Page(s) 000286 thru 00286e referred to:

Defense Intelligence Agency
ATTN: DAN-1A (FOIA)

200 MacDill Blvd
Washington, DC 20340-5100
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About 0025, 12 Jun 10, this office received the name check results on PFC MANNING from the U.S. Army
Crime Records Center (USACRC), Fort Belvoir, VA 22060, which revealed no derogatory information.

About 0037, 12 Jun 10, SA [QIOIOIGLS®) 7169, Washington Metro Resident Agency (WMRA),
Computer Crime Investigative Unit (CCIU), Fort Belvoir, VA 22060, obtained Consent to Search from Mr.

(b)(6)()(7)(©) authorizing a search of his hard disk drive
(HDD), collected on Evidence/Property Custody Document (EPCD), Document Number (DN) 076-10.
(See Consent to Search)

B)O®G)(7)(C)

of ei ht email messagg Gmail account {QIOIOIGKONE 7)o mail.com) from
Mr account (&) (6) (b) (7> (C). , which purportedly originated form PFC MANNING. (See
Consent to Search)

About 0100, 12 ii ﬁﬁ i iii iA OIOIOIWI® collected as evidenc

computer of Mr purportedly containing four of Mr.
PFC MANNING, which was documented on EPCD, DN 076-

removed from the Lenovo laptop

About 0048, 12 Jun 10, SA BOGN© obtained Consent to Search from Mr. authorizing a search
chat logs pertaining to his chats with |

About 0203, 12 Jun 10, SA ©O)7)(C) collected evidence an HP Mini laptop computer from Mr.
RN urportedly containing one of Mr. (RSB hat logs pertaining to his chats with PFC MANNING,
which was documented on EPCD, DN 077-10.

About 0204, 12 Jun 10, SA ®GOEMC) obtained Consent to Search from Mr. |RRERMA authorizing a search '
of his HP Mini laptop computer collected on EPCD, DN 077-10. (See Consent to Search) I

interviewed Mr. [(QIOIOIGI(®) former Military

. who related he met and initiated a

About 1200, 12 Jun 10, SANAAAS)
Intelligence (MI) SA, (RIOCIIGKS;
relationship Mr, R uring their employment with AOL, approx1mate1y 2001-2002, which ended
when Mr. | © <b) (7) O cnlisted in the U.S. Army in 2002; however, perj unication as friends was
continual. Mr. [QIOCIOIGI®)rclated in late May 10, or early Jun 10, Mr, pproached Mr.[QICIGIGI(®)
via telephone, to discuss his communication pertaining to PFC MA , who admitted to Mr.[QIOIOIGK®
that he had distributed classified information to WikiLeaks and Mr, Julian P ASSANGE, founder and

Director of WikiL.eaks, Townsville, Queensland, AU, Mr. OIOIOIOI® | 2tcd he told Mr. to contact
the appropriate authorities and Mr. reported the information to the Federal Bureau o

Investigation (FBI) and U.S. Army MI.

Abou 1853, 12 Jun 10, SA )OO collected as evidence two thumb drives, purportedly containing M.
chat logs with PFC MANNING, which was initially seized through transfer on the U.S. Army MI
EPCD, DN 001-10 and the FBI Evidence Chain of Custody (ECC) Form E4270311 and then collected and
documented upon return to this office, on EPCD, DN 079-10.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION o _
O OONO©), B) DE) | USS. Army CID. Fort Belvol, VA 22060
DATE EXHIBIT
16 Jun 10 ﬂ%?
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About 1830, 13 Jun 10, SARQIQIOIGIONOROIE) WMRA, CCIU, Fort Belvoir, VA 22060, conducted
online research at wikileaks.org and identified the submission Uniform Resource Locator (URL) as
https://secure.wikileaks.org, which resolved to the following Internet Protocol (IP) addresses 88.80.2.32 and
88.80.13.160.

6 NOR . . . .
About 2220 (PST), 13 Jun 10, SA LIOICIO 1nterv1ewed Mr. in a non-custodial setting, who
rendered a Sworn Statement, wherein he described the chats and emails he exchanged with PFC

MANNING. (See Swomn Statement)

About 0913, 14 Jun 10, this office received the name check results on Mr. B (o the USACRC, Fort

Belvoir, VA 22060, which revealed no derogatory information.

. . B)(©)B)(7)(C)
About 0939, 14 Jun 10, this office received the name check results on Mr, from the USACRC,
Fort Belvoir, VA 22060, which revealed no derogatory information.

About 0900, 15 Jun 10, SAIOIOIGIORORGID) wiR A, CCIU, Fort Belvoir, VA 22060, received an
email from Mr.{QIOIOIGI®) Manager, Stored Value Card Programs, U.S. Treasury Department,
401 14th Street, SW, Washington, DC 20227, containing the transaction records for PFC MANNING’s
EagleCash stored value card account and PFC MANNING’s application for a DoD stored value card dated,
12 Oct 09. The record contained all of PFC MANNING’s EagleCash transactions between 12 Oct 09 and
29 May 10. The record showed PFC MANNING’s EagleCash card was used on 21 Apr 10, at the Forward

Operating Base (FOB) Hammer Post Office for $13.50. (See EagleCash Transaction Records)

About 1110, 15 Jun 10, SADICIOIOICHOIO) 214 s A [(QICIOIGIONOXOIS 1oth WMRA, CCIU,
Fort Belvoir, VA 22060, coordinated with Mr. [OIOIOIGI®) Special Projects, Mr. )OO0
Program Manager, and M. @Wmmion Chief, all with the U.S. Department of State (DoS),
Springfield, VA 22052, to obtain the logs for the DoS server, which h he Netcentric Diplo
Database (NDD) that contained the State Department cables. SA SA BRI ~nd Mr.
travelled to the Harry S. Truman Building (State Department), 2201 C Street NW, Washington DC 22052,
to access the server hostname: NTNCDWP address 199.56.188.73, located in Room 3684A, which

was storing the data to be retrieved. Mr advised the host computer was in a "DMZ" located
between two firewalls on the DoS side and two firewalls on the Secure Internet Protocol RW) side.

S was given access to Old War Rack C-2 and the server in question, into which S laced a
USB storage device ("thumbdrive") to collect the data. SAWﬂd SAWcollecte the tiles
"logs.zip" and "newlogs.zip" which contained the server logs for the periods Jan-Jun 09, 0to
present, respectively. System time on server was set to GMT (+4:00). Additionally, Mr. dvised he
had verified that PFC MANNING had an INTELINK account, and PFC MANNING had logged into it
numerous times beginning 21 Feb 10 and continuing through part of Mar 10.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATEON. o .
U'S. Ay OID. Fort Betvoir. VA 22060
SIGNATU DATE EXHIBIT
16 Jun 10 43
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Between 1510 and 1530, 15 Jun 10, SA obtained an EnCase Logical Evidence File of the zip files
collected from the U.S. DoS Server and supporting hash values. The Logical Evidence File was named
"DoS_Server Logs.L01", and placed on a DVD. The computed hash value of the Logical Evidence File
was: acdccbealiD6257576604a47335b721a.

[BICIOIGI®)

(b)(6)(b)(7)(C)

About 1535, 15 Jun 10, SA ollected as evidence one DVD, containing the EnCase Logical
Evidence File pertaining to the logs of the computer assigned IP address 199.56.188.73 from the forensic
computer, which was documented on EPCD, DN 078-10.

About 0930, 16 Jun 10, SA SRRRRRAERE OICIOIQIONOROION/ MR A, CCIU, Fort Belvoir, VA
22060, coordinated with Mr. [QIQICIGIS) nvestigative Technician, Directorate of Emergency
Services (DES), Fort Belvoir, VA 22060, who conducted a National Crime Information Center (NCIC),
Interstate Identification Index (III), name checks on the following individuals, which revealed no derogatory
information:

OIOIGIYI®)
LIOIVIG®

) (6)B)(N(C)
(b)(6)(b)(N(©)
Bradley E. MANNING

B o ordinated with CPT ((QIOIRIGI®) | Brigade Automation

Officer, S6, and CPT [QIOICQIGI® S2, both with Headquarters and Headquarters Company (HHC),
2nd Brigade Combat Team (BCT), 10th Mountain D1v1510n Forward Operating Base (FOB) Hammer, Iraq,
APO AE 09308. CPT(RQIOIOIGI®F-!ated the unit did intain any Joint Worldwide Intelligence
Communication System (JWICS) equipment. cPT(Q) (6> (b) (7) O clated the S-2 section did have NSANet
computers; however, PFC MANNING did not have an account and was not authorized to use them. CPT

Wﬂaﬂﬁed that the NSANet belonged to the Signals Intelligence section, and was outside the scope
of PFC MANNING’s duties. CPTWtated there was a two person rule, which would have had to
have been violated in order for PFC MANNING to have had access. CPT further stated when she
returned from leave, on or about 22 Apr 10, she asked the personnel in her section 1f they had seen the
Apache video played on the news. PFC MANNING told her he believed it was the same video they had on
the shared drive and later proved it to her by sending her a link to it. CPT ®) <6) OIOI®atcd the video was
in four places on the shared drive that included a training folder pertaining tg e ldentification,”
which contained the Apache video and another [unspecified] video. CPT (®) (6) (b> (NN any Soldier
was permitted access to the training folder, though it was unlikely PFC MANNING would have known to
look there. According to CPTW PFC MANNING should not have been accessing the STA

folder.
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime Investigative Unit
I (b) (6)(b)(N)(C), (b) (N)(E) U.S. Army CID, Fort Belvoir, VA 22060
DATE EXHIBIT
16 Jun 10 L{‘s
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About 1315, 16 Jun 10, SA

OIOIGIGIONOIOIS)] WiMRA, CCIU, Fort Belvoir, VA 22060, collected as
evidence the email and attached file from Mr. [((SIOIGIGI®)]

Army Knowledge Online (AKO), Fort
Belvoir, VA 22060, containing the To/From, Dates and Times for PFC MANNING's AKO account, which

was collected on an EPCD, DN 082-10.///////11H11111HTHHIHTTIHHTTHTHITLAST ENTRY/HTTTHTTTHITTHTTTHT

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION_ L _
D)D), B) (NE) UsS. Ay CID, Fort Betvot, VA 22060
SIGNATUR] ' DATE EXHIBIT
16 Jun 10 Ll?)
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USACIDC Supplement 1 to AR 190-22

Dale: 12 gun 10 Consent To Search Time: 5037
' {USACIDC Supplement 1 to AR 190-22)
2.

(5)(6)(b)(7)(C)

3. [ have been informed by the undersigned USACIDC Special Agent that an inquiry is being conducted in connection with the following possible violation(s) of law:
Title 18 U.S.C., Section 1030: Fraud and related activicy in connection with comput
Title 18 U.S.C., Section 793: Gathering, transmitting or losing defense informatlcn
Title 18 U.5.C., Section 798: Dlacleosure of clasalfied information; and,

U.C.M.J., Article 106a: Espicnage

1. Name of parson consenting o tha search:

LI () (6) (b) (7)(C)

\
|
| 4. | havé been requested by the undersigned USACIDC Special Agent to give my consent to a search of my person, premises, or property as
indicated below. | have been advised of my right to refuse a search of my person, premises, or property. (If you do not give your consent, do not
sign this form)

5. | hereby autharize the undersigned USACIDC Speclal Agent and/or other Authorized Law Enforcement Officials asslsting the undersigned USACIDC Special Agent to
conduct a search of: (initial and sign applicable blocks) Additionally, I further give my expressed consent to alleow the items I am cansenting to have
gearched, be searched by non-law enforcement and/or technical subject matter expert persernnel under the gupervieilcn of USACIDC.

Initlals | Signature
a. My Person

Initials | Signature
b. by Quarters

Located At:

Initlals Slgnature‘

¢ My Vehicle
)

Located At:

Described As:

Initials | Signature

d. : OIOIOIGIS);

Located At: (}))(())(1))(7)(() = ECLE Elice '(b) (6)(b)(7 JI(@}xamined at USACIDC
facilities or other locations under the supervision of USACIDC persconnel)

4D

Described As: M Hard Disk Drive (HDD), Fujitsu brand, paded-uiéeiaghuend )(7)
escribec s SN: LU-A0384 07/10); the property of Mr. (b)(())(b)(7)(C)b)(6)(b)(7)(C)

| am authorizing the above search{s) for the following general types of property whic the authorized law enforcement personnel
and retained as evidence under the provisions of Army Regulation 195-5, or other applicable laws of regulations:

om Lenovc Laptop Computer,

All information in any form, pertalning to communications which may be in the form: of emalls, instant messaging chats,
documents, data, computer code, log files, drawings, photographs, or any other data; in encrypted, plain text, or any
other format; relating to PFC Bradle (b)(6)(b)(7)(C) and/or the disclosure of classified information or lnformation whilch is
the property of the U.S. Governmment. v

6. This wiitten permission is given to the unders‘ (6> (1-)) (.7)‘((-1)-

ghout threats or promises of any kind:

OIOIOIGI®)

Signature of Witness (If Available

, A [QICIDIS
CID Form 87-R-E PREYIQUS EDITIONS OF THIS FORM ARE OBSOLETE
1 Jan 00 v

BIOIOIGI®) (OICIOIGI®)]
|

ey FR W
For Officiad Use Oply
Law Enforceman;“ 4 EXhlblt Lll-{,
Sensitive 000291
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Pele 12 gun 10 Consent To Search™  |™ o045 DICIOIGIS)
{USACIDC Supplement 1 to AR 180-22)

Mr. (b) (6) (b) (7) (C) 2, Oianizalion and focation:

3. I have been Infarmed by the undersigned USACIDC Special Agent that an Inquiry is being conducted in connection with the following possible violation(s) of law:
Title 18 U.5.C., Section 1030: Fraud and related activity in connection with compute{(SIQISIEI(®)
Title 18 U.S.C., Sectlon 793: Gathering, transmitting or losing defense Information;
Title 18 U.S.C., Secticn 798: Disclosure of classified information; and, .

U.C.M.J., Article 106a: Espionage

. | have been requested by the undersigned USACIDC Special Agent to give my consent to a search of my person, premises, or property as
Jndlcated below. | have been advised of my right to refuse a search of my person, premises, or property. (If you do not give your censent, do not
sign this form)

5. | hereby authorize the undersigned USACIDC Special Agent and/or other Authorized Law Enforcement Officials assisting the underslgned USACIDC Special Agent to
conduct a search of: (Initlal and sign applicable blocks) Rdditionally, T further give my expressed consent to allow the items I am consenting to have
gearched, be searched by non-law enforcement and/er technical subjeet matter expert personnel under the supervision of USACIDC.

B Initials | Signature
a. My Person
Initlals | Signature
b. My Quarters
' Located At:
Initials | Signature
e My Vehicle -
Located At:
Described As: .

Located At: (te be collected as evidence and searched/examined at USACIDC

, the property of Mr.

Described As: ,Eail messages sent from the emall accounts G))(()) (b) (7)(( ) om" and/or (6) (b) (7) ((4) IS
—W sent to the emall address(es) of USACIDC investigators (b) (6) (b) (7) (C)
| am-authorizing the above search(s) for the following general types of property which may be removed by the authonzed law"enforcement personnel
and retained as evidence under the provisions of Army Regulation 195-5, or other applicable laws or regulations:

All information in any form, pertaining to ¢ommunicatiens which may be in the form: of emalils, lnstant messaging chats,

documents, data, computer code, log files, drawinga, photographs, or any other data; in encrypted, plain text, or any

other format; relating to PFC Bradle PARgENEand/or the disclosure of classified information or information which is
LIOILIVI®) ‘

the preperty of the U.S. Government,
6. This written pennissioﬁ is given to the undersidGIOIRIGI®)

or promises of any kind:

Signature of Witness (If Available)

2~ Sianalure o ACIDC S
% BIOIBIVIS)

CID Form §7-R-E DITIONS OF THIS FORM ARE OBSOLETE
1 Jan 00 :

SE(b) () (D) (N)(C) '

For Official Use Only

Law Enforcement Exhi bit \‘,{51 .
Sensitive 00,0_2.9 2_ . ‘
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USACIDC Supplement 1 to AR 190-22

Date: . Time:

15 gun 10 Consent To Search 0204 W——
(USACIDC Supplement 1 to AR 180-22)

1. Name of person consenting to the search: 2. QrganlZation and location:

(b)(6)H)(7)(©)

3. | have been informed by the undersigned USACIDC Special Agent that an inquity is belng conducted in connection with the following poss‘lble.violatlon(s) of law:

Title 18 U.S.C., Section 1030: Fraud and related activity in connection with compute (b)(()) (b) (7) (C)
Title 18 U.S.C., Sectlon 793: Gathering, transmitting or losing defense information;

Ticle 18 U.S.C., Sectlon 798: Dlacleosure of classified information; and,

U.C.M.J., Article 1l06a: Eeplcnage . :

4.1

indicated below. | have been advised of my right to refuse a search of my person, premises, or property. (if you do not give your consent, do not
sign this form)

have been requested by the undersigned USACIDC Special Agent to give my consent to a search of my person, premises, or propérty as

5. 1 hereby authorize the undersigned USACIDC Speclal Agent andfor other Authorized Law Enfarcement Officials assisting the undersigned USACIDC Specia! Agent to
conduct a search of; (initlal and slgn applicable blocks) Additicnally, I furthar give my expreased consent to allow the items I am gonsenting to have
pearched, be searched by non-law enforcement and/or technical subject matter expert personnel under the supervisicn of USACIDC.

Initials | Slgnature
a. My Person

Initials | Slgnature

My Quarters

Located At:

initlals | Signature

My Vehlcle

Located At: . .

Des

cribed As:

Located At: (to be collefted as evi hed/examined at USACIDC facilities

Descrlbed As: An HP2133 Laptop Computexr, HPMini Brand, SN: (N490513UT; with AC. Power Adapter, SH: Fl- 08122232330(:, both the

or other locaticns under the supervision of USACIDC perscnnel)

property of Mr.

| am authorizing the above search(s I operty which may be removed by the authorized law enfercement personnel

and

All informatlon in any form, pertaining to communicaticns which may be in the form: of emails, ilnstant messaging chats,
Gocuments, data, computer code, log flles, drawings, photcgraphs, or any other data; in encrypted, plain text, or any

other format; relating to PFC Bradle
the property of the U.S. Government.

retained as evidence under the provisions of Army Regulation 195-5, or other applicable laws or regulations:

and/or the disclosure of classified information or information which is

®)(©

6. This written permission Is given to the undersigned

CID

(b)) (b)(7)
(1) (6 (D)T(O)

wiUSACIDC Spedial Agent

Form §7-R-E  ~ PREVIOUS EDITIONS OF THIS FORM ARE OBSOLETE

1 Jan 00
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% ” 8~ 10-CiD221-10117
FOR OFFICIAL USE -..LY —- LAW ENFORCEMENT SEN a1 IVE
SWORN STATEMENT

FILE NUMBER : 0028-10-CID221-10117

LOCATION : Fort Belvoir, SO3RIGE

DATE : 13 Jun 2010 TIME: 5/ 2 7%} DR
NAME :

SSAN Grade/Status: Civilian

ORG/ADDRESS {OIOIOIUX®)

> <6> (b) (7) (C) ANT TO MAKE THE FOLLOWING STATEMENT UNDER

OATH:

About 2031 (UTC), 20 May 10, Bradley E. Manning, contacted me via e-mail from the account
bradley.e.manning@gmail.com, sending an encrypted e-mail to my account {SIOIGIGI®)

I was not able to read Mr. Manning’s e-mail because I was no longer utilizing the public PGP
key that he utilized to encrypt the e-mail. 1 believed he recovered my public PGP encryption key
from the key server at pgp.mit.edu (searchable as|{QIQIGIGK®)] 1 responded to Mr. Manning
relating that I was no longer utilizing the PGP key he used, and requesting that we initiate
communication via AOL Instant Messenger (AIM), at my account, user name, RN
Facebook, through my account, user name, [DICIOIGIONMwhich is linked to my account
Between 20 May 10 and 21 May 10, Mr. Manning and I subsequently
exchanged about eight e-mails, seven of which were encrypted; however, one e-mail was
unencrypted, and originated form the account bradley.e.manning@gmail.com, which simply
related an affirmative reply of acknowledgment to my aforementioned request for AIM or
Facebook communication. Additionally, one e-mail, although encrypted, originated form
bradley.manning@2bct10mtn.army.mil.

Subsequently, Mr. Manning utilized AIM (Chat ID to contact me, and he utilized Off
the Record (OTR), an automated encryption service, to encrypt all of his AIM communications
to me. We subsequently chatted utilizing AIM on or about the following dates: 20 May 10, 21
May 10, 22 May 10, 23 May 10, 24 May 10, 25 May 10, and 26 May 10. During Mr. Manning’s
chats, he identified himself as the person who contacted me via email and related he worked with
the U.S. Army at 2bct 10mtn at FOB Hammer as a 35F intelligence analyst. Additionally, Mr.
Manning provided me with his Army Knowledge Online username and password. Mr. Manning
subsequently utilized Facebook to send me a Facebook friend request from his account utilizing
the account bradley.e. manning@gmail.com. I accepted Mr. Manning’s friend request and we
associated our Facebook accounts, an association which continues to present day.

During AIM chats Mr. Manning revealed he utilized his ongoing U.S. Army access to classified
information to obtain and disclose U.S. Army and other U.S. government classified information
to Wikileaks. Mr. Manning also related he had a close and ongoing relationship with Mr. Julian
Assange, the organizer of Wikileaks, who had offered him a position with Wikileaks that he had
turned down, but nevertheless continued to obtain and disclose classified information to
Wikileaks. Additionally, Mr. Manning related he had disclosed the following classified
information to Mr. Assange and Wikileaks: “collateral murder video”, a classified 2007 video of
an U.S. Army Apache helicopter attack in Iraq; the classified U.S. State Department Icelandic

6)(b)(7)(C
HOGNO POBOO
INITIALS OF PERSON MAKING STATEMENT Page I of 7
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BOB)O) W’JleNﬂmbe“ Gue $~10-CT0221~ 1ol
ated: /2 JW’ ) A)Continued:a,

8 (H) (0)(b)(N)(©)

A. Mr |QIOIOIYI®)
Q. You stated you are a reporter, were you acting as a reporter when you spoke with Mr.
Manning?

A. I'was not acting as a reporter because after I offered him the option of reporting the
information as a source or as a penitent to a minister, which I am recognized as in the Universal
Life Church; he declined both offers. Additionally, his communication is not the typical
communication expected to be revealed to a reporter or a minister.

Q. What type of information was provided to you that allowed you to establish that you were
speaking with Mr. Bradley Manning?

A. Mr, Manning provided access to his Facebook account, which revealed a user name of
Bradley Manning, his photograph, and detailed information pertaining to his life, including his
association to the U.S. Army as a 35F intelligence analyst. Additionally, the e-mail headers
revealed during correspondence on one occasion exposed that the e-mail originated from an
Army.mil domain and revealed the name Bradley Manning, Mr. Manning also provided me with
his AKO user name and password.

Q. Why do you think he contacted you?

A.Tam well known within the hacker and Information Disclosure community, as is Mr.
Assange, and I recently requested that donations be made to Wikileaks, which lead Mr. Manning
to believe that I was Wikileaks friendly.

Q. Why did you expose Mr. Manning’s disclosure of classified information?

A. Tbelieve that his actions, disclosing classified information, are national security violations
that are analogous to playing “Russian Roulette” with the lives of those serving their country and
the lives of Americans abroad. Additionally, I believed if his revelations to me were discovered,
I could be penalized in some way for failing to reveal his actions, and I feared for his life.

Q. Where were you when you communicated with Mr. Manning?

A.Iwas in my parent’s home at @m_where Tuse
Comcast as an ISP, or at the Starbucks located near my home at Safeway, 4040 Manzinata,
Carmichael, CA 95608, where there is free wireless.

Q. Were you alone?

A. Yes, but I did approach my father, Mr. when I became aware of Mr. Manning’s
actions for advice, and he advised that T make contact the appropriate authorities.

Q. Did you tell anyone else?

A. Yes, I also spoke with Mr. [(QIOIOIGI®) a former U.S. Army Counterintelligence
agent, explaining the entire situation pertaining to Mr. Manning’s classified disclosures. In the
past, I was involved in an intimate relationship with Mr. owever, I was not involved
with him when I approached him about Mr. Manning’

o’s actions. 1 contacted Mr., W\u

telephone. Additionally, I contacted MrQIOIOIOI®) 2 vrior employer.
Q. What is your relationship with Mr RS OIOICIOI®)

INITIALS OF PERSON MAKING STATEMENT:M
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“Statement of: Taken At: Dated: /
DOOOC) NSRRI

File Number: &u o8~ - C7Tp2z ~ 141\
L, wgiszCOntinued:”

A SRamEaAe (A )
i He has been an employer. I worked for him in the areas of computer security and adversary

aracterization, which is determining the capabilities and the identity of information security
adversaries. I was not working with or for Mr jjjiilfwhen Mr. Manning revealed his actions to
me.

Q. What did you use to communicate with Mr. Manning?

A, Tused my laptop computers, a Lenovo Thinkpad and an HP Mini. I did not use any other
computers or devices. Thinkpad user name: [JRINIRP :WHP mini user name:
Administrator, no password.

Q. What accounts did you use to communicate with Mr. Manning?

AlQIOIGIBI®) ¢ (account hosted at Tucows.com and AIM chat address), Facebook
account{MICIOIGION or2). ATM (account: [QIOIOIWI®) org), and AIM (account:
OIOIOIOI® 7 20].com), and ccount hosted at 2600 Magazine).

(). What accounts did Mr. Manning use to communicate with you?

A. bradely.e.manning@gmail.com, bradley.manning@?2bct10mtn.army.mil, Facebook (Account
shows name as Bradley Manning), and AIM (Chat ID

Q. Do you use any other encryption on your computers?

A. Yes, PGP, and my key(QIOIOIGI(®) which is potentially the same
passphrase I used to encrypt with before reinstalling PGP.

Q. Were you intentionally logging to monitor your computer when you communicated with Mr,
Manning?

A. No, chats were set to log from installation of AIM.

Q. Do you use any external data storage?

A. Besides 2600 Magazine, where there is e-mail on a mail server, I do not use any other
external data storage devices, to include any remote server locations. I did not store any
information or data I received from Mr. Manning in any external or remote storage devices or
servers that remain in my possession. Ihave turned over all the information related to
communication with Mr. Manning to the appropriate authorities and I no longer have any such
information in my possession, nor will I transmit any potentially classified information disclosed
to me by Mr. Manning to any other entities. :

Q. Did you wipe your devices and computers? When? How frequently?

A. No, 1did not wipe either computer I used to communicate with Mr. Manning,

Q. Who is bradass87?

A. bradass87 is the online identity of the person I know as Mr. Bradley Manning. I do not know
of any other monikers or online identities used by Mr. Bradley Manning,

Q. Did Mr. Manning express an interest in harming the U.S.A?

A. Yes, Mr. Manning expressed an interest in harming the U.S.A when he stated he wanted to
damage this countries ability to conduct foreign policy abroad.

Q. When was the last time you communicated with Mr. Manning?

A. About 26 May 10, immediately before his apprehension by authorities.

Q. When did the topic of Mr. Assange, come into your communication with Mr. Manning? |

A, By at least the third day of chat conversations, Mr. Manning brought up Mr. Assange and )60 ()0 |

Wikileaks. Ibelieve he thought I recognized Mr. Assange’s name and would be impressed by
| b)(©)(B)(7)(C)
| INITIALS OF PERSON MAKING STATEMENT:
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File Num&@r.?* (Q~CT.N2Z 1~ o}
Taken At: Fm Tl Dated: ) ,%z Continued:”
PO )(6)(0) (1) (O | :
s involvement with both Mr. Assange and Wikileaks, resulting in Mr. Manning being more
memorable to me.
Q. What exactly did Mr. Manning relate to you that he sent to Mr. Assange and/or Wikileaks?
A. The “Icelandic cable™, roughly 260,000 U.S. State Department cables, and two U.S. Army
videos, which he related were all classified.
Q. Did Mr. Manning relate any further information pertaining to the exact U.S. State Department
cables he released?
A. No, he did not state the exact cables released, or give any further detail pertaining to the
cables, with the exception of the Icelandic cable. Additionally, I am not aware whether Mr.
Manning described or gave any further details pertaining to U.S. State Department cables to any
one else.
Q. Did Mr. Manning relate that he sent any information pertaining to data sent to Wikileaks to
anyone else?
A. No, he did not indicate that he sent the information to anyone else.
Q. Did Mr. Manning indicate that anyone else was involved in obtaining and disclosing
classified information?
A. No, but he did indicate that a coworker had successfully intruded into other U.S. Army and
U.S. government classified (.smil and .sgov) computers. I am not aware of the identity of this
person.
Q. Did Mr. Manning relate any information pertaining to his-family or relatives?
A. No
Q. Do you know how Mr. Manning transmitted information to Wikileaks? Where, Domain,
URL, IPs?
A. No, Mr. Manning only indicated that it was a blind network where he did not know the
identity of the servers. Mr. Manning did indicate he had a special arrangement with Mr. Assange
so that Mr. Assange would expedite review of the classified information sent by Mr. Manning,
Additionally, Mr. Manning indicated that he utilized a CD convincingly disguised as a Lady
GAGA CD to exfiltrate the classified data. Mr. Manning did relate that he asked an NSA
representative if the representative was aware of any suspicious traffic being routed across the
network and the representative responded that he did notice not any information pertaining to
illegitimate traffic.
Q. Have you ever sent any information to Mr. Assange and/or Wikileaks?
A. Yes, I sent an excerpt of a log in which Mr. Manning confesses to leaking classified
information to Wikileaks. Tused the Wikileaks web interface to send the aforementioned
information on or about 7 Jun 10, but it has not been posted on Wikileaks.
Q. What server did the CM videos come from? What Domain? Uploaded February? (Open
SSL aes-256, sftp prearranged drop IP, used TOR, wl.org submission system)
A. Ido not know.
Q. Do you know Mr. Assange?

A. No, but I am aware of Wikileaks. (b)(6)(b)(7)(C)
Q. What do you know about Assange's offer of work to Mr. Manning? -

INITIALS OF PERSON MAKING STATEMENT: (QIOQIOIGLS®)
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ile Numper: Cruwec - I0-CR D22 -1t
s f%m( Continued:”

fkef}?l A;: o Dated: /
AaTiA S
() (6> (b) (N(©) S
. Manning related an offer was made, but he declined; however, I believe that Mr.
Manmng continued to provide Mr. Assange with 1nf0rmat10n because he characterized his

relationship with Wikileaks as ongoin
Q. Do you know anything aboutmmd Mr. Manning’s twitter and YouTube account?

A. No, I do not know anything about AREEcr Mr. Manning’s Twitter or YouTube account.

Q. Do you know anything about Mr. [((SIOIGIGIS;
A.No

Q. What do you know about MS.W_
A. No, but Mr. Manning did relate that Ms RIRIQII®y 5 a related to him.

Q. What do you know about the SIGINT {OIOIOI®I(®analyst mentioned by Mr. Manning?

A. Ido not know anything about (QUIOIOIGIGex cept for that which was related to me by Mr.
Manning in the chats.

Q. Did Mr. Manning give you his private and/or public OTR or PGP key?

A, OTR handshakes are automatic, if he provided his PGP key it would have been imported to
my client or it is contained in another PGP message. I do not recall utilizing Mr. Manning’s
public PGP key to communicate.

Q. What do you know about ccc.de jabber service? (www.jabber.org)?

A. T'know of their service and that Mr. Manning related that it was a service frequented by Mr.
Assange.

Q. What do you know about Mr, Manning’s satellite Internet use?

A. I'recall he related that he used a satellite Internet connection from his location at FOB
Hammer from his personal laptop.

Q. Were you were offered a JOb a JTF-CNO?

A. PFC Manning related that Mr.Wwas his ex-boyfriend, which I believe means that they
were involved in a homosexual relationship.

Q. What did you do with Mr. Manning’s AKO usemame and password?

A. Treceived and ignored the information. I never used it nor do 1 intend to ever use it.

Q. Where did Mr. Manning store the classified files he gathered?

A. I'believe he stored the classified files on his government system because he related the
information could not be found in the event that he was caught, because the drives were
reclaimed and zeroed.

Q. Did Mr. Manning use online storage/backup services?

A. He did not relate any information pertaining to his use of online storage or backup

Q. How did Mr. Manning get the files he gathered?

A. Mr, Manning utilized his preexisting access to classified US Army systems to gather
classified information.

Q. What is OTR?

A. Off the Record, an encryption service.

Q. What information did you send to Wired.com or any other news or media outlet?

INITIALS OF PERSON MAKING STATEMENT: [ASARAGNS)
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. o S ; .9
aken At: Dated: /2 L, 2. ) Continued:

qLeINEIl] 01;
(b)(ﬁ)(b)(7)((lla)> OGO grante, (4 .
r.[OQIOIOIGI(O - f Wired.com has full excerpts of all of the Mr. Manning chat logs,
which I delivered to him via thumb drive at a meeting in the New Rice Bow] Express restaurant,

7416 Fair Oaks Blvd, Carmichael, CA 95608. Additionally, I delivered excerpts of the Mr.

Manning chat logs to Ms. (QIOIOIGI®) of the Washington Post, via e-mail, utilizing the e-
mail account{(QIOICIGIORor 2.
Q. Do you have anything further YOW this statement?

A. No.///END OF STATEMENT///

OIOIOIWI®)
INITIALS OF PERSON MAKING STATEMENT:
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DIOJOKS - 10-Clp221-10117
BB FileNuth:r: ¢ 28-10
Taken At: Dated: / &~ Continued:”
U Qo i /5 JerR02

Pz oTS (A

OIOIOIGI®)

AFFIDAVIT

I, (DIOIGIGI(®) HAVE OR HAD READ TO ME THIS STATEMENT WHICH
BEGINS ON PAGE 1 AND ENDS ON PAGE 6. 1 FULLY UNDERSTOOD THE CONTENTS
OF THE ENTIRE STATEMENT MADE BY ME. THE STATEMENT IS TRUE. 1 HAVE
INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH
PAGE CONTAINING THE STATEMENT. 1HAVE MADE THIS STATEMENT FREELY
WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT THREAT OF PUNISHMENT,
WITHOUT COERCION, UNLAWFUL INFLUENCE, OR UNLAWFUL INDUCEMENT.

WITNES =
)Y (B)((C) '
,; 4 (b) (6) (b) (7) (C) Subscribed and sworn to before me, a person authorized by law

to administer caths, this 13 day of June, 2010
q024.1 M7z ()‘/U/f' -ﬂun‘f“f‘y FJIL’LF U)&r ;
Jhe patton AvL
Potadio of fMonterey, (4 935 %4

ORGANIZATION AND ADDRESS Signature of Person Administerinyg Oath)

sAICIOIGKS)

(Tiped Name of Person Administering Oatfy

ART 136 UCMJ or 5 USC 303

[Authority to Administer Onth)

OIOIGIGIY)
INITIALS OF PERSON MAKING STATEMENT:
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Exhibit(s) 48

Page(s) 000301 thru 000303 withheld.

5 U.S.C. § 552(b)(6), (b)(7)(C)

Third Party Information
Not Reasonably Segregable



CLASSIFIED

Exhibit(s) 49

Page(s) 000304 referred to:

Commander
INSCOM
ATTN: IAMG-C-FOIA
4552 Pike Road
Fort Meade, MD 20755-5995



CLASSIFIED

Exhibit(s) 50

Page(s) 000305 thru 000305a referred to:

Commander
INSCOM
ATTN: IAMG-C-FOIA
4552 Pike Road
Fort Meade, MD 20755-5995



CLASSIFIED

Exhibit(s) 51

Page(s) 000306 thru 000306a referred to:

Commander
INSCOM
ATTN: IAMG-C-FOIA
4552 Pike Road
Fort Meade, MD 20755-5995
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AGENT'S INVESTIGATION REPORT

CID Reguiation 195-1

RO !UMbER

0028-10-CID221-10117

PAGE 1 OF 1 PAGES

About 1700, 17 Jun 10, SA URURII®) - ol1ected as evidence one DVD containing emails purported to
have been exchanged between PFC MANNING and RS221-0005 and a copy of PFC MANNING's
Facebook account pages, from the forensic computer, which was documented on EPCD, DN 083-10.///Last
Entry///

TYPED AGENT'S NAME AND SEQUENCE NUMBER

ORGANIZATION

Washington Metro Resident Agency, CCIU
U.S, Army, Quantico, VA 22134

CID FORM 94

DATE
17 Jun 10

EXHIBIT

S2

FOR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE
1FEB 77

000307

Approved



For Official Use ~ y° w~ Enforcement Sensitiv‘ 0028-10-CID221-10117
‘ 0160-10-CID899-14463

RO! NUMBER

AGENT’S INVESTIGATION REPORT| " 0160-10-c1p899-14463

CID Regulation 195-1

PAGE1 OF 2 PAGES

DETAILS
About 1100, 14 Jun 10, SA SIQIBIGI® coordinated with CPTWW}]O pr0v1ded the Search and Seizure

Authorization for the forensic cxamination of the all items seized by this office 27-28 May 10, during the course
of the investigation; using specific verbiage to clarify the search of all items for information in whatever form it
was found i.e. written, electncal electronic, optical or magnetic. CPT 5o provided the Search and
Seizure Authorization for the Unit’s share drive network logs assigned to PFC MANNING and the OSJA
Directory.

About 1930, 16 Jun 10, SASDGIBIBIR o ordinated with CPT [jiilfvho stated 2/10th MTN DIV, FOB
Hammer, never had any Joint Worldwide Intelligence Communications System (JWICS) terminals in their
SCIF. He related the uni set up the Trojan Spirit; therefore, they never had JWICS access during the
entire deployment. CPTWtated the unit did have access to the National Security Agen JSA) network.
The NSA terminal was owned by the Cryptological Support Group (CSG) from NSA. CPT rther related
there were a few CSG members attached to t it: only those CSG and a few Signals Intelligence (SIGINT)
Soldiers had user names and passwords. CPT tat SA net was extremely secure. The aréa was
always manned by at least two peoplc at all times. CPT nsured at no point did PFC MANNING ever have
access to the NS - in fact, no one was authorized to look at those screens except the CSG and SIGINT
operators. CPT Iso related the unit did not run an organic Prophet Spiral System either. They used the
TPE Prophet Hammer system which was mamtamed in a different accredited SCIF on FOB Hammer, which
PFC MANNING did not have access to. CPT|§lltated it was manned by the SIGINT operators assigned to
the Military Intelligence Company. They were not actually assigned to HHC, 2/10th MTN DIV, but were
attached as operational Control (OPCON) under his section (82) for ployment; they were actually
assigned to B Company, 2nd Brigade Special Troops Battalion. CPTqurther related PFC MANNING
never had access to Top Secret material. ‘

CPWdentiﬁed the Soldiers who operated the TPE Prophet System and the NSA Network:
B/2d BSTB MI Co, All active duty Soldiers-home station Fort Drum, NY:

ILT _ (platoon leader)

SFCBIOIGIVI®) (platoon sergeant)

SSG [RIOIGIQ®)
SSG [OIQIOIGI®)
S€(b) (6)(b)(7)(C)
NgbobO© ]

SGT [QIOIGIG®)
SGTIRIQIOIGIS)
Sgebocone 0 ]

SPCRIOIPIVIO)
SPC[BIOICIVI®)

TYPED AGENT'S NAME AND SEQUENCE NUMBER CRGANIZATION

Central Baghdad CID Office,

N (b) (6)(b)(7)(C), (b) (7)(E) Camp Liberty, Iraq, APO AE 09342
SIGNAPIOIOINIE® DATE EXHIBIT

17 Jun 10 ' 53)_

CID FORM 94
1FEB77 For Official Use Only Law Enforcement Only 000308
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AGENT’S INVESTIGATION REPORT ™" 0160.10-c10899-14463

CID Reguiation 195-1

PAGE2 OF 2 PAGES

DETAILS
Cryptological Support Team. NSA: All active duty Soldiers-home station: B Co. 741 MI BN, Fort Meade:

%o} (b) (6)(b)(7)(C)
e (b)(6)(b)(7)(C)

About 1045, 17 Jun 10, SA [RIQIRIIIE coordinated with SGT [(DIGIDIGIO) NCOIC,
Camp Liberty Post Office, 387th Human Resources Command, Camp Liberty, Iraq APO AE 09342, who
related all APO Post Offices arc only required to hold all forms for 30 days (minus registered mail); most of the
offices keep the forms for years, and others i.c. FOB Hammer Post Office only retained the forms for the
required amount of time. SG'I‘W related SSG [DICIOIGIOMPNCOIC, Post Office, FOB Hammer,
took over the Post Office in the beginning of May 10, because of problems with the previous unit. SGT
MOICIBI®) rclatcd all insured, certified, and delivery confirmation slips would be attached to the customs
forms: the originals would bc maintained with the package, a copy would be maintained at the post office (for ‘
the required 30 days), and a copy goes to the customer. SGTW stated once the packages left the
mailroom to begin their journal through the postal system to their final destination the bar codes would not be
scanned again until they hit a statcside hub; most likely NY. At that time the tracking system would pick up
again; however, there would be no way for the local post office to track the package, unless they still had the
copies of the forms that included the barcodes.

//LAST ENTRY/// .

/a

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Central Baghdad CID Office,

A (b) (6)(b)(7)(C), (b) (7T)(E) Camp Liberty, Irag, APO AE 09342
DATE EXHIBIT

17 Jun 10 52,

CID FORM 94
1FEB 77 For Official Use Only Law Enforcement Only 000309




For Official Use r‘"'--_l aw Enforcement Sensitive _ 0028-10-CID221-10117
SEAR ___. DSEIZURE AUTHORIZ I 0160-10-C1D899-14463

For use of this form, see AR 27-10; the proponent agency is TIAG.

TO: Special Agent[QIQIEIGIOMN Central Baghdad CID Office, 11th MP BN (CID), US Army Crimina)
Investigations Command (UJSACIDC), Camp Liberty, APC AE 09342, USA AND/OR any CID Special
Agent, AND/OR Forensic Examiner assigned to the USACIDC,

An affidavit having been made before me by Special Agent (b) © (b) OI®) Ceniral Baghdad CID Office,
11th MP BN (CID), Camp Liberty, APO AE 09342, which affidavit is attached hereto and made part of this
authorization, and as | am satisfied that there is probable cause to believe the matters mentioned in the
affidavit are true and correct, that the offenses of:

UCMIJ Art 106a: Espionage

18 USC § 793: Gathering, Transmitting, or Losing Defense Information
18 USC § 798: Disclosure of Classified Information

18 USC § 1030: Fraud and related activity in connection with computers

set forth therein has been commitied, and the property described as:
From the S2 Section, 2nd Brigade Combat Team, 10th Mountain Division, FOB Hammer, Iraq:

a. Seagate Hard Drive, model number ST980825A, serial number 3MH036M 1 ; extracted from
Alienware laptop computer, serial number: NKDS00TA6D00661 “Secret”

b. Unknown make and model Hard Drive, serial number SMHOHWKN; extracted from Dell
laptop computer, serial number HLVIQF1 “Secret”

¢.  Unknown make and model Hard Drive, serial number SMHOTB78; extracted from Dell laptop
computer, serial number 93H4QD1 “Unclassified™

From the Supply Office, 2nd Brigade Combat Team, 10th Mountain Division, FOB Hammer, Iraq:

a. Seagate Hard Drive, serial number CN-0MN922-21232-793-002L “Secret”
b, Hitachi Hard Drive, serial number 07081 7DPOC10DSG2J1DP “Unclassified”

From the Paralegal Office, 2nd Brigade Combat Team, 10th Mountain Division, FOB Hammer, Iraq:
a. Toshiba Hard Drive, serial number Z5FX1422S 6P2 EC A “Secret”

From the digital Network Logs mamtalned by the S6 Section, 2nd Brigade Combat Team, 10th Mountain
Division, FOB Hammer, lraq:

a. (2) Imation CDs, scrial numbers LD621 MK06232788 A20 and LD621 MK06232576 B10
From Room 4C93, designated living area of PFC Manning, LSA Dragon, FOB Hammer, Iraq:

Apple laptop computer, serial number W8939AZ0G6E

(2) Samsung CDs, serial numbers 1308120503204625 and 1308120503204624

c. Samsung Cellular Telephone, serial number RPRS303202D containing SIM card, serial number
525033 8901260520008043773

d. (B)Y Memorex DVD-RW, serial numbers 2009052100920487, 2009052100920485,

2009052100920483, 2009052100920481, 2009052100920471, 1909052107834102,

1909052107834101, and 2009052104924365

g e
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continued

e. Seagate hard drive, scrial number 9VS152TZ; extracted from Seagate External Hard Drive
serial number 2GEWIKLJ

f. Imation CD, serial number L.LD623 MJ04184038 B16 “Secret”
g. Kodak Camera, scrial number KCXKS9 containing Scandisk Memory Card, serial number
BE0828613591D

From SSG (b) (6) (b) (7) (C) upply NCOIC, 2nd Brigade Combat Team, 10th Mountain Division, FOB

Hammer, Iraq:

a. SAMSUNG Hard Drive, serial number STAKJDNQ816517; extracted from HP laptop
computer, scrial number CNF8492K38

‘Was previously seized under proper legal authoritv (see Commander’s Search and Seizure Authorization,
dated 27 and 28 May 10, authorized by CPT Commander, Headquarters and

Headquarters Company, 2nd Brigade Combat Team, 10th Mountain Division, FOB Hammer. Iraq, APO AE
09308; and Search and Seizure Authorization, 27 May 10, authorized by CPT (b)(6)(b)(7)(C) Military
Magistrate, USF-1, Camp Liberty, lraq, APO AE 09342), which is presently located within the Evidence
Depository, 1 1th MP BN (CID), USACIDC, Camp Arifjan, Kuwait, APO AE 09366.

The persons described above are authorized to search the listed items for all information, in whatever form

it may be found, to include written, clectrical, electronic, optical or magnetic, which relates to the cited
offenses.

Dated this 14th Day of June, 2010.

NAME AND GRADIE OF AUTHORIZING OFFICIAL: DUTY POSITION OF AUTHORIZING OFFICIAL:
o (0) (6)(b)(7)(C) Military Magistrate
ORGANIZATION OF AUTHORIZING OIFFICIAL: SIGNATURE OF AUTHORIZING

Office of the StafT Judge Advocate, QICIOIOI
USD-C, Camp Liberty, Iraqg APO AE 09342

DA FORM 3745-L, Mar 85 (gen)

For Official Use Only Law Enforcement Sensitive %ﬂ sS4



For Official Use (O~ | aw Enforcement Sensitive 0028-10-CiID221-10117

- -~ ~0460-40-CID89Y-14463
SEARCH AND SEIZURE AUTHORIZATION :
For use of this {form, see AR 27-10: the proponent agency is OTJAG

TO: (Name and Qrganization of the person to whon awifiorization is given) v

Special Agent (b)(6)(b)(7)(C) IxMeL any CID Special Agent anthorized Special Agent and/or Forensic Examiner assigned tc the
US Agmy Criminal Investigation Command (USACIDC)

{An affidavit) (A (sworn) or (nnsworn) oral stutement) having been made belore me by S_AW

(Name of Affiant)

Central Bagdad CID Office, 1 1th MP BN (CiD). USACIDC, Camp Liberty APO AE 09342

(Organization or Address of Affiant)

(which affidavit is attached hereto and made a part of this authorization ), and as [ am satisfied that there is probable cause to

believe thal the matters mentioned in the affidavit are true and correct, that the offense set forth therein has been committed, and

that the property Lo be seized is lecated {on the person) (at the place)  to be searched, you are hereby ordered to search the (person)
(place) known as

FOB HAMMER system administrator arca

for the property described as preserved shared directories assigned to PFC Bradley E. Manning and {o the OSJA and to subsequently

search the directories for information related to the offenses of Article 106a, Espionage; 18 USC 703, Gathering or transmilting

defense information; 18 USC 798, Disclosure of classified information; and 18 USC 1030 Fraudulent activity related to computers.

bringing this order to the attention of the  (person searched) (person in possession, if any person be found at the place or on the
premises searched} . The.search will be made in the  (daytime) (nighttime) . and if the property is found there, you shall seize it, issue
a receipl therefor 10 the person from whoem the property is taken or in whose possession the property s found, deliver the property to:.

the Evidence Custodian, CCIU, 9805 Lowen Road, Fort Belvoir, VA 22060
(Name and Organization of Authorized Custodian)

and prepare a written inventory of the property, If there is no person at the searched place to whom the receipt may be delivered,
the receipt will be lefl in a conspicuous loeation al the place or on the premises where the property is found,

Dated this L day of (/Mﬁe’ . ‘4{?0/0.

TYPED NAME AND GRADE OF AUTHORIZING OFI-ICIAL DUTY POSITION OF AUTHORIZING OFFICIAL

a1 (0) O (B)(N)(©)

ORGANIZATION OF AUTHORIZING OFFICIAL
Office of the StalT Judge Advocate
Usb-C

Camp Liberty APO AE 09342

DA FORM 3745, SEP 2002 DA FORM 3745-R, MAR 38

Military Magistrate

BIOIBIGKOR

APD PE v1,02ES

For Official Use Only Law Enforcement Sensitive EQ%%[}I@ 55




For Official Use M~ 1 aw Enforcement Sensitive._ 0028-10-CID221-10117

AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR APPREHEND
For use of 1his form, see AR 27-10; the proponent agency is OTJAG.

HEFORE COMPLETING THIS FORM, SEE INSTRUCTIONS ON PAGE 2

L1, Special Agen (b)(6)(b)(7)(C) . 1 1th Military Police Battalion (CID), Central
{Name) {Organization or Address)

Bagdad CID Office, Camp Liberty APO AL 09342

having been duly sworn, on oath depose and state that:

1 hereby incorparate the information in the sworn Affidavits related to PIC Bradley E. Manning, 2nd Brigate Combat Team,
10th Mountain Division, FOB HAMMER. Iraq. provided to CPTMiIitary Magistrate, Office of the Staffl
Judge Advocate Office, Bagdad, Iraq at 1400 hours on 27 May 2010, 1530 hours on 28 May 2010 and 1300 hours on 5
Jun 2010.
1 have been informed by (b)) (6)(b)(7)(C) Special Agent in Charge (SAC), CCIU-Europe that SA BO®GOO©
orensic examination ol PFC Manning's twa assigned SIPRNet computers and his personal Apple computer
disclosed that Manning created "links ol interest” using his primary SIPRNet computer to a file calted "dump2.csv.zip"
which was stored in Manning's shared directory on the FOB HAMMER SIPRNet LAN ("tdrive”). He also viewed the
"dump2.csv.zip" file using his secondary SIPRNet computer and the "dump2.csv.zip” file was found on his personal Apple computer.

The contents of the "dump2.csv.zip" {ile have not been feund on any uters but may still be
available in Manning's shared directory, which was preserved by CPT the system administrator for the
FOB HAMMER SIPRNet LAN at CCIU's request. SA Wis the SAC, Digital Forensics and Research Branch, CCIU.

2. The aflzam lurther states that:

The forensic examinations also disclosed that PFC Manning viewed numerous files on the QSJA shared drive on the
FOB HAMMER SIPRNet LAN. including information related to Article 15 actions taken against other soldiers. The
OSJA shared drive was also preserved by CPT BRI e notice was provided to the SJA. Examination of thesc
files will help define the extent of PFC Manning's unauthorized access,

I therefore request authority to seize and subsequently search the shared directories assigned to PFC Manning and
the OSJA for information related to the olfenses set out'in my Aflidavit of 5 Jun 10: Article 106a, Espionage; 18 USC
703, Gathering, transmitting or losing defense information; 18 USC 798, Disclosure of classified information; and 18
USC 1030, Fraud and related activity in connection with computers,

DA FORM 3744, SEP 2002 DA FDRM 3744-R, MAR B5, IS OBSOLETE.
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FOB HAMMER system

3, In view of the foregoing, the affiant requests that an awthotization be issued for a search of

(the person) fand}

administrator area for FOB shared directorics assigned o PFC Manning and the OSJA which have been preserved

{the guarters of billets) (and)

and (seixure) (apprehension} of

1o subsequently search for information

(the aulomabile) ¢ ) fitems:persans scarched for)

related 10 the offenses listed in the referenced Affidavits as incorporated herein

TYPED NAME AND ORGANIZATION OF AFFIANT

SABICIOIBIO) - 1ra! Bagdac CID Office. 1 1th MP BN (CID)

Camp Liberty APQ AE 09342

SWORN TO AND SUBSCRIBED BEFORE ME THIS [ ££ DAY OF c\_/btlflé 025/0 AT //073

TYPED NAME, CRGANIZATION AND OFFICIAL CARACITY OF AUTHORITY SIGNATURE OF AUTHORITY ADMINISTERING THE OATH

ADMINISTERING THE CATH

cr (QIQIOIOK®

Military Magistrate. USD-C
Camp Liberty APO AE 09342

' INSTRUCTIONS
AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR APPREHEND

1. In paragraph 1, set forth a concise, factual statement of the offense that has been cemmitied or the probable cause to believe that it has been cominitted. Use
additional page if necessary,

2. In paragraph 2, set forth facts establishing probable cause for believing that the person, premises, or place to be searched and the property to be seized or the
person(s) to be apprehended are connected with the offense mientioned in paragraph 1, plus facts establishing probable cause to believe that the property to be
seized or the persen(s} to be apprehended are presently leeated on he person, premises, or place to be searched.. Betfore a person may conclude thal probable
cause to search exisis, he or she must first kave a reasonable belief that the person, property or evidence sought is located in the place or on the person to be
searched, The facts stated in parapraphs }and 2 must be based on either the personal knowledpe of the person signing the affidavit or on hearsay infonnation
which he/she has plus the underlying cireumstances iram which he/she has concluded that the hearsay information is trustworthy. 1 the information is based on
personal knowledye, the affidavit should so indicate. 17 the information is based on hearsay information, paragraph 2.must set forth some of the underlying
circumstances from which the person signing the aflidavit has concluded that the ‘informant (whose identity need not be disclosed) or his/her information was
trustworthy, Use additional p;;gcs it nocessary.

3. In paragraph 3, the person, premises, or place te be scarched and the property to be seized or the person(s) to be apprehended should be described with
particularity and in detail.. Authorization for a search may issue with respect to a search for fruits or products of an offense, the instrumentality or neans of
committing the offense, contraband or other property the possession of which is an offense, the person who committed the offense, and under certain
circumnstances for evidentiary matters.

DA FORM 3744, SEP 2002
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CID Regulation 195-1
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DETAILS

About 1227, 17 Jun 10, SA (b)(©)B)(N)(©), (b) (N(E) Washington Metro Resident Agency (WMRA),
Computer Crime Investigative Unit (CCIU), Fort Belvoir, VA 22060, coordinated with Mr. QIR

m Office of the Director for National Intelligence (ODNI), Washington, DC 20511, who
stated PFC MANNING held two accounts with INTELINK, one account for unclassified information and
one for secret information. Mr. [((QIOIGIGIOMstated PFC MANNING logged in a few times to his
unclassified account but then never renewed his password and the account became inactive. Mr.
PICICIGI(®ONEstatcd a user does not have to log into the unclassified INTELINK to read posted
information. Mr. stated PFC MANNING may have accessed the unclassified INTELINK
site to read posted information but never posted any information to that site. Mr. [(QIOIOIGION rclated
that anyone can read information that has already been posted but only users logged into INTELINK can
post information. Mr. BIOIOIBI®) - ated the secret INTELINK drive crashed and to date no logs have
been recovered.

About 1700, 17 Jun 10, SA [QICIOIGICHOIGIO) WMRA, CCIU, Fort Belvoir, VA 22060,

collected as evidence one Digital Versatile Disc (DVD), which contained emails allegedly from PFC
MANNING to Mr. and a copy of PFC

MANNING’s Facebook Friend accessible pages, from the forensic computer, which was documented on
Evidence/Property Custody Document (EPCD), Document Number (DN) 083-10.

About 1728, 18 Jun 10. SA{DIGIOIGIS) s ADICIOIGIONOIGIE)] WMR A, CCIU, Fort Belvoir, VA
22060, SA BIOIGIBI®) Diplomatic Security Service (DSS), U.S. Department of State (DoS), Boston,
MA 02222, and SA [QIOI®IGI®) 902 Military Intelligence (MI1) Group, U.S. Army Intelligence
and Security Command, Fort Devens, MA 01434, interviewed Mr. [QIOI®IGI®)
mwho related he first met PFC MANNING around Jan 10, during a visit to the
Techniques Office at the Massachusetts Institute of Technology (MIT), in which he believed PFC
MANNING was on leave from the U.S. Army. Mr. elated he spoke with PFC MANNING for
approximately 40 minutes, during which time PFC MANNING divulged he was an intelligence officer and
discussed the history of American Intelligence. Additionally, Mr.Melated he discussed security
containers and physical security with PFC MANNING and subsequently received an email from
emax(@csail.mit.edu, NFI, pertaining to the security of storage facilities in which himself and PFC ,
MANNING were Carbon Copied (CC), and in which he elaborated on the use of a “Robo Dialer”. Mr.
OIOIOIOI®) ;- atcd he did subsequently exchange email with PFC MANNING, but he refused to comment
to agents on the content of some of the email; however, Mr. related he would discuss the email
that he believed to be relevant to this investigation, and he would subsequently forward relevant email to SA
LIOIOIGK®) M. DICICIGIOME <1ated some time after speaking with PFC MANNING he traveled to the
Dominican Republic where he became aware of PFC MANNING’s apprehension by U.S. Army authorities
through an email received from the news web sites “slashdot.org” and the “Washington Post”, which
revealed PFC MANNING released documents obtained from the “Iraq Database™ that included “airstrike
videos” and State Department documents. Mr. QUOIOIOI® | a1cd he conducted research and found the
“Wired.com” articles pertaining to Mr AR disclosure of his chats logs with PFC MANNING. Mr.

TYPED AGENT'S NAME AND SEQUENCE NUMBER 1 ORGANIZATION
Computer Crime Investigative Unit
SA U.S. Ammy CID, Fort Belvoir, VA 22060
DATE EXHIBIT 56
19 Jun 10 iy
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DETAILS
[DICIOIVI®) rclated he would not comment about any of his acquaintances or anyone associated with PFC

MANNING. Mr. [QIQIOIOKS rc|.icd he would not comment on whether he knew Mr.
b)(6)(B)(7)(C) and Mr.H Mr.
(LIOIOIGIO®] related he knew of Mr. Julian P. ASSANGE, founder and Director of WikiLeaks, Townsville,

Queensland, AU, but was not personally acquainted with Mr. ASSANGE, however, when in Amsterdam,
Mr. [DICIOII®) stays at the townhouse of Mr. [(DICIOIGI®) NFI (known associate
of Mr. ASSANGE). Mrw related he hoped Mr [OIOIOIGISI would distance himself from Mr.
ASSANGE and WikiLeaks, which he indicated had better security then the American Intelligences
apparatus, because of the attention drawn to WikiLeaks after the revelation of PFC MANNING’s disclosure
of 260,000 State Department documents, which he characterized as an irresponsible action on the part of
PFC MANNING. SA[BICIOI@I®)ntormed Mr. [(DICIDIOI®) hat PFC MANNING did release classified
information and if any of the information released by PFC MANNING is in his possession he should not
store, transfer, or discuss the information with anyone, and should immediately turn over the information to
SABRICIOINI®)] M. BICIOIGICR ¢ ated PFC MANNING did not reveal anything classified to him, but he
would provide SA OIOIOIOI®) i th any information he deemed to be relevant to the investigation.

About 1730, 18 Jun 2010, SA [BICIOIGIONOIGIE) -4 s A BDICIOGICHOIGD), both assigned to
CCIU, WMRA, Fort Belvoir, VA 22060, and S DSS, DoS, Dallas, TX 75242,
interviewed Mrs. fPFC
MANNING. Mrs. RIS related she is aware of [QIOIOI@I®)current situation and had read articles on

“wired.com” and other internet media sites, and the information she knew came only from these sources.

Mrs. RRURIOIS | .+ she has not spoken with PFC MANNING since sometime in Oct 09; and hasn’t seen
(b)(6)B)(7)(©)

him since Apr or May 07, in Potomac, MD. Mrs. related she was only able to keep up with PFC
MANNING through the social website, “Facebook”, where she was a friend of his. Mrs. Wrelated
she and [DICIQIGI®) were not very close after PFC MANNING told her she would not be a very good _
mother, Mrs. QIQIQIBI®took great offense to his comments and distanced herself from him. Mrs.
related PFC MANNING was extremely intelligent, especially with computers, knew C++ around the age of
7, and was very good at manipulating the software in computer games. Mrs. related PFC
MANNING was always very good academically, but was kind of awkward socially. Mrs. {HERRSER:
her parents got divorced sometime in 1999, and this had a big effect on{SIOIOIGIOM rs. BRI r¢]ated
PFC MANNING went to live with his mother in the United Kingdom, and lived there unti] he finished high
school. Mrs. RN related PFC MANNING returned to Oklahoma after high school, and lived with his

father for a short time. Mrs., SRR rclated PFC MANNING always seemed to be a patriot, and she was
(b)(©)B)(N)(C)

very surprised at the allegations against him. Mrs. stated “I believe he may have been
indoctrinated in England, just looking at the United States the way the English do.” Mrs. kNN

PFC MANNING had friends in the UK but does not know any of their names. Mrs.related she -
had not received any items or mail from PFC MANNING.

About 1810, 18 Jun 10, SA [(BICIGIGICACIGICNN - SA [(QIQIOIGIONORGIR): h 25sipned to
WMRA, CCIU, Fort Belvoir, VA 22060; SA [(QIOIOIGIONE ~nd SA [QICIDIVION both assigned to

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
_ Computer Crime Investigative Unit
272N (b) (6)(b)(7)(C), (b) (7)(E) : U.S. Army CID, Fort Belvoir, VA 22060

sSIGNARIOIOIVIO) DATE EXHIBIT
19 Jun 10 56
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DSS, DoS, Arlington, VA 22209; and SA (QIOICIGIS) National Capital Regional Military
Intelligence Detachment (NCR MID), 902nd MI Group, Fort Belvoir, VA 22060, interviewed Ms. RIS

(1) (6)(b)(7)(C) PFC MANNING and the person
who PFC MANNING lived with prior to joining the U.S. Army in Oct 07. Ms. stated the
last time she saw PFC MANNING was in Jan 10, when PFC MANNING returned from Irag while on his
mid-tour leave. Ms.explained PFC MANNING stayed a few days at her residence in
DICIOIGION 2nd then told her he was going to Boston, MA. Ms. (QIOIOIGIONEE rclated PFC
MANNING returned from Boston and stayed a few more days before returning to Iraq. Ms NS
PICIOIBI®related PFC MANNING called her from Iraq several weeks prior to his apprehension by the
U.S. Army Criminal Investigation Command (USACIDC) and asked her if she had seen the Apache
helicopter video and asked her to search for it. Ms. mstated PFC MANNING told her it
would be big news. Ms. [((QIQIECICIOMM said she did not know PFC MANNING had anything to do with
the release of the video until she read about his apprehension in the news media. Ms.,
stated after PFC MANNING was apprehended by CID, PFC MANNING contacted her by telephone on or
about 5 Jun 10, and asked her to post a message to his Facebook account. Ms. [((SIOQICIGIONM stated PFC
MANNING has called her about four times since being in confinement as well as she had 1)(7 a
hone call from PFC MANNING’s attorney, advising her PFC MANNING was okay. Ms. il ,
W said she bought PFC MANNING an iPod as a Christmas gift two years ago but indicated she
had not seen it while PFC MANNING was living in her home and did not believe it was currently at her

residence. Ms. [((QIOIGIGION statcd PFC MANNING purchased a computer i 0, while he was
home on leave from Iraq. Ms. [QICIOIQI®) showed SA [BIQIOIGIS: nd S e computer, which

was an IBM Desktop Computer that had been placed under a desk in the bedroom she shares with her
_ SA

RICIRII®) noted the computer was connected to the home internet service within Ms. (DICIOIGIKONN
home and was connected to a power source; however, the computer was not powered on. Ms. B
OIQIIQI®r-ated although she could physically access this computer, neither she nor anyone else in her

household had electronic access to log into, and/or to access the computer to know what was on the machine
and/or what its purpose was. MS.M related she received a box from PFC MAING,
)(6)(b)(7)(C)

which she recalled had been marked U.S. Priority Mail’ approximately six-weeks ago. Ms. [l
OIOIOIOI®)said the box contained two soft-cover computer books, two Maryland T-shirts, and one FOB

Hammer Iraq T-shirt. Ms. OIOIOIGION s-id there was no note or explanation as to why PFC
MANNING sent the items, and she explained she had previously sent the Maryland T-ghi

MANNING for Christmas a few months prior upon PFC MANNING’s request. Ms. W
related she took the items sent by PFC MANNING from Irag out of the box they came in and placed these
items with PFC MANNING’s other belongings. Ms. Mﬁlﬂher explained the original box

these items had been sent in had since been thrown away and she had not found any items of digital media
within this box. Ms[(SIOICIGI®M when asked about whom PFC MANNING may have sent additional

) ©®)7)(C)

packages to from Iraq, related it would have likely been Mr, [QIOIOIQI®) - M. Ms.
OICIOIQI®)stated during the time PFC MANNING lived at her home she only met one friend of PFC
MANNING’s approximately two years ago, Mr. [RRIBwho reportedly lived in Boston, MA. Ms. /RN

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime Investigative Unit

I (D) (6)(b)(7)(C), (b) (7)(E) i
(b) OONC) DAL-ll_.I:}. Army CID, Fort Belvoir \;i jé(l):o
19 Jun 10 56
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[BICIOIBI®)rclated she was contacted by Mrvia Facebook about 1 Jun 10, asking if PFC
MANNING was okay as PFC MANNING had stopped posting messages on his Facebook page. Ms.
stated she replied to Mr RkRkEMRRRIthat PFC MANNING was okay as far as she knew, as she had
not heard anything to the contrary. Ms. [(QIOQICIGIOR <xplained she had contacted PFC MANNING
over the years using several email addresses, to include:{IOIIGI®);
Ms. (QICIOIOI®

(b)(6)(b)(7)(C)

further identified the email addresses she knew PFC MANNING had used as:
(b)(6)(b)(N(C)

About 1700, 18 Jun 10, SA [(QICIOIGIOROIGIS) Arizong, ice, CCIU, Fort Huachuca,
AZ 85613, SA (RICIOIGIONE02d MI, Fort Sill, OK, and SAHWDSS, DoS$, Dallas, TX,
interviewed Mr. [((QIOIGIGK®; R
MANNING. Mr BIGIOIGKER related he had not been in contact with ek ince he left for Iraq. Mr.
OICIOIGIOME - ated he sent PFC MANNING a DVD player for Christmas while deployed and the gift
was not even acknowledged, Mr. ((QIOIOIGI®Rrci=ted PFC MANNING resided in England with his ex-
wife until the age of 18 when he returned to the U.S. Mr. [(QIOIGIGI(OF:clated after returning to the U.S.,
PFC MANNING got a job doing web design for a company called Zoto.com. Mr, m related
his son did well at the job for a while but then had issues at work which he did not expound upon which
resulted in PFC MANNING being fired. Mr. [QIOIGI@I®]rclated he helped ove to Tulsa, OK,
where PFC MANNING was employed at Credible Pizza until he also lost that job. Mr. [BICIGIGI®)
indicated that during his time in Tulsa that PFC MANNING had become close to members of an
unidentified music band, PFC MANNING apparently provided mixing of musical tracks for the band and
followed them to Chicago, IL at an undisclosed time. Mr.@xmrelated he had not heard from
B nti] he turned up in Maryland at his Aunts residence. Mr. (QIOIOIGION rclated he had spoken wi

his son about military service and was pleased when PFC MANNING decided to join the Army, Mr.
OIOIOIOI®reated he traveled to Fort Huachuca, AZ, for PFC MANNING's Advanced Individual Training

(AIT) graduation and felt that based upon his attitude and outward expression PFC MANNING had changed

his life around for the better, Mrmelated he had no mail box in front of his house and he had

all of his mail forwarded to a P.O. Box. Mr. [(DIOIGOIGION clated the P.O. Box was in his current wife's
control and he did not even have a key to the box. Mr.{QIQIQIGION related they had received no

packages or other correspondence from PFC MANNING and he did not think PFC MANNING was even

aware of the P.O. Box address. Mr. [QIOIGIBI®) <1atcd he had no contact with PFC MANNING via the
internet e-mail or chat session.

About 1925. 18 Jun 10, SA R 1t rvicwed Mr. [DICIOIOI®)
related he generally tried to avoid PFC MANNING during the time PFC

MANNING lived in his home due to PFC MANNING’s personality, which Mr. [((QIOIOIGIOI described
ag irritating, Mr.[QIOICIGION rclated the computer identified as belonging to PFC MANNING was
located in his bedroom under a desk and had been powered on for quite a long period of time while PFC

MANNING was in Iraq. Mr.[(SIOISIEI(ONs-id although he had physical access to the computer due to

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime Investigative Unit
SA U.S. Army CID, Fort Belvoir, VA 22060
Sl DATE EXHIBIT
13 Jun 10 Sé
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its location, he did not know what information was on this computer nor did he have the ability to log into
the computer. Mr.[(DIOIOIGIONlstated although the computer had been powered on for a period of time
he could not specifically identify a reason the computer was powered off at the time of this interview, but
thought it may have been due to a power outage and that no one had powered the computer back on.

Between 1937 and 1945, 18 Jun 10, SA collected: one IBM Brand, ThinkCentre 36U Model
Computer, Serial Number (SN): KCZK85T; one Book, titled “Free Software Free Society: Select Essays of
" Richard M., Stallman”, ISBN: 1-882114-98-1, which further contains the hand written note “Brad — Fight for
freedom any way you can! — OICIOIRKS) - and one Postcard, bearing the hand written note *“Hi Brad! Just

a quick post card to test the mail —[IOIE)] @I®] Scnt Sat Nov 7th 2009”, from Ms. [(QIOICIGIONE which
was documented on an EPCD, DN 086-10.

Between 2258, 18 Jun 10, and 1233, 19 Jun 10, SA UIRIRI® \biained a forensic image of the Western
Digital, WD1600SB, 160GB hard disk drive, SN: WCANMK®655403, which was extracted from the IBM
ThinkCentre Computer, SN: KCZK85T, the property of PFC MANNING.

Method of imaging: EnCase Version 6.15.0.82
Type of Image: EnCase
Make and model of write block: WiebeTech Forensic UltraDock V4, SN: 31305-2409-0091

The image was verified to be an exact, bit-for-bit copy of the hard drive through a comparison of the hash
values with no errors.

Acquisition Hash:
MDS5 - 88A70ABC780E54BADCES 1EBAB47EBBBB
SHALI - 122880094C37389CD3CASEDSDD3144CAQ89C4E24

Verification Hash:
MD3 - 88A70ABC7380ES4BADCES1EBAB47EBBBB
SHA1 - 122880094C37389CD3CASEDSDD3144CAQ89C4E24

About 1050, 19 Jun 10, S (b>(6)(b)(7)(C). sA BBOEE 4 sA REREE) : b)) B)(7)(O)
DIOIOIGLS) nd Mrs. (BIOIOIGKS)
RICIOIGI®ME:tated he knew PFC MANNING, but was unaware of any investigation pertaining to him. Mrs

BIOIOIGI®):<lated her son, Mr.
RGB! was a childhood friend of PFC MANNING, and PFC MANNING would spend a lot of time at their

residence. Mrs [QICIOI@I®related PFC MANNING and Mr. (QIQIOIGIOMw<rc very intelligent boys that
were very good with computers and programming. Mrs. QICIOIOK®) rc]ated PFC MANNING and Mr,
OIOIOIBI®) v cre very good friends with Mr.[(SIOIBIGI®)

LIOCIOIVI®) Mrs RICBIOIOI®) related she believed Mr. (RIS nd Mr [(DICICIGICNE:ve been
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Computer Crime Investigative Unit
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in contact over Facebook, but did not think PFC MANNING had been back to Oklahoma in several vears.
Mrs. [QIOIOIOI®) described PFC MANNING as a “Lost Soul”, and very impulsive. The W
related they had not received any packages or mail from PFC MANNING.

About 1324, 19 Jun 10, SA QIOIOIGI® [ ccted one DVD, containing the forensic image files of the
Western Digital, WD1600SB, 160GB hard disk drive, SN: WCANMK 655403, which was extracted from the
IBM ThinkCentre Computer, SN: KCZK85T, the property of PFC MANNING, from the forensic computer,
which was document on an EPCD, DN 087-10.

W T T T T ASTT ENTRY VT T T
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SIGNOICIOWIE®)! B DATE EXHIBIT
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BASIS FOR INVESTIGATION: About 1600, 17 Jun 10, this office received a Category 1 Request for
Assistance (RFA) from the Washington Metro Resident Agency, Computer Crimes Investigative Unit (CCIU),
Fort Belvoir, VA, requesting canvass interviews of Headquarters and Headquarters Company (HHC), 2nd
Brigade Combat Team (BCT), Fort Drum, NY 13602 (FDNY), rear-detachment personnel who had contact
with PFC Bradley E. MANNING, (QIOIOIQI®NE HHC, 2nd BCT, Forward, prior to his deployment.
IAdditionally, CCIU requested this office determine if PFC MANNING had a Joint Worldwide Intelligence
Computer System (JWICS) account at FDNY, coordinate with the Directorate of Information Management
(DOIM) to preserve any local e-mail accounts, and obtain a printout of the "To/From" e-mail addresses, and
obtain a copy of PFC MANNING's local personnel file.

About 1700, 17 Jun 10, SA coordinated with SSG [(DIOIOIGIOM. Rcar-Detachment S-2 NCOIC,
HHC, 2nd BCT, FDNY, who stated he was not aware personnel assigned to HHC having a JWICS
account while stationed at FDNY. Additionally, SSG rovided a copy of PFC MANNING's personnel
file maintained at the brigade S-1, which ined a DA Form 31, DD Form 4/1 and 4/2, SGLI, DD Form 93,
and orders assigning him to FDNY. SSGWstated PFC MANNING was a strange guy, but did not have any
additional information about him.

About 0830, 18 Jun 10, SAcoordinated with Mrs. [(QIQIOIGK® Exchange Administrator, Net
Communication Enterprise (NEC), FDNY, who verified PFC MANNING had an inactive Microsoft Outlook
account at FDNY. Mrs.Wreviewed the "To/From" e-mail addresses and stated the majority of them are
the post wide e-mails or the System Administrator ones. She identified several e-mail addresses she was not
familiar with.

About 0900, 21 Jun 10, SA RIRIRIS) received the e-mail address list pertaining PFC MANNING’s Fort Drum

Outlook account, [(IOIGIGI®) There was one e-mail address identified in the “Sent”

folder and 23 addresses identified in the “In” box.

About 1030, SA RRIQIAIE . 1 s [BICIOINIG this office, interviewed SSG [DIOIOINRI®)

S-2, HCC, 2nd BCT, FDNY, who stated he was deployed with PFC MANNING; however, he re-
deployed prior to the incident. SSG[QIGIOIOI®)stated PFC MANNING was a basic analyst who focused on

Shia threat groups while deployed. PFC MANNING was a sclf proclaimed computer guru whose interests were
primarily in computer code and programming. SSG%& have much interaction with PFC
MANNING as they worked different shifts. Further, SSG stated PFC MANNING was mentally
unstable, and would pull a "Jekel and Hyde" act if someone said the wrong thing to him. SSG was
aware of two occasions when PFC MANNING had done this: the first was when he was being counseled he

flipped over a table and tried to fight a NCO; the second was when he was trying to talk with a female Soldier,
and when she told him to leave her alone, he struck her several times. PFC MANNING was being treated for
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and stated he was a loner.

anger management issues. SSG QIOIOIOI®) /a5 unaware of any friends or associations of PFC MANNING

About 1058, 21 Jun 10, SA[RIRKICIGIS- . ; s A [DIGIOIGIOR-oordinated with Ms. [(BICIOIOI®) Special
Compartmentalized Information (SCI) Program Manager, G-2, 10th Mountain Division, FDNY, who stated
PFC MANNING was never issued a JWICS account at FDNY.///LAST ENTRY///
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RExamination and Contents:

On 14 June 10, SA [DIOIOIGIOROIGIS) Digital Forensics and Research Branch, CCIU, conducted a

preliminary examination of a Samsung SGH-T229 cellular phone, recorded on DA Form 4137, Document
Number (DN) 067-10, All times shown in this report are in relation to UTC/GMT unless otherwise noted.

I\ (b) (6)(b)(7)(C) sed a Cellebrite Universal Forensic Extraction Device (UFED) to obtain text messages
from the SIM card. SA[QIOICIGIOM »ttempted to power the cellular phone with the battery provided and
with the UFED, both with no success.

Cell Phone: Samsung SGH-T229
Serial number: RPRS303202D
SIM 8901260520008043773

The text messages from the SIM card are provided below.

%[ Humber  [Hame|Daw & Tima |Statis|index [Type  |Text *
10/11/09 04:36.06

{OMT-4) Read |1 |incoming | [QIOICII(®)

?S;R.f_?)g 17:40:54 Resd |9 Incoming (b) (()) (b) (7) (C)
05/14709 17-42:39

(OMT) Read |10  |incoming (b) (6)(}_))(7)((3)
e R EIRERE () O ) () (©
(GMT<) Read |19 |incoming| (IOICHEIS)

05/16/08 17:13:51
(160'!'\219"3)9 19:14:40 Read |22 Incoming |[(DICIOIGI®)

10/69/09 21:29:41
(GMT-4}

Read (25 Incoming

s ARICIVIGKS imported the files created by the UFED into EnCase version 6.16 and created a Logical
Evidence File (LEF). The LEF was written to Compact Disc — Recordable (CD-R). About 1500, 14 June 2010,
SAM collected the CD-R as evidence, which was documented on a DA Form 4137, DN 075-10.

Leads:

None.
LI L AST ENTRY /T L T
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Between 14-16 Jun 10, SA ((QIOIOIGIONGORGID] Digital Forensics and Research Branch, CCIU,

conducted a preliminary forensic examination of a Kodak EasyShare M380 digital camera and Sandisk
memory card, taken as evidence on DA Form 4137, Evidence Property Custody Document (EPCD)
Document Number (DN) 067-10, Ttem 7, and reported to belong to PFC MANNING.

FINDINGS:

Kodak EasyShare M380 Camera:

Examination of the camera’s internal memory revealed it did not appear to contain any data pertinent to this
investigation.

Sandisk Memory Card:
A 2GB Sandisk-brand memory card (S/N BE0828613591D) was found within the Kodak M380 camera.

Examination of the memory card revealed that despite the fact that it was removed from a Kodak camera, it
carried a volume label of “NIKON D40”.

Volume

File Systemn FAT1B

Sectors per cluster 64

Bytes per sector 512

Total Sectors 3,850,489

Total Capacity 1.975,287 908 Bytes (1.8GB)
Total Clusters 60,231

Unallocated 1175 846 912 Bytes (1.1GB)
Free Clusters 35,884

Allocated 799 440 896 Bytes (762.4MB)
Volume Mame MNIKOM D40

Yolume Offset 1356

Drive Type Fixed

Figure 1 -- Volume information for Sandisk memory card

The Defense Cyber Crime Institute’s (DCCT) StegCarver tool was used to carve digital images from the
allocated and unallocated space on the memory card. Numerous images were located depicting the same
Caucasian male (shown below).
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No classified material was located on either the Kodak M380 or the Sandisk memory card.

1. Attempt to locate the NIKON D40 camera used to format the Sandisk memory card, as it may belong to
PFC MANNING and might contain additional removable media that could be used to store or transfer data
//LAST ENTRY///
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FExamination and Contents:

Between 15 and 16 June 10, SA[QIOIGIGIORCGRGI)IEN Digital Forensics and Research Branch, CCIU,
conducted a preliminary examination of the U.S. Government computer named N2D10MTNBDE7019,
assigned Internet Protocol (IP) Address 144.107.17.19, property of the 4" Brigade, 10™ Mountain Division and
recorded on DA Form 4137, Document Number (DN) 068-10. All times shown in this report are in relation to
UTC/GMT unless otherwise noted.

File Verification:

Supply Annex NIPR Computer —

Hitachi 111.8 Gigabyte (GB) Hard Disk Drive (HDD), SN#070817DP0OC10DSG2J1DP

The files were verified to be exact copies of the files obtained from Item 2, DN 068-10, through
a comparison of the message digest-5 (MD5) algorithm (i.e., hash) values, with no errors.

Original File Hash:  b0b530ea63552253e0dc814db4b618f2
Verification Hash:  b0b530ea63552253e0dc814db4b6 1812

A review of the Hard Drive using Anti-Virus:

The examined hard disk was scanned using Symantec Endpoint Protection (SEP) Version 11.0.5002.333,
Definitions 6/14/2010 rev. 40.

No threats were identified by SEP.

Pertinent Information:
Examination of the Internet History for the “Bradley Manning” user profile revealed visits to the Google
website to search for the term ‘wikileaks’.

f Url . -~ Profile Visit- & Last F

I, Namg e : » . ‘ Name .. |Count .  Accessed |
http:f/news.google.com/news/search?ag= f&pz 18cf=alldned=us&hl —en&q —'m!aleaks 'bracley.manning 7 05/21/10 11;23:17AM
| http finews. google, comfnews{seard\?pz I&Cf—aﬂ&ned-US&hI—En i _.bratﬂey manning | 1 05/21/10 11:23:07AM
| htto/fnews. guogle comf'nev\s[seard'\?pz—1&:F—a||&ned—us&hlwen&q—mhleaks&cf aII&as qdr—d&as drrb—q_ o ‘Bl:;—d]ey maraing 16 05/21f10 11-23 48,-ﬂ.l‘-1
} htip:ffnews.google.com/rews?pz=168cf=allined=us8hi= en&q—-.ukjleaks&as_qdr"d&as drrb"q&cf=ali&output—rss EI:rad ley.manning 1 05/21/10 11 23 ZSAM-
—.http ://news,google. comfnewsZpz=18cf=all&ned=us&h!=endq=wikieaks&cf=allBoutput=rss bradley.manning '1 |05/23/10 11:23:16AM

Examination of the Internet History for the “Bradley Manning” user profile revealed visits to the “About.com:
US Military” website for web pages detailing Non-Judicial Punishment (Article 15).
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1= , Url o 41 . erofile " Visit Last &
’ Name _ : © . Name. [Count|- . Accessed
http: ffusmilitary . about. comlod.r’;usucelawleglslanonlalarhde 152.htm | bradiey.maniing ). 4 10‘,’1{21! 10 10:00: 43m
ht‘q:.!;"usmilitary.about.com[odﬁustlcelawleglslatlonlafart]de152_2.111]1 !bradley.mir'ﬂng !4 7|05[21/10l710.02.57AM [

Examination of the Internet History for the “Bradley Manning” user profile revealed visits to the Google
website searching for “closed open article 15 hearing”,

i o A profle | wisit | Last
s o Name: - % ¢ i e o] Name . [Countl .
http: fiwww, google comfseardﬁ‘hl en&source—hr.:&q=dosed+open-!arﬁde+15-ﬂ1ear ng&aq=olagi =&aq|-&oq=8gs rfal= ;!b_[adiey.mafhing isi? '5;35[21]10 10:09:35

Examination of the Internet History for the “Bradley Manning” user profile revealed visits to the Google
webmail web site. It is unknown what Gmail account was accessed.

, T T R W T Al Profie "'fi_v.ét" O
i e — e Nome . - - . . . i Meme | JCouml| " Accessed,
Whttps:/fnal.google. comjmai/zhlxenBsafe=onkshva =1 biadey.manning, 94 0522/1003:34:15PM.
hittps: ffmall. google. com,'mawl,’?ul-z&lk%ccd5dd524&rid-ma|! dad. le.2, UBMew=ﬂ&sten-O&num-W&Ihop-ﬁﬁ?&imn-“r&slmm-128ba190h68b241&1:ld=rr4fr9-47adb=aa bra@ev.mamlqlg. IZ “} 05}21[_10 09:50:45AM
hitps: /mal google. comjimaifulw 2k -eccSddS 248rid smaliex. 29,2 v mcvih=128b 130 336ce53aamsgsm | Z80C9336 15687 7bs twhesearchmibox bradey.maning 2 '05/22/10 03:34:20PM
https: siffmal google, mmﬁnaﬂm-z&’ﬂl_:mﬁddﬂ%&nﬂ wmal:e. 29, 3.08view =cvBth=125h130386ce98afBmsgs w1 28beatf 19eabtbhrt shasearch=inbox jbradiey.manning 1 05/22/10 03:34:36PM
hitps:jfmai.googlecomjmaifui=28ikecrdsddS2etiidmmatien.29. .08 ew=Cyilthn e 1286 B0 6cegRofbmsgom beatiiieatibietehgsenrcheibox  fbrodey.mening 2 \05/2/10 0334T
tps: fmai google. com/mal/ui=28) =eccrlsdds 24 8rid =maitic, e, 1.08visw=tetart =08 mu 0B tohBsearchedr afts ] lbradey.monming (2 105/241009:50:4344

huus ﬂrnaﬂ google, camfmadﬂuluzam-wccdsddsz-&md -maIl Ic,1e.3. U&vlew-ﬂ&start-oanum-m&rt#&searm-lrash . ” ’ Fbrad!ey manning lz

https: ﬂmaﬂ google. mn]nﬁﬂ/hjcz&k-gccdsddsz-ﬂndnmaﬂ lc. 1.4 O&WM-Eastart-DEnunnmsdhapa1367&ltm="185h\m-0€6dd =rr4ﬁ'9-47adbe&rt=h&9eard1-hbox bradey. sraing 12
hitps: /imai.google, comﬁnaﬂl?u-z&ikwec:dﬁdiﬂ&dd-nmi le, 22, 1.0 &view =t &start o 05num -?OH'm-lmslupn’ﬁSshm-O&sdd=d!1‘f€h'-qdrbn&rt-hﬁseard1-hbox ‘bradlcv manning 2
htlps Hmai ooogle comﬁ-naﬂ;?m-!ﬁak=eccd5dd52'_1&nd emailifc, 23,1 O&wew=Usstart-0mum-7usdhop-IBSSMup-ﬂSSm-D&sdd =fpramk- ikﬁmt&tzh&seard\-hbax ‘bradey.maring 2

hittps: /fmal.google. com/mailfiule 2tk =eccd Sdd5 248rid ~mailc.23.2, owm-ﬁ&start-oanum-m&lhw=1368&lt.p-":&slmm-0&sdd afpramk- lksqjt&'t-h&seard'\-mbox h}l‘a_dl!y marming ‘2

'OSIZUIO 09:51:03AM
OSIZUID 09:55: SSAH
05!21.’.10 11:09:296M

. O5f210 1342300

I;lsf:u‘:u 11145:06AM

https:/fmai.google, com/mal/feed/ atom o ) ‘bradleymaning 11 05£22/10 03:34:09PM
hipsfnabgosle comjnafedfoam brodey.naming 12 05210053519m

[Examination of the “Cookies” folder for the [((IQIEIGI®) user profile revealed a Gmail account name for
Bradley Manning. :

From C:\Documents and Settings DICIOIGIOM Cookies[(QIOIGIGIS®) google[1].txt

Created Date  05/22/10 03:34:10PM
| gmailchat [QIOICIGK®

Leads:

1. None,
I T T T LAST ENTRY T
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Imaging:

Between 0934 and 1058, 18 Jun 10, SA created a digital forensic image (.EO1) of the
Fujitsu hard disk drive (property of Mr.[(BICIGIGKONN taken as evidence on Evidence Property
Custody Document (EPCD), DA Form 4137, Document Number (DN) 076-10, Item #1, utilizing
AccessData’s FTK Imager v2.9.0.1385.

Computer Make N/A

Computer Model N/A

Computer Serial Number N/A

Hard Drive Make Fujitsu

Hard Drive Model MHY2120BH

Hard Drive Serial Number K404T812MF4D

Source MD5 checksum: cab70499¢c7607d539p991793e5830008
Verification MD5 checksum: cab70499¢c7607d539b991793e5830008
Source SHA1 checksum: f39balbdf1b72da40e126dcO933bbfdf22dad4e31a
Verification SHA1 checksum: f39balbdf1b72da40e126dc933bbfdf22dade31a

Between 1103 and 1213, 18 Jun 10, SA REUQIA® rcated a digital forensic image (.E01) of Seagate
hard disk drive (property of Mr. taken as evidence on EPCD, DA Form 4137, DN 077-10,
Item #1, utilizing AccessData’s FTK [mager v2.9.0.1385.

Computer Make HP
Computer Model HP2133
Computer Serial Number CNU90513VT
Hard Drive Make Seagate
Hard Drive Model ST9120817AS
Hard Drive Serial Number SRE2C1QK
Source MD5 checksum: b9314be0ef75d9d878f6b6ba12b2d55d
Verification MD5 checksum: b9314be0ef75d9d878f6b6ba12b2d55d
Source SHA1 checksum: 91e55b9d3180277d2f30a243e48cbab083de272a
Verification SHA1 checksum: 91e55b9d3180277d2f30a243e48cbab093de272a
T L T LAST ENTRY T T T T T
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime Investigative Unit
(b)(6)(b)(N)(C), (b) (T (E) U.S. Army CID, Fort Belvoir, VA 22060
SH)6)B)(7)(C) DATE EXHIBIT .
18 Jun 10 54,
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Between 15 and 18 Jun 10, SA[QIOIOIQIORONGCMY -onducted a preliminary forensic examination of
the forensic images of SSG OIOIOIVI®) personal laptop computer, which was documented on

Evidence/Property Custody Document (EPCD), Document Number (DN) 073-10, Item 1.
FINDINGS:

Operating System (OS) Information:

Product Name:
Current Version:
Registered Qwher:

System Root:

Path MName:
Product ID:

Registered Organization:

Current Build Nuber:

Windows Vista (TM) Home Premiwm
5.0

Hewlett-Packard

C:%¥indows

6002

C:\Windous
889533-QEN-7332157-00061

Last Service Pack: Service Pack 2
Product Eevy:

Versiontanber:

Source Path:

Install Date: 12/14/08 09:42:58

Last Shutdown Time: 05/28/10 11:14:56

Figure 1 - OS data showing the registered owner as W—

Time Zone Information:

All dates and times shown in this report are Eastern Time (GMT -4:00) unless otherwise noted.

Keyword Searches:

Keyword searches for the terms in Figure 2 produced numerous hits that indicated a user utilized the
examined computer to access data related to Mr. (b) (6) (b) (7) (C)
to this investigation; however, no evidence of the possession or transmitta] of classified material was
identified.

and other items related
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Computer Crime Investigative Unit

U.S. Army CID, Fort Belvoir, VA 22060
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"Embassy

100427_203012

12 JUL 07 CZ ENGAGEMENT ZONE
30 GC Anyone.avi

12 JUL 07 CZ ENGAGEMENT ZONE
30 GC Anyone.wmv

199.56.188.121
199.56.188.122
199.56.188.53
199.56.188.71
199.56.188.73
199.56.188.75
199.56.188.76
199.56.188.79
88.80.12.160
88.80.2.32
\\22.225.53.205\QDrive
\\22.225,53.20S\TDrive’
adrianlamo
assange
backup.xlsx
bradass87
breanna.jpg
collateral murder
dates.csv
dump2.csv

farah

files.zip
gmail.com
Gunnarsson

Hannesson
iceland-profile

icesave

JONSSON

LOOKING FOR ALTERNATIVES TO
AN |CESAVE REFERENDUM
Mr, Company Computer Guy
ncd.state.sgov.gov
Net-Centric Diplomacy Version
NOFORN

NTNCDDOSWS15B
NTNCDDOSWS2S
NTNCDDOSWS3SB
NTNCDPRODSTAT
NTNCDSQL2S

NTNCDSQL4s

NTNCDSQLSS
0sc_youtube-cm

REYKIAVIK

S//NF

schmiedl

SECRET//

SIGURDARDOTTIR

SIPDIS

SIPDIS

SKARPHEDINSSON

wget -0

wikileaks

Figure 2 ~ Keywords used to search examined drive

References to {BIOIOIRI®)] and QUICIRIS) were found in numerous locations on the disk, such asin a
text fragment found in physical sector (PS) 308287239:
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& - -3 EENT -WRER - -htep: / fuww, facebook. con/albun. php?id=6428582056a1d=4297 - | - ¥ - #| /photo. php?pid=36
B8645161d=6428582056 £bid=1582167058205 -z -P -Facebook | My Photos — Seprtemher 4, 2009 - --O0-- -+ -+
----- 7B .§1 /photos. phptid=64C - MWD -FHSK - hetp: //vww. facebook. com/albun. php?id=6428582054ai

d=4297- | - -0-§ ! /photo.php?pid=36864444id=64285B2054fbid=153216673205 -z -P -Facebook | Hy Photos -
September 4, 2009-.--00--------- d=4297'-|-'D'#!fphoto.php?pid=368644B&id=642353205&tbid=15821669
3205-z 'P-Facebook | Hy Photos - September 4, 2003 OO - -r s O00000000000000000000000000

€. 3 Em W « heop: //uww. facebook. com/album. h‘?ld—SZBSSZDS&' 2ol - Ml g1 fphoto. php?pid=35
:'i] -EERE - ht.tp fFwuer. facebook. com (1))(6)(17 (7)((4) I -/ ma))((l)(b)( )(©) =walliref=ts}Z -, ‘Faceb
ook [D L B EERRE T CordlRe. - - e bell BHAe - hthp: //www. facenoco cc-mfdjbclar
kKlret=ts - @ -4 - #Iidjbclark‘?v—uallsref—t.s Z- i[l' ‘http: / /oy, face -« - - g0 (-
......... CpeE Y8 @R g e @ T e L P IR L ¥ I PR Y] Ak
LA RA-AE- [ RE-R-EICE I ipH00-0.0-0x-800-0-0-¥.5.5-4-4-4-
0G000000000a000000R0O0000000000000=] S¢q=gnutei=-n67658XuINZns a8 SNSnBgsusg=AFQJCNEgN dN7dBC1bj0wvanIZ
GogfgoF-gasigZ=A782e-ullTDug00UIbImILA - o000 - *hetp: / fuwg. google com/url?sa=tssource=webict=resicd=1

t.—j&q—g-nu&e1-—m6'?658}(uIH2m50389HS
() (b))

&ved=0CCEQF AASurl=http43A3ZF%2Fen.wikipedia. org%2Fuilkd [T =3
book.con ref=sts - -0O0@ -http: //vuw. facebook . comn) =t 1t | [DICIOIOIO®O)--vallcret=ts -
og- - vewallsref=ts - -0O0"' -http: //oww. facebook. v:cum 6)(17)(7)(C) af=ts

Figure 3 - Text showing interaction with the Facebook page associated WIW

References to [((QIOIRIGION <re found in numerous locations on the disk, such as in a text fragment
found in PS 308287245:

-------------- Qi - - - - - A0S heep: / /02834626415 . 52, charmel. facebook. con/i frame/10?x=http%3A%2F:2F
static.ak. thodn.net3EFrsro. phpi2Fe6E96% ZFhash3ZFdubqijdp. jssr=hetp$3A%2Fi2Fstaric. ak, fhodn. net4 2
Frarc phps ZFz8U06% 2Fhasht 2Fdlurknsi. jsar=hrtpi 344 2F42Fstatic. ak. thedn, T -BEERLD -HWER - -htep: / fvww.

falbu.m php?id=6428582066aid=4297 'L+ 0O §!/profile.php?id=70703%6ref=ts 'z -0 -Facebook

B - HETowNET) - - HEEED -JRIM - http: /fuww. facebook. con/albun. php

11d=64258082088a1d=4237 - L ‘O ! /profile.php?id=70703%4ref=ts = - - ‘007 ‘htep: f/fvww. facebock. con/alb
wn. php?id~642858205£aid-4237 - -00V -htup: / fwww. facebook. con/album, php?id=5428532054a1d=4287f /fpraf
ile.php?id=70703%4ref=ts - 00 f!/profile.php?id=707035¢ref=ts - -O07 -http: f fwww. facebook. com/albun
.php?id=6428582054aid=4257

Figure 4 — Text showing interaction with a Facebook page associated withW

References to “Collateral Murder” were found in numerous locations on the disk. In one instance, the
NTUSER . DAT file for the “swamp rat” user showed evidence of the user account having searched for
“collateral murder” on YouTube.com.
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Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060
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a0 I I AU I n'gs Favorite Rooms3d -Dirjwk -« - - v CC_Witality Compact -E-1-by
vk [0 R YInsiderShownTime - - -iFryrayirr [JpEK- - -0 - Mgk B h3-- 6-'a- %022
-c8x--(--@2---2-H-- 5P PYFEFVN-BP-E-ARI-NG\-Eerxri-e-s-y-PornyHot: 'Proop:
erty-.cavi--b_bri-gade_Free -Porn_-Sex_-Pormno_-at_~Tnaf-li-
‘wmeve B PyEFY NS PECA-R-TN-GYBrerrcicersycProrrmcyv:Hoowrstrone_-_“B-i-g-_bro-
‘br-i-g-ade-_-Fr-e-e-_Porn:_-Sax_Porno_-at_Tnaflix-_ wmwv-qi":
‘5-E'R-P-R-O0-FT'L'E-%-\:A'p'p'Da‘t-a-}-L-o-cra-1'y\-Hicroso:ft:%Vindowis:)H-
-o-r-y-\-H-:i.-s-t,-o"z_:~y-.-I-E-S-‘-.-H-S-H-i-s-c.-D"l-Z-O-l'D-D-S-.1.-'?-2-0-1-0-0-5-2'4-°-h-o-o-av
: ‘5 E'RPRO-FILE-%\-AppData’Local\VHicrosofet\WUindows-\H
i oy Ly ARy s M Hd s 20 1:2:0-0-00-52:4.2-0-1-0-0-5-2 5--h-o-0-0.
-------- W owTube - co-l-l-atoerwal. -m-u-r-d-e-rlB'-Ih'-t-t-p-:-f-!-v'v-w-_-y-o-u-
tub-e.-cconfresults?search guery=co-llaceral-+murder-&:
aq=-z +---h'9:,-1:.-p;'-}’-i-5~.-y-t-i-m-g-.'c-o'm-/°y-t.-,f-t-a-v-:i.-c'cvn-—-v;f-l-1-4-5-2-4-6-.-i-c-
o ®i5E( - - :.:.é*ﬁ hYEb'Y .. p-"‘p--Dq--,,q---Y--é--Pg--@wx—--xk--"é--ﬂs'-h% P S
a* - -H« - -XD }o- s R Y 1.

significant references are shown below,

Figure 5 — Text showing a search for “collateral murder” on YouTube.com

Other references to “collateral murder” were found in the system’s restore point files. Two of the more

trerrra‘l: MUY g Lo
H-BiN-FiH-FURL ----- wraf . owaf-d<co

Figure 6 — Text showing the user [DIQIOIOI®Lisitcd a YouTube.com page hosting the Collateral Murder video

--------------- iN-rtisited: [DIOIOIVIO:
rderéclient=ytapi-youtube-searchialt=rssaws2 =p s oo B---Y-oru

Tu-be-

htop: //gdata. youtube. con/feeds/base/videos?g=collateral nu

r- c'o*'l'l-a

IH-FiH-PiH-FiH-FiH-FiH-FiH-FiN-PiH-PiXN-FiN-FiNH-Fi%i-Fil-Fik-}i

.................. ‘...h...b....

[E YouTube home

" Searche fspan> -

BrowseUpload

Create AccountSion In

“Collateral Murder - Wikileaks - Iraq”

This video or group may contain content that is inap

Figure 7 — Reconstructed portion of an HTML page referencing “Collateral Murder”

Reference to Mr. Wwas located in several locations on the disk, including in a rant against Wikileaks
and the Formspring conversation below. Formspring is a social networking site that allows participants to
anonymously ask questions of Formspring users and receive responses. In the conversation below

TYPED AGENT'S NAME AND SEQUENCE NUMBER

ORGANIZATICN
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(reconstructed from HTML found in unallocated space), the questioner (or questioners) is unknown, but

M(b)6)()(7)(C)

353 Following 2,033 Followers 66 Listed

o 2.246Tweets< fspan>
» Favofites

(b)(6)(b)(7)(C);

Figure 8 — Formspring conversation between Mr. ind unknown questioner(s)

References to “breanna.c.manning” were found in several locations on the disk, including in the system’s
restore point files. Two of those references provided information pertaining to Gmail and Twitter accounts
are shown below.

Visited: swamp rat@https:f/mail. google.com/mail/thl=en&shva=l--F------------+»---"-+G-m'a-i-1- -
- -C.D.n-f.i-r.m' 'Y'D'll'r' .T.U.i-t.t’-e-r- 'E'C'C'D'u'n‘t"' 'b'm'a'n'n'i'n'g'f'M'! ..... b.r.
eranna-. e, 'mranning@gomracicle. cocorme e s AKR-RIR-PIN-FIH-FIiN-FIN-FIN-FURL - .-
L L R O I R R R NIRRT TS RPN e R O IR i

Figure 9 — Text referencing Gmail and Twitter accounts believed to belong to PFC MANNING as “Breanna”
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Visited:wmstps: f/tvitter. com/statuses/user_timeline/l47937041.x85 +: v s en s 0
b'man: “legs Twrg @B S e AH-BIH-BURL ---- B2 .. B2 (B O<c--v o
-------- Serrhes b T erenvenland o s N=PUisited: swanp rat@https://ouwitt
er. com/favorites/147937041l._rss-P - reresrercsBravbrmra'n'ningfom-t s Frarvrorrritre s
------------ IH-PiH-PiH-}://mail. guogle comfma:l.l/?hl en&shva-l =P g - https: //mail
.google.con/mail fimages/ favricon.ico - ‘e e ‘Gm-a-i-l- --- Cron-f+irrm- yroru-r:
‘T'w:i‘c't'e'r* *a‘'c*'e'o*a'n't-,- ‘bmann-i -n-g-f-m-! ----- b'rreran'nra-. e . 'mra'n 'K in:
g@lgm-adil:.'crom--cc - IH-BIN-BPIN-PIH-PIN-PINH-PIN-PiN-~-PiH-Pik-biH-Pik-PiN-PiH-PiNH-PiN-P
iH-PiH-FiH-DPiH-Pik-Fi%-DPURL - --@ .6: .Qi’; @ 07 uk .fj.(lc .................... MRS I R R
oo e L=l L iH-PVisited: swanp racfhtens: f/cvitter.com/followers -H—~F -« - - oo
v eT - -htt.ps: //s3.amazonaws.com/twicter_production/asl274739546/inages/ favicon.ico--- -
Xe-rTwrittC-e-x- -I'People 'wrh-o- -£:0'l-1l0'w: ‘D'mra'nn‘ing-fo-
iH=-PiH-FiN=-Pi=-PiN=-Fi%H~-PURL - - &% uE ant u.E g<c .................... R TR R

Figure 10 - Text referencing Gmail and Twitter accounts believed to belong to PFC MANNING as “Breanna”

References to both “bradley.e.manning” and “breanna.e.manning” were found in numerous locations on
the disk, including indications that someone accessed and managed those email account from the
examined system.

References to “wikileaks” were found in numerous locations on the disk, primarily in the Internet history
for the {DICIDIGIOW user. The “wikileaks” references in the active Internet history on the disk all appear
in sites last accessed between 22 and 24 May 10. Many of the pertinent references to “wikileaks” appear

to relate to searches for or the accessing of stories related to the {QIOIGIGIOF video release”, as well as
searches for Wikileaks on Twitter and FriendFeed.com.

Examination of the C\User s [QIOIOIGICONE 2 ppData\Roaming\Google\Local Search
History\google%2Eweb.w file revealed what appeared to be the content of the user’s Google Web
History file. Google Web History is an add-on function of a user’s normal user account that allows the
user to view and search across the full text of pages they have visited, including Google searches, web
pages, images, and video and news stories. The contents of this google%2web . w file appear to relate to

PFC MANNING’s interests.
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Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

SA [RICIOIGIONOXOID

SIGNATURE  [(DICIBIGI®) DATE EXHIBIT

18 Jun 10 70

CID f
1FEB 77

FOR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE
000343
pproved



AGENT’S INVESTIGATION REPORT Q"' NUMBER  cAF# 0028-10-CID361

- ROI# 0028-10-CID221-10117
CID Regufation 195-1

PAGE 7 OF 9 PAGES
DETAILS
‘lra-dy-i-z-abe-lla
prlus: 's5-i-ze+r throngs: ‘£fr0'r- ‘wom-e-n:
‘wra't-e'rt-owmn- n-ew- yo'rk- -f:-lori-st:.s-
‘n-onv:e'rbal- gromrnunciccraticon cerxanprloers:
‘g'xam'p-l-es- r0-f+ non-wverb-al cromnun-i-crat-i-omn
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m'eraning: ofr han'd- 'hro'ld'ing- ‘betwre-en 'memn imn -as-ia-
‘mreran'ing- ro'fr ‘hran-d- ‘ho'l'd'in-g- ‘bet-w-eren memn- in eur-ope:
'm-e-a'n'i'n'g' o-f- 'S'm'i'l'i'n'g' i ‘e ICF 0P e
‘cru-ltural meaning 0of 'smiling in rewrop-e
'm'eraninyg o-f- rsmiclineg: cim cmei-d-d-l-e [-XF-- 1
‘ceurlture mreanin-gs co-fr csri-lings cine medi-d-d-l-oe €:a‘'s-t
.‘m.Y-p-a.Y-
‘brars's- 'prr:o: 's-h-o'p:
‘bo-a't- ‘t-rrade-xr:
‘prr-oahas's: s-h-o'p-
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m'e'w- 'y'o'rk- bow ‘hunt-er -sraft-ey c-l'as-s-es
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‘wra‘t-er'tow'n- mew ‘york- at d-ga'lex-s:
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'‘meeLcr-iccr ccrorncvrer-s-ico-n-
8 1-k-1i-1-e: . 3
(b)(7)(
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am-b-r-i-d-g-e-
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Y op n
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Figure 11 — Excerpt from google%2web. w file
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Figure 12 — Excerpt from google%2web. w file
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Figure 13 — Excerpt from google%2web . w file

The google%2web . w file also appeared to contain the “Work Experience” section from a résumé
pertaining to an “Intelligence Analyst (35F)”.
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LEADS:

1. Tnterview SSG MRS to determine if he allowed PFC MANNING to utilize his personal computer
during the 22-24 May 10 timeframe.

2. Interview SSG (&) @ @ (73 (C) to detn if he is responsible for accessing sites related to or has had
interaction with Mr. [RIGIRIIEI 1. REIRMR o1 Wikileaks.,

3. Preserve content of “breanna.e.manning’” and “bradley.e.manning” Gmail accounts, and the
“bmanningfm” twitter account.

4. Determine significance of search items shown in Figure 11-13, including “unlocked@mit.edu” and the
address in Wales.
------- -II/LAST ENTRY///----
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Between 0955 and 1001, 18 Jun 10, SA b)(6)bB)(7)(C), (b) (7)(E) Kt office, obtained a forensic image of the 2GB
*“Comer Office” thumb drive (unknown serial number), previously collected as evidence on Evidence/Prope
Custody Document (EPCD), Document Number (DN} 079-10, Item 1, reported to be property of Mr.

Thumb drive make/model/capacity: Comer Office, éGB

Thumb drive serial number: Unknown
Method of imaging: FTK Imager v2.9 h
Type of Image: Encasec ((E01)

Make and model of write block:  Tableau Ultabay II hardware USB write-blocker

The image was verified to be an exact, bit-for-bit copy of the hard drive through a comparison of both message-
digest (MD5) and SHA1 algorithm hash values with no errors.

MDS5 Acquisition Hash:  861€9£766235fb17b3d15141970d780
MDS5 Verification Hash:  861e9£766235fb17b3d1514197047810 : verified

SHA1 Acquisition Hash; a3ee6aB2a19408bodaldelce2aa3e204498475d2
SHAI Verification Hash: a3ee6a82a19408b64aldelce2aa3e204498475d2 : verified

Between 1006 and 1012, 18 Jun 10, SA (AR chtained a forensic image of the 2GB “DANE-ELEC” thumb
drive (serial number 2VE029554), previously collected as evidence on EPCD, DN 079-10, Item 2, reported to be
property of Mr. SRS

Thumb drive make/model/capacity: DANE-ELEC, 2GB

Thumb drive serial number: 2VE029554
Method of imaging: FTK Imager v2.9
Type of Image: Encase ((E01)

Make and model of write block:  Tableau Ultabay IT hardware USB write-blocker

The image was verified to be an exact, bit-for-bit copy of the hard drive through a comparison of both message-
digest (MD5) and SHA1 algorithm hash values with no errors.

MD5 Acquisition Hash:  e63624207afc10fc86be(0431164848aa
MD5 Verification Hash:  e63624207afc10fc86be(431164848aa : verified

SHA1 Acquisition Hash: cdbdfb82874030f387cd46b3{ffc3d77b2c3M91b
SHA1 Verification Hash: ¢dbdfb82874030f387¢cd46b3fffc3d77b2¢3191b : verified
About 1125, 18 Jun 10, SA OIOIOIOI®, s ferred the EnCase images pertaining to Mr.[ QIR thumb drives to
one Digital Versatile Disc (DVD).

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime [nvestigative Unit
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Aboutl 8 Jun 10, SA RIRIQIGIR) - ol1ected as evidence one DVD containing the EnCase images pertaining to
Mr (RIS humb drives from the forensic computer, which was documented on Evidence/Property Custody
Document (EPCD), Document Number (DN) 085-10.

Between 1145 and 1215, 18 Jun 10, SAW;onducted a preliminary forensic examination of each thumb
drive to determine its contents. Both thumb drives were scanned using Symantec Endpoint Protection,
v11.0.4000.2295r22, but no malicious files were identified. '

The “Corner Office” thumb drive contained four (4) user-created files, all of which are listed below.

Name : File Created  Logical Size MDS5 Hash Value

bradass87 .html | 5/25/2010 90,314 bytes 420f99b1217fd7c614f256fa4665bed?
18:40 .

LOG1.RTF 5/25/2010 14,656 bytes 6bb7adb60b44101e1f215c7465bb72b3
21:55

LOG2 .RTF 5/25/2010 37,159 bytes cc4led2a8dA4dcdcfd8f0022aa0754d25
21:56

otr_print 5/25/2010 36 bytes cf2fb64659ed129fe46066b437h11609
18:43

The “DANE-ELEC” thumb drive contained four (8) user-created files, all of which are listed below.

File Created 'Logical Size  MDS5 Hash Value

5-21L0G4 . RTF 5/27/2010 1,082 bytes a5b5b4eof6dbba2£f28bf9580753a84¢
. 18:54
5-22L0G3 .RTF 5/27/2010 37,155 bytes 840bf939a59%9ae287395f67507048856
18:54
5-23L0OG2 .RTF 5/27/2010 37,159 bytes | cc41ed2a8d4dc4cfd8f0022aa0754d25
18:53
5-24LOGL1.RTF 5/27/2010 14,656 bytes 6bb7a4b60b44101e1f215¢7465bb72b3
18:53
b-5231ogX.rtf 5/27/2010 14,656 bytes 6bb7a4b60b44101e1f215¢7465bb72b3
19:14
Hackers 5/27/2010 729,574,543 1d710b7d0f5¢4858d73e1f00088a0abe
Wanted.mpd .mp4d 19:43 bytes
manning_pgp_Jjan_2010 | 5/27/2010 1,768 bytes de6a9675395fe39fd45acc1f29a1190f
21:53
Screenshot-1.png 5/27/2010 116,127 bytes | b359e4475h790efe2381a5b638e96a51
' 19:34
TYPED AGENT'S NAME AND SEQUENCE NUMBER | ORGANIZATION
_ Computer Crime Investigative Unit
N (b) (6) () (7)(C), (b) (T)(E) U.S. Army CID, Fort Belvoir, VA 22060
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Based on matching hash values, the files LOG1 . RTF (on the “Corner Office” thumb drive) and 5-24LOG1 . RTF
and b-5231ogX.rtf (on the “DANE_ELEC” thumb drive) were determined to be identical files. Similarly, based .

on matching hash values, the files LOG2 . RTF (on the “Corner Office” thumb drive) and 5-23L0OG2 . RTF (on the
“DANE_ELEC” thumb drive) were determined to be identical files.

The log files were provided to SA RIOIOIOI®) 11; office, on classified media, per his request.
-///LAST ENTRY///
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WEBSITE CAPTURE:

About 1120, 17 Jun 10, SA (b)(6)(b)(7)(C), (b) ()(E) Digital Forensics and Research Branch, CCIU,

conducted a Web site capture using the covert network, Adobe Acrobat Professional and HT Track Website
Copier to capture portions of the web sites “http://wikileaks.org/” and “http://www.collateralmurder.com”.

sABIOIGIGI®) captured the following Web sites using Adobe Acrobat Professional:

http://wikileaks.org/

http://wikileaks.org/wiki/Draft:Presser - (Inactive Press release about 6 Junl0 Wired Magazine release)

http://wikileaks.org/wiki/Draft:CM

Professional:

SF\(b) (6)(b)(7)(C) aptured the following Web sites (with attachments on each page) using Adobe Acrobat

Attachment — “us-watson1-2010.txt”

http://wikileaks.org/wiki/Classified_cable from US_Embassy Reykjavik_on Icesave, 13 Jan 2010

Attachment — “iceland-profiles.pdf”

http://wikileaks.org/wiki/U.S. Embassy profiles on Icelandic PM, Foreign Minister, Ambassador

Attachment — “us-intel-wikileaks.pdf”

http://wikileaks.org/wiki/U.S._Intelligence_planned to_destroy WikiLeaks, 18 Mar 2008

Attachment — “icesavel .pdf”

http://wikileaks.org/wiki/Final UK-NL_offer to the government of Iceland, 19 Feb_ 2010

Attachment - “icesave2.pdf”’

http://wikileaks.org/wiki/Icelandic_Icesave_offer to UK-NL, 25 Feb 2010

The Internet Protocol (IP) address reported for “http://wikileaks.org” (shown below) was 88.80.2.32.
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On 5th April 2010 10:44 EST Wildleaks released this classified US military video, depicting the indisciiminale slaying of over a dozen pecpla in the Iraqi suburb of New Baghdad - including
twa Reuters news staff,

Reuters has been lrying to obtain the videa through the Freedom of Information Act, without suceess since the time of the attack. The videc, shot om an Apaché helicogier gun-sight, clear

shows the unprovoked slaying of a wounded Reutess empioyee and his rescuers, Two young children that innocently gol invetvad in an attempl to rescue the vwounded, wera 3150 seriously
wounded.

The military did not revaal how the Reuters staff were kllad, and stated that they did not know how the children wers injured,

Tha videa has possibly baan available on the interat for a short periad in 2008, as twastigated by Now York Times Raportar[1] &7, yal never surfaced {o the attention of the mainstraam mad
or the general public.

After demands by Reuters, the incidant was investigated and the U.S. military cancluded that the actions of the soldiers were in accordance with the law of armed conflict and its own "Rule
of Engagement”.

Consequently. WikiLeaks has released the classified Rules of Engagement for 2006, 2007 and 2008, revealing these rules before. during. and after the killings.

WikiLeaks has released both tha ofigina! 38 minutes vidao as wall as a shorter version of the footage with an initial analysis. See hlip.ffuwnr. colitaralmurder,comd for the release of the
decumentary and additional foctage. Sublitles have been added to both versions from the radio tiansmissions.

WikiLezks obtained this video as well a5 supporting decuments from a number of military whistieblowers. WikiLeaks goes le great tengths to verify the authenticity of the information it
faceives. We have nalyzed the infgrmation about this incident from a variety of source material. We have spoken to witnesses and journalists directly imvolved In the incident.

WikiLezks wants to ensure that all the leaked infarmation it receives gets the atiention it daserves. In this particular cass, some of the peap'e killed ware journalists that were simply doing
their jubs: putting thair lives at risk in ordar to repart on war. Iraq is a very dangerous place for journalists: from 2003 to 2008, 139 jouraalisls ware killed while daing Uheir work.

-

WorldlP

Hostname: wikilezks.org
Hest IP: $8580.232
Country:
Country code:
Pravider/Datacenter:  [(OIOIGIGIO)
AS number: AS33e37
AS name: PRG-AS
Reglonal Internet reglstry:  FIPE MCC

B My extemal IP; 6132463
My country: Repubiic of Kor
My couniry code: KR

T or Eimparer ey e m sy e T a2

About 1200, 17 Jun 10, SA (b)(6)(b)(7)(C) captured the web site “http://www.collateralmurder.com” using

HT Track Website Copier. The IP Address reported for “http://www.collateralmurder.com” (shown below) was
38.80.13.160.
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= T

1 |L]_httpstimw.collaterslmmurdercomd

bout Tot | '] Tha Tor Blog

aE

b
Mo K

Chervew
Diramninad
Sulls
Tirneting:
Transcript
Razources
Buppaig
Contazt

Mail subscription
I=—=
Follow us an Twitter!
Check our Reddit!
Dlgg this page!

Twitar this!

Overview

indiscriminate slaying of over a dozen people in the ragl suburb of New Baghdad — includng two Rewters
news siafl.

since the tme of the attack Tha wdeo, shot from an Apache helicopler gun-sight, tleary shows the
unproveked slaying of a wounded Reuters employee and his rescuers. Two young <hildren imvoled in the
rasgue were 2150 sengusly wounded.

" Collateral Murder 27

§
s

5th Aprl 2010 10:44 EST WikiLeaks has released a classfied US mary video depicting Lhe

Reuters has been Lrying o oblain the videa thraugh the Freedom of Information Act, without success

Short version

Hostnamet wanw.collatersimurder.comy

Full version

Host 1Pz EAM.13.080
Coumury Swden
Country code!
Provider/Matacenler (5)(6)(b) (7)(
AS numben .
AS namct PRQ-AS
Regharal [ntemel regbirpn  RIPE NCC
My exlemal [P 6132463
My cauales Republic of Korea
My cauntry coder KR
v vrnnm

values matched.

The collected folders/files from each website were imported into EnCase v6.16.2 and a logical evidence file was
| created. The original files from the collected folders were hashed using the message digest-5 (MD5) algorithm
! (i.e., hash), and the resulting values compared to those of the files within the logical evidence file. The hash

About 1200, 18 June 10, SA [OICIGOIGIOM-ollccted the DVD-R as evidence on a DA Form 4137, Evidence
Property Custody Document (EPCD), Document Number (DN) 084-10.

The logical evidence file was recorded to a Digital Versatile Disc — Recordable (DVD-R).
! T T T T LT AST ENTRY T T i
|

RFN (D) () (B)(7)(©), (b) (7)(E)
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Imaging:

Between 09:34:32 and 10:58:41, 18 Jun 10, SA RISIBI@ created a digital forensic image of
Department of the Army Form 4137, Evidence Property Custody Document (EPCD}, Document
Number (DN) 076-01, Item #1, utilizing the Access Data FTK Imager Version 2.9.0.1385 and saved
as in the EnCase file format.

Computer Make N/A

Computer Model N/A

Computer Serial Number N/A

Hard Drive Make Fujitsu

Hard Drive Model MHY2120BH

Hard Drive Serial Number K404T812MF4D

Source MD5 checksum: ca670499c7607d539b991793e5830008
Verification MD5 checksum: cab70499¢c7607d539b991793e5830008
Source SHA1 checksum: f39balbdf1b72dad40e126dc833bbfdf22dade31a
Verification SHA1 checksum: f39balbdf1b72da40e126dc933bbfdf22dade31a

Between 11:03:21 and 12:13:40, 18 Jun 10, SA RIRIOIR® e ated a digital forensic image of DA'
Form 4137, DN 077-01, ltem #1, utilizing the Access Data FTK Imager Version 2.9.0.1385 and
saved as in the EnCase file format.

Computer Make HP
Computer Model HP2133
Computer Serial Number CNU90513VT
Hard Drive Make Seagate
Hard Drive Model ST9120817AS8
Hard Drive Serial Number SRE2C1QK
Source MD5 checksum: b9314belef75d9d878f6b6ba12b2d55d
Verification MD5 checksum: b9314belef75d9d878f6bBba12b2d55d
Source SHA1 checksum: 91e55b9d3180277d2f30a243e48cbab093de272a
Verification SHA1 checksum: 91e55b9d3180277d2f30a243e48chab093de272a
T L AST ENTRY VTR
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
, Computer Crime Investigative Unit
92 (b) () (b) (M) (C), (b) (T)(E) U.S. Army CID, Fort Belvoir, VA 22060
D) 6B (7)(C) DATE EXHIBIT
18 Jun 10 73
BOG MO

FOR OFFICIAL USE ONLY

1FEB77 Law Enforcement Sensitive . Approv 56



AGENT'S INVESTIGATION REPORT . R 8. 10-CID221-10117

CID Regulation 195-1

PAGE 1 OF 2 PAGES

DETAILS

About 1730, 18 Jun 10, SA [DICIOIOI®):nd sA BIBIPIRI®) this office; SA [DICIOIGIONMDiplomatic
Security Service (DSS), U.S. Department of State (DoS),10 Causeway Street, Suite 1001, Boston, MA

02222; and SA [QIOIOIGL®) 002 Military Intelligence Group, U.S. Army Intelligence and

Security Command, 4 Lexington Street, Devens, MA 01434; interviewed M.
W_ who related he first met PFC Bradley E. MANNING around

January of 2010, during a visit to the Techniques Office at the Massachusetts Institute of Technology (MIT),
in which he believed PFC MANNING was on leave from the U.S. Army. Mr. related he spoke
with PFC MANNING for approximately 40 minutes, during which time PFC MANNING divulged he was
an intelligence officer and discussed the history of American Intelligence. Additionally, Mr. m
related he discussed security containers and physical security with PFC MANNING and subsequently
received an email pertaining to the security of storage facilities in which himself and PFC MANNING were
Carbon Copied (CC), and in which Mr. Melabormed on the use of a “Robo Dialer”. Mr.
W did not clarify who sent the aforementioned email. Mr. RIOIOIGI®): c1ated he subsequently
exchanged email with PFC MANNING, but he refused to comment on the content of some of the email;
however, Mr.[DIGIOIBI®) related he would discuss the email that he believed to be relevant to this
investigation, and he would subsequently forward relevant email to SA

When asked about how he learned about PFC MANNING’s disclosure of classified information, Mr.
BICIOIGI®)related some time after speaking with PFC MANNING he traveled to the Dominican Republic
where he became aware of PFC MANNING’s apprehension by U.S. Army authorities though an email
received from the news web sites “slashdot.org” and the “Washington Post”, which revealed PFC

MANNING released documents obtained frWatabase” that included “airstrike videos™ and State
| Department documents. Subsequently, Mr. related he conducted research and found the

“Wired.com” articles pertaining to Mr.[QIQIOIGI®) disclosure of his chats logs with PFC
MANNING detailing PFC MANNING’s disclosure of classified information. When asked about what PFC
MANNING would have to do to accomplish the disclosure of classified material, Mr. OIOIOIBI®) c]atcd he

(b)(6)(b)(7)(C)

believed that he recalled in the “Wired.com” article Mr. related that PFC MANNING zero filled or
erased the classified information that he had previously stored in a digital format under a codename.

When asked about his acquaintances, Mr. OIQIOIQI®) e 1ated he would not comment about any of his
acquaintances or anyone associated with PFC MANNING. AdditionallE, Mr. [DICIOIGION:<latcd he would

not comment on whether he knew Mr. [((SIOIGIGIGO Mo M:. Mr. [QIOIOIGI®)<1atcd he
knew of Mr. Julian ASSANGE, but was not personally acquainted with Mr. ASSANGE. Mr. [(QIQICIGI®

related when in Amsterdam he stays at the townhouse of I\W who agents knew through
news articles was a close associate of Mr. ASSANGE. Mr, subsequently related he hoped Mr.
BIOIOIBIO) would distance himself from Mr. ASSANGE and Wikileaks, which he expressed, had better
security then the American Intelligences apparatus, because of the attention drawn to Wikileaks after the

revelation of PFC MANNING’s disclosure of 260,000 State Department documents, which he characterized
as an irresponsible action on the part of PFC MANNING. '

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
SARICIOIGIOROIGIE) U.S. Army CID, Quantico, VA 22134
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Mr. [QICIOIGI®) a5 subsequently advised that PFC MANNING did release classified information and if

any of the information released by PFC MANNING is in Mr. OIOIOIGI®AHossession, he should not store,
transfer, or discuss the information with anyone, and should immediately turn over the information to SA

(b)(6)(B)(7)(C) Mr.%immg PFC MANNING did not reveal anything classified to

him, but he would provide S ith any information he deemed to be relevant to W
investiﬁation. Additionally, SA [DICIOIGI®)rcquested, if Mr [QIQIOIGIOR knows either Mr. or Mr.

that he communicate with them requesting that they contact SA [QIOIOIGI®) o coordinate a
meeting.

AGENT’S COMMENT: I\msequenﬂy forwarded SA 1QIOIOIGIOL il from the account,

and| pertaining to the release of Mr. (REIRMER: chat logs with PFC

MANNING and “Apache Helicopter” video, none which originated from PFC MANNING. Additionally,
Mr [RIOIOIO®) - ordinated with OIOIOI®) 2 email, relating, “since you asked me to try and get in

touch with [OIOIGIWI(®) - left me a message that you should get in touch via his attorney, W
(b)(6)(b)(7)(C) Mr. DICIOIRION Good & Cormier, 83 Atlantic Avenue, Boston, MA 02110, 617-

©523-5933, Cell:[(QIOIGIBIO®N ax: 617-523-7554, goodcormier.com). //LAST ITEM///

SA [RICIVIGICNOIGID)

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Quantico, VA 22134
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About 1703, 14 Jun 10, SA BOO)NC) R (b) (6)(b)(7)(C) Supervisory Freedom of Information/
Privacy Act Specialist, Office of Personnel Management (OPM), Freedom of Information/Privacy Act

Group, 1137 Branchton Road, P.O. Box 618, Boyers, PA 16017, an official request for the OPM Security
Clearance Background Investigation results, Standard Form (SF) 86 documents, adjudication and other
relevant documents related to the background investigation of PFC MANNING.

AGENT’S COMMENT: SANRRRMAY (< that under exception (B)(7) of the Privacy Act, it allows
for record holders, such as OPM, to release their records to a requestor if the purpose of the request
relates to a civil or criminal law enforcement activity, as authorized by law.

OIOIOIGI®)

About 0930, 23 Jun 10, SA received a sealed envelope from the OPM containing
approximately 69 pages of documents related to the processing of PFC MANNING’s Security Clearance
Background Investigation by OPM. A review of these documents reveal they include the Electronic
Questionnaire for Investigation Processing (e-QIP) completed by PFC MANNING, dated 26 Sep 07; and
the OPM results of checks and interviews of persons associated with PFC MANNING, dated 15 Jan 08.
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About 1249, 12 Jul 10, SA[RIIRIEE 5 (DICIOIGIOMU 5. Department of State — Diplomatic
Security Service, 1801 N. Lynn Street, Arlington, VA 22209; SAWNational Capital
Region Military Intellipence Detachment 902" Military Intelligence Group, 9805 Lowen Road, Fort
Belvoir, VA 22060; and SA [(QIOIOIGI(®) ational Security Agency (NSA), 9800 Savage Road,
Fort Meade, MD 20755, interviewed Ms. GD) ©) (b) (7) (C) (GS-14, National Security Agency/Central
Security Service Representative (NCR) - Iraq Staff, Camp Victory, Iraq, APO AE 09342, as she was
identified as an NSA employee who previously worked with PFC MANNING while assigned to the S-2
Section of the 2nd Brisade Combat Team (BCT), 10th Mountain Division, Forward Operating Base (FOB)
Hammer, [raq. Ms.Wexplained how she met PFC MANNING, her interacWhim, and the
general conditions under which PFC MANNING worked under while in Iraq. Ms. related she
was assigned as an NSA liaison with the 3rd BCT of the 82nd Airborne Division at Joint Security Station
(JSS) Loyalty, Iraq, beginning in July 2009; but due -down/movement of American forces within
Iraq, she was later reassigned to FOB Hammer. Ms explained around November of 2009, the
2nd BCT, 10th Mountain Division rotated into FOB Hamme ced the 3rd BCT, 82nd Airborne
Division, which is when she first met PFC MANNING. MS.W said PFC MANNING was working
in the area of All-Source Analysis and that she would have to walk past him and/or his area within the
facility they worked in, in order to reach her own work area. MSM said she remembered PFC
MANNING primarily worked the night shift, which was a 12-hour shift beginning at 2200 and ending at
1000 the following morning. MS.W explained she would generally see PFC MANNING during the
hand-over meetings held twice daily; wherein the out-going shift personnel would brief the on-coming shift
personnel of progress made on operations, indicators, and other intelligence related matters the unit was
responsible for. Msescribed PFC MANNING as immature but also as bright and intelligent.
Ms. RIBIRIRI® 1. tioned at the hand-over briefings she noticed PFC MANNING appeared to have trouble
speaking in front of others and would get choked up; often due to what she described as vicjous verbal
comments and gestures from other unit members. Ms.speciﬁcally related MSG
Noncommissioned Officer in Charge (NCOIC) of the S-2 Section, as one of the main personnel
who seemed to be the leader of these attacks which occurred while PFC MANNING was attempting to brief
his projects in front of the group. Msdescribed the culture of the S-2 Section ich the
soldiers worked as unsupportive and compared this atmosphere as being like sharks. MsWZaid she
had talked to PFC MANNING on a couple of occasions in order to give him some encouragement from all
of the personnel who would make fun at his expense during the briefings. Ms.explained she
made comments to personnel in the Signals Intelligence (SIGINT) Section about the poor working
environment created by the other soldiers, but noticed this appeared to be the same atmosphere when the
revious unit, the 3rd BCT, 82nd Airborne Division was there - so she did not pursue the matter. Ms.
Wstated she felt she should have possibly done or said X ever, stated there still wasn't any
excuse for what PFC MANNING is alleged to have done. Ms.Wstated PFC MANNING's access
should have been limited to the Secure Internet Protocol Router (SIPR) and Non-secure Internet Protocol
Router (NIPR) networks, as Ms.oted FOB Hammer did not have any Joint Worldwide
Intelligence Communications System (JWICS) access during the time she was assigned there. Ms.
Wﬁmher explained FOB Hammer did have NSA Network (NSANet) access. Ms.
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explained NSANet is a system different, but similar. to. the Ievel of access provided by JWICS; and it is
possible to connect to JWICS using NSANet. Ms. elated NSANet was limited to the work area
j worked in, and that this area was somewhat controlled by personnel working in her section. Ms.

Wstmed if someone who was not assigned to this area entered it, they would likely be challenged by
personnel from the SIGINT Section until it was determined they were clear to be in this area. Ms. [JIQIOIGIS)
admitted that PFC MANNING would not likely have been challenged if he was in this area for a short

eriod of time, as it was his job to interact with personnel from the SIGINT section due to his projects. Ms.
W stated as far as she knew, PFC MANNING should not have had access to NSANet while he was

assigned to Iraq. Msmenﬁoned that because people often don't know what NSA does, it would
not be uncommon for personnel like herself to take time to answer questions and/or educate others about
NSA systems. Ms. Wrelated PFC MANNING would ask questiong of the SIGINT Analysts, but

didn't appear to have any overt agenda behind the questions he asked. Ms. said PFC MANNING

|
| asked a lot of questions initiallﬁi but appeared to stop asking as many questions due to the unit dynamics she

mentioned earlier. Ms. when questioned about other personnel PFC MANNING may have been
friends with, explained there was another male soldier who she said appeared to have emotional issues and
who was assigned to the SIGINT Platoon. Ms.Waid she remembered this soldier, who she could

not immediately recall the name of, having arrived late to Iraq due to being stuck in Kuwait after reportedly
testing positive for the HIN1Virus. Ms. Waid this other soldier, who she believed was a Specialist
(Pay Grade E-4), was also very intelligent and mnto computers. Ms. Wsaid she did not believe FOB
Hammer had certain capabilities related to cellular phone systems as discussed by PFC MANNING in his
chats, based on the remote location of FOB Hammer and lack of need for this capability. Ms.
Wsaid she had no knowledge of any penetration testing being conducted by any military personnel
on any computer networks while at FOB Hammer, and was not aware of the website WikiLeaks.org until
this investigation of PFC MANNING was made public. Ms. elated she did not have any contact
with PFC MANNING while outside of her work environment, but did 1dentify several other personnel who
may have worked with PFC MANNING more closely. Ms. identified these personnel as: Senior
Airman (SrA whom she believed may have already ETS'ed; SrAW
who was in the SIGINT Section and also worked the night shift; U.S. Air Force Senior -
Master Sergeant (SMSgt) who was the Cryptological Support Team 5 (CST5)
NCOIC and also spent time on the night shift; and WOI W&, who appeared to have knowledge
of the physical altercation incident between PFC MANNING and SPC ((SIOIOIGI®) Ms.
elated that she left FOB Hammer in January 2010, and had not interacted with PFC MANNING
after her departure.

AGENTS COMMENT: The soldier Ms. [SIBIBIIQ i dentified as having arrived to Iraq later than the rest of
his unit after being delayed in Kuwait, is believed to be SPC @I@I@I@i@_ M. RARRRY: e ntificd
that in approximately 4 months, she would be redeploying and would be returning to her position at NSA.
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About 1400, 20 Jun 10, SA{QIQIOIGIONORGINY -nd SAboth assigned to
Washington Metro Resident Agency (WMRA), Computer Crime Investigative Unit (CCIU), Fort Belvoir,
VA 22060, interviewed Mr. [QIOIOIGK® ho related his last
contact with PFC MANNING was in May 10, and he confirmed that he had exchanged email

communication with PFC MANNING. Mr.[{QIOIBIOI®) cated he knows Mr . [QICIOIGIO)
BIOIOIGIO NN bt does not know Mr. (b) 6)b)(T)(C)

M. [BICIOIGI®N related PFC MANNING did not send him any packages or leave anything with him, and
he does not know if PFC MANNING sent any packages to any other people, or had any safety deposit boxes
or storage facilities in the Boston area. Mr. related he believes PFC MANNING stored all of
his important information on his laptop computer and primarily utilized the following accounts, Gmail
(bradley.e.manning@gmail.com) and Facebook. Mr.melated he was not a U.S. Citizen,
however, he stated he had his green card.

About 0915, 23 Jun 10, SA S A [QICIOIOIS) s » DIGIGIGIOM -nd sA [DIOIOIGIE®
Diplomatic Security Service (DSS) U.S. Department of State (DoS). Boston, MA 02222, interviewed M.
W in the presence of Mr. attorney, Mr. WNelson Mulhns Riley
& Scarborough LLP, One Boston Place, Boston, MA 02108, in a conference room at Mr. ofﬁce
Mr. Wrelated he first met PFC MANNING in person, about Jan 09, when he plcked him up at the
Hancock International Airport in Syracuse, NY, while PFC MANNING was travelling on leave. Mr.
BICIOIRI®) < 1ated at the time he knew PFC MANNING was in the U.S. Army: Mr.
was unaware of PFC MANNING’s occupation as an intelligence analyst. Mr. related he and
PFC MANNING had previously chatted online via an online chat/dating service, but later used AOL Instant
Messenger (AIM) to chat, and Skype to speak. Mr. related when they initially met, PFC
MANNING had a Toshiba laptop with him that was stolen during a subsequent trip to Boston, MA, in 2009;
however, PFC MANNING subsequently purchased a MacBook Pro, which he did not receive until after Sep
09. Mr. W related after meeting he began dating PFC MANNING, but moved to Boston to.attend
Brandeis University, and PFC MANNING subsequently traveled to Boston around Feb or Mar 09; in May
09; and about three other weekends during the summer of 2009, in order to visit Mr. [DICIOIGIO1r.
Wrelated after moving to Boston he met Mr Sk around Mar 09, and developed a friendshi
with him, and late during the summer of 2009, Mr. [QIGIQIGI®)introduced PFC MANNINW
as he expected they would get along well due to their common interest in computers. Mr
related he knew Mr. {RKIMRnd PFC MANNING subsequently became Facebook friends and began
chatting. Mr [QIOIGI®I®) related in Aug 09, Mr. met PFC MANNING for the first time in
Watertown, NY, and in subsequent trips to Boston, PFC MANNING and Mr. M8 v onuld spend time
together while Mr. was in class or otherwise unavailable. Mr. [QIQIQII®) v s unaware of what
Mr. R nd PFC MANNING did while they were together or where they went. Mr. SIS
eauenied a living group near Massachusetts Institute of Technology (MIT) called pika, and Mr.
RIDIQIIS velicved it was likely Mr SIBintroduced PFC MANNING to other pika participants. Mr.
[(DICIOIGI®) related he stopped dating PFC MANNING in Sep 09, however, continued their friendship and
Mr. [BIOIOIGI®)and Mr. Rl travelled to Fort Drum, N, to.visit PFC MANNING prior to his

TYPED AGENT'S NAME AND SEQUENCE NUMBER CRGANIZATICN

sA DICIOGICROIGID) Computer Crime Investigative Unit

U.S. Ammy CID, Fort Belvoir, VA 22060

DATE EXHIBIT , .

: 13 Jul 10 7
ID FORM 94 FOR OFFICIAL USE ONLY - LAW ENFORCEMENT SENSITIVE
1FEB77 000449

Approved




AGENT'S INVESTIGATION REPORT q’“ N0098-10-CID221-10117

CID Regulation 135-1

PAGE 2 OF 56 PAGES

DETAILS

deployment to Iraq. During this trip, Mr. ecalled he and Mr. EiRMRMARIraveled to Wal-Mart,
just outside of Fort Drum, with PFC MANNING who purchased a Seagate brand 1 or 2 terabyte external
hard drive. Mr elated Mr. [RESIIRh c1ped PEC MANNING move his personal items from
Fort Drum to Potomac, MD where he believes that Mr. AN, m
(b)(6)(b)(7)(C) Mr. [DIOIOII®)related he believed PFC
MANNING used the following accounts:[(QIOIOIGIS®)

BIOIOIVI®) hind possibly (QIOIOIGI®) Mr. QIOIOI@IS)further related he
believed PFC MANNING used Google chat and Facebook chat. Mr. QIQIQI@I®) related that he used Skype
account [DICIDIGICHN and email account (QIOIGIGI®) Mr. [DICIOIGI®) was unaware of any
storage facilities PFC MANNING had or used. Mr. [DIOIGI@I®)bclicved PEC MANNING stored some of
his belongings with{(QICICIGIONE 71, the wife of one of PFC MANNING'’s [(DIGIOIGI®) T.
stated his computer was password protected, and he never provided PFC MANNING the
password, Mr. Wrelated he gave PFC MANNING access to his computer for simple tasks such as

checking the weather or scheduling trips. PFC MANNING used his own computer when he was doing
other tasks. Mr. related PFC MANNING never sent Mr%m&ils;
however, PEC MANNING did try to send Mrhis PGP key, but Mr. was unable to
use it. Mr. clated PFC MANNING used long, complicated passwords, and he could not recall
any of the passwords he used. Mr. [DIQII@I®stated he never used PFC MANNING’s computer. Mr,
related in Jan 10, while PFC MANNING was in Boston, he asked Mr. [DICIOI@I®how he

would handle it if he knew or saw sode or wrong. Mr. W related PFC MANNING spent

a substantive amount of time with Mr. during his trip to Boston in Jan 10. Mr. \QIRIGIS ]ated
PIFC MANNING never mentioned classified material. Mr, related he did not know Mr,

OIOIGIBI®) =nd that PFC MANNING did not mail anything to him or leave anything at his residence,
other than a shirt.

About 1430, 23 Jun 10, SAchived an access log from SAwhich detailed Mr.
W access to Metropolitan Moving and Storage Unit, number 0354, 134 Massachusetts Avenue,
Cambridge, MA 02139. The access log detailed Mr. access dates for Jul 09 - May 10,

revealing a last accessed date of 25 May 10. SA R related the address on file for the unit matched
the address pertaining to Mr.m in th f Washi elated the management
did not have a record of storage units for Mr. PFC or Mr.

AGENT’S COMMENT: A preliminary examination of PFC MANNING’s personal computer identified an
email sent on May 20, 2010, from [(SIOICNEGI®) o Mr. M in which Mr.
(b)(6)(b)(1)(C) and PFC MANNING [(DIGIDIOKS) ere Carbon

Copied (CC). The email discussed the security of storage facilities and whether anyone was renting one. In

the email Mr. [QIQIOIGI®indicated he was a renting storage at Metropolitan Moving and Storage, 134
Massachusetts Avenue, Cambridge, MA 02139.
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About 1530, 21 Jun 10, this office received the response to Search Warrant, 10-330-M-01, issued by the
U.S. District Court, District of Columbia, for all records, stored email, and electronic file storage associated

with the M@gmaﬂ com. (See Search Warrant)

About 1221, 24 Jun 10, SA [QIOIOIGIONOIGID)] WMRA, CCIU, Fort Belvoir, VA 22060, collected
as evidence one compact disc (CD), which contained the results of the Search Warrant, 10-330-M-01, for
the contents of PFC MANNING’s Gmail account, [(IOICIG(O I g mail.com, from Gmail via FedEx,
tracking number 9590 2760 8044, which was documented on Evidence/Property Custody Document
(EPCD), Document Number (DN) 089-10.

About 1820, 24 Jun 10, SAREMES A and SA interviewed Mr. [DIOIOIOI®
RICIOIG (C) who related the purpose of his cooperation with this interview was
. Bas a witness, and to avoid anything that may further incriminate PFC MANNING.
elated he first met PFC MANNING around Jan or Feb 10. Mr. IIGGMFelsted he felt what
PFC MANNING had done was noble_and that he felt all information should be freely available. Mr.
RARARR < ated he had talked to Mr. Wnd Mr. SRRMconcerning the investigation of PFC
MANNING. Mr.j§ elated PFC MANNING sent him an email with his PGP key, and requested that
he communicate via ted emails. Mr. RAARMARleclined PFC MANNING'’s request for encrypted
email exchange. Mr. elated that in his expernence, if someone wants to communicate via

(b)(6)(b)(7)(C)

encrypted channels, they would likely be disseminating sensitive information that may have repercussions.
related he did not like to discuss that type of information over electromc communication, and

) (1) (C)

Mr,
that he would only discuss that type of information in private, face to face. Mr. related while PFC
MANNING was in the Boston area; he attended a Free Software Foundation event. Mr. |RARARNES
did not know Mr. Julian P. ASSANGE, founder and Director of WikiLe sville, Queensland, AU,
personally, and had never communicated with him directly; however, Mr| commented that
WikiLeaks was not well organized and that Mr. ASSANGE had little control over all associates or editors
assisting WikiLeaks in the disclosure of classified information.

About 1645, 25 Jun 10, SA % and Mr.[DICIOIGI® Forensic Examiner, Digital Forensic
and Research Branch (DFRB), CCIU Fort Belvoir, VA 22060, examined the MBOX file collected on
EPCD, DN 089-10, which wag pro ooole, Inc., in response to Search Warrant, 10-330-M-01, in
regard to the email account o (b)(6) (b) (7) ©) & gmaﬂ com. A keyword search was conducted based on
the keywords listed in the Search Warrant. SA QIQIOQI@I@lextracted messages which contained any of the
searched keywords and collected these messages as evidence, which were document on an EPCD, DN 091-
10.

About 1501, 28 Jun 10, SA RIQIBIGI®) collccted as evidence the files: "bradley.e.manning.pdf",
"bradley.e.manning@gmail.com.vcard", "bradley.e.manning_preserved.pdf”, and
"bradley.e.manning@gmail.com_preserved.vcard", which contained the log files and address book
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information related to the Gmail account of {IOICIGK®) pmail.com”, from the CD provided by
Google in response to Search Warrant, 10-330-M-01, which was document on an EPCD, DN 092-10.

About 1330, 1 Jul 10, SA
MANNING's Gmail account. The logs revealed 10 IP addresses that accessed PFC MANNING's Gmail
account between 4 May 10 and 28 May 10. Five of the IP addresses were registered to Horizon Satellite
Services, United Arab Emirates; two were registered to Earthlink, Iraq; one was registered to the DoD
network; and one was registered to IABG mbH, Germany.

About 0810, 6 Jul 10, SA [QIOIGIGI(ORGEGBIE)] WMRA, CCIU, Fort Belvoir, VA 22060, received the

results of the Department of Defense, Office of Inspector General DoDIG subpoena, 2010233-10427, from

AOL for the AOL Instant Messenger (AIM) account{QIOICI@I®)via facsimile. The account was created
Dec 08, with the following registration information; email address W@brandeis.edu, ®)(©)(B)(N)(C)

(See Subpoena)
About 1040, 6 Jul 10, SA SRR ;. cived the results of the DoDIG subpoena, 2010233-10431, from
Microsoft for the MSN Hotmail account hotmail.co.uk” via Email in a password protected
Zip file. The account was registered t and was
registered on 10 Sep 08 from IP address 81.109.149.110. (See Subpoena)

About 1410, 6 Jul 10, SA RIRIRIOI 1 cived the results of the DoDIG subpoena, 2010233-10430, from
Microsoft for the MSN Hotmail accoun{CIOQIOIOI®] 7 hotmail.com”. The results from Microsoft stated that
no such account existed. (See Subpoena)

About 0935, 7 Jul 10, SA [RSRIIR-ceived the results of the DoDIG subpoena, 2010233-10432, from
Microsoft for the MSN Hotmail account (SIOICI®I® > hotmail.com” via Email in a password protected
Zip file. The account was registered to {(QIOIOIGI®) and was registered on 14 Mar 10 from
[P address 82.205.133.7. (See Subpoena)

About 1120, 9 Jul 10, S received the results of DoDIG subpoena, 2010247-10457, from Skype
Communications Sarl fm accounts RAQIRIGI® bradley.e.manning and bradley.manning. The
records contained 5 Excel spreadsheets showing registration information, detailed call logs and instant
message (IM) information. (See Subpoena)

About 1300, 9 Tul 10, SA [RARAMRceived the results of the following subpoenas results via facsimile:

2010233-10424 from AOL for the AIM account {QIQIOIO®) The account was created 19 Nov 06, with
the following registration information: email addrestobox.com, OIOIGIOMN (Sec Subpoena)
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2010233-10425 from AOL for the AIM account JRARMAR The account was created 10 Feb 99, with the
following registration information: email address{RRRMRIpobox.com. (See Subpoena)

2010233-10426 from AOL for the AIM account lebo 115. The account was created 11 Oct 02, with
the following registration information: email address nerdparadise.zzn.com, DOB 17 Apr 86. (See
Subpoena) ‘

About 1030, 13 Jul 10, SA [CUCICIQIORORRURIW\ R A, Fort Belvoir, VA 22060, collected as evidence
one Seagate Baracuda hard drive, model number ST3400832AS, serial n

FODXW3, 400 GB in
capacity, containing images of hard drives collected as evidence from MWn EPCD DN 0076-10
and 0077-10, from the forensic computer, which was documented on EPCD, DN 095-10.
e e W SN BN G it
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