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Typo and Squat
More than an Office Exercise
We all know the cautionary tale about the wolf in sheep’s clothing that
tricks trusting children.
But, do you know the same story applies to the internet? There are
cybercriminals who dress dangerous websites to look just like
websites you are familiar with. Oftentimes a website you use
frequently and trust.
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The practice is known
variously as spoofing,
squatting, cyber
squatting or domain
squatting, typosquatting,
and website spoofing.
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If you go to what should be a government or military site and the web address does not end
in .gov, for government, or .mil, for military, be
very cautious!

The names vary. The
techniques vary. But,
overall they are the cyber
equivalent of a wolf in sheep’s clothing.

Cyber Squatting

A cybercriminal squats when they create a website that has a slightly
different web address than a legitimate one and they do so with intent
to defraud. The squatter simply waits for someone to arrive at the
fraudulent website.
You have your personal accounts at MyBank. You conduct your online
banking at www.MyBank.com. But in your haste, you do not notice that
you type www.MyBank.net. Or you did not notice the link you clicked
on was www.My-Bank.com.
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You know that www.MyBank.net and
www.My-Bank.com are not the same as
www.MyBank.com. But you were in a
hurry.
Fraudsters recognize this behavior and
squat on an available web address that
looks like a legitimate web address. Then
they simply wait for you to arrive.

The website looks astonishingly like the genuine website. You log in to
what you believe is your MyBank account. Maybe you see a message
telling you the site is down and you are told to try again later. Maybe
you see a message indicating you incorrectly entered your credentials
and need to reenter them.

Whatever the onscreen result, you just revealed your legitimate
MyBank access credentials to a cybercriminal. Then, the next time
you access your MyBank accounts you find every account you have
has been drained.

Typosquatting

Typosquatters create fraudulent web addresses using words that are
commonly misspelled (Or is it mispelled? Or misspelt?) like
restaurant (Where does the “u” go? Is there even a “u” in restarant?),
words with repeating characters like necessary (Or is it neccesary?
Or neccessary?). Then there are commonly mistyped words.
Mistyped words are not misspelled words – they are words you know
how to spell but your fingers get out of sync with your brain. These
tend to be common words with character sequences where two
characters are on opposite sides of the keyboard – like “their”
mistyped as “thier.”
Another cunning way is to swap similar looking characters like “0” for
“o.” This trick is clear when a URL is lower case (www.amaz0n.com)
but less clear when the URL is in upper case (www.AMAZ0N.com).
Then there is hyphenation – www.Mybank.com versus www.MyBank.com.
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This
www.army.mil
address Terms
takes you
to the U.S.
Army’s website. This www.army.mil address,
though the onscreen appearance is identical,
takes you to a Smithsonian National Museum
page. (The U.S. Army’s web address has not
changed. You will still find it at www.army.mil. This
is for demonstration purposes only.)

A cybercriminal could just as easily direct the second link to a dangerous website.
There is a means by which you can see the actual
web address behind the onscreen link. Hover your
mouse cursor over the link and then look in the
lower left of your browser (with some browsers, a
small box opens under your mouse cursor) . There
you will see the actual link behind what you see
onscreen.

Particularly insidious is swapping foreign language characters for English characters in web addresses –
WWW.GOOGLE.COM and WWW.GOOGLΕ.COM look identical but are different web addresses. (The “E” in the
second link is actually the Greek letter Epsilon.) Or, www.army.mil and www.army.mіl. (The “i” in the second
address is Cyrillic.) In both scenarios, the substitution of a foreign character creates an entirely different web
address – two different websites. Two different websites with indistinguishably different web addresses.
Recently, DoD employees seeking the
assistance of the DoD Transition Assistance
Program were targeted by a squatter. A
cybercriminal had squatted on a website
address very similar to the real DoDTap.mil
website. When an unsuspecting visitor went
to the incorrect website, they were confronted
with what is known as a tech support scam.

Grammar, spelling errors and incorrect word usage are a common trait of scam messages. Real companies go to great lengths to ensure their work is top-notch.

The message had the appearance of
legitimacy. Names of reliable companies. A
toll-free tech support number. The wording
created a sense of urgency. You will be
denied access to your computer if you don’t
resolve the issue.

To heighten your concern, you can not close the browser or open a new tab. Regardless of what you click,
nothing works. Seemingly, the only remaining option is to enter your username and password. But do NOT do
that. You could be handing a cybercriminal the keys to your kingdom. And do NOT call tech support. If you do,
they will walk you though a process – for a fee! Paid by credit card. Then, when you receive your credit card
statement, you see that instead of fee you agreed to, the fraudster has hit you for many times that amount.

Protective Measures










Be suspicious of any website or email with bad grammar, incorrect word usage, incomplete sentences or
misspellings. All are indications the email or website is a fraud.
Install, update and use a reputable antivirus product. DoD employees can download a free antivirus product
from Defense Information Systems Agency using their Common Access Cards.
Remember, regardless of which antivirus, anti-malware or network security software you use, no one will call
you to tell you your computer is under attack.
Rely on your bookmarks to access your most frequently visited websites. They are the most reliable. You
decided to make them bookmarks. You decided they are reliable.
Avoid clicking links you receive in emails and other sources if you already have the site bookmarked or if the
email is from a source you do not recognize.
Hover over the link before clicking and look along the bottom of your browser for the actual link to be
revealed. The clickable link in the email could take you to an entirely different website (see insert).
If you receive an email from a business or visit a website that has misspellings, incorrect punctuation, poor
grammar or incorrect word usage, be very skeptical – very, very skeptical. This applies to both squatting and
foreign language character substitution.
If you suspect your login credentials have been compromised, change your passwords on the affected sites –
as soon as possible and contact the website owner – and change passwords on other important sites, like
financials, health and sites that contain your personal identifying information.

Resources







How Can I Identify a Phishing Website or Email? – Yahoo.com
Recognize Suspicious Email & Websites – Intuit Online Security
Examples of Links that Lie – Horowitz Report
How to Spot and Avoid Tech Support Scams – FTC.gov
Tech Support Scammers Using New Techniques – ZDNet
Watch Out for Fake DoD Websites – Military Times

To receive future CCIU Cybercrime Prevention Flyers,
send an email to: usarmy.cciuintel@mail.mil with
“SUBSCRIBE: CPF” in the subject line.

CCIU uses the Interactive Customer Evaluation
(ICE) system. Please click on the ICE logo and
take a moment to provide feedback.
Disclaimer: The appearance of hyperlinks in this Cybercrime Prevention Flyer (CPF), along with the
views and opinions of authors, products or services contained therein do not constitute endorsement
by CID. These sites are used solely for authorized activities and information that support the
organization's mission. CID does not exercise any editorial control over the information you may find
at these link locations.
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