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Internet Email Scams 
 
Still bouncing around the internet is a blackmail scam the Major 
Cybercrime Unit (MCU) shared with you a year ago. 
 
An email arrives in your inbox that lists your password or at least a 
password you’ve used before. The sender explains they have live 
recorded videos of you watching and enjoying online pornography, 
cheating on your spouse, or some other taboo behavior. 
 
It was purportedly recorded by your computer’s webcam. A virus or 
malware placed on your computer detected one of a range of explicit 
activities and activated your webcam.  
 
The sender threatens to 
send the video to your 
family and friends if hush 
money is not paid 
immediately. Currently, 
the amount being reported 
to MCU is $2,000. The 
sender demands you must 
pay that money in virtual 
currency, usually Bitcoin. 
 
You can spot these scam 
emails; many of their traits 
are common among various email fraud schemes. 
 

Common Traits 
 The email comes from someone you don’t know. 
 The English and grammar are poor. Words and punctuation are 

often incorrect. 
 The email claims your computer was infected with malware, 

adware, or viruses that were used to capture the video. 
 The email threatens to send the video to friends and family. 
 Payment must be made in Bitcoin, which, by the way, is 

untraceable. 
 

Recommendations  
 Do put a piece of opaque tape over your webcam when not using it. 
 Do delete scam emails — do not click on any links in the emails. 

Report all scam emails to the Internet Crime Complaint Center.  
 Do not pay money. If you paid money or transferred Bitcoin, contact 

your local FBI office, CID, or local police.  
 Do install, use, and update antivirus software. DoD employees can 

download no-cost antivirus software for home use from the 
Department of Defense Patch Repository site. 

 Do change your passwords. 
 Do use strong passwords or passphrases. 
 Do not reuse passwords. 
 Do not use “password” or “123456” or any other easily guessed 

password. (Do people really do that? YES.) 
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If you’ve ever wondered how someone can make money off this kind of scam, consider the following: 
 A reliable online site claims to have more than 9.5 billion username/password combinations. 

So, if 
 the scammer’s threatening email reaches just one one-hundredth of one percent of those email 

addresses,  
and, 

 if just one one-hundredth of one percent of that initial one one-hundredth of one percent sends 
$2,000, 

then, the cybercriminal earns about $200,000! 
 
 
A recently received scam email. 

 
 
 

Email Scams in the News 
How Not to Fall Prey to Email Threats – USA Today 
How to Avoid Bitcoin Scams – Federal Trade Commission 
Ask Jack – I received a phishing email. Now what? – The Guardian 
 

Reporting Cybercrimes 
U.S. Department of Justice 
Internet Crime Complaint Center 
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