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Protect Your Personal Email Account

The World is Connected by Email

If you are on the internet, you use email. Worldwide, more than 200
billion emails are sent every day. For many, email is their primary
method of communicating with others in the wired world—often
preferring email to other forms of communication because it is “more
efficient.” Email is used so frequently and for such a broad range of
things, people’s lives are pretty well chronicled in their emails.

Results of a recent Adobe email survey show email is a widely

accepted part of our daily lives.

e About half of email users expect a response to their sent email
within an hour.

e More than three-fourths of email users check work email while on
vacation and nine out of ten workers check personal email while at
work.

e Checking email during conversations is now acceptable.

Email can be risky and you could be vulnerable. Care should be taken
to secure your email. The website, IdentityForce, reports that in 2016
more than 2 billion email addresses and passwords were
compromised in some manner. If you have work email, follow your
employer’s guidelines. In the absence of work guidelines and for your
personal email, consider these important email safety tips.

Tips for Email Safety

Passwords

Passwords, secret elements of authentication, are on the front line of
defense preventing people and automated tools (e.g., password
crackers) from illegally accessing your online accounts. Therefore,
your choice of password and the frequency with which you change it
are important security considerations.

A password, however, need not be limited to a single word. It can be a
passphrase. A passphrase is a string of characters that form a phrase.
An example might be, "The song remains the same" or "I'll see you on
the dark side of the moon". Passphrases are generally easier to
remember than complex passwords and are more likely to survive a
dictionary attack than is a single word.

Handle your passwords as you would any personal and confidential
information. Do not share any of them with anyone. Anyone asking you
to divulge your password is undoubtedly a scammer. Be wary of
emails you receive asking you to click a link and resubmit account
particulars. That email might very well be a phishing attempt.


http://news.adobe.com/press-release/marketing-cloud/media-alert-adobe-survey-reveals-americans-dependence-email
https://www.identityforce.com/blog/2016-data-breaches
https://en.wikipedia.org/wiki/Phishing
mailto:usarmy.cciuintel@mail.mil?subject=CPF%20-%20Protect%20Your%20Personal%20Email%20Account
http://www.cid.army.mil/701st.html#sec6
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Guidelines for passwords to avoid include:

Your name or any permutation of your name

Your user ID or any part of your user ID

Common names

The name of any relative, child, or pet

Your telephone number, social security number, date of birth, or any combinations or permutations of those
Vehicle license plate numbers, makes, or models

The school you attended

Work affiliation

The word "password" or permutations including "password" prefixed or suffixed with numbers or symbols
Common words from dictionaries, including foreign languages

Names or types of favorite objects

All the same digits or all the same letters or letter sequences found on keyboards

Password Recovery Questions

Forgetting passwords, especially if you opt for a complex password rather than a passphrase, is easy to do.
Many sites use password recovery or security questions as a backup method to identify you if you forget your
password. If you have the option of picking security questions, use those that the answer to cannot be easily
guessed.

Two Factor Authentication

Although nothing is guaranteed to protect you in all
situations, two factor authentication is the best way
to prevent someone from accessing your accounts.
If your email provider allows two factor SendPasscodeTor | —SendMethod— v
authentication, use it. :

Identity Verification

With two factor authentication enabled, any attempt
to access your email account triggers an additional NOTES: . Thispasscode is valid for 10 minutes.

layer of protection. Access to your account will be et e s e ST S L BE U
interrupted and yOUI’ prOVider will send a message . E?wawl p;ss;;dpes w;llznve s:entfrorj’, .don\oirep‘ly@jfcf.org i

with a temporary security code to your mobile

phone. To complete the login process, you must

successfully enter that security code.

Two factor authentication is known by many different names. Here, it is
With two factor authentication, a hacker trying to known as Identity Verification.
compromise your email account would need to have
your email username, password and mobile phone to be successful! The two factor security code changes with
each use and a specific code expires after a certain amount of time passes. Therefore, in order to compromise
two factor authentication, a hacker would need to guess the same security code randomly selected by the email
provider. The probability of guessing a six digit security code is a one in a million proposition.

Use Multiple Email Addresses

Use a different email address for different facets of your life. For instance, one for financial dealings, one for
online purchases and one for social emails. Also, using multiple email addresses for different facets of your life
makes it easier to assess what information might have been compromised should a compromise ever happen.



https://en.wikipedia.org/wiki/Multi-factor_authentication
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Be Mindful of How You Access Your Email
Using publicly available computers at your local library, your hotel’s business center or an internet café are quick
and convenient ways to check email. But, without proper precautions, doing so could be unsafe.

If the computers are not properly configured or if anti-virus software is not being used, a hacker could install key
logging software. Every keystroke, including your usernames and passwords for every site you log in to are
saved and made available to the hacker. (The danger of this can be reduced with two factor authentication. See

p.2.)

After checking your email, log out of the account. Forgetting to do so could be devastating. The next person to
use that computer could have complete access to your account. That would include access to your inbox, stored
emails, deleted emails, attachments to any of your emails, and email settings. A fun-loving prankster could send
embarrassing emails, nasty emails or threatening emails. And, those emails would appear to have come from
you. With access to account settings, someone could change your password, effectively locking you out of your
email—forever, or simply delete your account.

Equally important, after you have successfully logged out, close the browser you are using. An even better idea
is to restart (reboot) the entire computer if it is configured to allow users to do so.

Always, when using a public computer, make certain that the option to “remember me” is never checked and, if
prompted to save your password, do not.

Use and Update Anti-Virus Software

Up-to-date anti-virus software will detect programs on your computer that a hacker could use to compromise
your online activity. These programs are often installed after viewing phishing emails or clicking links in emails
and can record your keystrokes and allow hackers backdoor access to your computer.

Anti-virus software for personal use is available free of charge to military personnel and DoD employees at DISA
Home Use Anti-Virus.

Additional Resources

How to protect your email account from hackers—National Fraud & Cyber Crime Reporting Centre, UK
Cybersecurity Practices Initiative—Texas Tech University

How to protect your email account from hackers—wikiHow

5 ways to protect your email account from hackers—The Evening Standard, UK

What to do when your email gets hacked—Techlicious.com

Disclaimer: The appearance of hyperlinks in this Cybercrime Prevention Flier (CPF), along with the views and
opinions of authors, products or services contained therein do not constitute endorsement by CID. These sites are
used solely for authorized activities and information that support the organization's mission. CID does not exercise
any editorial control over the information you may find at these link locations.
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https://ice.disa.mil/index.cfm?fa=card&s=792&sp=105605&dep=*DoD
https://ice.disa.mil/index.cfm?fa=card&s=792&sp=105605&dep=*DoD
http://www.disa.mil/Cybersecurity/Network-Defense/Antivirus/Home-Use
http://www.disa.mil/Cybersecurity/Network-Defense/Antivirus/Home-Use
http://www.actionfraud.police.uk/news/how-to-protect-your-email-account-from-hackers-aug16
http://www.ttu.edu/cybersecurity/lubbock/digital-life/digital-identity/scams-spam-phishing-spoofing-pharming.php
http://www.wikihow.com/Protect-Your-Email-Account-from-Hackers
http://www.standard.co.uk/lifestyle/london-life/how-to-protect-your-email-account-from-hackers-a3386116.htmlC:/Users/brian.r.deering.ctr/Documents/Custom%20Office%20Templates
http://www.techlicious.com/tip/what-to-do-when-your-email-gets-hacked/

