WANTED 7/ BOLO

BE ON THE LOOKOUT

The Department of the Army Criminal Investigation Division is asking for assistance in locating cyber
criminals Artem Kalinkin, and Aleksandr Stepanon, who have been indicted on federal charges related
to the operation of DanaBot malware.

Kalinkin and Stepanov are accused of developing and deploying DanaBot, leasing access of more than
300,000 infected computers to Russian-based cybercrime organizations, and facilitating fraud, ran-
somware, and causing $50 million dollars in damages.

Artem Kalinkin Aleksandr Stepanov

aka. “Onix” & “Grandmaster” aka. “JimmBee” & “Monster”

DanaBot is a ‘malware-as-a-service’ platform where the administrators, such as Kalinkin and Ste-
panov, lease access to the botnet to criminals so they can steal data from victim computers, hijack
banking sessions, steal device information, user browsing histories, steal stored account credentials,
and steal virtual currency wallet information.

A botnet is a network of malware infected computers that are controlled remotely and the owners and
operators of the computers are typically unaware of the infection.

Individuals with credible information on these individuals are encouraged to contact the Army CID

Cyber Field Office at: usarmy.belvoir.usacidc.mbx.mcu@army.mil or submit an anonymous tip online

at www.cid.army.mil/tips.

SUBMITATIP
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