Army Criminal Investigation Division

DIGITAL FORENSICS PROGRAM

Background

Army CID is the Department of the Army's only
federal law enforcement agency, consisting of nearly
3,000 personnel assigned to 124 world-wide
locations, responsible for felony criminal
investigations and operations; war crimes and
terrorism investigations, criminal intelligence
collection and analysis; cybercrime investigations
and operations; multi-dimensional forensic support;
and protective service operations for the Secretary
of Defense, Chairman of the Joint Chiefs of Staff and
other high-risk personnel.

Eligibility Requirements

U.S. Citizen or naturalized U.S. Citizen

Ability to obtain and maintain a Top-Secret clearance
Bachelors Degree from an accredited institution,
preferably with afocus in a digital forensics discipline
Must pass urinalysis testing prior to appointment and
periodically thereafter, including random drug testing
Must have or obtain one of the following certifications:
DoD DFE, CFCE, GCFE, GCFA, or equivalent.
Preferred experience with the following tools: Cellebrite,
GrayKey, Axiom, EnCase, X-Ways, Griffeye, Berla iVe
Appointment subject to a suitability assessment
determined by completed background investigation

About the Digital
Forensics Program

Serve as a Digital Forensic Analyst (DFA)
responsible for applying the full range of analytical
knowledge, skills, and abilities in the forensic
identification, examination, analysis, and reporting
of data associated with CID criminal investigations.

Participate in large scale joint and task force
investigations having national or international
jurisdictional.

May work in ambigious and rapidly evolving
environments.

Review and prepare investigative reports to inform
senior Army leaders on investigative findings and
threats.

Conduct forensic analysis of digital, electronic, and mobile device
data which may contain evidence related to a criminal investigation
Assist in discovery conferences with prosecutors and defense
attorneys to verbally explain and discuss forensic findings

Provide technical guidance to the investigative team and others
before, during, and after investigations to ensure precautions are
taken to prevent data and equipment damage

Advise trial counsels and federal prosecutors on findings based on
retrieved data, proceedings, discovery assistance, and
determinations of compliance with laws and regulations

Maintain liaison as it relates to forensic documentation with other
federal agencies, the computer industry, etc. through participation
in various meetings, training, seminars, and conferences

Obtain access to electronic equipment, files, records, and
databases by working under the legal authority of court orders,
search authorizations, search warrants, and other legal processes
Stay abreast of the latest information and technology available in
the field of digital forensics by studying computer literature
Position eligible for Retention Incentive of up to 10% base salary
with qualifying training and certifications.

Potential duty locations include Ft. Cavazos, TX; Ft. Liberty, NC;
Joint Base Lewis-McChord, WA, Schofield Barracks, Hl,

/¥
To apply submit your resume and location of preference to usarmy.belvoir.usacidc.mbx.hrd-hiring-team@army.mil no later

than 25 Nov 24.

For More Information about CID click here www.cid.army.mil



http://www.cid.army.mil/
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