v

FOR OFFICIAL USE ONI _
LAW ENFORCEMENT SENSITIVE

SWORN STATEMENT

LOCATION: Fort Carson CID Office, Fort Carson, CO 80913
FILE NUMBER: 0327-10—CID0056

DATE: 25 Aug 20108

m@@@@@

GRADE/STATUS: SFC/AD
ORGANIZATION OR ADDRESS: B Company, Division Special Troops Battalion, 4™ Infantry Division, Fort
Carson, CO 80902

<b> (6> <E))(6<)(7b))(7<)(CC)> want to make the following statement under oath:
Q: SA

SFCRICIDIGIS)
Where you ever assigned to Fort Huachuca?

I was assigned there from Jun 05 to May 23, 2008.

. What was your duty assignment while at Fort Huachuca?

A: T was an instructor for the first 7 months, then I was a Drill Sergeant in training, and then an
AIT Platoon Sergeant in D Co, 305" MI BN.

: Do you know PFC MANNING?

Not that I know of.

When was the last time you had contact with PFC MANNING?

I.don’t recall ever having contact with PFC MANNING.

Are you aware of any security incidents involving PFC MANNING?

: I am not aware of any. If he was one of my privates, I would know, if while I was there, he had
a security violation.

Q: Are you aware of any disciplinary incidents involving PFC MANNING?

A: Tam not aware of any. If he was one of my privates, I would know, if while [ was there, he had
a disciplinary violation, because then he would have stood out.

Q: What do you know about the OPSEC incident in which PFC MANNING posted YouTube
videos pertaining to a SCIF?

A: Isaw something online about it when the whole thing came out less than a year ago. I
remember when 1 read the article about the incident that the time frame he did this was after left
Fort Huachuca, so I figured he was not one of my privates.

Q: What do you know about an incident in which PFC MANNING stabbed/attempted to
stab/assault another Soldier with a pencil?

Nothing, but if he was my Soldier I would definitely remember.

Did PFC MANNING ever discuss the unauthorized released of classified information with you?
No, 1 don’t remember a PFC MANNING.

Did PFC MANNING ever mention WikiLeaks?

No, according to the news, that happened afier I left Fort Huachuca.

Did PFC MANNIN why he joined the Army?

I don’t know the kid

ZRER L
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CASE NUMBER: 0028-10-CID221-10117

~ . WUSE ONLY — LAW ENFORCEMENT SENSITIVE
STATEMENT OF: TAKEN AT: Fort Carson CID Office, Fort Carson, CO 80913. Date: 4
B 2 10, CONTINUED:
: Did PFC MANNING ever mention any of his friends?
A: Tdon’t remember kid let alone his friends.
Q: Was any documentation prepared as a result of conduct/performance/disciplinary issues?
A: According to our SOP, if a private was phased, had a security violation, was late, or any kind of
performance (positive or negative), they would be counseled by their Platoon Sergeant. Ido not
remember any documentation for PFC MANNING.
Q: Do you have anything further to add to this statement?
A: If the news is true, I hope the dude rots, because he is making a bad name for my MOS.

Q: Do you have anything further to is statement?
A: No.///END OF STATEMENTY//,
AFFIDAVIT

IGOIOIIGI(OMN: < rcad or have had read to me this statement which begins on page 1 and

ends on page 2. T fully understand the contents of the entire statement made by me. The statement
is true. [ have imtialed all corrections and have initialed the bottom of each page containing the
statement. I have made this statement freely without hope of benefit or reward, without threat of
punishment, and without coercion, unlawful influence or unlawful inducement.

Witness #1:
ubscribed and sworn before me, a
person authorized by law to administer
oaths, this 25" day of August, 2010
at Fort Carson, CO, 80913 '
Witness #2: M
(Signature of Person Administering Oath
Oath)
10 USC 936
(Authority to Administer Oath)
b)OB)(7)(O)
INITIALS OF PERSON MAKING STATEMENT PAGE 2 OF2 PAGES
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RICIOIOI®)

‘ SWORN STATEMEN".

LOCATION: CID Office, Fort Carson, CO
FILE NUMBER: 0327-10-CID056-
DATE: 25 Jul 1 (RS

: b)(©)bB)(7)(C)
NAME {DIOIOI©®
SSAN: (DIQIOIGK®
GRADE/RANK: SFC
ORGANIZATION OR ADDRESS: A Company, 2™ Special Troops Battalion, 2 BCT, 4ID, Fort
arson, CO 80913

, SEC (QIOIQIQI®

D: SA RICILIGIS)

A: SFCIQIOIOIGI®)
Q: How do you know PFC MANNING?

A: He was an AlIT student at Delta Company 305" at Fort Huachuca, AZ while I was a Drill
Sergeant. His face and name are familiar, but I don’t recall any specific event or issue involving
him.

QQ: When was the last time you had contact with PFC MANNING? )
A: T was at Delta Company from Feb-Sep 08. Idon’t remember when he was there, but during his
AIT cycle. 1 was night Drill during May timeframe and interacted with all soldiers in all platoons
such as bed checks, fireguard, etc.

Are you aware of any security incidents involving PFC MANNING?

Yes, I saw it on the news in July 2010.

Are you aware of any disciplinary incidents involving PFC MANNING?

No.

: What do you know about an OPSEC incident in which PFC MANNING posted YouTube
v1deos pertaining to SCIF?

A: Nothing.

Q: What do you know about an incident in which PFC MANNING stabbed/attempted to
stab/assaulted another solider with a pencil?

A: Nothing, I don’t remember this incident.

Q: Did PFC MANNING ever discuss the unauthorized released of classified information with you?
If so, please explain.

A: No.

Q: Did PFC MANNING ever mention WikiLeaks? If so, in what context?

A: No, 1didn’t even know about Wikileaks until I heard it on the news.

Q: Did PFC MANNING ever say why he joined the Army? If so, why?

A: Inmy platoon I do a round robin with the troops and ask why they joined as an ice breaker when
they arrived at Fort Huahcuca; however, I don’t know if he was one of my soldiers or in another
platoon.

Q: Did PFC MANNING ever mention any of his friends? If so, who?

A: No.

Q: For leaders in PFC MANNING’s chain of command. Was any documentation prepared as a

result performance/disciplinary issues? If so, by who, and where i entation
locat
INITIALS OF PERSON MAKING STATEI\{EW PAGE 1 OF 2 PAGES
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Q QOOZS-IO-CID221—10117 ~
e documented ey .., .Y regarding incidents involving st. ___ts." Lheir files are kept in the

rly room for two years after they graduate.
When where you assigned to Fort Huachuca? =
From Feb 05- Jul 09.

What was your duty assignment/unit while at Fort Huachuca?

I was with the NCO Academy for a year and 30503 Y years while at Fort Huachuca.

Do you have anything else to add to your statement?

No. ///End of Statemen{QIQIOIWI®)

EREREQ

AFFIDAVIT

LIQICIOIGKS Phave read or have had read to me this statement which begins on page
1 and ends on page (7 lully understand the contents of the entire statement made by me.

The statement is true. I have initialed all corrections and have initialed the bottom of each page
containing the statement. I have made this statement freely without hope of benefit or reward,

without threat of punishment, and without coercion, unlawful influence or unlawful inducement.

Witness #1:
ubscribed and sworn belore me, a
person authorized by law to administer
oaths, this 25" day of August 2010,
at Fort Carson, CO 80913.
Witness #2:

(b)(6)(B)(7) ()

C—Signaturglof Person Administering Oath)

XN () (6)(b)(7)(C), (b) (1)(E)

(Typed name of Person Administering Oath)

10 U.S5.C 936
{Authority to Administer Oath)
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AGENT'S INVESTIGATION REPORT O 028-10-CID221-10117

CID Regulation 195-1

PAGE 1 OF 1 PAGES

DETAILS

About 1452, 25 Aug 10, SA RRBRIGI . o1 dinated with Ms. (DIOIOIGION 1 ockheed M ntractor
Army CIO/G6, Office of Information Assurance and Compliance, Alexandra, VA, Ms. (b © (b) W provided
this office with the following information related to the Information Awareness (IA) training taken by the
user bradley.e.manning@us.army.mil:

DATE TYPE YERIFIED BY
5 Sep 08 Annual Ft Gordon DB
31 Oct 09 Annual It Gordon DB

Ms. [RARMRMAR - that there was no other training listed in the bradley.e.manning@us.army.miluser
profile.////LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ' OR‘_GANIZATION
Washington Metro RA, Computer Crime Investigative Unit
SA (b) (6) (b) (7) (C) <b) (7) (E) 1S Arit‘LFIn Eort Bplwn;f) MNA 22060 g

(b)(0) <b> () () R L
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ROI NUMBER:
AGENT’S INVESTIGATION REPORT 0224-10-CID043
CID Regulation 195-1
For Official Use Only — Law Enforcement Sensitive PAGE 1 OF 1 PAGE

DETAILS

BASIS FOR INVESTIGATION: This office received a Request for Assistance (RFA) from the Arizona
Branch CCIU Office to locate, fully ID and interview WOI1 bmx_ A CO,
297th Military Intellegence Battalion, Fort Gordon, GA 30905 (FGGA), to determine what knowledge if any
he had about PFC Bradley E. MANNING, HHC, 2nd Brigade Combat Team (BCT), 10th Mountian Division
(MTNDIV), Forward Operating Base (FOB) Hammer, Iraq, wherein he claimed he had disclosed U.S.

Government Classified Information to the operators of "Wikileaks", which were subsequently posted to the
website.

About 0800, 26 Aug 10, SA } interviewed WOI W whe stated he remembered PFC MANNING,
but did not know of any incident involving a pencil, or information being placed on YouTube about a SCIF.
WO [QIGIOIOI®) stated he was PFC MANNING's instructor and the last time he had contact with PFC
MANNING was May of 2009 when he was TDY to Fort Hood. WOI1 stated PFC MANNING did

not disclose any information about his {ri d he was not aware of any security violation incidents which
could not provide any other information pertinent to this

involved PFC MANNING. WOl

investigation.

About 1245, 26 Aug 10. SA REREEL oordinated with SA SRR , and briefed him on the interview of WO1
OIOIOIGI®) - [ated 1o other investigative activity was requn‘ed All requested investigative

activity has been completed by this office. No further investigative activity is anticipated.///Last Entry///

S

R S AN =AY LS E QUENCE NUMBER: ORGANIZATION:
®)(6)(B)(N)(C), (b) (N(E) Fort Gordon CID Office
Special Agent Fort Gordon, GA 30905

S1 H DATE: EXHIBIT:

26 Aug 10 180

FOR OFFICIAL USE ONLY Encd
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AGENT’S INVESTIGATION REPORT | "5 :cipo1a 0028-10-cip221-10117
CID Regufafion 195-1 - PAGE 1 OF 1 PAGE

DETAIL

BASIS FOR INVESTIGATION: About 0900, 26 Aug 10, this office received a Request for Assistance
(RFA) from the Computer Crime Investigation Unit (CCIU), Fo i 60, to locate, fully identify,
interview, and if necessary, obtain a sworn statement from CPT WC Co., 199" IN BN, Fort
Benning, GA 31905 (FBGA), regarding his past association with PFC Bradley E. MANNING, HHC, 2 BCT,
10™ MTN DIV, FOB Hammer, Iraq. \

About 1400, 26 Aug 10, SA KA
Fort Bragg, NC. CPT R
Co., 305" MI BN (AIT), Fort Huachuca, AZ during 2007 and 2008, but had no recollection of PFC
MANNING. He also did not recall an incident of a Soldier posting videos of a SCIF to the internet, or any
incident of a Soldier attempting to stab another Soldier with a pencil. ///LAST ENTRY///

TYPE AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Fort Benning CID Office, 3* MP Group (CID)
——— USACIDC, Fort Benning, GA 31905

SIGNATURE DATE EXHIBIT
26 Aug 10 1 ! :L

00100
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AGENT’S INVESTIGATION REPORT [“"™% (1 0.cipsse

CID Regulation 195-1

PAGE 1 OF 2

DETAILS

About 1300, 7 Jul 10, SA interviewed Mrs. [((DIOIGIGI®)
who provided a sworn statement where she stated she knew PFC
MANNING through her hus.bandI SSG [DICIDIGIOM .t had not stored ani of PEC MANNING?’s personal

belongings at any time. Mrs, stated that she believed MSG Headquarters and
Headquarters Company, 2™ Brigade Combat Team, 10™ Mountain Division, Fort Drum, NY 13602(FDNY) had
stored the box of PFC MANNING’s belongings.

About 1355, 13 Jul 10, SA SUSURIRI®) o ordinated with Mrs. [(HICIOIRI®

HOGNC) (the dependent wife of MSG [QIQIDIGI®Ivho stated there was not a box of PFC MANNING’s
belongings at her off post quarters.

About 1524, 22 Jul 10, SA) “ CCIU, coordinated with SA OIOIOIOI® . | ference further investigative
activity not previously requested. SA QIR quested this office coordinate with MANNING’s Chain of

Command and/or DOIM to determine if MANNING signed any acc policies for SIPR or NIPR
networks. SA [QRRMRRTurther requested this office determine if MSG as currently deployed to Iraq.
About 1535, 22 Jul 10, SA [BIGIBIGION-ordinated with SSG o confirmed MSG [ISIBIHG s
currently deployed to Iraq. SSGWurther related copies of nondisclosure agreements for SIPR and NIPR
networks are maintained at Division G2, by Ms.m

About 1031, 23 Jul 10, SA TRISIRIBIS coordinated with CPT (DIOIOIDI®) | G-6, 10th
Mountain Division, FDNY, who stated he did not have record of MANNING signing the acceptable user
agreements, nor did MANNING have an account registered with the G-6 Information Assurance systems. CPT
further related the forward OIC of 2™ BCT Information Management took the incomplete
Information Assurance documentation with him to Iraq for completion. He was supposed to upload the
documentation into the DoD tracking system upon completion, but failed to do so.

About 1115, 23 Jul 10, S A[DICIOI@I®ccordinated with Mr [DISIOII®) Mission Support Element, G-2, 10™

Mountain Division, FDNY, who provided a copy of a Classified Information Nondisclosure Agreement signed
by MANNING on 17 Sept 08, and a copy of a Sensitive Compartmented Information Nondisclosure Statement
signed by MANNING on 22 Jan 09.

About 0955, 11 Aug 10, SA| OIOIOIONY . mitted DA Form 4254 Request for Private Medical Information,
pertaining to PFC MANNING, to Wilcox Behavioral Health Clinic personnel.

About 1215, 11 Aug 10, SA QIOIGIBI®) conducted a re-interview of SSG [BICIGIGIE)

HHC, 2nd BCT, FDNY, in order to clarify information given in a previous statement. SSG stated he
allowed MANNING to use his personal laptop computer on several occasions while deployed. SSG

TYPED AGENT'S NAME AND SEOUENCE NUMBER ORGANIZATION

s+ DIGISIOICNO I 62% MP Det (CID), Fort Drum, NY

DATE ‘ EXHIBIT
26 Aug 10 :
C [ava l -.'1 8 2
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AGENT’S INVESTIGATION REPORT "™ 417 10.cm450

CID Regulation 195-1
PAGE 2 OF 2

DETAILS

kept his personal laptop in his supply office and only allowed himself, MANNING, and his clerk, CPL
(NFI) to use it. SSG W{iid not password protect his personal laptop computer and it

'was possible for someone to have used it without his knowledge; however, it was unlikely because if the

computer was not in his or CP (OIOIOIBI®) direct line of sight, it was secured within the supply office.

SSGIEUQUIOUOIO: -t he had seen the video now known as "Collateral Murder" while assigned to the 2nd
Battalion, 75th Ranger Regiment in 2006 or 2007. SSG tated he had never visited the WikiLeaks
website, nor had he received any emails, texts or digital media from MANNING. SSG stated he
had a strictly professional relationship with MANNING.

About 1610, 23 Aug 10, SAQIQ) OIOI®)obtained Behavioral Health records pertaining to MANNING from
Ms. [(BIOIOIGIE) Medical Support Assistant, Wilcox Behavioral Health Clinic, FDNY'.

About 1045, 24 Aug 10, SA btained the originals of the Nondisclosure Agreements signed by
MANNING from Ms. and entered them on a DA Form 4137, Evidence/Property Custody

Document.

About 1038, 26 Aug 10, SASARAACIR ., iir1atcd with SA [
assistance was required at this time.////LAST ENTRY////

who advised no further investigative

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
(1) (6)(b) (7)(C), (b) (7)(E) 62" MP Det (CID), Fort Drum, NY
; 6 7 C DATE EXHIBIT
26 Aug 10 p
OIOICIOI®) . 1152
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SWORN STATEMENT

File Number : 0172-10-CID452

Location Fort Drum. NY 13602 w
Date Time:IVUlS
Rank: FM/W

WANT TO MAKE THE FOLLOWING STATEMENT UNDER CATH: I met
FC MANNING about a year or sc before his unit deployed. I met him through my
husband. I don’t really know him all that well, just from what I've talked to
him while he was working Staff Duty with my husband. About 13 October 2009, I
was at the company area with my husband while he was drawing his weapon for
deployment. The single soldiers in the barracks were clearing the barracks
rooms that day as well. I was approached by PFC MANNING wheo sald he had a
large box full of his perscnal belongings that he said a friend of his was
going to come and pick up. PFC MANNING asked if he could store this box of
his belongings at my quarters until his friend could ceome and pick it up.
While PFC MANNING was drawing his weapon, he was approached MSG [RICIOIGKS)
who was the NCOIC of the weapons draw and barracks clearing operations. MSG

BIOIPIWI®] -sked PFC MANNING if he had cleared his barracks room, PFC MANNING

responded that he had cleared his barracksWt had a box of his
belongings in my car for me to stere. MSG equested to see the box and
decided that it was not a good idea for me to store the box and that it was
too big for me to have to carry. MSG[QIOIOIOI®Fhen transferred the box from my
car to his perscnal car. That is the last I had seen or heard about PFC

MANNING'

A SA%

A: MRS.

0: Is this statement in your own words, as prepared by SA [OIOIGIGI®)

A: Yes.

Q: Can you describe the box of belongings that PFC MANNING asked you to hold
for him?

A: It was a brown, cardboard box. It was about 2 x 2/ x 1.5’ and plain.
There was nothing printed on the outside.

Q: Did you inventory the box at any time?

A: No. I actually never touched the box. PFC MANNING and another soldier

(b)(6)(b)(7)(C)

loaded it intc my car and MSG loaded it into his car.

Q: Did PFC MANNING show you what was in the box or tell you specifically what
was in the box?

A: No. I don't recall whether or not if he specifically told me what was in
the box. I want to say that PFC MANNING told me that he had some CD’s,
movies, and maybe some electronic equipment in the box that would need to be
stored out of the heat.

Q: Who is MsG [QIOIOIGI®)

A: He is the NCOIC of the S-2 s in HHC 2 BCT, my husband’s unit.

Q: Did PFC MANNING observed MSGWemove the box from your car and put
the box intoc his own car?

L: No, he did not. PFC MANNING was still in line waiting for weapons draw,
but PFC MANNING was told by MSGIOIOIOIGI®hf the transfer of the box.

Q: Do you know if MSG [QIQIDIOI®still has the C MANNING's belongings?
A: T have no idea. I haven’t talked to MSG ince this incident.

Q: Do you know if MSG s still a part of HHC, 2BCT?

A: He is. He was back here in the Ft. Drum area for mid-tour leave sometime
in June of this year, but I think he is already back in Irag at FOB Hammer.
Q: At any time, did PFC MANNING ever disclose to you anything regarding the
dissemination of classified informatiorQIOIE

Page 1 of _2 Exhibit 183
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sTATEMENT OF [(QIOIGIGI®)! AKEN AT Fort Drum, NY 13602 DATED: 7 Jul 10,
D:

an 0i72-10-¢iDy52-~ o+
: No.

Q: Is there anything you wag o add to this statement?
A: No.///End Of Statement /[ SAICIE

AFFIDAVIT

il (b) (6)(b) (7)(C) HAVE READ OR H D READ TO ME THIS STATEMENT

WHICH BEGINS ON PAGE 1 AND ENDS ON PAGE ULLY UNDERSTAND THE CONTENTS OF
THE ENTIRE STATEMENT MADE BY ME. THE STATEMENT IS TRUE. I HAVE INITIALED ALL
CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE CONTAINING THE
STATEMENT. I HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR
REWARD, WITHOUT THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL
INFLUENCE, OR UNLAWFUL INDUCEMENT.

erson Making Statement)

(Signature of

Subscribed and sworn to before me, a person authorized by law to administer
caths, this 7 day of July, 2010, at Fort Drum, NY 13602,

(Signature o son Administering Cath)

SA
{Typed Name of Person Administering Oath)

10 USC & 936

WITNESS:
)(6)(B)(7)(C oy
INITIALS BOENO Page 2 of 2 Exhibit 183
FOR OFFICIAL USE ONLX <’“ C-il_
LAW ENFORCEMENT SENSITIVE
001064




AGENT’S INVESTIGATION REPORT O 8. 10-CTD221-101 17

CID Regulation 195-1

PAGE 1 OF 3 PAGES

DETAILS

.About 0910, 27 Aug 10, SARISIBIGIS -~ J sA [DICIDIOI® ational ‘Security Agency (NSA),
9800 Savage Road, Fort Meade, MD 20755, interviewed CWARIOIOIVI®) B Company, 741st
Military Intelligence Battalion, 9802 Love Road, Fort Meade, MD 20755, as he was identified as having
been assigned with PFC MANNING at Forward Operating Base (FOB) Hammer during the time period
PFC MANNING was deployed to Iraq. CW2 tated he was assigned to FOB Hammer from
approximately 15 Jan 10, through sometime in July 2010; and that he was the replacement for M

BICIOIBI®] s the Officer in Charge (OIC) of Cryptologic Support Team 5 (CSTS). CW2 |

remembered PFC ING as someone who had an attitude, was 'wound-up', and/or became agitated
frequently. CW2 xplained tht ay before the incident involving PFC MANNING assaulting
38l(b) (6)(b)(7)(©) CW?2 [l 2id he saw PEC MANNING accidentally run into another

solder in the dining facility on FOB Hammer. CW2prlained PFC MANNING nearly dumped the
other soldier's tray of food onto the r and the soldier PFC MANNINNG ran into was two or three times
the size of PEC MANNING. CW2 § said PFC MANNING looked like he was about to hit the other
soldier. CW2 SR Nt fald him something to the effect that he wouldn't think twice
about hitting the other soldier, which CW2jllexplained seemed unusual given how big the other soldier

flistated he did not witness the incident involving PFC

was in comparison to PFC MANNING. CW2 s
QI®wt did say that in a certain respect, SPC {(DIOIOI@I®y have

MANNING and SPC {QUQIOIPI®I b :
encouraged the incident. CW2 |aid SPC CUQIOIRI®) was a senior Specialist (Pay Grade E-4) that
(b)(6)(b)(7)(C)

tended to talk down to the personnel she supervised; which included PFC MANNING, SPC

(b)(6)(b)(7)(C)}

‘a.nd another female Private First Class who CW2 couldn't immediately remember
name of. CW2 |l said PFC MANNING often seemed to be in a hurry and mentioned he had sat next to
PFC MANNING on sever sions at the FOB Hammer dining facility when no other alternate seating
had been available, CW2 Wnoted in the times he had been around PFC MANNING in the dinin
facility, PFC MANNING appeared to have a habit of drinking two cans of Coke, then ate what CW2
described as "a little", and would then grab two more cans of Coke to take back to work with him. CW2
AR e lated PFC MANNING did not talk with the CSTS personnel very much, as the CST5 personnel
tended to avoid all of the 2nd BCT, 10th on Division soldiers; which they described as “Organics”
(analysts organic to the 2nd BCT). CW2 | related the 2nd BCT soldiers seemed to have an attitude
with the CST5 members, as the CST5 members fried to not get i with the 2nd BCT unit issues and
would often leave meetings related to 2nd BCT business. CW2 id when CSTS personnel would

leave in the middle of meetings, it appeared to upset the 10th Mountain Division soldiers who may have felt

(b)(6)(b)(7)(C)

this was rude. CW2 said he could not remember PFC MANNING ever asking him any hypothetical
questions in regard to comﬁuters or comiuter network Wnentioned PFC MANNING appeared

to be friends with PFC CW2 Il s2id PFC BIBIBIBI®had already been moved
out of working in the Sensitive Compartmented Information Facility iSCIFi i)rior to CW2 ival in

Iraq, and was working in a section called 'Current Operations’. CW2 xplained all of the solier -
bB)(©O)B)(T)(E)

who were having various issues during the deployment were assigned to Current Operations. CW2
said PFC MANNING was treated professionally during the time CW2

elated PFC MANNING seemed to have a hygiene 1ssue, in that he was noticed by

bB)O)B)(N(C)

as around with one

(b)(6)(b)(7)(C)|

exception. CW2
numerous unit members as having an odor. CW2

elated one day someone gave PFC MANNING a

TYPED AGENT'S NAME AND SEQUENCE NUMBER - ORGANIZATION .
Washington Metro RA, Computer Crime Investigative Unit
SA <b) (6) (b) (7) (C)’ (b) (7) (E) U.S. Amy CID, Fort Belvoir, VA 22060
SIGNATU DATE EXHIBIT .
| ‘ 27 Aug 10 1 8‘-\ :
CID FORM 94 . '
1FEBTT FOR OFFICIAL USE ONLY ~ LAW ENFORCEMENT SENSITIVE (1055 pompem
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AGENT’S INVESTIGATION REPORT O 28.10-CTD221-10117

CID Regulation 195-1
PAGE 2 OF 3 PAGES

DETAILS
)(0)B)(N)(C)

gift box containing 'Old Spice' bath products by leaving them on his desk. CW © mated he believed
MSG ppeared to try to ‘protect’ PFC MANNING while working in the SCIF. CW2
xplained that after the incident involving SPC [QIOQIOIGK®IPT C MANNING was removed from

the SCIF and this incident was the sole reason the unit upgraded the SCIF security. CW2 :
upgraded security included locks on the SCIF doors as well as the posting of guards, which CW2
was ridiculous. CW2 c

any knowledge of anything related to the '9/11 Pager Messages' as mentioned by PFC MANNING in his
Internet chats. CW2 aid he did remember discussing the iPhone with a member of his higher
command (which was also mentioned by PFC MANNING in chat conversations in which he talked about an

unidentified NSA personnel). CW2 R owever did not think PFC MANNING would have known
about his iPhone conversation(s). CW?2 [RiM:aid, when asked specific questions about things PFC
MANNING mentioned in his internet chats with Mr.mméithat the only way PFC MANNING

could have accessed the Joint Worldwide Intelligence Communications System (JWICS) network would
have been through the National Security Agency Network (NSANet); although CW2 NS

would have been highly unlikely due to: the lack of access PFC MANNING had to NSANet; that none of
the CSTS5 personnel should have allowed PFC MANNING access to NSANet on their accounts: and the
method for connecting to TWICS via NSANet is not something easily understood. CWWM he did
not believe any of the Signals Intelligence (SIGINT) personnel knew how to do this. CW2 RREEaid in
regard to PFC MANNING's comments about allegedly tracking a Naturalized U.S. Citizen 'Off the Record',
that PFC MANNING would had to have worked with a SIGINT Analyst to have done this. CW2
INT Analyst, but had already been moved to another section by the time
. AR |tcd when asked about the Foreign Intelligence Surveillance
Act (FISA) and/or whether PFC MANNING had ever asked him about FISA information, CW 2 /KM -
he had not mentioned any FISA information to PFC MANNING, and that SSgt b)O)B)(NC©)
and himself were the only two personnel he was aware of that were cleared for FISA. CW2 R

explained the personnel that composed CST5 were: SPC(RIOIQIQI®) SSgt [(QIOIOIGI®)
Mr. (GS-13) @I@x@xﬁ@. sSgt [(QIOIOIGKS | and SrA [BICIOIOI®) CW2
b)(6)b)(7)(C

< plained SSgt BIGIOIGI®) was transferred to Baghdad about four to six weeks after arrivine in Irag,
and was not at FOB Hammer the majority of CW2 Wsix-momh assignment in Iraq. CW.

further related SrAMWaS sent back to the United States about two months into his six month
tour in Iraq, due to what CW?2 pxplained were marital issues SrA CICIOIGIONN, - s xperiencing,
Cw2 elated in regard to the shift work in the SCIF, that during the night shift the SCIF was
generally manned 'skeleton crew' and did not typically include any officers on the night shift. Upon
being asked, CW2 xplained the term 'Reflection' (which had been used by PFC MANNING in chat
his Internet conversations) was used as a SIGINT term to describe intercepted conversations and/or other
intelligence from secondary personnel who were not directly part of an incident or situation. CW2 [JE

said he could not remember a situation in which PFC MANNING would have gone 'outside the wire' (left
FOB Hammer) during the time he was in Iraq, due to the nature of his position. CW2{giiigiligtelated other

personnel in PFC MANNING's unit may know more about PFC MANNING having left FOB Hammer to

(b)(6)(b)(7)(C)

work with Iraqi Police units or the Iraqi Army. CW2 said during the conclusion of his .nterview that
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he believed PFC MANNING may have used some type of automated tool running in the background on his
computer to harvest the data he was alleged to have compromised; and he further mentioned PFC
MANNING owning an "Apple Mac Book Pro" as a personal computer. CW2 [RiRiRMEbuld not immediately
provide any additional information about PFC MANNING in relation to this investigation.

AGENTS COMMENT: S A/RIQIRIRIGnd s [REQMRMRoth discussed several things mentioned by
CW2 M < well as the interview overall, specifically that CW2 mmay have been the individual
mentioned by PFC MANNING as the '...NSA person who would talk, and talk, and talk..."; as CW2 QIR

appeared to be quite talkative and forthcoming with information. SAdeitionally noted CW2
Wentioning PFC MANNING having possibly automated his harvesting of information on the Secure

Internet Protocol Router (SIPR vork using an automated software tool, as this was not something which
had been mentioned-to CW?2 SR uring the interview and not something SALRIOIIGI@helieved had
been mentioned by the media in this case. However, SA QIOIOIOKS) oted CW 2 vas 2 Computer
Network Management Technician, and consequently may have accurately guessed how PFC MANNING
obtained some of the U.S. Government materials he is alleged to have unlawfully disclosed. SA
also noted CWWﬂowledge of PFC MANNING having an Apple Mac Book Pro was not something
which had been mentioned during his interview and also not something which had been re,portewﬂ

SO

media, as this fact was generally unremarkable to personnel outside of this investigation. CW2

~ seemed to indicate, by process of elimination, that he would have been one of the only personne

knowledgeable about FISA related information after SS as reassigned from FOB Hammer to
the Baghdad area after only the first four to six weeks into SSgt six month assignment in Iraq.
CW2 b)(6)(b)(7)(C) .

B8 50 identified his knowledge of the iPhone and having discussed this informawms
senior leadership. Lastly, it was noted that during the initial portion of the interview, CW2 aimed
to know little about PFC MANNING; but, as the interview progressed and lasted nearly 90 minutes, CW2
BRI - s able to provide a fair amount of information about PFC MANNING.
I i ittt LAST ENTRY I i T T T
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BASIS FOR INVESTIGATION: About 1430, 30 Aug 10, this office received a Category 1
Request For Assistance from Computer Crime Investigative Unit, Washington Metro Res;j
Agency, Fort Belvoir, VA 22060, to locate all personnel in PFC Bradley E. MANNING,

m&aadquaﬂem and Headquarters Company (HHC), 2d Brigade Combat Team (BCT),
10th Mountain Division, FOB HAMMER, Iraq, chain of command while he went through Basic
Training and Advanced Individual Training on Fort Leonard Wood, MO 65743 (FLWMO), from
Oct 2007 through Apr 2008.

About 1432, 30 Aug 10, SA [(QIOI®IVI®; this office, conducted a search of the

Centralized Operations Police Suite (COPS) which revealed no incidents involving PFC
MANNING, which occurred at FLWMO.

About 1530, 30 Aug 10, (b)wwc) oordmated with 15G [DIOIGIWI®)] Company, 2-10
Infantry Battalion FLWM, wiio Telated durine the time frame in question the key leaders were
CPT&&M&M 1SG (b) (6) (b) (7) (C) He further related he does not know where
they currently PCS'd to. Furthermore, he related he was never briefed about a soldier who
attempted to stab another soldier with a pencil.

)

(b)(6)(b)(7)(C)

About 1545, 30 Aug 10, SA Jconducted a Department of Defense Employee Interactive
Data System (DEIDS) check on the following personnel:

MAJ[OIOIOIVI®) 43rd Adjutant General Battalion, FLWMO.
1SGIRICIVIGKS 738th Engineer Company, Fort Bragg, NC

28307.
1

(15)(6)(b)(7)(C)
About 1620, 30 Aug 10, SA MM interviewed MAJ [(BICIOIGKOMEN 43:d AG Battalion,
FLWMO, who related he was the commander of C Company 2-10, Infantry Battalion, durin
January of 2008. He further confirmed his First Sergeant’s name wasm
and he PCS'd to Fort Bragg, NC. He further related he does not recall an incident of a soldier
trying to stab another soldier with a pencil. He stated he was in command for approximately 13

months and had numerous soldiers come through for Advanced Individual Training.
Furthermore, he stated he does not remember the names of any of his former drill sergeants

during that timeframe.
SA Fort Leonard Wood CID QOffice
Special Agent [DNGQIBE) 78" MP DET (CID), 1001°° MP BN
Fort Leonard Wood, MO 65473
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31 Aug 10
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About 0800, 31 Aug 10, sA e coordinated with Mr. [QIOIOIGI®) Human Resources
Manager, 3" Chemical Brigade, FLWMO, who provided this office with a Alpha Roster of both
C Company 82™ Chemical BN and C Company 2-10 Infantry BN, FLWMO. Through a review

of the list of names on the Alpha Roster the following individuals were listed: SSG

(b)(6)(b)(N(C) ss6 (DI DIC NN - OO
GO g8 (H)(6) () (7)(C) srC (QIOIOIGI®

HOOGNC©  FEgOOoon© —  Kegg(b)(6)(b)(N)(O)

HOO)HONEELOONC© EEG)6)O)(7)(C)

and SGT [QIOIOIGI(®) | all with C Company, 2-10 Infantry

BN FLWMO Further, the Alpha Roster had the following names listed: SG
LOOOO _—— RRLO00G0 _  fegnenng

HOGN©) SSG [PICIOIVI®) SSG [BICIOIWIE®)
(b) (6)<b) 0O ___ENEOOOOOC 23 b) (6)(b)(7)(C) '
) -

OOBHNC) L)) b)(7)(C) srC [DIOIOID)
SFC <b><6>(b><7><C> SSG [BICIOIKE)

PODOCOIIGOOONOO LS D)0 0)(7)(©)
@WWWW%HmmCCmmm%&nCmeHmTIWMO

(b)(6)(b)(7)(C)

About 0830, 31 Aug 10, SA conducted a DEIDS check on all of the above individuals
which revealed the following two soldiers are still located at FLWMO:

SIe] (b) (6) (b)(7)(C) A Company, 84™ Chemical BN, FLWMO.
158G (QIOCIOIVS® 2-10 Infantry BN, FLWMO.

About 0900, 31 Aug 10, S IR oordinated with SSG [SRRASMERE who related he was
assigned as a drill sergeant during the timeframe in question. He further related he had no
knowledge of a soldier trying to stab another soldier with a pencil. He further stated that if a
solider would have tried to stab another soldier the command would have notified the Military
Police for actions. Furthermore, he stated he does not recall a soldier by the name of PFC
MANNING.

oAabout 0930, 31 Aug 10, SA BRI oordinated with SPC [DICIOIGIS) ‘
| S-1 Personnel, 3" Chemical Brigade, FLWMO, who related 1SG QIIRhas currently _
PCS’d to Fort Hood, TX. He stated he cleared his unit approximately one month ago.

SA Fort Leonard Wood CID Office
Special Agent, 78" MP DET (CID), 1001°® MP BN
Fort Leonard Wood, MO 65473
Signature: Date: Exhibit:
31 Aug 10
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About 1050, 31 Aug 10, SAREBEB-oordinated with SGTDICIOIGI®)

S-1 Personnel, 3™ Chemical Brigade, FLWMO, who related they only keep counseling
statements and disciplinary paperwork on soldiers for one year after they graduate. He further
related 82™" Chemical BN was merged into 84™ Chemical BN and most paperwork was
destroyed during this time frame.

About 1145, 31 Aug 10, SA [QIOIOIGIOL - dinated with SA[[BICIOIGION Computer
Crime Investigative Unit, Washington Metro Resident Agency, Fort Belvoir, VA 22060, who

required no further assistance from this office.//LAST ENTRY//

Iy (b) (6)(b)(7)(C) Fort Leonard Wood CID Office
Special Agent.[DNE@IZ) 78" MP DET (CID), 1001°" MP BN

Fort Leonard Wood, MO 65473

Signature: (b) (6) (b) (7) (C) Date: Exhibit:
31 Aug 10
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About 1527, 25 Aug 10, SM conducted a telephonic re-interview of MSG (b) ©) (b) (NH(C)

Headquarters and Headquarters Company (HHC), 2nd Brigade Combat Team (2 BCT), 10th Mountain
Division (10 Mtn Div), 10112 4th Armored Division Drive, Fort Drum, NY 13602 (FDNY), who stated
SIPR computers used in SCIF at Forward Operating Base (FOB) Hammer, lraq (IZ), would often

"crash" due to the envj causes and frequently needed to be either replaced or re-imaged/base-
lined; however, MSG could not recall whether or not PFC MANNING's computer(s) was,
crashed and had to be replaced or re-imaged/base-lined or otherwise repaired. MSG ted he

believed US Army CID agents had collected a total of three computers reportedly used by PFC

MANNING; two of whi property of 2 BCT while the other one was Theatre Provided

Equipment (TPE). MSGWtated he believed he had originally signed for approximately 12

TPE computers at FOB Hammer, IZ. MSG escribed the re-deployment process and stated

all of the hard drives from SIPR computers were removed and stored in a Pelican-type case and the

case placed in a SECRET-accredited CONEX. MSGtated NIPR and SIPR computers
without internal hard drives were then placed in another CONEX. MSG tated none of the
hard drives should have been wiped, altered, over-written, and/or modified.

About 1624, 25 Aug 10, SA il onducted a telephonic interview of CPT [DIGIOIGICOMOficer on
Charge (OIC), S-2, HHC, 2 BCT, 10 Mtn Div, FDNY, who stated SIPR computers used in SCIF at
FOB Hammer, IZ, would frequently "crash" and, as a matter of fact, his computer had to be repaired
three different times while he was at FOB Hammer, I1Z. CP'1 ]
fully identified as Mr. (QIQICIGK®)

was the System Administrator of the Distributed Common Ground System - Army (DCGS-A)
systems at FOB Hammer and was in charge of the system maintenance, operations, and all of its
hardware and peripherals. CPMtated he believed each time his computer crashe

DICIOIGI®ON v ould either wipe the hard drive and rebuild it or replace the unit. CPT ]
DCGS-A computers were highly temperamental and sensitive to the harsh environment. CPT S
stated the DCGS-A computers were strictly maintained by Mr. and no soldiers from the
unit S-6 shop we wed to have administrator-level privileges to the system and its hardware and
peripherals, CPT tated he believed there were about 10 to 12 DCGS-A computers used in the
SCIF at FOB Hammer and all were stay-behind TPEs uld more than likely have been re-
imaged/based-lined and re-distributed through IZ. CP her stated only two or three 2 BCT
owned SIPR computers were in the SCIF and they should been all backed up on the SIPR server
and then wiped cleaned. CPT tated in preparation for re-deployment, all SIPR had drives were
backed-up on the SIPR server and wiped clean and only a few SIPR computers were hand-carried back
because the sensitive item CONEX had already been sealed and shipped. CPTWtated the hand-

ied back computers should have been secured in the SECRET vault of each perspective unit. CPT

Wmher mentioned it was the mission of the S-2, HHC, 2 BCT, 10th Mtn Div, while at FOB
Hammer, IZ, to enable Iragi Security Forces through the Foreign Disclosure process by providing them
with the most timely, accurate, and objective intelligence so that the Iraqi Security Forces could be
successful in their mission.

TYPED AGENT’S NAME AND SEQUENCE NUMBER ORGANIZATION

NH)6)(b) 7) ©, (b) (H(E)

hg

Washington Metro RA, Computer Crime Investigative Unit

N6 DO, ©) ((E U.S, Army CID, Fort Belvoir, VA 22060

DATE EXHIBIT

31 Aug 10 188

OR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE

1FEB77

003741 |




AGENT'S INXoiﬁgELﬁflL?N REPORT . o 0028-10-CID221-10117

PAGE 2 OF 2 PAGES

DETAILS

About 1700, 26 Aug 10, SA Wonducted a telephonic interview of Mr. b)(6)(b)(7) Contractor,
.DCGS-A System Administrator, Camp Ramadi, IZ, who stated he was the DCGS-A system
Administrator for S-2, HHC, 2 BCT, 10th Mtn Div at FOB HAMMER, 1Z, for the duration of their
deployment and he specifically recalled PFC MANNING's DCGS-A SIPR computer "crashed" at least
twice from the time PFC MANNING started working in the SCIF to the time he was apprehended in
May 2010, Mr OIOIOIGI®) stated Windows Explorer on his computer would frequently lock up and
applications on the computer would not open. Mr. QIQIOIGI®stated that on one occasion, he asked
PFC MANNING if he was "messing around" on the computer, to which PFC MANNING replied that

he used to work at a computer repair shop (NF1) and was somewhat computer savvy, but denied having
altered and/or modified his computer. Mr. ated that when he re-imaged "crashed

computers"”, he would use software to restore current settings and should it fail, he would base-line by
overwriting all previously imaged settings. Mr. mted there were only 10 to 12 DCGS-A
SIPR computers used in SCIF at FOB Hammer, 1Z, and when S-2, HHC, 2 BCT, 10 Mt Div

red e computers were more than likely wiped clean and redistributed through 1Z. Mr.
Wurther mentioned he believed Mr.MNF I) would be able to provide

further information pertaining to the current whereabouts of the DCGS-A computers.

About 1835, 31 Aug 10, SAw conducted a telephonic interview of SPC [(IQIEIWI(®)

R0 vost Marshal's Office (PMO), 2 BCT, 10 Mtn Div, FDNY who stated while he was giving SA
(b)(©)(B)(7)(C) (US Army CID Agent) a ride to the FOB Hammer Landinﬁ Zone iLZ), he heard SA
OIOIOIBI® mention that she had not been able to locate SPC d still needed to

talk to her and further take a look at her computer. SPC [REASRRR:tated he told SARIGIDIOIS that he
knew where SPCYRAQUAS |ived and drove SA [RIBIBIGS+, SPCIOICIBIRIONP ace of Dwelling
(POD). SPC [RIBIRIRIS 2 ted he walked up to SPC (QIOQIOIBI®-OD and knocked on her door and was
greeted by SPCIRISIOIRIS) spc tated when he told SPC (QIQIQI@I®Ihere was a CID agent
looking for her, her face turned red he told him, "I only checked his (PFC MANNING's) emails...I
was just being his friend." SPC Wrecalled SPC as obviously nervous and
concerned, but he did not think she was lying or trying to hide something. SPC tated that
shortly thereafter SPC was interviewed by SAd since that day he and SPC
[RICIOIVI®) had not had any discussion pertaining to PFC MANNING or that encounter. SPC
stated at no time SPC Wtold him that she had mailed any package or had done anything else
other than checking PFC MANNING's e-mails nor did he tell anyone that SPC W:d sent
and/or received any package for PFC MANNING.
T T T T T T TLAST ENTRY T T T
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BASIS FOR INVESTIGATION: About 1255, 09 Sep 10, this office received a Request for Assistance (RFA)

from the Computer Crime Investigative Unit (CCIU), Washington Metro Resident Agency (WMRA), Fort

i 60 (FBVA), requesting this office locate, identify, and interview SPC @iéﬂﬁé-
Wﬂﬂh Military Intelligence (MI) Battalion (BN), Lackland Air Force Base (LAFB), San
Antonio, TX 78243, with regards to PFC Bradley E. MANNING, [(QIOIGIGI(®M c2dquarters and
Headquarters Company (HHC), 2nd Brigade Combat Team (BCT), 10th Mountain Division (MTN DIV),

Forwarding Operating Base (FOB) Hammer, Iraq, stabbing or attempting to stab another Soldier during either
Basic Training or Advanced Individual Training (AIT) with a pencil.

About 1710, 09 Sep 10, SA interviewed SPC RRRNAR o provided a sworn statement, wherein he
admitted to knowing PVT MANNING, and witnessed PV'T MANNING running towards P2 [QIGIBIGIS with
his head down, and assault PV2 inth a wooden pencil. SPCWstated this incident occurred
in the Squad Bay, during basic training at Fort Leonard Wood, MO, about the first of November 2007.

oordinated with SA OOGME)

About 0915, 10 Sep 10, SAW
lleads needed to be completed Dy this oifice.
STATUS: Further activity by this office is not anticipated at this time. This matter is closed within the files of

this office. Additional activity, if deemed necessary, will be conducted under a separate sequence. ///LAST
ENTRY///

who stated that no further investigative

TYPED AGENT’S NAME AND SEQUENCE NUMBER ORGANIZATION
Fort Hood CID Cffice
IN(D) (6)(b)(7)(O), (b) (7)(E) Fort Hood, TX 76544
SIGNATURE AN DATE EXHIBIT
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SWORN STATEMENT

LOCATION: Fort Hood CID Office, Fort Hood, TX 76544 DATE: 09 Sep 10 TIME: 1710
NAME: [(QIOIOIQI®)

STATUS: SPC
ORGANIZATION/ADDRESS: B Company, 717 Military Intelligence Battalion, 470 Military

telligence Brigade, Lackland Air Force Base, San Antonio, TX 78543
4 (b)(6)(b)(7)(C) want to make the following statement under oath:
attended basic training at Fort Leonard Wood, Missouri from October 2007 to December 2007.

I was in C Company, 82™ division where I met PVT MANNING who was going to be a 35F.
PVT MANNING was in the same platoon as I was and he slept two bunk beds down from me in
the squad bay where we both had bottom bunk beds. Our drill sergeants were Senior Drill
Sergeant SFC [QIOIOIVK®) and SSWPVT MANNING was a weak willed person in
my opinion, never wanting to participate in the daily activities during training. PVT MANNING
was a quiet person who was easily annoyed and would usually keep to himself. PVT
MANNING was a bunkmate with PVT About the second week of Basic Training,
there was an incident in which PVT ING and PVT ad a shouting match when
PVT MANNING got upset about PVT utting things on his bed. Around the 1% of
November 2007, PVT MANNING was involved in an incident where he attempted to stab
another Soldier EOSSibIE named PVWwith a wooden pencil in the stomach about 2 to

3 times. PV ad been mocking PVT MANNING, provoking PVT MANNING for
an unknown reason. PV2 was a white male, possibly around six féet tall, bald,
muscular build, big person. The other Soldiers in the platoon stopped the altercation, but I do not
know if the Drill Sergeants ever found out about the incident. Before the completion of our basic
training cycle PVT MANNING was removed from our cycle, due to lack of motivation and his
low level of discipline, and set back into a later graduating class. After PYT MANNING was
washed back in basic, I never saw him again until about October of 2009 when his current unit
was switching locations with my unit 3 BCT, 82" ABN DIV which was forward deployed to
Bagdad, Iraq. PVT MANNING was a 35F and worked within the same SCIF as I did at the time
of his arrival. PVT MANNING worked in the first section of the SCIF where the Secret
Classified computers were, while I worked in the Top Secret section in the back of the SCIF.
Occastonally, PVT MANNING would come to of the SCIF to get information about
any targets and issues he was tasked to work OHW

A

A: RIQIOIGI®

Q: Is the above statement typed in your own words?

A: Yes.

Q: Are you sure about the names of your Drill Instructors?

A: Yes, there was a third Drill Instructor, but I do not remember his name and I never knew any
of their first names.

Q: What is PV TQIQIOIGI®Nirst name?

A: Thave no idea, but I am sure his last name was PVT [QIIQIGIS]

6 7 (C
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“Statement of (b)(6)(b)(N)(C) Continued:”
LOCATION: Fort H ort Hood, TX 76544
Q: Describe PVTW
A: White male, Black hair, very short, maybe 4’117, I think his MOS was 88M, truck driver,
very heavy facial hWbrow.

: What was PV2 first name?
I have no idea and I am about 80% sure his name was PV2
Did you witness PVT MANNING stabbing, or attempting to stab PV2
Yes.
Where did PVT MANNING attempt to stab PV2 b) OB (©) ,
In the Squad Bay, between the first bunk bed and the entrance/exit to the Squad Bay. There
was only one entrance/exit to the squad bay.
Q: About how far away from PVT MANNING and PV2 were you when this
happened?
: About 6-7 feet.

: What lead up to PVT MANNING attempting to stab PV2 GOEMC)
: PV2 [QICIOIVI®)vas the aggressor, but he was just making fun of PVT MANNING.

: Did PVT MANNING actually stab PV2 %

: Yes, he made contact on the left side of PV2 stomach.

: Did PV2 have any clothes on at the time he was stabbed by PVT MANNING?
: Yes, I believe it was an Atmy PT shirt.

: Was there any damage done to the Army PT shirt of PV2 (b)(6)(b)(7)(C)

: No.

: What type of injury did PV2 sustain?

: None, no injury what so ever.

: What was PVT MANNING using to stab PV2

: A yellow, wooden pencil and it was sharpened, but it had a dull point on it.

: Which hand did PVT MANNING have the pencil in? .

: His right hand.

: How many people did it take to stop this incident with PVT MANNING and PV2

0634-10-CID034-

PROERORR

BPROPOPFPOPOPOPFO PO

A Tt took about four people to break it up.

Q: Was anyone else injured?

A: No.

Q: Is it possible that this was a staged attack, and not intended to actually harm anyone?

A: Possibly, but PVT MANNING was very mad and charged PV2 with his head
down. PVT MANNING put his head into PV2 mstomach and was then trying to stab
him with the pencil.

: Why was this incident not reported to the Drill Instructors?

Because if one person had gotten into trouble, everybody would have gotten into trouble.
What is a 35F7

All source intelligence specialist.

What is a SCIF?

Secret Compartmented Information Facility.

Have you heard of any other incidences or problems with PVT MANNING?

No. )

: How do feel that you were trea
INITIALS OF PERSON MAKING STATEMENT: Page 2 of I l Pages

FOR QFFICIAL USE ONLY — Law Enforcement Sensitive

RERERZELQER

pxer_110
001078 0L 2



Qo An2g 10-CID221-10117
FOR OFFICIAL USE ONLY ~ Law Enforcement Sensitive

0634-10-CID034-

“Statement o 1‘<b) ©)(d)(7N(C) Continued:”
LOCATION: Fort Hood CID Office, Fort Hood, TX 76544
A: Great. :

Q: Is there anything else you ike to add to this statement?
A: No. ///End of Statement//,

INITIALS OF PERSON MAKING STATENENW . . Page :2 of L’ Pages
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0634-10-CID034-
“Statement of (b) (6) (b) (7) (C) Continued:”
LOCATION: Fort Hood CID Office, Fort Hood, TX 76544

AFFIDAVIT

1M(b)(6)(b)(7)(C) | HAVE READ HAD READ TO ME THIS STATEMENT WHICH

BEGINS ON PAGE 1 AND ENDS ON PAGE LY UNDERSTOOD THE CONTENTS OF THE
ENTIRE STATEMENT MADE BY ME. THE STATEMENT IS TRUE. I HAVE INITIALED ALL
CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE CONTAINING THE
STATEMENT. 1 HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD,
WITHOUT THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INFLUENCE, OR

UNLAWFUL INDUCEMENT.

WITNESSES: 3

Subscribed and sworn to before me, a person authorized by law

2010 at

ORGANIZATION AND ADDRESS
Special Agent b)) B)(T)(C), (b) (N(E)
(Typed Nz of RS
Title 10 USC, Section 936
(Authority to Administer Oath)
' BICIOIVI®) 9[ ! l
INITIALS OF PERSON MAKING STATEMENT: Page of Pages
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AGENT’'S INVESTIGATION REPORT R 1010-10-CID321

CID Regulation 195-1

PAGE 1 OF 2 PAGES

DETAILS

About 0700, 23 Aug 10, this office received a Request For Assistance under Report Of Investigation |
(ROI) 0028-10-CID221-10117 from the Washington Metro Resident Agency, Computer Crime |
Investigative Unit, Fort Belvoir, VA, to locate and interview all cadre assigned to D Company, 305th
Military Intelligence (MI) Battalion (BN), Fort Huachuca, AZ during the period when PFC Bradley
MANNING, subject of ROI 0028-10-CID221-10117 was assigned to the unit for Advance Individual
Training (AIT) at Fort Huachuca, AZ. Interviews were to determine if PFC MANNING posted a video to
YouTube regarding Sensitive Compartmented Information Facilities (SCIFs) located on Fort Huachuca,
AZ while attending AIT. Further, it was requested to determine if any record of Non-Judicial Punishment
{NJP) or Uniform Code of Military Justice (UCMI) action pertaining to PFC MANNING was available.

About 0930, 24 Aug 10, SA interviewed SFC [QIQIOIGI®, D
Company, 305th MI BN, Fo regarding his knowledge of PFC MANNING's actions while
attending AIT in 2008. SFC related he was aware of whom PFC MANNING was, but he had

been assigned to a different platoon and SFC [QIQIOIGI®! did not routinely come in contact with him.
SFCWS aware of a video posted by PFC MANNING to YouTube but not the content;

further he was aware that PFC MANNING had be i provide an Operational Security (OPSEC)
briefing to the unit as part of his punishment. SFC as unaware of any NJP or UCMJ

punishment given to PFC MANNING. SFC rovided nothing further of significance.

About 1130, 24 Aug 10, SA [RICGIOIGI®) ierviewed WO1 [DICIOIGI®) Task Force
ODIN, Fort Hood. TX who was currently attending the Warrant Officer Basic Course at Fort Huachuca,
AZ. WO!1 QBRI 1ated he had been the assistant Platoon Sergeant for PFC MANNING during AIT.
WO 1 QIRIRIGIR: 1ated he was aware of a video posted by PFC MANNING to YouTube but not the
content; further he was aware that PFC MANNING had been required to provide an Operational Security
OPSEC) briefing to the unit as part of his punishment and was also counseled for his actions by SFC
Mﬁ@ﬁ D Company, 305th MI BN. WO 1 [RIRIDIGI®) a5 unaware of any NJP or UCMJ
punishment given to PFC MANNING. WO1 QRIS+, vided nothing further of significance.

About 1335, 27 Aug 10, SA BIBIPIRI® interviewed SFC(R)
M SFC(RW&:Iated he was aware of this investigation and
knew who PFC MANNING was from the unit. He was aware of the YouTube video as several soldiers

had come to him to report the video. SFC(R)RAARIMUR) remembered PFC MANNING had been counseled
and had to provide training for the unit regarding OPSEC. SFC(R) RIRIRIGIS a5 unaware of any NIP or
UCM]J punishment given to PFC MANNING. SFC(R) [QIOIOI@I®rovided nothing further of significance.

About 0930,2 Sep 10, SARIGIOIOI®)interviewed SFC MMMMMMAR/ho related he had been the Assistant
Platoon Sergeant for PFC MANNING during AIT. SFC gRlMiRrelated he was aware of PFC MANNING
and when he had made the news for the Wikileaks arrest, he had remembered the incident with the
YouTube video during AIT and went to locate the "Smith" file containing documentation of incidents
during PFC MANNING’s AIT period to refresh his memory. SFC Weamed the file had been

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION |

Arizona Branch Office, Computer Crime Investigative Unit
N (b) (0)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060

(b)(6)(b)(1)(C), (b) (N(E) A 0 Sep 10 T
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DETAILS

destroyed approximately two months prior to the news story in accordance with the US Army’s two-year
retention and destruction policy. SFC Wlated his recollection of the video entailed PFC
MANNING in his barracks room talking, as if to his mother, about life at AIT and he mentioned in the
video that he had access to classified material during his AIT classes, which was what initiated the inquiry
by his chain of command. SFC aware that PFC MANNING had been counseled regarding his
actions by SFC(R)RIGIQIGLS) Further PFC MANNING was ordered by the commander, CPT
HHC, 22d Chemical Battalion, Aberdeen Proving Ground, MD to remove
video from the internet. SFC Wtated he had knowledge the video had been removed. SFC
R was asked if he had any knowledge regarding a conversation intimating the chain of command
should revoke PFC MANNING?’s security clearance and have him reclassified to another Military
Occupational Specialty (MOS). SFC Wlated he overheard a conversation between SFC(R)
Wd other platoon sergeants discussing this matter but was unaware if it went any further or was
presented to the chain of command as a recommendation. SFC/RRRIMLrovided nothing further of
significance.

About 1045, 10 Sep 10, SAQISIOIGISinterviewed 11T BICIBIGKS Co E, 305th MI
BN, Fort Huachuca, AZ, 1LT [QIQIQIGI® related was the Executive Officer (XO) of the company while
PFC MANNING was assigned for AIT. 1L T (R8I 1ated he could not recall if PFC MANNING had
received NJP for the YouTube incident, which 1L T (SISO was aware of. 11T (RIGIRIRIR1ated he had
no knowledge of any documentation still existing at the unit as one of his duties was to ensure records
were purged at the appropriate time as there was limited record keeping space. 1LT [RIQIQI@®hrovided
nothing further of significance.

I T T TR AST ENTRY I T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION 0 I U
VN b)(6)(b)(7)(C), (b) (7)(E) e D, Fort Bl VA 2060 | e T
6 NC NE DATE EXHIBIT
b)(6)B)(N(C), (b) (N(E) 10 Sep 10 a1
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About 0830, 9 Sep 10, SA (QICIQIGIONORGID) nd SA OICIOIQIONOROID 1, 1 o5signed to |

Washington Metro Resident Agency (WMRA). Computer Crime Investigative Unit (CCIU). Fort Belvoir
V2206 cooinaed wi v (OO
Wto obtain the contents of the broken open box of PEC MANNING’s personal goods that
BICIBIGI®) =5 storing. See AIR of the interview of Mr SIIOIGIG), 9 Aug 10. Mr, Wigned a
Consent to Search for the contents of the box. 2nd Brigade Combat Team 10th Mountain Division Fort

Drum, NY(See Consent to Search for details).

Between 0830 and 1148, 9 Sep 10, sA N ollccted the box and its contents as evidence, which was
documented on Evidence/Property Custody Document (EPCD), Document Number(DN) 130-10.
I TR AS T ENTRY T T T T ]

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
WMRA, Computer Crime Investigative Unit

SA [RICIOIUIONOIOIE) U.S. Army CID, Fort Belvoir, VA 22060
SIGNATU

§0)(0)0) () (C)
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USACIDC Supplement 1 to AR 12 . N B=1Ccibzzt-17117

W Consent To Search st ap30 N
(USACIDC Supplement 1 to AR 190-22) f "\

1. Name of person consenting to the search: 2. Organization and location:
(Y (b) (6)(b)(7)(C) 167 Ames Street
Raochester, NY
3. 1 have been informed by the undersigned IDC Special Agent that an inquiry is being conducted in connection with the following possible viclation(s) of law.

Damage to U.S. Government Computer, 18 USC 1030(a)(5),
Accessing U.S. Govemment Computer without and/or with Excess of Autherization, 18 USC 1030(a)(1}, and
Espionage, Article 106(a), UCMJ

4. ! have been requested by the undersigned USACIDC Special Agent to give my consent to a search of my perscn, premises, or property as
indicated below. | have been advised of my right to refuse a search of my person, premises, or property. (If you do not give your cansent, do not
sign this form.)

5. | hereby authotize the undersigned USACIDG Special Agent and/or other Authorized Law Enforcement Officials assisting the undersigned USACIDC Special Agent to
conduct a search of. (lnitial and sign applicable blocks)

Initials | Signature
a. My Person
initials | Signature
b.
My Quarters:
Located At:
Initials | Signature
& My Vehicle
Located At:
Described As:
Initials | Signature
d. Other

Located At: 187
Ames Street
Rochester, NY

BIOIOIGI®)

Described As:
Brown Box, containing multiple items, purportedly property of PFC MANNING.

6. This written permission is given ¢ the undersig (-b ) .< 6!) (l;)) ' 7-5 (-C) ly, voluntarily and without threats or promises of any kind:

Signature of Person Granting Consent

CID Form 87-R-E PREVIOUS EDITIONS OF THIS FORM ARE OBSOLETE

1 Jan 00

For Official Use Onty

Law Enforcement @mbit 1q3

Sensitive
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DETAILS

About 0945, 10 Sep 10, SA [DICISISISNOICIS) <  BICIOIOICHOIUID) -.q s [BDICIOINIE®
RERRE. || assigned to this office, conducted an evidence recovery scene examination of the Sensitive Item
(SI) CONEX, property of Headquarters and Headquarters Company (HHC), 2nd Brigade Combat Team
o™ BCT), 10th Mountain Division (10th MTN DIV), Fort Drum, NY 13602 (FDNY), located at 10200
North Riva Ridge Loop, FDNY. This examination was conducted pursuant to a Search and Seizure
Authorization issued by CPT [QIQICIGIOMEMilitary Magistrate, APO AE 09344, on 10 Sep 10.

1. Characteristics of the Scene: The SI CONEX was located in the north parking lot of HHC, 2nd BCT,
10th MTN DIV, FDNY, adjacent to the south side of North Riva Ridge Loop. The CONEX had its serial
number USAU0480480 marked on all four sides of its exterior walls.

2. Condition of the Scene: The inside of the CONEX was dirty and in disarray. There were several
individual storage boxes within the CONEX.

3. Factors Pertinent to Entry/Exit (E/E): The main and only E/E to the SI CONEX was facing south and
locked and sealed and further showed no signs of tampering and/or foul play.

4. Scene Documentation: SA K
the scene using a Canon PowerShot SD1300IS digital camera (See Evidence Recovery Scene Sketch and
CD for details).

5. Collection of Evidence: Between 1350-1446, 10 Sep 10, ollected as evidence one NetApp
Computer Server "T Drive" containing unknown data, which was documented on Evidence/Property
Custody Document (EPCD), Document Number (DN) 131-10.

(b)(6)(b)(7)(C

)

About 1456, 10 Sep 10, SA pllected as evidence one Samsung Hard Disk Drive (HDD) containing
PFC MANNING's profile which was documented on EPCD, DN 132-10.

Between 1601-1639, 10 Sep 10, SAWollected as evidence one NetApp Computer Server "T Drive"
containing unknown data, which was documented on EPCD, DN 133-10.

Between 1825-2058, 10 Sep 10, SAWcollected as evidence 44 HDD's containing unknown data
which was documented on EPCD, DN 135-10.

T W W SN S T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit

U.S. Army CID, Fort Belvoir, VA 22060

DATE EXHIBIT
10 Sep 10 'lq 9
FOR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE
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0028-10-CID221-10117

ROUGH SKETCH DEPICTING RECOVERY SCENE

N. Riva Ridge Loop

Parking Lot

Parking Lot

HHC, 2BCT, 10MTN DIV
10200 N. Riva Ridge Loop
Fort Drum, NY 13602

LEGEND
A-“T Drive” Computer Servers

B- (44) Hard Disk Drives

TITLE BLOCK
Case Number: 0028-10-CiD221-10117

Offense: Damage to USG Computer, Accessing USG
Computer without and/or with Excess of
Authorization, and Espionage

Scene Portrayed: Parking lot of HHC, 2BCT, 10MTN
DIV, FDNY

Location: 10200 N, Riva Ridge Loop, FDNY

Victim: U.S. Government
Time/Date Began: 0945. 10 Sep 10

N Sketched By: SA [(DIOIOIGI(®)
verified By: SA[(IOIOIG®)
NOT TO SCALE
FOR OFFICIAL USE ONLY LAW EXHIBIT 145
ENFORCEMENT SENSITIVE
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SI CONEX PHOTOS
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CID Regulation 195-1

- AGENT'’S INVESTIGATION REPORT

ROI NUMBER

0028-10-ClD221-10117

PAGE 1 OF 1 PAGES

DETAILS

About 1636, 10 Sep 10, SA OIOIOIOI® 1 1ccted as evidence one packet of paperwork pertaining to PFC

MANNING’s Secret Compartmented Information (SCI) Clearance, from Ms. [((IOISIGI®) SCI
Program Manager, G2, Mission Support Element, Fort Drum, NY 13602, which was documented on

Evidence/Property Custody Document (EPCD), Document Number (DN) 134-10.
P T ELAST BNTTRY ST T T T e e iy

TYPED AGENT'S NAME AND SEQUENCE NUMBER

OO, ©) O)E)

ORGANIZATION

Washington Metro Resident Agency
Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

SIGNATURE DATE EXHIBIT
10 Sep 10 1 1 7
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Exhibit(s) 198

Page(s) 001242 thru 001263 referred to:

Directorate of Human Resources
Administrative Services Division
Attn: IMNE-DRM-HRR (FOIA-PA)
10720 Mt. Belvedere Blvd.

Fort Drum, New York 13602-5045



Exhibit(s) 199

Page(s) 001264 and 01264a withheld:

5 US.C. § 552(b)(1)
Permits withholding information that
is classitied for
National Security purposes
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CID Regulation 195-1

PAGE 1 OF 5 PAGES

DETAILS

About 0730, 10 Sep 10, SA [RICIDIGICNOIOIE) s [BICIOIGICHOIOIE) and sA RRIOIOROIGIR- 11
assigned to Washington Metro Resident Agency (WMRA), Computer Crime Investigative Unit (CCIU), Fort
Belvoir, VA 22060, arrived at Fort Drum, NY (FDNY), in preparation for locating and searching the '
Shipping Containers (Connexes) from PFC MANNING’s unit to identify any computers, hard drives, and
other digital media that PFC MANNING may have used while deployed to IRAQ and to seize and
subsequently search the SIPR server identified as housing PFC MANNING's electronic network storage
space.

B coordinated with SA[DIOIDIGIONOROIE) WMRA, CCIU, and

received a signed copy of the Search and Seizure Authorization for the shipping containers and secure
storage equipment of HHC, 2nd Brigade Combat Team (2°* BCT), 10th Mountain Division (10™ Min Div),
FDNY located at 10200 North Riva Ridge Looop, FDNY,. (See Search and Seizure Authorization for details.)

About 0900, 10 Sep 10, SA il

About 1045, 10 Sep 10, SA oordinated with SFC [QIOIQIGKS)

Automations NCOIC, 2™ BCT, FDNY, who assisted in identification of items in the Sensitive Items
Container. SFC dentified the T-Server which consisted of two rack-mountable computers and
the Pelican cases which contained hard drives he said belonged to the S-2 section. SFC Wsaid that
the other server in the container was their portal and SQL server. He stated that PFC MANNING would not
have had access to that server, as he did not have administrative privileges on the server. SFC
said that he needed more of his section personnel, who were currently on leave, before he could place the
server back into operation to confirm that PFC MANNING never had access to the server,

Between 1238 and 1909, 10 Sep 10, SAW)revicwed the contents of the following hard drives for
the presence of a user profile pertaining to PFC MANNING by connecting a write blocker to a stand-alone
laptop computer capable of processing data up to the classification level of Secret:

Make Model Serial Number Classification Star{ End | Results
Timq Timg

Kanguru | QS-2 USB External| IWS128-750 UNCLASSIFIED 1238| 1242| Negative
Seagate Barracuda 3QDOJMAF SECRET 1248| 1301| Negative
Dell ST3300656SS 3QPOF6J1 SECRET 1307| 1309| Negative
Hitachi TravelStar 7BFJ5133TH351 SECRET 1327| 1328| Negative
IBM TravelStar 46MJ6896 SECRET 1340f 1345| Negative
Maxtor MaxLine Plus 11 Y65Z4XHE SECRET 1349| 1353| Negative
Maxtor MaxLine Plus 11 Y65Z4R6E SECRET 1354| 1359| Negative
Hitachi HTS MPCZN7Y0J4OWEL| SECRET 1432| 1438| Negative
Hitachi HTS SMHOWMSH SECRET 1441| 1448| Negative
Samsung | HM121H] SINSID0OQ800999 | SECRET 1451| 1456 Positive

Seagate Barracuda 4JT0OB4CS SECRET 1510] 1513| Negative
Seagate Barracuda 4JTOBFFA SECRET 1518] 1521| Negative

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

X Washington Metro RA, Computer Crime Investigative Unit
§:<b) ©BMNE), (b) (NE) U.S. Army CID, Fort Belvoir, VA 22060

BIOIGIVI® R
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Fujitsu Unable to read SMHONJJJ SECRET 1526| 1532| Negative
Hitachi HTS721010 MPCZN7Y(05940VL | SECRET 1534| 1536{ Negative
Hitachi ONYS552 070714DP1DO00ODFG | SECRET 1538| 1542 Negative
Hitachi Unable to read SMHOHIJIL SECRET 1544) 1546| Negative
Hitachi HTS MPCZN7Y0J93JXL | SECRET 1548| 1550| Negative
Hitachi HTS MPCZN7YO0J31LAL | SECRET 1551| 1553| Negative
Fujitsu MH2260BJFFS K83CT9228ZMR SECRET 1555| 1557} Negative
Hitachi HTC MPCZN7Y0J1UP7L | SECRET 1558| 1559| Negative
Hitachi HTC MPCZN7Y0J9L1PL | SECRET 1603| 1604| Negative
Seagate Momentus SMHOTBX4 SECRET 1605 1607 Negative
Fujitsu Unable to read SMHOHPLB SECRET 1609| 1611] Negative
Toshiba MK3252GSX 780CP10OUT SECRET 1619| 1624| Negative
Toshiba MK40256A8 Z5FX1417S SECRET 1704| 1710| Negative
Hitachi TravelStar XKG4M38M SECRET 1712| 1714| Negative
Fujitsu MHV2060AH NT25T5B2P72P SECRET 1715| 1719| Negative
Fuyjitsu MHV2060AH NT25T5B2P7T4 SECRET 1745| 1747| Negative
Fuyjitsu MHV2060AH NT25T5B2P8BK SECRET 1748| 1750| Negative
Fuyjitsu MHV2060AH NT25T5B2PRBT SECRET 1753| 1755| Negative
Toshiba HDD2D14 460M09767 SECRET 1756| 1757| Negative
Fujitsu MHV2060AH NT25T5A2M298 . | SECRET 1758 1759] Negative
Fujitsu MHV2060AH NT25ST5B2P7F2 SECRET 1800| 1802( Negative
Fujitsu MHV2060AH NT25TS5C2UD3E SECRET 1802| 1803| Negative
Seagate Momentus SMHONZQA SECRET 1815| 1816| Negative
Hitachi TravelStar BBEH4A1AH903 SECRET 1817| 1818| Negative
Fujitsu MHV2080AH NT24T5C2FDFD SECRET 1819| 1820| Negative
Fujitsu MHV2040AH NT26T5B2W SECRET 1822| 1823| Negative
Hitachi DK23CA-20 2P009DM171H16747 SECRET 1824| 1825} Negative
Hitachi DK23CA-20 2P009AT7P28V2152Z | SECRET 1826| 1827} Negative
Seagate ST92130 DFJHOS8ZA SECRET 1830| 1831| Negative
Samsung | MP0603H S03ZJ10YB48570 SECRET 1832 1833| Negative
Hitachi DK23FB-40 BBEHA4A12T145 SECRET 1834} 1836} Negative
Hitachi HTS548040M9AT( MRI231L.2GADGAB| SECRET 1841 1843| Negative
Fujitsu MHV2060AH NT25T612UFWJ SECRET 1845| 1848| Negative
Seagate Momentus 3JKWG2885 SECRET 1850| 1853| Negative
Fujitsu MHT2040AH NPOET4A2UWR9 | SECRET 1900| 1904| Negative
Hitachi TravelStar MRG387K3KZB76H| SECRET 1907| 1909| Negative
Between 1239 and 1959, 10 Sep 10, SA QIR c viewed the contents of the following hard drives for the
presence of a user profile pertaining to PFC MANNING by connecting a write blocker to a stand-alone
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
SA (b) (6) (b) (7)( ), (b) (7) (E) U.S. Army CID, Fort Belvoir, VA 22060
SIGNATU P I — DATE EXHIBIT
(b)(6)(b)(7)(C) 125cp 10 200
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laptop computer capable of processing data up to the classification level of Secret (drives which were
classified at higher than Secret or had an unknown classification label were previewed by connecting a
write blocker to a stand-alone desktop computer capable of processing data up to the classification level of
Sensitive Compartmented Information), all of which met with negative results:
Make Model Serial Number Classification Star{ End | Results
Timg¢ Time
Hitachi HTS721010G9SAQ( MPCZN7Y0J9IMIJ] Secret 1239| 1246| Negative
Hitachi HTS721010G9SA0( MPCZN7YO0JSJPTI Secret 1249| 1251| Negative
Fujitsu MHV2060AH NT25T5B2P760 Secret 1254| 1306| Negative
Unknown | DJSA-220 Unknown Secret 1309| 1311| Negative
Seagate 9EU132-037 6RYCS4XP Sensitive Compartmented | 1420[ 1425| Negative
Information
Seagate 9EU132-037 6RYCTCQQ Sensitive Compartmented | 1428| 1431| Negative
Information
Western WD5000YS WMANUI1115162 | Sensitive Compartmented | 1434| 1436| Negative
Digital Information
Secagate 9EU132-037 6RYCS5YS Sensitive Compartmented | 1437| 1438| Negative
: Information
Seagate 951038-508 S5LYCKO02Z Sensitive Compartmented | 1445| 1447| Negative
Information
Hitachi H75541080GSATO( XKGSPETM Sensitive Compartmented | 1448| 1458| Negative
Information
Hitachi H7S5541080G9ATO( X6G5978C Sensitive Compartmented | 1459| 1506| Negative
Information
Hitachi H78541080GSAT0{ XKGPS40M Sensitive Compartmented | 1506| 1512| Negative
' Information
Hitachi H7S541080G9ATO( X6G64AXC Sensitive Compartmented | 1514| 1517| Negative
Information
Hitachi H7S8541080G9AT0( X6K333DM Sensitive Compartmented | 1520| 1523| Negative
Information
Hitachi H7S541080G9ATO( XNJ0830G Not Marked 1530| 1532| Negative
Toshiba MK8026GAX 65250039T Sensitive Compartmented | 1535 1539| Negative |
' Information
Seagate ST3120022A 5JS879SF2 Sensitive Compartmented | 1541| 1543| Negative
Information :
Seagate ST3120022A SJS6LSRM Sensitive Compartmented | 1544| 1545| Negative
Information
Western WD5000YS WMANUI1067415 | Sensitive Compartmented | 1546| 1549| Negative
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime [nvestigative Unit
OO BDE), ) (N(E) U.S. Army CID, Fort Belvoir, VA 22060
SIGNATU DATE EXHIBIT
B)O®)(7)(O) oo
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Digital Information
Western WD5000YS WMANU1115513 | Sensitive Compartmented | 1550( 1551| Negative
Digital Information
Western WD5000YS WMANU1115082 | Sensitive Compartmented | 1552| 1553| Negative
Digital Information
Westem WD5000YS WMANU1115233 | Sensitive Compartmented | 1554| 1555| Negative
Digital Information
Westem WDS5000YS WMANU1509514 | Sensitive Compartmented | 1556| 1601| Negative
Digital Information
Western WD5000YS | WMANU1115222 | Sensitive Compartmented | 1602| 1604| Negative
Digital Information
Seagate 951038-508 SLYCJIZ85 Sensitive Compartmented | 1606 1607| Negative

Information '
Toshiba MKRB026GAX 65280040T Sensitive Compartmented | 1608| 1610| Negative

Information
Seagate 951038-508 SLYCKO020 Not Marked 1612| 1614] Negative
Seagate STG10021AS8 SMHO0GZGS Secret 1615]| 1617) Negative
Hitachi HTS541080G9ATO{ X6G6450C Secret 1618 1619] Negative
Hitachi 08K 0637 KCG46XTP Secret 1910] 1913| Negative
Hitachi 08K 0637 K3HBYJDH Secret 1914| 1917] Negative
Hitachi Travelstar BBEH4AIE0409 | Secret 1919] 1923| Negative
Toshiba MK3021GAS 641G3499T Secret 1925| 1926| Negative
Fujitsu MHV2060AH NT25T5B2P86V | Secret 1927| 1928| Negative
Hitachi Travelstar 3TUS528 Secret 1929| 1930 Negative
IBM Travelstar 46M76587 Secret 1932| 1933| Negative
Toshiba MKO0321GAS 13A304048 Secret 1934| 1934| Negative
Toshiba MKO0321GAS 13A304128 Secret 1947| 1948| Nepative
IBM Travelstar 46MA6144 Secret 1949| 1950( Negative
Fujitsu MHM2200AT 01030916 Secret 1952| 1953| Negative
Hitachi Travelstar MCES55AJ64006 | Secret 1955| 1956| Negative
Hitachi Travelstar MCE65SARB1847 | Secret 1956| 1957 Negative
Toshiba MK4006MAV 39A18235P Secret 1959 1959] Negative
About 1451, 10 Sep 10, SA reviewed a Samsung 2.5” SATA laptop drive, S/N:
SINSJD0Q800999. In the folder “Documents and Settings”, there was a profile folder for
“Bradley.Manning”.
About 1456, 10 Sep 10, Smollected as evidence the Samsung 2.5” SATA laptop drive, S/N:
SINSJDO0Q800999, containing a profile folder “Bradley.Manning”, which was documented
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGAI\}IIIZATION c Crime | Uni

i ime Investigative Unit
6B, 6) ()(E) U3, Aty CID. ot Belvoir, VA 22080
DATE EXHIBIT
12 Sep 10 200
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Evidence/Property Custody Document (EPCD), Document Number(DN) 132-10. (See EPCD for details).
T L AST ENTRY /T T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

(D) (6)(B)(7)(©), (b) (N(E)

Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

(5)(6)(b)(7)(C) 7 ese 200
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SEARCH ANMD SEIZURE AUTHORIZATION
For use of this form, ses AR 27-10; the proponent agency is OTJAG

TO: (Name and Grganization of the persan Io whom authorization 15 given)
Special AgemWfthe United States Army Criminal Investigation Command (USACIDC)

IAn affidavir) (4 (sworn) or (unsworn) oral statement) having been made before me by Special Agent
' N {Narme of Afflunt)

Washington Metro Resident Agency, Computer Crime [nvestigative Unit (CCIU), U S;ACID C, Fort Belvoir, Virginia 22060

{(Organization or Address of Affiant)

fwhich affidavit is atiached hereto and made a part af this authorization ). and as | am satisfied that there is probable canse 1o
believe that the matters mentioned in the affidavit are true and correct, that the offense set forth therein has been commiited. and

(hat th} property to be seized is located  (on the person) (ai the place) to be searched, you are hercby ordered to search the (person)
(place) known as
i

Shipping Containers and Secure Storage of HHC, 2nd BCT. 10th Mountain Div, 10200 N, Riva Ridge 1.0op, Fort Drum, NY

i

for thcrmpeﬂy described as  clectronte data and physical evidence related to the identified offenses, which may include:

computers, compuiter servers, hard disk drives, digital media and other U.S. Govemment property as specified in Attachments

A and C, which arc hereby incorporated into this Search Authorization.

bringﬁ]g this order to the attention of the “(per.mn searched) (persan in possession, if any person be found at the place or on the
premifes searched). The search will be made in the (daytime) (nighttimej, and if the property is found there, you shall seize it. issue
a receipt therefor to the person from whom the property is taken or in whose possession the property is found, deliver the propeny to;

i
H

Evidence Custodian, Computer Crime Investigative Unit (CCLU), 9805 Lowen Road, Bldg 193, Fort Beivoir, Virgi_nia

(Name and Organization of Autherized Custodian}
1

and pr{,pa.rc 2 written inventory of the property. If there is no person at the: searched place to whom the receipt may be delivered,
the rcafipl will be lefi in a conspicuous location ai the place or on the premisces where the property is found.

i
1

Dated ;lhis 10 day of - Scptember 2010

i
1

PELLNALIE AN GRADE OF AUTHORIZING OFFICIAL \ DUTY POSITION OF AUTHORIZING OFFICIAL
)6)B)(7)(C)

CPT,JA - MILITARY MAGISTRATE

ORGANIZATION OF AUTHORIZING OFFICIAL
BCODSTB 1AD

APO AE 09344

|

DA FORM 3745, SEP 2002 DA FORM 3745-R. MAR

SIGNATURE OF AUTHORIZING OFFICIAL
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AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR APPREHEND
For usae of this form, see AR 27-10; the proponent agency is OTJAG.

BEFORE COMPLETING THIS FORM, SEE INSTRUCTIONS ON PAGE 2

Lol Special Agent BIOIOIGI®) , Washington Metro Resident Agency .
{Name) (Organizetion or Address}

Computer Crime Investigative Unit (CCIU), USACIDC, 9805 Lowen Road, Building 193, Fort Belvoir. VA 22060

having been duly sworn, on aath depose and state that:

SEE ATTACHMENT A,

2 Theafflant further states that:
SEE ATTACHMENT A.

DA FORM 3744, SEP 2002 DA FORM 3744-R. MAR 85, IS OBSOLETE. APD PE v1.00
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SEE ATTACHMENT B

fehe purrzon) fand]

3 In view of the forepoing. the affiant requests thal an authorization be issued for 8 scarch of

filte epeaarders or bitlels) (endy

and { } (apprehension] of SEE ATTACHMENT C

b arkoanbite) { J fitems pervons vearchyd for)

TYPED NAME AN FIANT SIGNATUR AFE1AN
spmialAng -
Washington Metro Resident Agency 7

Compiter Crime Investigative Unit (CCIU), USACIDC

H
SWORN TO AND SLUBSCRIBED BEFORE ME THIS 10th  pavor September 2018 A S:52 (8 UT)
|
TYPED NAME. ORGANIZATICN AND OFFICIAL CAPACITY OF ALTHORITY SIGNATURE OF AUTHORITY ADMINISTERING THE OATH

CPT,IA .
MILI'I‘[ARY MAGISTRATE
i

. INSTRUCTIONS
| AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION 70 SEARCH AND SEIZE OR APPREHEND

1. laparagraph 1, set forth a concise, factual stalement ol the ofTense that has been comnitted oi the probable vause to belicve that it has been cetmined. U
adgitienal page if necessary.

2. Injaragraph 2, set forth facts establishing probable cause for believing that the person. premises. or place 10 be searched amd the property to by seized or the
persad(s) 1o be apprehended are connecied with the offense mentioned in paragraph 1. plus facts establishing probable cause to believe thet the property to be
suvzed o the person(s) to be apprehended are preseitly Tocaled on the person, premises, or place to be scarched,  Before o porson may conclude that probable
cause o search enists, he or she must firat have a reasonable bekiel that the person, property or evidence sought is lacated in the plage or on the persan fo be
seurcled.  [he Tacts stated in parzgraphs | and 2 must be bascd on gither the personal kmowtedge of the person signing the afTidavit ot on hearsay intormation
which] heZshe has plus the underlying cicoumstancer from which hefshe has concluded that the hearsay information is frustworthy  If e information i3 based on
aersunal knowledge. the affidavit should se indicate. [f the information Is based on hearsay information, pazagraph 2 must se) forth some of the underlying
circurhstances from which the person shgning the affidavie has concluded that the informant (whese identity nced not be disclosed) ag histher iformation was
trustwinrthy. Lise additonal pyges if nocessary.

Bl

3. In paragraph 3. the person, promises, or place to be searched and the propeiiy W be seized or the perron(e) to be apprehended should be desenbed with
particplariry and in detail.  Authorizaton for g search may issuv with respeet 1o a search for frurts or products of an ot¥ense. the instrumeniality or means of
commgtting the offense, contegband or other property the possession of which is an offense, the person who commiued the offense, and under certain
circurdstances for evidentiary matters.

|
|

1

DA FORM 3744, SEP 2002 Page 2 ¢f 2
. APD PE vt 00
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ATTACHMENT A

INTRODUCTIO‘N
I make this.affidavit in support of an application for a Military Magistrate Search
Authorization for electronic data, computer hardWafe, and physical evidence relating to
violations of 18 U.S.C. § 793(d) (Unlawfully Transmitting National Defense Information) -
and 18 U.S.C. § 1030 (Unlawfully Obtaining National Security Information). As set forth
herein, there is probable cause to believe within the U.S. Government Shipping
Container(s), described as the “Sensitive ltems Connex” and the “S-2 Connex”, both
assigned to Headquarters and Headquarters Company (“HHC”), 2" Brigade Combat
Team (“BCT”), 10" Mountain Division, Fort Drum, New York (“Fort Drum”) which are
presently or are to-be located within or adjacent the HHC, 2™ BCT, 10" Mountain
Division main offices at 10200 North Riva Ridge Loop, Fort Drum, New York (herein
“Unit Area”) — and within a Secure Storage Area referred to as the “Unit Vault”, also
located within the Unit Area; contain evidence, fruits, and/or instrumentalities of the
offenses committed by Private First Class (PFC) Bradley Edward MANNING
(“MANNING”) formerly assigned to HHC, 2" BCT, 10™ Mountain Division, as further

described in this affidavit.

AGENT BACKGROUND

| am a Special Agent in the United States Army Criminal Investigation Command
("USACIDC") and have beén so for approximately eight years. | am currently assigned
to the USACIbC, Washingt&n Metro Resident Agency, of the Computer Crime

Investigative Unit ("CCIU"), located at Fort Belvoir, Virginia; where | am responsible for

1
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the investigation of, among other things, violations pertaining to computer intrusions,
denial of service attacks, and other types of malicious computer activity directed against
u.s. Afmy and/or Department of Defense computer networks anywhere in the world.
Prior to my assignment at CCIU, | was assigned as a Special Agenf with USACIDC in:
South Korea, where | was responsible for conducting felony investigations impacting the
U.8. Army in South Korea; Fort Lewis, Washington, where | was responsible for
conducting felony investigations impacting the U.S. Army in the states of Washington,
Oregon, Idahb, and Montana; and concurrently with my position at CCIU, | was
assigned to the Baghdad CID Battalion as a Combufer Crime Coordinator where | was
resbon}sible for conducting computer forensic examinations of seized computers,

cellular phones, and other digital media within Iraq, Kuwait and Afghanistan.

| have been trained in computer incident response, digital evidence acquisition,
LINUX and Windows Forensic Examinations by the Department of Defense Cyber |
Investigations Training Academy (“DCITA"). | currently possess “Department of
Defense Certified Digital Forensic Examiner” and “Department of Defense Certified
Digital Media Collector” certifications. In additlion to my training and experience as a
criminal investigator, | have also.been an employee of several comhercial Information
Technology companies to include: a national Internet Service Provider (“ISP"), a
commercial éoftware company specializing in law enforcement and intelligence analysis
products, and several defense contracting companies where | worked as a government
contractor to the Federal Bureau of Investigation, as a member of the Pentagon Joint
Staff, and the Washington DC Department of Corrections. | have received training from |

the U.S. Army in the investigation of fraud; training from several commercial companies

2
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in computer, computer network, and database administration; and | hold a Bachelor of
Science degree in Information Technology from George Mason University, an

accredited state ﬁniversity in Virginia.

My experieﬁce as a USACIDC Special Agent has included the inVestigation of
cases involving violent and non-violent crimes as well as the use of computers. | have
received training and gained experienc;a in interviewing and interrogation technigues,
arrest procedure, ‘search warrant applications, the execution of searches and seizures,

and other criminal laws and procedures.

As a Special Agent of the USACIDC, | am authorized to investigate crimes
involving all violations of the Uniform Code of Military Justice (Title 10 U.S.C. Section
47) and other applicable federal and state laws where there is a U.S. Army or
Department of Defense interest. | am an investigative or law enforcement officer of the
United States within the meaning of Section 2510(7) of Title 18, United States Code, in
that | am empowered by law to conduct investigations and to make arrests for federal

felony offenses.

SOURCE OF EVIDENCE

~ The facts set forth in this afﬁdavit are based on my personal knowledge,
'knowle,dge obtained during my participation in this investigation from othér individuals —
including other law enforcement officers and particularly other USACIDC Speciatl Ag.ents
— as well as my review of documents and computer records related to this investigation,
communications with others who have personal knowledge of the events and .

circumstances described herein, and information gained through my training and

3
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experience. Because this affidavit is submitted for the limited purpose of establishing

probable cause in support of the application for a search warrant, it does not set forth

each and every fact that | or others have learned during the course of this investigation.

RELEVANT STATUES

Title 18, United States Code, § 793(d) makes it unlawful to make unauthorized

disclosure of national defense information. Specifically, the statute provides in pertinent

part that:

Whoever, lawfully having possession of, access to, control
over, or being entrusted with any document, writing, . . . or
note relating to the national defense, or information relating
to the national defense which information the possessor has
reason to believe could be used to the injury of the United

.States or to the advantage of any foreign nation, wilifully

communicates, delivers, transmits, or causes to be
communicated, delivered or transmitted . . . the same to any
person not entitled to receive it . . . shall be fined under this
title or imprisoned not more than ten years, or both.

Title 18, United States Code, § 1030(a) makes it unlawful to, without

authorization, obtain from a United States Government computer certain national

defense information, and disclose such information. Specifically, the statute provides in

pertinent part that:

Whoever — (1) having knowingly accessed a computer
without authorization or exceeding authorized access, and
by means of such conduct having obtained information that
has been determined by the United States Government
pursuant to an Executive order or statute to require
protection against unauthorized disclosure for reasons of
national defense or foreign relations . . . with reason to
believe that such information so obtained could be used to
the injury of the United States, or to the advantage of any
foreign nation willfully communicates, delivers, transmits, or
causes to be communicated, delivered, or transmitted . . .
the same to any person not entitled to receive it [shall be

4
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punished by a fine under this title or imprisonment for not
more than ten years, or both . . . ]

The national security classification levels assigned to national security
information and nation.al defense information are defined in Execuﬁve Order No. 13526
and its predecessor orders. [nformation may be classified if the following conditions are
met: (1) an original classification authority (“OCA”) is classifying the information; (2} the
information is owned by, produced by or for, or is under the control of the United States
Government; (3) the information falls within one or more of the categories set forth in
the Executive Order (which includes intelligence sources and methods; cryptology;
military plans; and vulnerabilities or capabilities of systems, installations, projects or
plans relating to the national security of the United States); and (4) the OCA determines
that the unauthorized disclosure of the information reasonably could be expected to
result in damage to the national security, which includes defense against transnational
terrorism, and the OCA is able to identify or describe the damage. Under the Executive
Order, information may be classified “Confidential” if its unauthorized disclosure
reasonably could be expected to cause damage to the national security; “Secret” if its
unauthorized disclosure reasonably could be expected to cause serious damage to the
national security; and “Top Secret” if its unauthorized disclosure reasonably could be

expected to cause exceptionally grave damage to the national security.

BACKGROUND AND TECHNICAL INFORMATION
The term “computer” as used in this affidavit is defined in 18 U.S.C. § 1030(e)(1),
and includes an electronic, magnetic, optical, electrochemical, or other high speed data

" processing device performing logical, arithmetic, or storage functions, and includes any

5
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data storage facility or communications facility directly related to or operating in
conjunction with such device.

| have had both training and experience in the investigation of computer-related
crimes. Based on my training, experience and knowledge, | am aware of the following:

a. The Internet is a worldwide computer network that connects computers
and allows communications and the transfer of data and information across state and
national boundaries. In order to access the Intemet, an individual computer user must
subscribe to an access provider, which operates a host computer system with.direct
‘access to the Internet. The world wide web (“www”) is a functionality of the Internet
which allows users of the Internet to share information.

b. With a éomputer connected to the Internet, an individual computer user
can make electronic contact with millions of computers around the world, This
connection can be made by any number of means, including modem, local area
network, wireless and numerous other methods.

C. Instant Messaging (IM) is é communicétions service that allows two usJerS
to send messages through the Internet to each other in real-time. Users subscribe to a
particular messaging service (e.g., AOL Instant Messenger, MSN Messenger, etc.) by
supplying personal information and choosing a screen-name to use in connection with
the sérvice. When logged in to the IM service, users can search for other users based
on the information that other users have supplied, and they can send those users
messages or initiate a chat 'session. Most IM services also allow files to be transferred
between users, including music, video files, and computer software. Due to the

structure of the Internet, a transmission may be routed through different states and/or

6
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-countries before it arrives at.its final destination, even if the comtﬁunicating parties are
in the same state. Instant Messaging may also be commonly referred to as ‘internet
Chat'.

d. The.Windows User Profile is created the first time the user interactively
logs-on at the computer on computers running current Microsoft Windows Operating
Systems. A user profile defines customized desktop environments, such as individual

_ display, network and printer connections settings, Favorites, Cookies and History, Start
Menu, Desktop, Application Data, as well as forms the basis of a container for a user to
place user created files and folders. Typically the contents of a User Profile are
inaccessible by other users who do not have elevated or adlministrator‘ level rights on

lthe computer system. Consequently information related specifically to that user, such
as their activities on a particular computer or network can be determined from

examination of data and information contained in or related to the User’s Profile.

PROBABLE CAUSE FOR SEARCH

Manning’s Access To Classified Information

MANNING enlisted in the United States Army on _or‘about October 2, 2007, and
currently holds the rank of Private First Class. He received training in Intelligence
Analysis, and was ultimately assigned as a U.S. Army Military Occupational Specialty
(“MOS") 35F - Intelliger;cé Analyst. MANNING was granted a U.S. Government
security clearance at the “Top Secret” level as part of his position within the U.S. Army.
On or about October 12, 2009, MANNING was deployed with his unit, HHC; 2“"‘ BCT,
| 10" Mountain Division, to Forward Operating Base (“FOB”) Hammer, located

approximately 40 miles east of Baghdad, Iraq, and 70 miles west of the Iran-Iraq border.

7
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Between October 2009 and May 2010, while assigned in [raq and working in the
role of an All-Source Intelligence Analyst, MANNING was granted access to national \
defense information through various U.S. Army and DoD computer network systems,
including: the Non-Secure Interﬁet Protocol Router (“NIPR") network, used for the
processing of unclassified documents and unclassified communications; and the Secure
Internet Protocol Router (“SIPR”) network, used for the processing of classified
dqcuments and classified communications at the “Confidential” and “Secret”
classification levels. MANNING also had access to a commercial, non-military, satellite-.
based ISP while in his living quarters on FOB Hammer, which he used with his personal
laptop compﬁter while not performing official duties. This inforrﬁation has been verified
by statements of co-workers in MANNING’s unit, by examination of various c.omputef
account and network log file systems, the forensic examination of computers used by
MANNING, and by décuments obtained duringlthe course of this investigation.

Classified Material Published On The Internet
On February 18, 2010, the website WikiLeaks.org (“WikiLeaks”) — which is self-

described as “a multi-jurisdictional public service designed to protect whistie blowers,
journalists and activists who have sensitive materials to communicate to the public” —
published on their website a U.S. Department of State diplomatic cable originating from
the U.S. Embassy in Reykjavik, Iceland, which was classified “Confidential”. This
diplomatic cable, dated January 13, 2010, related to diplomatic discussions on the topic
“lcesave” between members of the U.S, Department of State, the British Foreign
Service, and Icelandic Government personne.l. Based on this classified document’s

publication on the WikiLeaks website, the U.S. Department of State’s Diplomatic

8
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_Security Service initiated an investigation on February 19, 2010, to identify the
person(s) who unlawfully disclosed this document.

On April 5, 2010, at the National Press Club in Washington, D.C., the founder of
WikiLeaks, an Australian citizen named Julian P. Assange, held a press conference to
publicly release classified video footage of United States combat operations in Iraq.
The video footage, apparently taken by a U.S. Army AH-64 Apache attack helicopter
engaged in combat in or around Baghdad, Iraq, depicts an air—strike conducted on July
12, 2007, during which two Reuters journalists, several suspected Iraqi insurgents, and
several Iraqi civilians were killed or wounded. Assange released the original 38-minute-
long version of the video as well as a shorter “production” version lasting approximately
18 minutes, titled “Collateral Murder”, both of which were published on the Internet at
the URL “www.collateralmurder.org”. Due to the controversial and/or graphic nature of
the video, this classified material received wide news media coverége. U.Ss.
Department of Defense officials later confirmed that the video footage was genuine and
was properly classified “Secret”.

Manning Identified as Source of Classified U.S. Government Material

Between May 20, 2010 and May 26, 2010, MANNING began a series of Internet

chat conversations with a civilian, Mr. (b) (6) (b) (7) (C) residing in [(QIOICIGI®)
BIOIOIVI®) s known in the computer security community as a ‘computer hacker’

b)6)(b)(7)(C)

and has been profiled extensively in the print and on-line media. MANNING and

discuss a range of issues related to Classified U.S. Government material over a period

b)(6)(b)(7)(C)

of approximately 6 days; wherein MANNING admits tq to having unlawfully
disclosed U.S. Government Classified material to the website WikiLeaks.org. During

these chat conversations, which MANNING andg ncrypted so that only they could
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read the communications, MANNING detailed the specific items of Classified U.S.
Government material he unlawfully discloéed to the WikiLeaks website as: a video and
. related documentation of a U.S. a_iirstrike in Gharani, Afghanistan; the Apache airstrike
video in Baghdad, Iraq which was publicly disclosed by WikiLeaks; an l-raq War Event
Log believed to contain approximately 500,000 records; the “Gitmo Papers” relating to
terror suspect detainees being held in Guantanamo Bay, Cuba; and a U.S. Department
'of'State database containing approximately 260,000 Classified U.S. State Department

internal communications, to include the Classified cable related to the topic of “Icesave”

also disclosed by WikiL.eaks.

(BICICIGI®)

subsequently notified law enforcemeht of these chat conversations which
lead to USACIDC Special Agents in Iraq apprehending MANNING on FOB Hammer on
May 27, 2010. Upon MANNING's apprehension by USACIDC, MANNING invoked his
legal right to counsel and declined to make any statements in relation his involvement in
the unlawful disclosure of Classified U.S. Government materials. MANNING has further
been held in confinement since May 27, 2010, pending a Milifary Courts-Martial.

At the time of MANNING's apprehénsion in Iraq, USACIDC Special Agents
seized numerous U.S. Government and personal computers associated with MANNING
on FOB Hammer, per a Military Magistrate Search Authorization. The U.S. Government
computers collected as evidence included: several SIPR computers MANNING was
identified as having been assigned while working in his position as an Intelligence
Analyst in Iraq; several NIPR computers other personnel in MANNING's unit, to include
MANNING, would have shared for work-related duties; and several personally owned

compulters, to include MANNING's personal laptop computer and other items of digital
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media as well as those from other personnel in MANNING's unit.

Subsequent computer forensic examination of MANNING's assigned U.S.
Government and personal computers by personnel assigned to‘CCIU, revgaled
evidence MANNING had unlawfully accessed and/or unlawfully possessed the
Classified U.S. Government material he claimed in his Internet chats with Lamo.
Further forensic examination revealed MANNING may have used his personal laptop
computer and non-military, satellite-based ISP Internet connection to transmit classified
documents directly or indirectly to WikiL.eaks. During the course of the on-going
computer forensic examination of MANNING’s primary SIPR computer he was assig.ned
for duty, which contained évidence of his access to Classified U.S. Government material
believed to have been disclosed to the website Wikil.eaks — the Microsoft Windows
personal profile of MANNING was found to have been created on this computer in
March 2010. Further forensic examination of this hard drive revealed the Microsoft
Operating System installed on this corﬁputer appeared to have been installed in 2008;
suggesting MANNING had not used this particular SIPR computer during his entire
period of duty in Iraq and/or prior to March 2010.

Based on the time line of events set forth in this investigation to include:

(b)(6)(b)(7)(C),

‘MANNING’s own statements during his Internet chats with
disclosures of certain Classified U.S. Governmént materials to and/or by the website
Wikil.eaks, and the known creation/original publication dates of documents disclosed by
MANNING; it is believed MANNING's activitiés related to the unlawful disclosure of
Classified U.S. Government haterials began prior to March 2010, anddmay have begun.

as early as November 2009. Based on this information it is suspected MANNING may
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have been using a different U.S. Government computer(s) other than the computers
identified and collected at FOB Hammer, Iraq as evidence by USACIDC Special Agents
at the time MANNING was apprehended.

Subsequent interviews with personnel assigned to or supporting MANNING’s unit
related that it was nét uncommon for computers to have mechanical problems due to
the excessive heat and general dusty conditions of Irag. Personnel interviewed
specificalty related they knew of several instances in which MANNING's U.S.
Government computer(s) had problems requiring the attentior{ of support personnel.
Due to the seemingly insignificant and/or routine nature of these unit computer
problehs and lack of any reliable unit records showing repairs of computers or the use
of replacement parts (such as hard drives), USACIDC Special Agents have been unabie
, to rule-out the use of other U.S. Government computers bs.( MANNING while assigned at
FOB Hammer. Based on the workload of MANNING's unit and the need for
MANNING’s assigned U.S. Government SIPR computers to function for MANNING to
conduct his duties, it is believed MANNING’S SIPR“ computer which had been reportedly
malfunctioning, may have been substituted for another U.S. Government computer.

- Based on further discussions with MANNING’s unit personnel, it is possible that a
computer or hard disk drive from a computer used by MANNING may have beén later
reissued to other personnel in MANNING's unit once the problem with that computer or
hard disk drive was corrected.

In addition to MANNING's assigned U.S. Government SIPR computer's - available
hard disk drive storage, and possibly due to the abovementioned computer mechanical

issues, MANNING was further identified as having used a “Network Share Drive” to
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- store files and other data as part of his duties in conducting Intelligence Analysis in Iraq.
Due to the nature in which MANNING is believed to have harvested large amounts of
data from U.S. Government websites andlof databases on the SIPR network, it is
furthgr believed that MANNING placed this data, temporarily, within his allocated
electronic storage space, on the SIPR Network Share Drive. The computer which
functioned as the provider of, and housed this electronic storage space, was a Server
also assigned to HHC, 2" BCT, 10" Mountain Division, and was present at FOB
Harﬁmer during the time MANN[NG’S unit was deployed in Iraq. At the request of CCIU
during the initial stages of this investigation, and while MANNING's unit was conducting
their assigned combat mission in Iraq, HHC, 2" BCT personnel provided:a ‘Logical
Image’ of the electronic storage space used by MANNING. This Logical Image or
Logical Copy contained only the files, information and data viewable using the server’'s
Operating System, and Would not include “deleted” ﬁlesl, fdlders, Ainformation and data
which could be obtained from a ‘Physical Image’ of the drive(s) on which this storage
space resided. Due to a combination of issues related to this server's critical role for
MANNING’s unit, lack of a replacement server, as well as the mission critical
information stored on this server; a more thorough 'Physical Copy of this storage space
and/or & computer forensic examination of this server could not readily be conducted.
Further, forensic examinations of other computers used by MANNING had not identified
a compelling need to conduct a more in-depth forensic analysis of this server until the
time this server had already been prepared for redeployment with MANNING's unit
which was returning t6 Fort Drum and/or it was determined it would have been

logistically difficult to have collected and shipped this server to CCIU from Iraq prior to’
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the unit returning with the pr'opérty as part of its redeployment.

Based on forensic examinations of MANNING’s identified SIPR computers, it is
believed additional evidence of files, information, and electronic data MANNING
accessed, both while conducting his Inteiligence Analysis duties and while comrﬁitting
the mentioned violations of 18 U.S.C. § 793(d) (Unlawfully Transmitting National
Defense Information) and 18 U.S.C. § 1.030 {Unlawfully Obtaining National Security
Information), may be contained on this server and obtainable from a Physical Image of
the hard disk drives on this server — providing USACIDC Special Agents a better

ljnderstanding of the scope of MANNING’s activities.

Additional Disclosure of Classified Materials by the Website WikiLeaks
On Ju.Iy 25, 2010, the WikiLeaks website in coordination with The New York

Times, The Guardian (a news media publication based in London, England) and Der
Spiegel Magazine (a news media publication based in Germany) published
approximately 75,000 classified U.S. Government documents relating to the War in
Afghanistan. According to an on-line article posted on The New York Times website on
July 25, 2010:

“The articles published today are based on thousands of
United States military incident and intelligence reports —
records of engagements, mishaps, intelligence on enemy
activity and other events from the war in Afghanistan — that
were made public on Sunday on the Internet. The New York
Times, The Guardian newspaper in London, and the
German magazine Der Spiegel were given access to the
material several weeks ago. These reports are used by desk
officers in the Pentagon and troops in the field when they
make operational plans and prepare briefings on the
situation in the war zone...”

Further, regarding the source of the material The New York Times al"ticle relates:
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“The documents — some 92,000 individual reports in all —
were made available to The Times and the European news
organizations by WikiLeaks, an organization devoted to
exposing secrets of all kinds, on the condition that the
papers not report on the data until July 25, when WikiLeaks
said it intended to post the material on the Internet.
WikiLeaks did not reveal where it obtained the material.”

While the information reported by The New York Times identifies approximately
92,000 reports being disclosed, about 15,000 reports were not published by either the
website WikiLeaks or the mentioned news media organizations due to this material
belAieved to contain information more sensitive than in the published material. The New
York Times article suggests information even more sensitive than the published
Classified U.S. Government materials were obtained from WikiLeaks as the article
further relates:

“We have, for example, withheld any names of operatives in
the field and informants cited in the reports. We have
avoided anything that might compromise American or allied
intelligence-gathering methods such as communications
intercepts.”

The WikiLeaks website in regard to the 15,000 unpublished Classified U.S.
Government documents published on its website:;

“We have delayed the release of some 15,000 reports from
the total archive as part of a harm minimization process
demanded by our source. After further review, these reports
will be released, with occasional redactions, and eventually
in full, as the security situation in Afghanistan permits.”

Personnel associated with the wébs‘ite WikiLeaks have publicly acknowledged
having other Classified U.S. Government material (which are believed to have been
unlawfully disclosed by MANNING) such as the Gharani, Afghanistan airstrike video and
associated report; however, for reasons unknown WikiLeaks has not published this
material to the public.
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MANNING’s Unit Redeploys From Iraq to Fort Drum

Duriﬁg the month of August 2010, MANNING's unit begins the process of
redeploying from Iraq to Fort Drum after having completed the unit's tour of duty in‘lraq.
As part of this redeployment process MANNING's unit packed a specific U.S.
Government Shipping Container (commonly referred to as a “Connex”) with many of the
unit's assigned ‘Sensitive Items’. According to the DA Form 5748-R, Shipment Unit
Packing List and Load Diagram, completed on August 18, 2010, by personnel assigned
to MANNING’s unit — this Shipping Container was packed with numerous U.S.
Government: computers, of various makes and models; cryptological communication
equipment; communication equipment; computer networking and peripheral hardware
components; high security safes; miscellaneous paper and office supplies; office
equipment; over 225 computer hard disk drives packed in boxes or with other
equipment; as well as various other miscellaneous U.S. Government Property assigned
to HHC, 2" BCT, 10" Mountain Division. On these shipping documents it was further
noted that several of these U.S. Government computer systems and/or equipment was

identified as being Classified systems or components.

This Shipping Container, further referred to by unit personnel as the unit's
“Sensitive Items Connex”, was reportedly securely sealed in accordance with U.S.
Army and/or Department of Defense regulations for shipping containers of this nature
and was transported under U.S. Government control from frag to the United States by
sea freight, arriving at the U.S. Port 6f Beaumont, Texas, on September 6, 2010. This
Shipping Container was further transported under U.S. Government control by truck
from Beaumont, Texas to Fort Drum, and is scheduled to arrive on or about September
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9, 2010. Upon the arrival of this Shipping Container at Fort Drum and its customary
processing by the Fort Drum Transportation Office, the HHC, 2" BCT unit command
has arranged for this container to be positioned within the HHC, 2" BCT unit area; and
that personnel assigned to the unit will be on hand to assist USACIDC Special Agents in
opening, identifying, inventorying, and preparing the identified computers possibly used
by MANNING in Iraq for examlnatron — to determine if each identified computer may

have been used by MANNING and/or be of evidentiary value to this investigation.

Additional sensitive items, to include computers and/or computer hard disk
drives, similar to and/or identical to ones transported in the aforementioned connex,
wére reportedly hand-carried by HHC, 2™ BCT unit members redeploying from Iraq
back to Fort Drum, where they were placed into a Secured Storage Space, referred to
as the “Unit Vault”, within the Unit Area. USACIDC Special Agents further wish to
examine these items in the same manner and for the same reasons, to identify potential

evidence, as the items contained in the mentioned Shipping Container.

Further, a second Shipping Container, identified as the “S-2 Connex” also
contains similar and/or identical cbmputer equipment and/or digital media, although
reportedly tﬁese items have been identified for processing ‘Unclassified’ information.
USACIDC Special Agents desire to survey these items for potential eviaence; however,
although it was initially reported this Shipping Container had previously arrived at Fort
Drum and was located émongst foﬁr (4) other similar containers within the Unit Area —
at this time the location and/or .identity of this Shipping Container is unknown. Should
this Shipping Contain be identified and/or found to be within the Unit Area, USACIDC
Special Agents would also examine these items as well. Unfortunately due to poor
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documentation, the previously mentioned server believed to contain the electronic
storage space used by MANNING in conjunction with his SIPR computer, appears to
have been improperly identified within the HHC, 2™ BCT unit shipping documents.
Consequently, HHC, 2™ BCT personnel are unsure of its specific location, but believe it
is located in one of the mentioned Shipping Containers or within the Secure Storage

Space within the Unit Area.

The Unit Area where the Shipping Container described as the “Sensitive ltems
Connex” is to be positioned; the “S-2 Connex” which was initially reported to be located
within the Unit Area; and the Secure Storage Space within the Unit Area, all containing

the described U.S. Government property, are further described in Attachment B.

Method of Examination of U.S. Government Computers by USACIDC Personnel

While at Fort Drum

In an attempt to identify what previously unidentified computers MANNING may
have used which are in possession of the U.S. Government, USACIDC Special Agents
plan on identifying all computer hard disk drives found in the above described Shipping
Container(s) and the Secure Storage Space within the Unit Area, and will then connect
the hard disk drives using methods and procedures to forensically preserve any
potential evidence on those drives, to forensic computers installed with commercially
available computer forensic software. The USACIDC Special Agents will then further
attempt to determine by the inspection of the electronic file system contained on each
hard disk drive as to whether a Windows User Profile related to MANNING's SIPR

and/or NIPR network account(s) are present on the drive(s). Should a drive be found
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containing a Windows User Profile for MANNING, this wili prbvide a strong indication
this drive was once contained in or associated with a computer used by MANNING’s
network user account. Coﬁsequently these hard disk drive(s) will be seized, collected
as evidence, and further computer forensic examination will be conducted to determine

the drive’s evidentiary value to this investigation as further described in Attachment C.

| have learned in my professional experience in conducting forensic examinations
that intentional or unintentional data and information stored on hard disk drives and
other digital media, is highly persistent and may remain on digital media, computers,
and computer—relatéd devices nearly indefinitely without concerted efforts to purge or
“wipe” this data by personnel with specialized tools and/or knowledge beyond the
average computer user. More specifically when data is “Deleted” by a computer user,
although this data may be no longer accessible to the computer user by normal means
of the Operating System - this data is'not removed from the digital media it was
contained on necessarily, but the space this data occupies may simply be marked as
available for future data to be stored in its place by the Operating System. However,
until over-written by future data it may remain fully or partially intact and can provide
further evidence of criminal violations or in some cases exculpatory evidence.
Consequently, although considerable time has passed since MANNING may have
accessed any computers and/or hard disk drives contained in the mentioned Shipping
Containers or the Secure Storage Space, the likelihood evidence related to MANNING’s
activities is still present should MANNING have used that given computer or hard disk

drive is relatively high. This is also true of the electronic storage space on the
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mentioned server, which uses the same technology, hard disk drives, in which to store

information.
Requirement for Military Magistrate Search Authorization

While the aforementioned physical items USACIDC Special Agents wish to
evaluate for potential evidence have been: identified as U.S. Government property and
that no personal property has been identified as having been co—mingléd into the
identified Shipping Container(s); that the unit responsible for the property identified in
the Shipping Container(s) have cdnsented to USACIDC Special Agents inspecting the
items for evidence and are cooperating in this process — the information contained on
items of digital media (such as hard disk drives) may still contain personal information,
documents, electronic communications between third-parties associated or not
associated with MANNING, who in various circumstances may still have a limited
expectation to privacy to this information stored on these computer systems, hard disk
drives, and/or digital media owned by the U.S. Government. Further, although
USACIDC Special Agents will attempt to quickly evaluate each item of digital media for
signs of its previous use by MANNING as a practical matter to facilitate the expeditious
evaluation of a l[arge number of items — in some cases inadvertent or unavoidable
viewing of personal data, third-party communications, digital photographs, and/or other
electronic information which individuals, to include MANNING, may have limited privacy
expectations to this data, may still occur. Furthér, the evaluation process mentioned
herein, while minimally invasive, could be considered in a certain sense, a “search” in of

itself, as the computers, hard disk drives, and other digital media to be evaluated are
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not merely ‘'open containers’ easily viewable without specialized computer forensic

hardware, forensic software tools and training.

Upon the identification of any digital media located in the places to be searched,
as described in Attachment B, which are believed to have been previously used by
MANNING, USACIDC SpeciaI-Agents will seize and further search these identified
digital media items for additional evidence, fruits and instrumentalities of violations of 18
U.S.C. § 793(d) (Unlawfully Transmitting National Defense Information} and 18 U.S.C. §
1030 (Unlawfully Obtaining National Security Information), in accordance with the

procedures specified in Attachment C.
Conclusion

Given the facts and circumstances of the incidents related to the unlawful
disclosure of Classified U.S. Government material by MANNING; the identification of
Classified U.S. Government materials on MANNING's personal computer; the
identification MANNING may have used other computers belonging to his unit to
conduct his unlawful activities; that a hard disk drive(s) from MANNING'’s identified
SIPR computermay have been replaced with other hard disk drives due to computer
mechanical failures, and that these hard disk drives may still be in the possession of
MANNING's former unit; that MANNING is known to have used electronic network
storage space on an identified server belonging to MANNING's former unit; that data
and/for evidence on all of these items could reasonably still exist - there is probable
cause to believe that additional evidence, fruits and instrumentalitieé of the offenses

believed to have committed by MANNING to include violations of 18 U.S.C. § 793(d)
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(Unlawfully Transmitting National Defense Information) and 18 U.S.C. § 1030
(Unlawfully Obtaining National Security Information) are contained on: comp;uters; the
identified SIPR server containing the electronic storage space MANNING utilized; hard
disk drives present within computers, the mentioned SIPR server, and/or as stand-alone
items,; and/or other digital media exists — which are further contained within the
aforementioned “Sensitive ltems Connex” and/or “S-2 Connex” (herein identified as U.S.
Government Shipping Containers) and/or within Secure Storage Space (herein
identified as the “Unit Vault”) of HHC, 2™ BCT, 10" Mountain Division, located 10200

North Riva Ridge Loop, Fort Drum, New York — and described in more detail in

Attachment C.
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ATTACHMENT B

DESCRIPTION OF LOCATIONS TO BE SEARCHED

The following locations are to be searched as explained in Attachment A and
reported to be located and/or are to-be located within and/or adjacent to the .mainlofﬁce
space of Headquarters and Headquarters Company (HHC), 2™ Brigéde Combat Team
(BCT), 10™ Mountain Division, 10200 North Riva Ridge Loop, Fort Drum, New York, are

described as follows:

The U.S. Government Shipping Container, |dentified by Seal Number
"AWBDAAASOF0286XX", and further described as 96 inches wide, by 96 inches tall, by
78 inches in length, 416 cubic feet, metal Tricon, container, marked with unit
identification information of HHC, 2" BCT, 10" Mountain Division (WBDAAA) — which is

further referred to in Attachment A, as the “Sensitive Items Connex”;

The U.8. Government Shipping Container, Identified by Seal Number Unknown,
and further described as 96 inches wide, by 96 inches tall, by 78 inches in length, 416
cubic feet, Metal Tricon, container, marked with unit identification information of HHC,
2" BCT, 10" Mountain Division (WBDAAA) — which is further referred to in Attachment

A, as the “S-2 Connex”; and,

The Secure Storage Space also known as the “Unit Vault”, which is described as

a secure storage area for the storage of sensitive items of U.S. Government and/or

Military property within the HHC, 2™ BCT, 10" Mountain Division Unit Area.
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ATTACHMENT C

ITEMS TO BE SEIZED AND SEARCHED

Special Agents of USACIDC or other Army law enforcement personnel assisting
USACIDC to search the location of 10200 North Riva Ridge Loop, Fort Drum, New
York, and the immediate adjacent areas associated with Headquarters and
Headquarters Company (HHC), 2™ Brigade Combat Team (BCT), 10™ Mountain
Division as described in Attachment B, and therein to seize and subsequently search
all computer hardware and digital media having been identified as associated with or
previously used by Private First Class (PFC) Bradiey Edward MANNING, formerly
assighed to HHC, 2" BCT, 10™ Mountain Division — specifically as it relates to
information, documents, and data, both classified and unclassified, as mentioned in
Attachment A, which is herein incorporated into Attachment C, in regard to violations of
18 U.S.C. § 793(d) (Unlawfully Transmitting National Defense Information) and
18 U.S.C. § 1030 (Unlawfully Obtaining National Security Information).

Computer Hardware and Digital Media is further described as any and all
computer equipfnent including any electronic devices which are capable of collecting,
analyzing, creating, displaying, converting, storing, concealing, or transmitting
electronic, magnetic, optical, or similar computer impulses or data. These devices
include but are not limited to any data processing hardware (such as “desktop .
computers” and self-contained "laptop”, "notebook”, or “netbook” computers, as well as
“Smart Phones” and internet capable PDAs); internal and peripheral storage devices
(such as fixed disks, e;(ternal hard disks, floppy disk drives and diskettes, tape drives
and tapes, optical disc storage devices such as CDs or DVDs, USB drives, flash
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memory cards or similar solid-state storage media, and other memory storage devices);
peripheral input/output devices (such as keyboards, printers, scanners, plotters, video
display monitors; and optical readers); and related communications devices (such as
modems, cables and connections, recording equipment, RAM or ROM units, acoustic
couplers, automatic dialers, speed dialers, programmabile telephone dialing or signaling
devices, and electronic tone-generating devices); as well as any devices, mechanisms,
or parts that can be used to restrict access to such hardware (such as physical keys

and locks).

FURTHER SEARCH OF SEIZED COMPUTERS AND DIGITAL MEDIA ITEMS

The items seized as part of this Search Authorization, which should consist of
computers, servers, hard disk drives, and/or other digital media, will have forensically
sound images (digital copies) produced of the seized items as appropriate, which will in
turn be searched in lieu of the original seized items as part of a digital media/computer

forensic examination. The search of digital copies of the items seized is done to ensure

and preserve the forensic integrity of the seized items for additional and/or future
examination(s) in accordance with criminal procedure and rules of evidence. These
examination(s) of seized items will be conducted by personnel assigned to the U.S.
Army Criminal Investigation Command and/or Computer Crime Investigative Unit
(CCIU) who are certified by the Department of Defense and/or Department of the Army
to conduct such types of examinations. These personnel will use computer forensic
hardware and/or software, which has been approved for use in conducting such
examinations. Due to the unknown nature and/or number of items which could be

seized within the scope of this Search Authorization, it is not necessarily practical or
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feasible to make forensically sound images (digital copies) of seized evidence while at
the search location. Subsequently, these digital copies will be produced within a
reasonable amount of time, unless extended by authorizétion of the‘MiIitary Magistrate,
with the originally seized items being returned to the owner of the property in
accordance with Army Regulation 195-5, “Evidence Procedures”. Further, due to the
unknown number of items seized, as well as the complexity of examining these items, it
is also n;)t feasible to conduct a search/forensic examination of the itemé while at the
search location to determine their complete evidentiary value. Consequently, this
search/examination activity will be completed within facilities operated‘by the U.S.- Army
Criminal Investigation Command and/or Computer Crime Investigative Unit (CCIU) and i

- completed as expeditiously as. possible.
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CiD Regulation 195-1

PAGE 1 OF 2 PAGES

DETAILS

aAbout 1023, 10 Sep 10, SA RISIDIISIOINIR s + BICIOIGIORORGIE) nd A BRIIGCNOIGE -1
assigned to Washington Metro Resident Agency (WMRA), Computer Crime Investigative Unit (CCIU), Fort
Belvoir, VA 22060, interviewed 1LT W HHC, 2™ Brigade Combat Team (
2" BCT), 10th Mountain Division (10" Mtn Div), Fort Drum, NY (FDNY), who stated she was currently
assigned to the 2™ BCT S- nd first met PFC MANNING shortly after her arrival at FDNY around
June or July of 2008. 1LT stated that because she had to attend training in July, 2009, away from
FDNY, she departed for Forward Operating Base (FOB) Hammer, Iraq in February, 2010, several months
fater than the rest of the 2™ BCT. lLTWtated while at FOB Hammer, PEC MANNING was a “go-to”
person for computer problems and would often help other Soldiers. 1LT ated the Entry and Exit
(E/E) door of the Sensitive Compartmented Information Facility (SCIF) at FOB Hammer was equipped with
a push-button cipher lock and its combinations would often change according to the Standing Operating

Procedures (SOP) but no access logs were kept. 11T REMRII&rther identified the following soldiers as the
ones she remembered having access to the SCIE at FOB Hammer:

1. SFC{RIOIRIGKS; Fort Drum, NY; -

2. MAJ , 2-15" Tield Artillery (2-15 FA), 2" BCT, 10th Mountain

Division 10‘i‘ Mtn Div). Fort Drum . NY (FDNY);
3.1LT Military Intelligence (MI) Company (Co.), 2™ Brigade

Special Troop Battalion (2" BSTB), 10™ Mtn Div , FDNY;

4. CPTRICIOGIE) MI Co., 2" BSTRB, 10" Mtn Div, FDNY;
5. 18G RIS (\1'1); MI Co., 2" BSTB, 10 Min Div, FDNY;

6. SPARIOIGIGI®) N ET); ~
7.1L Bravo (B) Co., 2" BSTB, 10" Mtn Div, FDNY;
8. CPT HHC, 2" BCT, 10" Mnt Div, FDNY;

9. SPC[RICICIVI®) HHC, 2™ BCT, 10" Mnt Div, FDNY;
10. spC [QICIOINI®) HHC, 2™ BCT, 10" Mtn Div, FDNY:
11. PFC (QIOILIVI®; [ 2-15 FA, 2™ BCT, 10™ Mtn Div, FDNY;
12. SPC PIOIOINI®) B Co., 2" BSTB, 10" Mtn Div, FDNY;
13. CPTIQIOILIGK®) F]), Permanent Change of Station (PCS);
14. CPT {QIOIOIGIS) | 1-89" Cavalry (1-89 CAV), 2™ BCT, 10" Mtn Div, FDNY;
el (b) (6)(b)(7)(C) . 2-15FA, 2" BCT, 10" Mtn jDiv, FDNY;
16. CW3 [RQIOIRIVI®) FDNY;
17. wo 1 QICIOIIC . | DNY;
18. CWPIOICINIE) | FDNY;
19. Mr. (BIOIGIGI®) (NFI), Civilian;
Mr. DoOGe i———

20. Contractor, DCGS-A System Administrator, Camp Ramadi, Iraq;

21. SSG [WIOIBIVI®) LB Co., 2 BTSE, 10" Mtn Div, FDNY;
22. SFC [BICIOI0® | B Co., 2" BSTB, 10™ Mtn Div, FDNY;
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23. BIOICIVI®) "DNY;

24. CPTIQIOIOION®) FDNY; and
25. CWARIOIDIGIS)

National Security Agency (NSA), Fort Meade, MD 20755
T T T T I AST ENTRY T T
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BASIS FOR INVESTIGATION: About 1500, 7 Jul 10, this office received Category 1 Request For
Assistance (RFA) 0028-10-CID221-10117, from the Washington Metro Resident Agency, Computer Crimes
Investigative Unit (CCIU), 9805 Lowen Road, Building 193, Fort Belvoir, VA 22060 (FBVA), to obtain
information regarding inmate PFC Bradley E. MANNING {DIOIOIGIOM Headquarters and Headquarters
Company (HHC), 2nd Brigade Combat Team (BCT), 10th Mountain Division, FOB Hammer, Irag APO AE
09308 (FHIZ), detained at the Theater Field Confinement Facility (TFCF), Camp Arifjan, Kuwait APO AE
09366 (CAKU). The requested information included the following: potential dates of transfers, whether the
transfers were permanent or temporary, potential recorded phone conversations, logs of phone calls made by
PFC MANNING, identification of any other means of communication accessed by PFC MANNING,
inventory records of the personal belongings of PFC MANNING, potential review of PFC MANNING's
personal belongings if stored in a clear container, detailed report of PEC MANNINGSs behavior and activities
since arriving to TFCF, CAKU.

About 1500, 8 Jul 10, SA R :oordinated with CDRBIOIOIVI®) bR (b) (6)(b)(7)(C) CPT
Pmm- and MAC [QIOIDIOI® all of TFCF, CAKU. CDR{BIOIGIGI®F-cporied PFC

MANNING was originally in General Population, but was moved and sent to Administrative Segregation once
he began to act up. CDRW stated PFC MANNING developed relationships with a couple of the
inmates, and then had a falling out, which caused PFC MANNING tg act out. DRMrelated PFC
MANNING stated he was sick of the inmates "queer bashing". CD tated PFC MANNING
was originally segregated into the 30 minute Check Section, but then moved to 15 minute Check Section,

which was where inmates were visually checked every 30 or 15 minutes. CDR OIOIOIONY) ;-1 PrC
MANNING, at one point, fashioned a noose out of his bed sheets; and he was subsequently put on 24/7

Suicide Watch. CPT [DICIBIGI®) stated CPT (BIOIOIGI®) Psychiatrist, Director of Mental
Health, CAKU, CDR [QIOIGIGI®) Psychiatrist and LT Clinical

Psychologist, all of TFCF, were all providing mental health evaluations and counseling to PFC MANNING.
CPTWstated PFC MANNING's condition was evaluated, and he was put on medication. CPT

stated TECF. CAKU, was not equipped to provide the level of psychological care needed by PFC
MANNING. CDR Wsta‘wd this was why it was being contemplated to move PFC MANNING;
but stated no decisions had been made yet. CPT W reported PFC MANNING was claiming to be a
woman stuck in a man's body. CPTW stated since beginning to take the medications, PFC

MANNING calmed down and even apologized to CPT[SICIOIGI®] CDR (QICIOIGI®)stated PFC
MANNING had been under a media and communication ban; but had recently been given his glasses and re-

granted his reading privileges. CDR stated PFC MANNING was currently reading a novel.
CDR tated all inmates are allotted the privilege of utilizing the phone for 30 minutes each
night; but were forbidden from discussing their cases. CDRWstated the calls were a privilege,

logs were kept of each call and the calls themselves are monitored. CDR [(QIOIQIQI®) stated PFC

TYPED AGENT’S NAME AND SEQUENCE NUMBER: T ORGANIZATION:
Arifjan CID Office
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MANNING called his Aunt, and requested she changed his Status on Face Book. CDR [QIQIOI®I®)stated
the phone call was disconnected immediately and PFC MANNING's phone call privileges were revoked.
YN [(DIGIBIOK®)stated PFC MANNING's personal belonging were inventoried on a DA Form 1132-R,
Prisoner’s Personal Property List, and kept in an opaque plastic storage container on the facility. YNI
tated PFC MANNING had papers on his person when he was escorted to the facility, YNI

stated he did not know what was on the papers, but one paper specifically was a price list for sex
change operations. CDR [(QIOIGI®I®) stated PFC MANNING was visited by MAJ ‘W
Trial Counsel, Staff Judge Advocate, Area Support Group, CAKU, who read PFC MANNING his charges.
CDR [DICIBOIGIO) stated MA T [QIOIOIGI®)rrovided PFC MANNING with a copy of his Charge Sheet, but
stated the Charge Sheet was later removed from PFC MANNING’s possession and placed inside of his
Personal Property storage container. CDRDIGIOI@I®) tated his office would provide SA [FERMRMBRYith
Observation Reports/T.ogs, Disciplinary Reports/Logs, DA Form 1132-R, Medical Records, Mental Health
Records, Phone Call Logs and recordings of the phone conversations. CDR| OIOIOION®; - quested SA

provide him with a written request to obtain these documents.

(b)(6)(b)(7)(C)

AGENT'S COMMENT: SA was informed the TFCF utilized a recording system which required

specific software with which to listen to the recordings. CDR [BICIOIGION stated he would still provide SA
Wwith recordings of the conversations, but if she needed to, he would make MAC Wavailable
for SAWO review all the conversations and take notes.

About 1700, 8 Jul 10, SA ubmitted a DA Form 4254-R, (Request for Private Medical Information)
pertaining to the medical records and mental health records of PFC MANNING, since his arrival to TFCF,
CAKU. The request was denied.

About 1450, 9 Jul 10, SA AN o rdinated with CDR [DIGIOIGI®)] who stated when a Service Member
was brought to TEFCF, the Service Member was searched, personal property confiscated, inventoried and then
stored. CDR [QIOIOIGI®) stated if the Service Member needed something out of their personal property, then a
request was submitted. CDR Wrelated as long as the request was reasonable, the property was
supplied to the inmate, and then returned to storage at the end of use. CDRWtated TFCF had
access to the personal property of inmates, but no real reason to access it, unless requested to do so by a granted
request from an inmate.

About 1505, 9 Jul 10, SA coordinated with YN 1 [QIQIOIGI® 1o stated the phone log did not indicate
what was said during calls, so he could not tell from the Log which day it was. YN1 Walso stated he
did not have access to the disc containing the conversations due to software restrictions.

TYPED AGENT’S NAME AND SEQUENCE NUMBER; ' ORGANIZATION:
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About 1520,9 Jul 10, SA POROE oordinated with CDR OIOIOIY) (C) inform him although the case agent
had access to Central Operations Police System (COPS). she did not have access to the portion of COPS which
dealt with inmates and related reports. CDR reviewed the Observation Reports for PFC
MANNING. CDR Wrelated Regulation and SOP infractions were documented in the Observation
Reports, once an inmate seeks assistance with Mental Health. CDR [QIOIGIGI(®; t one so there
was not added stress placed upon the already fragile mental stated of inmates. CDRWﬁmher
explained this as with most Disciplinary Reports, multiple counseling were involved, rather than when an
linfraction was documented through the Observation Reports. CDR [DICIGIGIONas able to inform SA
RARILIRI that PFC MANNING made the Face Book call to his Aunt on 7 Jun 10. CD stated from
what he could see of the report, PFC MANNING informed his Aunt of his Face Book password and username.

About 1725, 9 Jul 10, SA AR Coordinated with MAT [(DIOIOIGI®) \ ilitary Magistrate
Office of the Staff Judge Advocate (OSJA), CAKU and submitted a Affidavit Supportin

Authorization to Search and Seize or Apprehend and a Search Authorization. MAJ <b> (6) (b) (7) (C) (b) (5)

MAIJ BICIOIGI®) stated TECF
personnel could s ARIQIDIOI®I 111 regards to PFC MANNING's personal property.

SA reiterated the need to be very careful in this investigation, which was why CCIU requested this
office obtain a search authorization. MAJ [((SIOQICICI(GIM stated she would not grant the search
authorization.

About 1300, 21 Jul 10, SA [LUIOIGI®) ., dinated with CDR [DIGIOIGI®) who related the TFCF would not

release any documents without a court order or an order from ARCENT directing the release.

About 1400, 21 Jul 10, SAQICICIGI®OM coordinated with MAJ [(BIOCIOIGI®) ASG Deputy Chief Judge
Advocate, OSJA, CAKU and requested assistance in obtaining the records and documents from the TFCF.

10, SA [(BICIOIGICEN -nd SARICIOIVKS , this office, coordinated with Petty
Adm1mstrat1ve office, TFCF, regarding request for docurnents Fertalnmg to PFC

R -ecommended this issue be addressed to CPT

About 1324, 18 Aue
Officer (PO) (b)(6)(b)(7 ,(( )
MANNING. PO

About 1330, 18 Aug 10, SA RISIIRnd SA QIO QUQI®) made contact with CPT [RIBIBIGI®) who related he
did not have the dlagnosm for PFC MANNING, but only had interviews w1th PEC MANNING over last 10-12
days before he was returned to CONUS. CPTW&.‘SO related Dr. [§ (NFI) was at Quantico,
VA.
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About 1000, 28 Aug 10, SA{QIOICIGI®) coordinated with MAJ R ho related he had copies of the
paper documents produced by the TFCF.

About 1300, 28 Aug 10, SA [(QIOIGIWI(®) this office, coordinated with MAJ |{Mand obtained copies
of the documents from detention facility. (See reports pertaining to PFC MANNING for Details)

About 1400, 7 Sep 10, SA [(DICIOIBI®) coordinated with CPTSARUII®) Chief of Military Justice, 1st
Armored Division, Camp Liberty, Iraq who related S CCIU, FBVA had requested he
contact this office to complete the Search Affidavit. W&ted he would coordinate with SA
or SA KMto figure out what else needed to be accomplished.

About 2230, 7 Sep 10, SACIOIOIBIONcoordinated with S
this office to forward the affidavit to CPT

About 2245, 7 Sep 10, SA OICIOIOI® 1 varded the original search affidavits to CPT POBOO
About 1051, 14 Sep 10, SA [DIOIDIGIONE coordinated with CPT [DICIDIGI®) ASG Deputy Chief Judge

Advocate, OSJA BRI ho related she received and email from MAC [QIOICIGIOI-risoner Services

b)(6)(b)(7)(C)|

AWho related SA [QIOIOIOI® had set up for

Branch, TFCF,
Facility on 30 Aug 10.

About 1859, 14 Sep 10, SA [DISIBIOIS® coordinated with CPTHllllIwho related to disregard obtaining a
search authorization.

About 2309, 15 Sep 10, SARICIBIBIO)-oordinated with SA

from this office.

About 0930, 16 Sep 10, SA DICIDIBI®)] coordinated with CPT{EIOIEICI(OMM A SG Deputy Chief Judge

Advocate, OSJA, and obtained a CD containing the telephone conversations and a copies of pictures of
the items SPC MANNING attempted to kill himself with. (See CD and Picture for Details)

elating PFC MANNING’s belonging were forwarded to the Quantico Confinement

ho related nothing further was needed

This case is closed in the files of this office. No further investigative activity is anticipated. ///LAST
ENTRY///

1156™ MP DET (CID) (FWD), 11" MP BN (CID) (FWD)
(b) (6) (B)(N)(C) 165 10 204
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b b)(7)(C
Between 1130 and 1530, 18 Sep 10, SA OGO recorded PFC MANNING's visitation period at the
Marine Corps Brig - Quantico, Quantico, VA . During visiting hours, PFC MANNING had two visitors, Mr.

and Mr. (QIQIOIGKS)
(b)(6)(b)(7)(C) Mr. KA visited with PEC MANNING

for approximately 2 hours 35 minutes.

Between 1125 and 1530, 19 Sep 10, SA IO orded PFC MANNING's visitation period at the
Marine Corps Brig - Quantico, Quantico, VA . During visiting hours, PFC MANNING had two visitors, Mr.

(b)(6)(b)(7)(C),

OIOIOIOI®, 1, | M, visited with PFC MANNING for

(5)6)0)() (MW b) (6) (b) (7) (O Y

approximately 2 hours 50 minutes.

About 1113,20 Sep 10, SA collected as evidence one DVD which captured the recording of PFC
MANNING?’s 18 Sep 10 and 19 Sep 10 visitation periods at the Marine Corps Brig — Quantico. The
collection was documented on DA Form 4137, Evidence/Property Custody Document (EPCD), Document
Number (DN) 139-10. ///LAST ENTRY///.
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About 1130, 16 Sep 10, SA RRIOIGIS . dinated with CPTDIOIOIRIE®) Military Magistrate,
9910 Lowen Road, Building 702, Fort Belvoir, VA 22060, to obtain a Military Magistrate Search
Authorization for the personal property items of PFC MANNING which had been collected in Iraq by PFC
MANNING's unit. These items were subsequently turned over by PFC MANNING’s unit to Military
Intelligence personnel who had been conducting a parallel investigation related to PFC MANNING’s
activities while assigned to Forward Operating Base (FOB) Hammer, Iraq. These personal property items
were further released to the Camp Liberty CID Office, Camp Liberty, Iraq, which collected these items as
evidence within a sealed container. The items were subsequently forwarded to the Evidence Depository in
Kuwait which supported the Camp Liberty CID Office, which in tutn transferred these items to the
Washington Metro Resident Agency (WMRA), CCIU, along with other evidence collected in this
investigation. During the coordination, CPT [N sked SA RIGIOIRI@Iumerous auestions pertaining to

the affidavit presented to her in regard to the aforementioned property. CPT ased on the
information presented, opined there was probable cause to conduct a search of the items and granted the
Military Magistrate Search Authorization.

AGENT’S COMMENT: SA (b)(()) GUQI®vas on Temporary Duty (TDY) in Charlotte, NC, at t of
the coordination with CPT [SeMaEecarding the Search Authorization. SA LIOICIOI®) - 1,d CPT
an agreement that SA SUSKAARI would come to CPT RREEE

TDY, in order to provide an original signature on all documents related to the Search Authorization.

About 0945, 20 Sep 10, SA AR et with CPTWO finalize the Military Magistrate Search
Authorization paperwork from 16 Sep 10.

About 1133, 21 Sep 10, SAcontacted CPTI and explained that upon retrieving the Sealed

Container to be searched per the Military Magistrate Search Authorization from the Evidence Depository of

this office, it was found this container was not a cardboard box, but was instead a paper envelope. SA
[BICIOIBI®) noted the original container which held PFC MANNING's personal belongings was a cardboard

box which had been sealed (as indicated on the evidence voucher); however, when this container was

received from the Camp Liberty CID Office by the Evidence Custodian in Kuwait (which processed

evidence collected at numerous CID offices located within Iraq), the items were removed from the original
cardboard box and repackaged into a new container, a paper envelope. The Evidence Custodian in Kuwait,
SmEvideme Custodian, 11th Military Police Battalion (CID), Camp Arifjan, Kuwait,
APO AE 09366, further prepared a Memorandum For Record (MFR) documenting this repackaging
activity. CP related the Military Magistrate Search Authorization was still valid, even though the
description of the container was different, as the scope of the Search Authorization related to the items
within the 'sealed container' (the personal belongings of PFC MANNING).

About 1150, 21 Sep 10, SA G)OGMO signed out the evidence collected on Evidence/Property Custody
Document (EPCD), Document Number (DN) 111-10, which was the container holding the personal
belongings of PFC MANNING which had been collected from his FOB Hammer barracks room. SA

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANI?.ATION . o .
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as witnessed by Ms. [QIOIRIGKS®) Evidence Custodian, CCIU, 9805 Lowen Road,
Building 193, Fort Belvoir, VA 22060, unsealed the container and found 23 items of evidence (each sealed
in their own individual containers) inside. SA [QIGIDIQI®k:xamined the items which appeared to be various
documents PFC MANNING had authored or documents from multiple sources which had been printed
and/or contained handwritten information. The documents appeared to be: notes made by PFC MANNING
which, based on the context of the documents, related to an Equal Opportunity complaint(s) about soldiers
assigned to PFC MANNING’s unit; personal and/or official military documents related to personnel actions
involving PV T(QIOIOIGKS) Headquarters and Headquarters Company (HHC), 2nd Brigade Combat
Team (BCT), FOB Hammer, Iraq, which were dated December 2009; documents related to the procedures
for processing U.S. Army seperation actions under Army Regulation (AR) 635-200; various documents
related to transgender personnel in the military; as well as a spiral notebook which contained a hand written
note stating, “I may have gender identity issues.” SA Wrecorded digital photographs of all items
of evidence. Of all of the evidence items examined, none of these items appeared to be of immediate
evidentiary value in regard to this investigation.

HHRHIR T LAST ENTRY HHHHITHIH i
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SEARCH AND SEIZURE AUTHORIZATION
For use of this form; see AR 27-10; the proponent agency is OTJAG

TO: {Name and Organization of the person to whom authorization is given)
Special Agent Mf the United States Army Criminal Investigation Command (USACIDC)

{An affidavit) (A (sworn) or (unsworn) oral statement)  having been made before me by Special Agent

(Name of Affiant)

Washington Metro Resident Agency, Computer Crime Investigative Unit (CCIU), USACIDC, Fort Belvoir, Virginia 22060
(Organization or Address of Affiant)

(which affidavit is attached hereto and made a part of this authorization ), and as | am satisfied that there is probable cause to
believe that the matters mentioned in the affidavit are true and correct, that the offense set forth therein has been committed, and

that the property to be seized is located {on the person) (at the place)  to be searched, you are hereby ordered to search the

{(person)
(place) known as

Sealed Container containing the personal belongings of PFC MANNING, at 9805 Lowen Rd, Bldg 193, Fort Belvoir, VA 22060

for the propelﬁ' described as all papers, documents, notebooks, letters, receipts, postal forms, customs forms, and all other written

or printed material; as well as any digital media or other personal property which may contain information or data related to

postal mail and/or packages mailed by PFC MANNING and passwords used by PFC MANNING.

bringing this order to the attention of the  (person searched) (person in possession, if any person be Jound at the place or on the
premises searched} . The search will be made in the (daytime} (highttime) , and if the property is found there, you shall seize it, issue
areceipt therefor to the person from whom the property is taken or in whose possession the property is found, deliver the property to:

Evidence Custodian, Computer Crime Investigative Unit (CCIU), 9805 Lowen Road, Bldg 193, Fort Belvoir, Virginia
(Name and Organization of Authorized Custodian)

and prepare a written inventory of the property. If there is no person at the searched place to whom the receipt mey be delivered,
the receipt will be left in a conspicuous location at the place or on the premises where the property is found.

|C’TH

Dated this day of September 2010
TYPED NAME AND GRADE OF AUTHORIZING OFFICIAL DUTY POSITION OF AUTHORIZING OFFICIAL
(b)(6)®)(7)(C)
CPT,JA | MILITARY MAGISTRATE
ORGANIZATION OF AUTHORIZING OFFICIAL SIGNA ICIAL
OSJAFORT BELVOIR, VA
DA FORM 3745, SEP 2002 DA FORM 3745-R, MAR 85, 1S

APD PEv1.0ZES
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AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR APPREHEND
For use of this form, see AR 27-10; the proponent agency is OTJAG.

BEFORE COMPLETING THIS FORM, SEE INSTRUCTIONS ON PAGE 2

L, Special Agent{(SIOICIGI®) ; Washington Metro Resident Agency
' {Name) (Qrganization or Address)

Computer Crime Investigative Unit (CCIU), USACIDC, 9805 Lowen Road, Building 193, Fort Belvoir, VA 22060

having been duly sworn, on oath depase and state that;

SEE ATTACHMENT A.

2. The affiant further states that:
SEE ATTACHMENT A.

DA FORM 3744, SEP 2002 DA FORM 3744-R, MAR 85, IS OBSOLETE. APD PE v1.00

Exméﬁ“}ég

—— ——
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. . —
3. Inview of the foregoing, the affiant requests that an authorization be issued for a search of SEE ATTACHMENT B
- . {the person) (and)
(the gquarters or billets) fand)
and (seizure) (apprehension) of SEE ATTACHMENT C
(the automobile} { ) (itemsipersons searched for)

TYPED NAME AN F AFFIANT

Special Agent (ONGHDIBGEN

Washington Metro Resident Agency

Computer Crime Investigative Unit (CCIU), USACIDC

SWORN TO AND SUBSCRIBED BEFORE ME THIS _ V! DAY OF September 2010 A W3O
TYPED NAME, ORGANIZATION AND OFFICIAL CAPACITY OF AUTHORITY DIOIOIQI@] ™ " CMNISTERING THE OATH

ADMINISTERING THE CATH

OIOIOIGIE)

CPT, JA/ OSJA FORT BELVOIR, VA
MILITARY MAGISTRATE

INSTRUCTIONS FOR
AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR APPREHEND

1. In paragraph [, set forth a concise, factual statement of the offense that has been committed or the probable cause to believe that it has been committed. Use
additional page if necessary.

2. In paragraph 2, set forth facts establishing probable cause for believing that the person, premises, or place fo be searched and the property to be seized or the
person(s) to be apprehended are connected with the offense mentioned in paragraph 1, plus facts establishing probable cause to believe that the property to be
scized or the person(s) to be apprehended are presently located on the person, premises, or place te be searched. Before a person may conclude that probable
cause to search exists, he or she must first have a reasonable belief that the person, property or evidence sought is lecated in the place or on the person to be
searched. The facts stated in paragraphs 1 and 2 must be based on either the personal knowledge of the person signing the affidavit or on hearsay information
which Le/she has plus the underlying circumstances ffom which he/she has concluded that the hiearsay information is trustworthy. If the information is based on
personal knowledge, the affidavit should so indicate. If the information is based on hearsay information, paragraph 2 must set forth some of the underlying
circumstances frem which the person signing the affidavit has concluded that the informant (whose identity need not be disclosed) or his/her information was
trustworthy. Use additional pages if necessary.

3, In paragraph 3, the person, premises, or place to be searched and the property to be seized or the person(s) to be apprehended should be described with
particularity and in detail. Authorization for a search may issue with respect to a search for fruits or products of an offense, the instrumentality or means of |
committing the offense, contraband or other property the possession of which is an offense, the person who committed the offense, and under certain

circumstances for evidentiary matters. '

DA FORM 3744, SEP 2002 Page 2 of 2
APD PE ¥1.00
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ATTACHMENT A

INTRODUCTION

[ make this affidavit in suppc;rt of an application for a Military Magistrate Search
Authorization for data, information, writings, documents, receipts and U.S. Customs
forms and other physical evidence in any other format relating to violations of 18 U.S.C.
§ 793(d) (Unlawfully Transmitting National Defense Information) and 18 U.S.C. § 1030
(Unlawfully Obtaining National Security Information). As set forth herein, there is
probable cause to believe within a sealed container, further described as a brown
cardboard box, measuring approximately 12 inches by 10 inches by § % inches, and
sealed with green, 2-inch adhesive (military 100-mile-and-hour) tape along all box seals
(herein “Sealed Container”), and containing the personal property of Private First Class
(PFC) Bradley Edward MANNING (“MANNING"), formerly_ assigned to Headquarters
and Headquarters Company (“HHC"), 2™ Brigade Combat Team (“BCT”), 10™ Mountain
Division, Forward Operating Base (‘FOB") Hammer, Iraq; which are presently located
within the Evidence Depository, Computer Crime Investigative Unit (*CCIU"), 9805
Lowen Road, Building 193, Fort Belvoir, Virginia; contains evidence, fruits, and/or
instrumentalities of the offenses committed by MANNING, as further described in this

affidavit.

AGENT BACKGROUND
| am a Special Agent in the United States 'Army Criminal Investigation Command
("USACIDC") and have been so for approximately eight years. | am currently assigned

to the USACIDC, Washington Metro Resident Agency, of CCIU, located at Fort Belvair,

1
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Virginia; where | am responsible for the investigation of, among other things, violations
pertaining to computer intrusions, denial of service attacks, and other types of malicious
computer activity directed against U.S. Army and/or Department of Defense computer
networks anywhere in the w.rorld. Prior to my assignment at CCIU, | was assigned as a
Special Agent with USACIDC in: South Korea, where | was responsible for conducting
felony investigations impacting the U.S. Army in South Korea; Fort Lewis, Washington,
where | was responsible for conducting felony investigations impacting the U.S. Army in
the states of Washington, Oregon, Idaho, and Montana; and concurrently with my
position at CCIU, | was assigned to the Baghdad CID Battalion as é Computer Crime

- Coordinator where | was responsible for conducting computer forensic examinations of
seized computers, cellular phones, and other digital media within Irag, Kuwait and

Afghanistan.

| have been trained in computer incident response, digital evidence acquisition,

LINUX and Windows Forensic Examinations by the Department of Defense Cyber
Investigations Training Academy (“DCITA”"). | currently possess “Department of
Defense Certified Digital Forensic Examiner” and “Department of Defense Certiﬁéd
Digital Media Collector” certifications. In add”ition to my training and experience as a
criminal investigator, | have also been an employee of several commercial Information
Technology com;;anies to include: a national Internet Service Provider (“ISP"), a
commercial software company specializing in law enforcement and intelligence analysis
products, and several defense contracting companies where | worked as a government
contractor to the Federal Bureau of Investigation, as a member of the Pentagon Joint

Staff, and the Washington DC Department of Corrections. | have received training from

2
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the U.S. Army in the investigation of fraud; training from several commercial companies
in computer, computer network, and database administration; and I hold a Bachelor of
Science degree in Information Technology from George Mason University, an

accredited state university in Virginia.

My experience as a USACIDC Special Agent has included the investigation of
cases involving violent and non-violent crimes as well as the use of computers. | have
received training and gained experience in interviewing and interrogation techniques,
arrest procedure, search warrant applications, the execution of searches and seizures,

and other criminal laws and procedures.

As a Special Agent of the USACIDC, | am authorized to investigate crimes
involving all violations of the Uniform Code of Military Justice (Title 10 U.S.C. Section
47) and other applicable federal and state laws where there is a U.S. Army or
Department of Defense interest. | am an investigative or law enforcement officer of the

United States within the meaning of Section 2510(7) of Title 18, United States Code, in

that | am empowered by law to conduct investigations and to make arrests for federal

felony offenses.

SOURCE OF EVIDENCE

The facts set forth in this affidavit are based on my personal knowledge,
knowledge obtained during my participation in this investigation from other individuals —
including other law enforcement officers and particularly other USACIDC Special Agents
— as well as my review of documents and computer records related to this investigation,

communications with others who have personal knowledge of the events and

3
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circumstances described herein, and information gained through my training and

experience. Because this affidavit is submitted for the limited purpose of establishing

probable cause in support of the application for a search warrant, it does not set forth

each and every fact that | or others have learned during the course of this investigation.

RELEVANT STATUES

Title 18, United States Code, § 793(d) makes it unlawful to make unauthorized

disclosure of national defense information. Specifically, the statute provides in pertinent

part that:

Whoever, lawfully having possession of, access to, control
over, or being entrusted with any document, writing, . . . or
note relating to the national defense, or information relating
to the national defense which information the possessor has
reason to believe could be used to the injury of the United
States or to the advantage of any foreign nation, willfully
communicates, delivers, transmits, or causes to be
communicated, delivered or transmitted . . . the same to any
person not entitled to receive it . . . shall be fined under this
title or imprisoned not more than ten years, or both.

Titie 18, United States Code, § 1030(a) makes it unlawful to, without

authorization, obtain from a United States Government computer certain national

defense information, and disclose such information. Specifically, the statute provides in

pertinent part that:

Whoever — (1) having knowingly accessed a computer
without authorization or exceeding authorized access, and
by means of such conduct having obtained information that
has been determined by the United States Government
pursuant to an Executive order or statute to require
protection against unauthorized disciosure for reasons of
national defense or foreign relations . . . with reason to
believe that such information so obtained could be used to
the injury of the United States, or to the advantage of any
foreign nation willfully communicates, delivers, transmits, or

4
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causes to be communicated, delivered, or transmitted . . .
the same to any person not entitled to receive it [shall be
punished by a fine under this title or imprisonment for not
more than ten years, or both . . . ]

The national security classification levels assigned to national security
information and national defense information are defined in Executive Order No. 13526
and its predecessor orders. Information may be classified if the following conditions are
met: (1) an original classification authority ("OCA") is classifying the information; (2) the
information is owned by, produced by or for, or is under the control of the United States
Government; {3) the information falls within one or more of the categories set forth in
the Executive Order (which includes inte!lfgence sources and methods; cryptology;
military plans; and vuinerabilities or capabilities of systems, installations, projects or
plans relating to the national security of the United States); and (4) the OCA determines
that the unauthorized disclosure of the information reasonably could be expected to
result in damage to the national security, which includes defense against transnationai
terrorism, and the OCA is able to identify or describe the damage. Under the Executive

Order, information may be classified “Confidential” if its unauthorized disclosure

reasonably could be expected to cause damage to the national security; “Secret” if its
unauthorized disclosure reasonably could be expected to cause serious damage to the
nationa! security; and “Top Secret” if its unauthorized disclosure reasonably could be

expected to cause exceptionally grave damage to the national security.

BACKGROUND AND TECHNICAL INFORMATION

The term “computer” as used in this affidavit is defined in 18 U.S.C. § 1030(e)(1),

and includes an electronic, magnetic, optical, electrochemical, or other high speed data
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processing device performing logical, arithmetic, or storage functions, and includes any
data storage facility or communications facility directly related to or operating in
conjunction with such device.

| have had both training and experience in the investigation of computer-related
crimesj Based on my tra‘ining, experience and knowledge, | am aware of the following:

a. The Intefnet is a worldwide computer network that connects computers
and allows communications and the transfer of data and information across state and
national boundaries. In order to access the Internet, an individual computer user must
subscribe to an access provider, which operates a host computer system with direct
éccess to the Internet. The worid wide web (*www”) is a functionality of the Internet
which allows users of the Internet to share information.

b. With a computer connected to the Internet, an individual computer user
can make electronic contact with millions of computers around the world. This
connection can be made by any number of means, including modem, local area
network, wireless and numerous other methods.

C. Instant Messaging {IM) is a communications service that allows two users
to send messages through the Internet to each other in real-time. Users subscribe to a
particular messaging service (e.g., AOL Instant Messenger, MSN Messenger, efc.) by
supplying personal information and choosing a screen-name to use in connection with
the service. When logged in to the IM service, users can search for other users based
on the information that other users have supplied, and they can send those users
messages or initiate a chat session. Most IM services also allow files to be transferred

between users, including music, video files, and computer software. Due to the
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structure of the Internet, a transmission may be routed through different states and/or
countries before it arrives at its final destination, even if the communicating parties are
in the same state. Instant Messaging may also be commonly referred to as ‘Internet
Chat'.

d. Encryption refers to the practice of mathematically scrambling computer
data typically as a communications and/or storage security measure ~ typically so only
the intended parties can read or open the contents of a communication or electronic file.
Uﬁencrypted information is called "plaintext’;, while encrypted information is called
“cipher text”. “Decryption” is the process of converting the cipher text back into the
original, readable plaintext format. The particular method used to encrypt or decrypt
data, often used synonymously to describe the type of encryption, is an algorithm —
which may also be described as a ﬁathematical formula or finite sequence of
instructions for conducting the encryption/decryption. The alpha-numeric or other
values used as a basis to encrypt/decrypt a message is called the “key”, which is often
generated from a user specified “password” comprised of letters, numbers, and special
(punctuation) characters. Based on the algorithm and/or key length, to guess the
password/key of an encrypted electronic file by attempting all possible combinations of
values, in modern cryptography, even with the use of multiple and/or super-computers,
may not be possible within a reasonable amount of time (hundreds or thousands of
years). L

e. Mac OS (Macintosh Operating System) “Keychain” is Apple Inc.'s
password management system in Mac OS. |t was introduced \n:rith Mac OS Version 8.6,

and has been included in all subséquent versions of Mac OS, including Mac OS X. A
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Keychain can contain various types of data: passwords (for Websites, FTP servers,
SSH accounts, network shares, wireless networks, groupware applications, encrypted
disk images), private keys, certificates and secure notes.

f. An Apple Disk Image is Apple Inc.'s proprietary electronic file/disk image
format commonly used with the Mac OS X operating system. The file format allows
secure password protection of the contents of the file as well as file compression, and
hence serves both security and file distribution functions. Apple Disk Images typically
have a “.dmg” file extension, although legacy Apple Disk Image files intended for Mac

OS 9 and earlier generally have .smi or .img file extensions.

PROBABLE CAUSE FOR SEARCH

Manning’s Access To Classified Information

MANNING enlisted in the United States Army on or about October 2, 2007, and
currentiy holds the rank of Private First Class. He received training in Intelligence
Analysis, and was ultimately assigned as a U.S. Army Military Occupational Specialty
(“MOS") 35F — Intelligence Analyst. MANNING was granted a U.S. Government
security clearance at the “Top Secret” level as part of his position within the U.S. Army.
On or about October 12, 2009, MANNING was deployed with his unit, HHC, 2" BCT,
10" Mountain Division, to Forward Operating Base (‘FOB”) Hammer, located
approximately 40 miles east of Baghdad, Iraq, and 70 miles west of the Iran-Iraq border.

Between October 2009 and May 2010, while assigned in Iraq and working in the
role of an All-Source Intelligence Analyst, MANNING was granted access to national
defense information through various U.S. Army and DoD computer network systems,

including: the Non-Secure Internet Protacol Router (“NIPR") network, used for the
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processing of unclassified documents and unclassified communications; and the Secure
Internet Protocol Router (“SIPR"} network, used for the processing of classified
documents and classified communications at the “Confidential” and “Secret”
classification levels. MANNING also had access to a commercial, non-military, satellite-
based ISP while in his living quarters on FOB Hammer, which he used with his personal
laptop computer while not performing official duties. This information has been verified
by statements of co-workers in MANNING's unit, by examination of various computer
accounts and network log file systems, the forensic examination of computers used by
MANNING, and by documents obtained during the course of this investigation.
Classified Material Published On The Internet

On February 18, 2010, the website WikiLeaks.org (“WikiLeaks") —~ which is self-
described as “a multi-jurisdictional public service designed to protect whistle blowers,
journalists and activists who have sensitive materials to communicate to the public” - \
published on their website a U.S. Department of State diplomatic cable originating from
the U.S. Embassy in Reykjavik, Iceland, which was classified “Confidential”. This
diplomatic cable, dated January 13, 2010, related to diplomatic discussions on the topic
“lcesave” between members of the U.S. Department of State, the British Foreign
Service, and Icelandic Government personnel. Based on this classified document’s
publication on the WikiLeaks website, the 'U.S. Department of State’s Diplomatic
Security Service initiated an investigation on February 19, 2010, to identify the
person(s) who unlawfully disclosed this document.

On April 5, 2010, at the National Press Club in Washington, D.C., the founder of
WikiLeaks, an Australian citizen named Julian P. Assange, held a press conference to

publicly release classified video footage of United States combat operations in Iraq.
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The video footage, apparently taken by a U.S. Army AH-64 Apache attack helicopter
engaged in combat in or around Baghdad, Iraq, depicts an air-strike conducted on July
12, 2007, during which two Reuters journalists, several suspected Iraqi insurgents, and
several Iraqgi civilians were killed or wounded. Assange released the original 38-minute-
long version of the video as well as a shorter “production” version lasting approximately
18 minutes, titled “Collateral Murder”, both of which were published on the Intemet at
the URL “www.collateralmurder.org”. Due to the controversial and/or graphic nature of
the video, this classified material received wide news media coverage. U.S.
Department of Defense officials later confirmed that the video footage was genuine and
was properly classified “Secret”.

Manning ldentified as Source of Classified U.S. Government Material

Between May 20, 2010 and May 26, 2010, MANNING began a series of Internet

chat conversations with a civilian, Mr. [(IOICIEI(G M r<siding in Carmichael,

California. Lamo is known in the computer security community as a ‘computer hacker'

and has been profiled extensively in the print and on-line media. MANNING and [QAISIE

discuss a range of issues related to Classified U.S. Government material over a period

o having unlawfully
disclosed U.S. Government Classified material to the website WikiLeaks.org. During

these chat conversations, which MANNING and [ so that only they could

read the communications, MANNING detailed the specific items of Classified U.S.

Government material he unlawfully disclosed to the WikiLeaks website as: a video and
related documentation of a U.S. airstrike in Gharani, Afghanistan; the Apache airstrike
video in Baghdad, Irag which was publié!y disclosed by WikiL.eaks; an Iraq War Event

Log believed to contain approximately 500,000 records; the “Gitmo Papers” relating to
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terror suspect detainees being held in Guantanamo Bay, Cuba; and a U.S. Department
of State database containing approximately 260,000 Classified U.S. State Department
internal communications, to include the Classified cable related to the topic of “Icesave”

also disclosed by WikiLeaks. .

subsequently notified law enforcement of these chat conversations which
lead to USACIDC Special Agents in Iraq apprehending MANNING on FOB Hammer on
May 27, 2010. Upon MANNING'’s apprehension by USACIDC, MANNING invoked his
legal right to counsel and declined to make any statements in relation his involvement in
the unlawful disclosure of Classified U.S. Government materials. MANNING has further
been held in confinement since May 27, 2010, pending a Military Courts-Martial.

At the time of MANNING’s apprehension in Iraq, USACIDC Special Agents
seized numerous U.S. Government and personal computers associated with MANNING‘
on FOB Hammer, per a Military Mégistrate Search Authorization. The U.S. Government
computers collected as evidence included: several SIPR computers MANNING was
identified as having been assigned while working in his position as an Intelligence
Analyst in Iraq; several NIPR computers other personnel in MANNING’s unit, to include
MANNING, would have shared for work-related duties; and several personally owned
computers, to include MANNING's personal laptop computer and other items of digital
media as well as those from other personnel in MANNING’s unit. Of the other items of
digital media seized from MANNING'’s personal living quarters under a Military
Magistrate Search Authorization issued in lraq, was an optical disc containing a version
of the classified Video publicly released by WikiLeaks on April 5, 2010.

Subsequent computer forensic examination of MANNING's assigned U.S.
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Government and personal computers by personnel assigned to CCIU, revealed
evidence MANNING had unlawfully accessed and/or unlawfully possessed the

Classified U.S. Government materials he claimed in his Internet chats with

Further forensic examination revealed MANNING may have used his personal laptop
computer and non-military, satellite-based ISP Internet connection to transmit classified
documents directly or indirectly to WikiLeaks.

In addition to the aforementioned evidence found on MANNING's personal laptop
computer hard drive, was the Mac OS “Keychain” containing encrypted passwords
related to MANNING’s various accounts, as well as an encrypted file named
“strongbox.dmg”, which is approximately 1.5 GB in size. While CCIU forensic
examiners were able to decrypt _the Keychain containing numerous passwords used by
MANNING for his internet, email, and other related accounts, the contents of the file
“strongbox.dmg” is still presently unknown due to this file being encrypted and
investigators not knowing the password to decrypt this file. It is believed this file may
contain additional evidence, fruits or instrumentalities of MANNING's disclosure of

Classified U.S. Government material.

Package(s) Sent by MANNING from Iraq

Based on various interviews of MANNING's unit-members and/or roommate he
shared his personal living quarters with at FOB Iraq, conflicting information was
developed as to whether MANNING may have sent one or more packages during April
2010, to person(s) unknown. As a result of this information, the Eagle Cash Card
records pertaining to MANNING's account were obtained by USACIDC Special Agents

which disclosed MANNING appears to have shipped mail/package(s) from the FOB
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Hammer, Iraq, APO AE 09308 Post Office on 21 Apr 10, and the transaction amount
was $13.50. Unfortunately, due to the time that had passed between MANNING’s
postal transaction and his apprehension, the FOB Hammer Post Office had already
destroyed their copies of any receipts and/or customs forms related to this transaction.
[t was |later determined that when USACIDC Special Agents in Iraq conducted a
search of MANNING's personal living quarters on FOB Hammer, per a Military
Magistrate Search Authorization, the aforementioned optical disc containing the
Classified U.S. Government Video has been found in an opened and unmailed postal
service type box — which appeared to potentially have been readied for mailing.
During forensic examinations of MANNING's personal computer it was also
noted that MANNING, in chat conversations, expressed frustration in regard to the time
to upload files using his non-Military, satellite-based ISP while in Iraq; which was slow
due to technical issues with this type of connection. Subsequently, it is unknown
whether MANNING may have mailed digital media containing Classified U.S.
Government material to personnel associated with the website WikiLeaks or to other

person(s) which may have indirectly provided this information to WikiLeaks.

Additional Disclosure of Classified Materials by the Website WikiLeaks

On July 25, 2010, the WikiLeaks website in coordination with The New York
Times, The Guardian (a news media publication based in London, England) and Der
Spiegel Magazine (a news media publication based in Germany) published
approximately 75,000 classified U.S. Government documents relating to the War in
Afghanistan. According to an on-line article posted on The New York Times website on

July 25, 2010:
13
FOR OFFICIAL USE ONLY

LAW ENFORCEMENT SENSITIVE EXBIT 20 .
427-—3—-



0028-10-CID221-10117

| “The articles published today are based on thousands of

| United States military incident and intelligence reports —
records of engagements, mishaps, intelligence on enemy
activity and other events from the war in Afghanistan — that
were made public on Sunday on the Internet. The New York
Times, ThHe Guardian newspaper in London, and the
German magazine Der Spiegel were given access to the
material several weeks ago. These reports are used by desk
officers in the Pentagon and troops in the field when they
make operational plans and prepare briefings on the
situation in the war zone...”"

Further, regarding the source of the material The New York Times article relates:
“The documents — some 92,000 individual reports in all —
were made available to The Times and the European news
organizations by WikiL.eaks, an organization devoted to
exposing secrets of all kinds, on the condition that the
papers not report on the data until July 25, when WikiLeaks
said it intended to post the material on the Internet.
WikiLeaks did not reveal where it obtained the material.”

While the information reported by The New York Times identifies approximately
92,000 reports being disclosed, about 15,000 reports were not published by either the
website WikiLeaks or the mentioned news media organizations due to this material
believed to contain information more sensitive than in the published material. The New
York Times article suggests information even more sensitive than the published

Classified U.S. Government materials were obtained from WikiLeaks as the article

further relates:
“We have, for example, withheld any names of operatives in
the field and informants cited in the reports. We have
avoided anything that might compromise American or ailied

intelfigence-gathering methods such as communications
intercepts.”

The WikiLeaks website in regard to the 15,000 unpublished Classified U.S.
Government documents published on its website:
“We have delayed the release of some 15,000 reports from
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the total archive as part of a harm minimization process
demanded by our source. After further review, these reports
will be released, with occasional redactions, and eventually
in full, as the security situation in Afghanistan permits.”

Personnel associated with the website WikiLeaks have publicly acknowledged
having other Classified U.S. Government material (which are believed to have been
unlawfully disclosed by MANNING) such as the Gharani, Afghanistan airstrike video and
associated report; however, for reasons unknown WikiLeaks has not published this

material to the public.
MANNING’s Personal Belongings Provided to Military Intelligence

During a subsequent parallel investigation conducted by Military Intelligence
("MI”) personne! in Iraq into MANNING's activities in the unlawful disclosure of
Classified U.S. Government material; M! Special Agents conducted interviews at FOB
Hammer of personnel assigned to MANNING's unit. Prior to these M| personnel
departing FOB Hammer for their assigned base in Iraq, personnel from MANNING's unit
provided the MI Special Agents with a box containing MANNING's personal belongings
which had been collected by unit personnel from MANNING's living quarters. Mi
Special Agents reportedly did not fully know and/or recognize what this property was
until returning to their assigned office on another base within Iraq. Upon identifying the
nature of this property, MI Special Agents transported these belongings to the local CID
Office at Camp Liberty, Irag; wherein the box containing MANNING's personal
belongings was sealed and collected as evidence, pending the appropriate legal

authority to search through the box.

15

FOR OFFICIAL USE ONLY
LAW ENFORCEMENT SENSITIVE EXHIBIT.

001429

208




0028-10-C1D221-10117

Although this investigation was initially opened by the Camp Liberty CID Office,
the investigation was later transferred to the WMRA, CCIU for further investigation and
completion due to the technical nature of the offenses under investigation.
Subsequently, the sealed container of MANNING's personal belongings was sent to the
CCIU, 9805 Lowen Road, Building 193, Fort Belvoir, Virginia, via U.S. Registered Mail.
This sealed container has remained in the CCIU Evidence Depository since its arrival

from Iraq.
Conclusion

At the time of MANNING's apprehension on May 27, 2010, the nature and full
scope of his activities in regard the unlawful disclosure of Classified U.S. Government
material was not fully known. Consequently, when USACIDC Special Agents initially
searched the personal living quarters of MANNING under the authority of a Military
Magistrate Search Authorization, although they were able to identify obvious digital
media evidence which were collected (MANNING's personal computer and optical discs
found in MANNING’s quarters) other items which may not have appeared to have
evidentiary value at the time (books, papers, notebooks, etc.) — potentially containing
passwords used by MANNING, postal receipts related to mail or packages sent by
MANNING, and/or other evidence — may have been inadvertently missed.
Consequently, unit personnel from MANNING's unit provided all of these personal
belongings from MANNING’s personal living quarters to Ml Investigators which were

subsequently transferred to USACIDC upon the discovery of the nature of these items.

In my training and experience as a Special Agent assigned to conduct
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investigations of criminal matters involving computer and internet based systems, as
well as my personal experience, | have found passwords created by computer users,
both beginner and expert, are very often not combination of random characters or
numbers, which may be difficult to remember; but are typically words, numbers and/or
phrases which have some personal connection or meaning to the computer user
creating them. Computer users will typically create passwords which contain: full or
partial family member or acquaintance names; personal initials; birth dates, anniversary
dates and other important dates; portions of social security, telephone, or other
identifying numbers; names of places the user has traveled or lived; names of pets;
characters, locations and events from books or movies; passages from religious
materials; slang terms from the user’s identified hobbies, social life, or communities they
are involved in; as well as other favored or signiﬁcant'elements from the computer
user's life. Further, when users do create seemingly random passwords, they may
habitually use these same passwords on multiple websites, internal files, and other
systems requiring passwords — out of familiarity and the ability to easily recall these
previously used passwordé. When users are required by certain systems to periodically

change their passwords, typical computer users will often maintain the 'main body’ of

their original password by adding or changing one or two numbers or characters which
comprise the remainder of the password — and in some cases revert back to passwords
used in the past when prompted for successive password changes.

An analysis of the passwords which were discovered from decrypting the Mac
0OS Keychain on MANNING's personal laptop, further reinforce the above mentioned

statements related to user passwords. Specifically, these passwords contained: terms
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‘ related to MANNING’s personal life; terms related to places MANNING had visited
recently: numbers from books MANNING is believed to have been owned and read,
which had been recovered from another source of MANNING's belongings; and/or were
passwords previously believed to have been used by MANNING on other computer
based systems. Because USACIDC Special Agents have already obtained access to
email accounts and other related computer network storage space known to have been .
used by MANNING, which did not reveal any identifiable passwords; that the passwords
found on the Mac OS Keychain contained on MANNING'’s personal laptop computer did
not contain the “strongbox.dmg” password; and MANNING is known to have made
comments to the effect that his passwords are complicated and would be difficult to
guess — it is believe MANNING may have written down any passwords he used, or that

other writings or material contained in the box of his personal belongings may be able to

provide investigators and/or personnel supporting this investigation information that will
allow the password to be determined. Further, the identification of this password and
subsequent decryption of the “strongbox.dmg” file, will allow investigators to understand
the full scope of MANNING's a\ctivities.

In addition to information related to passwords, the box of personal belongings
may also contain receipts, customs forms, and/or other documentation related to
packages and/or mail sent by MANNING, which may further identify other personnel
and/or addresses which may have been involved in the unlawful disclosure of Classified
U.S. Government materials — and again, provide investigators information to identify the

full scope of MANNING's activities.
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Given the facts and circumstances of the incidents related to the unlawful
disclosure of Classified U.S. Government material by MANNING; the identification of
Classified U.S. Government materials on MANNING'’s personal computer; the
identification MANNING may have mailed digital media to person(s) unknown directly or
indirectly related to the website WikiLeaks; that MANNING is known to have used
electronic file-based encryption to conceal the contents of files found on his personal
computer; and that data, writings, information and/or evidence related to all of these
aspects of this case could reasonably exist in the personal belongings of MANNING -
there is probable cause to believe that additional evidence, fruits and instrumentalities
of the offenses believed to have committed by MANNING to include violations of 18
U.S.C. § 793(d) (Unlawfully Transmitting National Defense Information) and 18 U.S.C. §
1030 (Unlawfully Obtaining National Security Information) are contained in the sealed
container collected as evidence and presently securely stored within the Evidence
Depository, CCIU, located at 9805 Lowen Road, Build[ng 193, Fort Belvoir, Virginia —

and described in more detail in Attachment C.
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ATTACHMENT B

DESCRIPTION OF LOCATIONS TO BE SEARCHED

The following locations are to be searched as explained in Attachment A and
located within the Evidence Depository, CCIU, 9805 Lowen Road, Building 193, Fort

Belvair, Virginia, are described as follows:

The sealed container, described as: a brown cardboard box, measuring
approximately 12 inches by 10 inches by 5 ¥z inches, and sealed with green, 2-inch
adhesive {military 100-m‘ile-and-hour) tape along all box seals, containing the personal
belongings of MANNING — which is further referred to in Attachment A, as the “Sealed

Container”.
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ATTACHMENT C

ITEMS TO BE SEIZED AND SEARCHED

Special Agents of USACIDC or other Army law enforcement personnel assisting
USACIDC are to search the Sealed Container, containing the personal belongings of
MANNING, as described in Attachment B, and therein to are seize and subsequently
further search all papers, documents, notes, forms, files, receipts, notebooks and/or '
other written or printed materials; as well as any digital media which may have been
inadvertently overlooked, previously hidden or otherwise been not before identified —
which are associated with or previously used by Private First Class (PFC) Bradley
Edward MANNING, formerly assigned to HHC, 2" BCT, 10™ Mountain Division —
specifically as it relates to information, documents, and data, both classified and
unclassified; as well as addresses, phone numbers, names, postal tracking numbers or
information, as mentioned in Attachment A, which is herein incorporated into
Attachment C —in regard to violations of 18 U.S.C. § 793(d) (Unlawfully Transmitting
National Defense Information) and 18 U.S.C. § 1030 (Unlawfully Obtaining National
Security Information).

Computer Hardware and Digitai Media is further described as any and all
computer equipment including any electronic devices which are capable of collecting,
analyzing, creating, displaying, converting, storing, concealing, or transmitting
electronic, magnetic, optical, or similar computer impulses or data. These devices
‘include but are not limited to any data processing hardware (such as “desktop
computers” and self-contained "laptop", “notebook”, or “netbook” computers, as well as

“Smart Phones” and internet capable PDAs); internal and peripheral storage devices
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(such as fixed disks, external hard disks, floppy disk drives and diskettes, tape drives
and tapes, optical disc storage devices such as CDs or DVDs, USB drives, flash
memory cards or similar solid-state storage media, and other memory storage devices);
peripheral input/output devices (such as keyboards, printers, scanners, plotters, video
display monitors, and optical readers); and related communications devices (such as
modems, cables and connections, recording equipment, RAM or ROM units, acoustic
couplers, automatic dialers, speed dialers, programmable telephone dialing or signaling
devices, and electronic tone-generating devices); as well as any devices, mechanisms,
or parts that can be used to restrict access to such hardware (such as physical keys

and locks).

FURTHER SEARCH OF SEIZED COMPUTERS AND DIGITAL MEDIA ITEMS

The items seized as part of this Search Authorization, which should consist of
papers, documents, forms, receipts, notebooks, letters, and other paper-like materials;
will have will have digital photographs exposed of these items to document their value
as evidence. Any items found which are considered digital media, such as computers,
hard disk drives, and/or other digital media, will have forensically sound images (digital
copies) produced of the seized items as appropriate, which will in turn be searched in
lieu of the original seized items as part of a digital media/computer forensic
examination. The search of digital copies of the items seized is done to ensure and
preserve the forensic integrity of the seized items for additional and/or future
examination(s) in accordance with criminal procedure and rules of evidence. These
examination(s) of seized items will be conducted by personnel assigned to the U.S.

Army Criminal Investigation Command and/or Computer Crime Investigative Unit
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(CCIU) who are certified by the Department of Defense and/or Department of the Army
to conduct such types of examinations. These personnel will use computer forensic
hardware and/or software, which has been approved for use in conducting such
examinations. Consequently, this search/examination activity will be completed within
facilities operated by the U.S. Army Criminal Investigation Command and/or Computer
Crime Investigative Unit (CCIU) and completed as expeditiously as possible. All of the
above items found to be contained inside the Sealed Container, will further be retained

in accordance with Army Regulation 195-5, “Evidence Procedures”.
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Exhibit(s) 209 thru 222

Page(s) 001438 and 001477 referred to:

Federal Bureau of Investigation

Record Information/Dissemination Section
170 Marcel Drive
Winchester, Virginia 22602-4843



Exhibit(s) 223

Page(s) 001478 thru 001484

Documents

SEALED

by the

U.S. District Court
for the Eastern District of New York
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CID Regulation 195-1
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PAGE 1 OF 1 PAGES

DETAILS
v SOOI 7+ v

(EPCD), Document number (DN) 144-10.

Between 1100 and 1600, 25 Sep 10, SANSASRcported to the Brig, MCB Quantico, and facilitated the
recording of conversations between PFC MANNING and his visitor(s) on that date. The only visitor was

About 1008, 27 Sep 10, SA QIOIOIOIO.  [[ccted as evidence one (1) compact disc (CD) containing the 25
Sep 10 recording of PFC MANNING and Ms. [QIOICIGI(®M on Evidence/Property Custody Document

T T T L AST ENTRY/H I i i

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Computer Crime Investigative Unit
N (b) (6)(b)(1)(C), (b) (N(E) U.S. Army CID, Fort Belvoir, VA 22060

©O0C0) O

27 Sep 10

EXHIBIT
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PAGE 1 OF 1 PAGES

DETAILS

following results:

Internal reference number: 155642

Namé: Mr. Bradley Manning

Address: (no street name givén), Oklahoma City, OK 73162
Lake Hearn Dr., Atlanta, GA 30319)
no longer valid).

additional information. ///LAST ENTRY///.

About 1210, 29 Sep 10, SARIRIBIOI®) - cived the results of the Department of Defense Inspector
General (DOD/IG) Subpoena 2010233-10433, served on the custodian of records at Yahoo, Inc, for
subscriber information regarding the email account bradass87@yahoo.com .Yahoo provided the

The account “bradass87@yahoo.com” was created on Wednesday, 19 Oct 2005 at 23:26:43 GMT.

IP address at registration: 68.1 2.179.1 92 (This IP address was registered to Cox Communications, 1400
Secondary email address: bradley.manning@cheesy-design.com (The domain cheesy-design.com was

Yahoo's logs showed no logins to the account within the last 90 days. See report from Yahoo.com for

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION Washington Metro Resident Agency

-Computer Crime Investigative Unit
N O)(6)B)(7)(O), (b) (7)(E) | U.s. Army CID, Fort Belvoir, VA 22060

N (5) (6) () (7) (C) | P

EXHIBIT
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Exhibit 226

Page(s) 001487 thru 001492 referred to:

Department of Defense

Oftice of Inspector General
DoD IG FOIA Requester Service Center
4800 Mark Center Drive — Suite 141.24
Alexandria, VA 22350-1500
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About 0950, 29 Sep 10, SA [REDARNRRR] and M. [DIGIDIGKSID;¢it=! Forensic Examiner, Digita]
Forensic and Research Branch, CCIU, coordinated with CPT Wmﬁgade
Automation Officer, S-6, Headquarters and Headquarters Company (HHC), 2 Brigade Combat Team

(2" BCT), 10" Mountain Division (10* Min Div), Fort Drum, NY 13602 (FDNY), to setup the servers

needed to constitute the T-Drive which the unit had used while deployed to Iraq_ S ARG 1.
observed as 2" BCT S-6 personnel (CPTIBICICIGIO) SG (b) (6) (b) <7> (C)
BIOIPIOIE): and WO1 [BIOIGIGI®) Signal Support Systems Technician,
attempted to make the T-Drive functional. CPTIQIQIOIGIOME-1ated the T-Drive consisted of three
NetApp devices, two of which were the NetApp devices (labeled as T-Drive) previously collected on
Evidence/Property Custody Documents (EPCD), Document Number (DN) 131-10 and 133-10. 2" BCT
personnel connected a third NetApp device which had no label to the other two devices and booted the
three devices. They accessed the devices via console connected to 2 2™ BCT laptop and via web interface
and determined the volume was not complete. Upon opening transport cases with other servers enclosed,
2" BCT personnel discovered another NetApp device which was also labeled T-Drive on the front. 2™
BCT personnel shut down the three NetApp devices, disconnected the device that was not labeled T-
Drive, and connected the NetApp device they removed from the transport case which was labeled T-
Drive. They booted the three devices and were able to verify through web interface that the file structure
was complete. They were, however, unable to browse files on the device, as it was configured to only
allow file access through domain controller authentication. A domain controller previously used on the
same network as the T-Drive was connected to a switch with the T-Drive and a laptop. 2" BCT personnel
were still unable to access files on the T-Drive.

(b)(6)(b)(7)(C)

Between 1723 and 1743, 29 Sep 10, SA collected as evidence four servers, consisting of one DS14
MK4, NetApp brand, S/N: 30000442, purportedly the third chassis comprising the T-Drive; two Sunfire
X4100, Sun Microsystems brand, S/N: 0733BD20EC and 0732BD1FEC, purportedly SIPR domain
controllers; and one PowerEdge 2850, Dell brand, S/N: HBHLJ 81, purportedly a SIPR domain controller,
all from WO1 which was documented on EPCD, DN 145-10.

About 1446, 30 Sep 10, SA ollected as evidence one Sunfire X4100 server, Sun Microsystems
brand, S/N: 0732BD1FEQ ortedly used as a NJPR domain controller for 2°¢ BCT, 10" MTN DIV,
FDNY, from W01thich was documented on EPCD, DN 146-10.

About 1720, 30 Sep 10, SAJ eceived a signed Search Authorization, authorizing the search of hard
drives contained within a plastic contai elonging to 2™ BCT, from SAM this office,
which he was sworn to by CPT Military Magistrate, Fort Belvoir, VA.

Between 1014 and 1059, 1 Oct 10, SA meviewed the contents of the following hard drives, property
of 2" BCT, 10" MTN DIV, FDNY, for the presence of a user profile pertaining PFC MANNING by
connecting a write blocker to a stand-alone laptop computer, all of which met with negative results:

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIzATION ~ Washington Metro Resident Agency
Computer Crime Investigative Unit

U.5. Army CID, Fort Belvoir, VA 22060
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Make Model Serial Number Classification Start| End | Results
Time| Time
Fujitsu MHV2060AH NT25T5B2PRF5 Unclassified 1014 | 1015 | Negative
Unknown IC25N020ATCS04-0| DOHUN9ZB Unclassified 1017 | 1019 | Negative
Fujitsu MHV2060AH NT25T612UFRK Unmarked 1020 | 1022 | Negative
Fujitsu Unknown NT25T612UMCL Unclassified 1025 | 1027 | Negative
Seagate Momentus 40GB 3KW031ZM Unclassified 1028 | 1029 | Negative
Hitachi Travelstar 60GB K3GY7V2ZH Unmarked 1031 | 1032 | Negative
Seagate Momentus 80 GB 3MHO04H0G Unmarked 1034 | 1036 | Negative
Fujitsu MHV2060AH NT25T612U0G22 Unmarked 1038 | 1039 | Negative
Fujitsu MHV2060AH NT25T612UPU6 Unmarked 1041 | 1042 | Negative
Fujitsu MHV2060AH NT25T582H023 Unmarked 1043 | 1045 | Negative
Hitachi DK23EA-40 MCES55A81.9862 Unmarked 1047 | 1048 | Negative
Hitachi DK23EA-40 MCESS5A8MO0110 Unmarked 1051 | 1053 | Dead
Hitachi DK23EA-40 MCES55A757388 Unmarked 1058 | 1059 | Negative

Between 1014 and 1059, 1 Oct 10, Mr. [QIQIOIQIC) previewed the contents of the following hard drives for
the presence of a user profile pertaining PEC MANNING by connecting a write blocker to a stand-alone
laptop computer, all of which met with negative results:

Make Model Serial Number Classification Start | End { Results
Time | Time

Seagate ST94Q11A 3KWI1ZRY Secret 1145 | 1152 | Negative
Seagate ST94Q11A 3KWIIRQS5 Secret 1150 | 1151 | Negative
IBM Unknown DMHYA6XB Secret 1152 | 1153 | Negative
Fujitsu - MHT2040AH NPOET4C39AWL | Secret 1154 | 1155 | Negative
Unknown Unknown K36Y94YP Secret 1203 | 1205 | Negative
Unknown Unknown 17M51533 Secret 1205 | 1206 | Negative
1BM Unknown 170J0745 Secret 1206 | 1207 | Dead
IBM Unknown 170E1835 Secret 1210 | 1211 | Negative

(b)(6)(b)(7)(C)

About 1315, 1 Oct 10, S coordinated with MSGDIGIOIGI®) | S-2 NCOIC,
HHC, 2" BCT, 10™ Mtn Div, FDNY, who identified a hard drive that was previously scanned by agents on
10 Sep 10, as a hard drive he believed PFC MANNING utilized to complete a tasking he had provided PFC
MANNING. MSGelated the tasking was to complete a functional database of incident reports.
The hard drive was used in a computer which was not connected to the SIPR network, and PF ING
would have subsequently used an administrative logon rather than his personal logon. MSG
further related that prior to deployment, PFC MANNING had SIPR access; however, he was uncertain if he
had his own logon or used a general logon. He further related that he believed PFC MANNING had access
to Intellilink and the 3" BCT, 82™ Airborne DIV, Fort Bragg, NC, web database, as he was tasked with

gathering information about Iraq prior to the deplovment. 3™ BCT, 82™ Airborne DIV, was the unit in Ir
that 2" BCT, 10™ Mtn Div replaced. MSG Wrelated that CW?2 @M

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION ~ Washington Metro Resident Agency
s DEDEICACINE

Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060
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R I usion OIC, S-2, HHC, 2™ BCT, 10" Mtn Div, FDNY, may have further information pertaining to
PFC MANNING?’s access prior to deployment.

About 1345, 1 Oct 10, SA RRRERInterviewed CW?2 [QIOIOIOI®iwho provided a sworn statement wherein
he detailed his knowledge of PFC MANNING’s SIPR access prior to deployment and his interaction with
PFC MANNING during the deployment. CWZMelated that PFC MANNING was assigned to
conduct an Iraq country study prior to deployment.

Further, CW2 OIOIOIOI® ¢ ilcd an instance wherein PFC MANNING stated the U.S. Flag meant
nothing to him and he had no loyalties to the U.S. (See Sworn Statement.)

About 1600, 1 Oct 10, SAWoordinated with MSG [ RIQIBIIQvho related that the S-2 had completed

going through all of their shipping containers and he could not foresee the unit finding any more hard

drives that PFC MANNING may have had access to. MSG ent through the drives with SA

BRIBIE), determine which drives PFC MANNING definitely would not have had access to. MSG
o narrow down the number of possible drives to about 30. S R 1150 provided MSG

Wa copy of the search authorization pertaining to the drives that were searched earlier that day.

About 1945, 1 Oct 10, SANEnet with CPT(OICIOIGICI ititary Magistrate, FONY, and

briefed him on the aspects of this investigation. SARRR provided a draft affidavit, attachments and
search authorization.

About 2020, 1 Oct 10, S eceived the signed search authorization from CPT [QIOIGIGI®)
authorizing the search of the remaining drives in the 2" BCT Sensitive Compartmented Information
Facility, FDNY.

Between 2244 and 2325, 1 Oct 10, SAWpreviewed the contents of the following hard drives for the
presence of a user profile pertaining PFC MANNING by connecting a write blocker to a stand-alone
laptop computer with its hard drive removed and booted with a boot disc, all of which met with negative
results:

Make Model Serial Number Classification Start | End | Results
Time | Time
Unknown IC25NO60ATMRO4-0 | K3GS5TOH Secret 2244 | 2245 | Negative
Toshiba MEK4025GAS Z5FX14278 Secret 2248 | 2249 | Negative
Unknown IC25NO60ATMRO04-0 | K3IGVGAYK Secret 2250 | 2255 | Negative
Fujitsu MHV2080AH NT9AT63281DY | Unmarked 2257 ) 2258 | Negative
Hitachi Travelstar K3GYXTIH Secret 2302 | 2303 | Negative
Hitachi DK23EA-40 MCE65APG8189 | Secret 2305 | 2307 | Negative
Hitachi Travelstar MCE55AN84638 | Secret 2308 | 2309 | Negative
Unknown IC25N060ATMRO4-0 | K3HLNLSH Secret 2310 | 2311 | Negative
Hitachi Travelstar K3HA9WHH Secret 2313 [ 2316 [ Negative
Unknown IC25N060ATMRO04-0 | KCI3TKNH Secret 2318 | 2319 | Negative
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIzATION ~ Washington Metro Resident Agency
Computer Crime Investigative Unit

YAD) O B)(MN(©), b) (NE) U.S. Army CID, Fort Belvoir, VA 22060

() (6)(0) (7) (C) I T Ty

CID FORM 94 FOR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE
1FEB 77

O oRea




CID Regulation 195-1

AGENT'S INVEgTIGATION REPORT

ROI NUMBER

0028-10-CID221-10117

PAGE 4 OF 4 PAGES

DETAILS
Unknown DK23EA-60 MCESJAMG4246 | Secret 2321 | 2323 | Negative
Seagate Momentus 3MHI14K29 Secret 2324 | 2325 | Negative

Between 2244 and 2325, 1 Oct 10, Mr. Wreviewed the contents of the following hard drives for
the presence of a user profile pertaining PFC MANNING by connecting a write blocker to a stand-alone
laptop computer with its hard drive removed and booted with a boot disc, all of which met with negative

results:
Make Model Serial Number Classification Start| End | Results
Time| Time
Seagate Unknown 3MHI14K6C Secret 2244 | 2246 | Negative
Seagate Unknown SMHOWLIT Secret 2245 | 2246 | Negative
Seagate Unknown SMHOHQ438 Secret 2248 | 2249 | Negative
Seagate Unknown SMHO0ASJ6 Secret 2250 | 2251 | Negative
Seagate Unknown SMHONX7V Secret 2251 | 2252 | Negative
Hitachi HT37210G9A00 MPCZN7Y0J9JMRL Secret 2255 | 2259 | Positive
Unknown Unknown SMHO9QEE Secret 2300 | 2301 [ Negative
Seagate ST980311AS SL8VIXE | Secret 2302 | 2303 | Negative
Seagate ST910021A8 SMHOSNGX Secret 2303 | 2304 | Negative
Seagate Unknown 3MHI15676 Secret 2307 | 2308 | Negative
Seagate ST980811 SLY8T8Q9 Secret 2309 | 2310 | Negative
Toshiba MKI1251GSY 489FTOULT Secret 2314 | 2315 | Nepgative
Unknown Unknown 070714DP1000DGGO8K6( Secret 2317 | 2320 | Positive
Seagate ST9160823A86 SNK16120 Secret 2321 ) 2322 | Negative
Hitachi Unknown Unknown Secret 2323 | 2324 | Nepative
Hitachi Unknown Unknown Secret 2324 | 2325 | Negative
Hitachi DK23EA-60 Unknown Secret 2330 | 2335 | Negative
Hitachi IC25NO60ATMR04 | K3GBZUWIT Secret 2335 | 2336 | Negative
Seapate Unknown Unknown Secret 2332 | 2338 | Nepative
Unknown Unknown Unknown Secret 2339 | 2345 | Nepative
Unknown 08K0634 K36MZL2P Secret 2350 | 2355 | Dead

Between 2338 and 2345, 1 Oct 10, SA

(b)(6)(b)(7)(C)

[

collected as evidence three hard disk drives, consisting of
one unknown capacity, Hitachi brand, S/N: K3HBYJDH, purportedly used by PFC MANNING under an
administrative profile; one 160GB, Hitachi brand, S/N: 070714DP1D00DGGO08K6G, purportedly
containing a Bradley MANNING profile; and one 100GB, Hitachi b
purportedly containing a Bradley MANNING profile, all from MSG
EPCD, DN 147-10.
T T T LA ST ENTRY /T T T

PCZN7YQJ9IMRL,
which was documented on
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. SEARCH AND SEIZURE AUTHORIZATION
For use of this form, see AR 27-10; the proponent agency is OTJAG

TOQ: (Name and Qrganizati person to whom authorization is given)

Special Agean the United States Army Criminal Investigation Command (USACIDC)

(4n affidavii) (4 (sworn) or (unsworn) oral statement)  having been made before meby _Special Agentw
(Name of Affiant)

Washington Metro Resident Agency, Computer Crime Investigative Unit (CCIU), USACIDC, Fort Belvoir, Virginia 22060
(Organization or Address of Affiant)

(which affidavit is attached hereto and made a part of this authorization ), and as ] am satisfied that there is probable cause to

believe that the matters mentioned in the affidavit are true and correct, that the offense set forth therein has been committed, and

that the property to be seized is located  (om the person) (at the place) 1o be searched, you are hereby ordered to search the (person)
(place) known as

Plastic Container containing U.S. Government digital media, at 10200 N. Riva Ridge Loop, Fort Drum, New York

for the property described as U.S. Government computets, hard disk drives, and/or digital media, the property of HHC, 2nd Brigade

Combat Team, 10th Mountain Division, Fort Drum, New York, containing information or data related to the use of computers/

digital media by PFC MANNING and access to and/or disclosure of Classified U.S. Government Material (See Attachment C).

bringing this order to the attention of the  (person searched) (person in possession, if any person be found at the place or on the
premises searched) . The search will be made inthe  (daytime) (nighttime) . and if the property is found there, you shall seize it, issue
ateceipt therefor to the person from whom the property is taken or in whose possession the property is found, deliver the property to:

Evidence Custodian, Computer Crime Investigative Unit (CCIU), 9805 Lowen Road, Bldg 193, Fort Belvoir, Virginia
{Name and Organization of Authorized Custodian)

and prepare a written inventory of the property, If there is no person at the searched place to whom the receipt may be delivered,
the receipt will be left in a conspicuous location at the place or on the premises where the property is found.

Dated this .i_ day of September . 2010
TYPED NAME ND GRADE CF AUTHORIZING OFFICIAL DUTY POSITION OF AUTHORIZING OFFICIAL
(b)) (B)(7)(C)
CPT, JA ' MILITARY MAGISTRATE
ORGANIZATION OF AUTHORIZING OFFICIAL SIGNAT OFFICIAL
OSJA FORT BELVOIR, VA
DA FORMW 3745, SEP 2002 DA FORM 3745-R, MAR 85, IS APD PE v1,02ES
FOR OFFICIAL USE ONLY 00148
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AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR APPREHEND
For use of this form, see AR 27-10; the proponent agency is OTJAG.

BEFORE COMPLETING THIS FORM, SEE INSTRUCTIONS ON PAGE 2

LI Special Agent W , Washington Metro Resident Agency
’ (Na . . (Organization or Address)

Computer Crime Investigative Unit (CCIU), USACIDC, 9805 Lowen Road, Building 193, Fort Belvoir, VA 22060

having been duly sworn, on'oath depose and state that:

SEE ATTACHMENT A.

2. The affiant further statos that;
SEE ATTACHMENT A.

DA FORM 3744, SEP 2002 DA FORM 3744-R, MAR 85, |S OBSOLETE. APD PE V1.0
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3, In view of the foregoing, the affiant requests that an authorization be issued for a search of SEE ATTACHMENT B
{the person) (and)

{the quarters or billets) fand)

and (seizure) (apprehension) of SEE ATTACHMENT C

{the outomobile) [ fitems/persons searched for)

TYPED NAME A OF AFFIANT

Special Agent (DIGHDIONO)

Washington Metro Resident Agency

Computer Crime Investigative Unit (CCIU), USACIDC

SWORN TO AND-SUBSCRIBED BEFORE ME THIS 30th DAY OF September 2010 Ar 17OM

TYPED NAME, ORGANIZATION AND OFFICIAL CAPACITY OF AUTHORITY QMINISTERING THE OATH

HE OATH

, JA/ OSJAFORT BELVOIR, VA
MILITARY MAGISTRATE

INSTRUCTIONS FOR
AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR APPREHEND

1. In paragraph 1, set forth a concise, factual statement of the offense that has been committed or the probable cause to believe that it has been eommitted. Use
additional page if necessary.

2. In paragraph 2, set forth facis establishing probable cause for believing that the person, premises, or place to be searched and the property to be seized or the
person(s) to be apprehended are connecled with the offense mentioned in paragraph 1, plus facts establishing probable cause to believe Lhat the property to be
seized or the person(s) 1o be apprehended are presently located on the person, premises, or place to be searched. Before a person may conclude that prabable
cause to search exists, he or she must first have a reasonable belief that the person, property or evidence sought is-located in the place or on the person o be
searched. The facts stated in paragraphs 1 and 2 must be based on either the personal knowledge of the person signing the affidavit or on hearsay information
which he/she has plus the underlying circumstances from which he/she has concluded that the hearsay information is trustworthy. If the information is based on
personal lézlow]edge, the affidavit should so indicate. If the information is based on hearsay information, paragraph 2 must set forth some of the underlying
circumstances from which the persen signing the affidavit has concluded that the informant (whose identity need not be disclosed) or hisfher information was
trustworthy, Use additional pages if necessary,

3. In paragraph 3, the person, premises, or place to be searched and the property to be seized or the person(s) to be apprehended should be described with
particularity and in detail. Authorization for a search may issue with respect to a search for fruits of products of an offense, the instrumentality or means of
commitling the offense, contraband or other property the possession of which is an offense, the person who committed the offense, and under certain
circumstances for evidentiary matters. ’

DA FORM 3744, SEP 2002 Page 2 of 2
APD PEv1.00
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ATTACHMENT A

INTRODUCTION

| make this affidavit in support of an application for a Military Magistrate Search
Authorization for electronic data, computer hardware, and physical evidence relating to
violations of 18 U.S.C. § 793(d) (Unlawfully Transmitting National Defense Information)
and 18 U.S.C. § 1030 (Unlawfully Obtaining National Security Information). As set forth
herein, there is probable cause to believe within a plastic portable ‘Pelican’ brand |
shipping container, the property of the U.S. Government, and assigned to Headquarters
and Headquarters Company (“HHC”), 2" Brigade Combat Team (“BCT"), 10" Mountain
Division, Fort Drum, New York (“Fort D-rum”), presently located within the Headquarters
Building of the 2™ BCT, 10" Mountain Division at 10200 North Riva Ridge Loop, Fort
Drum, New York; contain evidence, fruits, and/or instrumentalities of the offenses
committed by Private First Class (PFC) Bradley Edward MANNING (*MANNING")
formerly assigned to HHC, 2™ BCT, 10" Mountain Division, as further described in this

affidavit.

AGENT BACKGROUND

| am a Special Agent in the United States Army Criminal Investigation Command
("USACIDC") and have been so for approximately eight years. | am currently assigned
to the USACIDC, Washington Metro Resident Agency, of the Computer Crime
Investigative Unit ("CCIU"), located at Fort Belvoir, Virginia; where | am responsible for
the investigation of, among other things, violations pertaining to computer intrusions,

denial of service attacks, and other types of malicious computer activity directed against

1
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U.S. Army and/or Department of Defense computer networks anywhere in the world.
Prior to my assignment at CCIU, | was assigned as a Special Agent with USACIDC in:
South Korea, where | was responsible for conducting felony investigations impacting the
U.S. Army in South Korea; Fort Lewis, Washington, where | was responsible for

conducting felony investigations impacting the U.S. Army in the states of Washington,

'Oregon, Idaho, and Montana; and concurrently with my position at CCIU, | was

assigned to the Baghdad CID Battalion as a Computer Crime Coordinator where | was
responsible for conducting cbmputer forensic examinations of seized computers,

cellular phones, and other digital media within Iraq, Kuwait and Afghanistan.

| have been trained in computer incident response, digital evidence acquisition,
LINUX and Windows Forensic Examinations by the Department of Defense Cyber
Investigations Training Academy (“DCITA”). | currently possess “Department of
Defense Cerﬁﬁed Digi'tal Forensic Examiner” and “Department of Defense Certified
Digital Media Collector” certifications. In addition to my training and experience as a
criminal investigator, | have also been an émployee of several commercial Information
Technology companies to include: a national Internet Service Provider (“ISP"), a
commercial software compény specializing in law enforcement and intelligence analysis
products, and several defense contracting companies where | worked as a government
contractor to the Federal Bureau of Investigation, as a member of the Pentagon Joint
Staff, and the Washington DC Department of Corrections. | have received training from
the U.S. Army in the investigation of fraud; training from several commercial companies

in computer, computer network, and database administration; and | hold a Bachelor of

2
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Science degree in Information Technology from George Mason University, an

accredited state university in Virginia.

0028-10-CID221-10117
My experience as a USACIDC Special Agent has included the investigation of
cases involving violent and non-violent crimes as well as the use of computers. | have
received training and gained experience in interviewing and interrogation techniques,
‘ arrest procedure, search warrant applications, the execution of searches and seizures,
‘ ‘
)

and other criminal laws and procedures.

As a Special Agent of the USACIDC, | am authorized to investigate crimes
involving all violations of the Uniform Code of Military Justice (Title 10 U.S.C. Section
47) and other applicable federal and state laws where there is a U.S. Army or
Department of Defense interest. [ am an investigative or law enforcement officer of the
United States within the meaning of Section 2510(7) of Title 18, United States Code, in
that | am empowered by law to conduct investigations and to make arrests for federal

felony offenses.

SOURCE OF EVIDENCE

The facts set forth in this affidavit are based on my personal knowledge,
knowledge obtained during my participation in this investigation from other individuals —
including other law enforcement officers and particularly other USACIDC Special Agents
— as well as my review of documents and computer records related to this investigation,
communications with others who have personal knowledge of the events and
circumstances described herein, and information gained through my training and

experience. Because this affidavit is submitted for the limited purpose of establishing

3
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probable cause in support of the application for a search warrant, it does not set forth

each and every fact that | or others have learned during the course of this investigation.

RELEVANT STATUES

Title 18, United States Code, § 793(d) makes it unlawful to make unauthorized

disclosure of national defense information. Specifically, the statute provides in pertinent

part that:

Title 18, United States Code, § 1030(a) makes it unlawful to, without

Whoever, [awfully having possession of, access to, control
over, or being entrusted with any document, writing, . . . or
note relating to the national defense, or information relating
to the national defense which information the possessor has
reason to believe could be used to the injury of the United
States or to the advantage of any foreign nation, willfully
communicates, delivers, ftransmits, or causes to be
communicated, delivered or transmitted . . . the same to any
person not entitled to receive it . . . shall be fined under this
title or imprisoned not more than ten years, or both.

authorization, obtain from a United States Government computer certain national

defense information, and disclose such information. Specifically, the statute provides in

pertinent part that:

Whoever — (1) having knowingly accessed a computer
without authorization or exceeding authorized access, and
by means of such conduct having obtained information that
has been determined by the United States Government
pursuant to an Executive order or statute to require
protection against unauthorized disclosure for reasons of
national defense or foreign relations . . . with reason to
believe that such information so obtained could be used to
the injury of the United States, or to the advantage of any
foreign nation willfully communicates, delivers, transmits, or
causes to be communicated, delivered, or transmitted . . .
the same to any person not entitied to receive it [shall be
punished by a fine under this title or imprisonment for not
more than ten years, or both . . . .]

4
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The national security classification levels assigned to national security
information and national defense information are defined in Executive Order No. 13526
and its predecessor orders. Information may be classified if the following conditions are
met: (1) an original classification authority (“OCA") is classifying the information; (2) the
information is owned by, produced by or for, or is under the control of the United States
Government; (3) the information falls within one or more of the categories set forth in
the Executive Order (which includes intelligence sources and methods; cryptology;
military plans; and vulnerabilities or capabilities of systems, installations, projects or
plans relating to the national security of the United States); and (4) the OCA determines -
that the unauthorized disclosure of the information reasonably could be expected to
result in damage to the naticnal security, which includes defense against transnational
terrorism, and the OCA is able to identify or describe the damage. Under the Executive
Order, information may be classified “Confidential” if its unauthorized disclosure
reasonably could be expected to cause damage to the national security; “Secret’ if its
unauthorized disclosure reasonably could be expected to cause serious damage to the
national security; and “Top Secret” if its unauthorized disclosure reasonably could be

expected to cause exceptionally grave damage to the national security.

BACKGROUND AND TECHNICAL INFORMATION

The term “computer” as used in this affidavit is defined in 18 U.S.C. § 1030(e)(1),
and includes an electronic, magnetic, optical, electrochemical, or other high speed data
processing device performing logical, arithmetic, or storage functions, and includes any

data storage facility or communications facility directly related to or operating in
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conjunction with such device.
| | have had both training and experience in the investigation of computer-related
; crimes. Based on my training, experience and knowledge, | am aware of the following:
a. The Internet is a worldwide computer network that connects computers
| and allows communications and the transfer of data and information across state and
national boundaries. In order to access the Internet, an individual computer user must
subscribe to an access provider, which operates a host computer system with direct
access to the Internet. The world wide web ("www") is a functionality of the Internet
which allows users of the Internet to share information.

b. With a computer connecfed to the Internet, an individual computer user
can make electronic contact with millions of computers around the world. This
connection can be made by any number of means, including modem, local area
network, wireless and numerous other methods.

C. Instant Messaging (IM) is a communications service that allows two users
to send messages through the Internet to each other in real-time. Users subscribe to a
particular messaging service (e.g., AOL Instant Messenger, MSN Messenger, etc.) by
supplying personal information and choosing a screen-name to use in connection with
the service. When logged in to the IM service, users can search for other users based

on the information that other users have supplied, and they can send those users

messages or initiate a chat session. Most [M services also allow files to be transferred
between users, including music, video files, and computer software. Due to the
structure of the Internet, a transmission may be routed through different states and/or

countries before it arrives at its final destination, even if the communicating parties are
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in the same state. Instant Messaging may also be commonly referred to as ‘Internet
Chat’.

d. The Windows User Profile is created the first time the user interactively
logs-on at the computer on computers running current Microsoft Windows Operating
Systems. A user profile defines customized desktop environments, such as individual
display, network and printer connections settings, Favorites, Cookies and History, Start
Menu, Desktop, Application Data, as well as forms the basis of a container for a user to
place user created files and folders. Typically the contents of a User Profile are
inaccessible by other users who do not have elevated or administrator level rights on
the computer system. Consequently information related specifically to that user, such
as their activities on a particular computer or network can be determined from

examination of data and information contained in or related to the User's Profile.

PROBABLE CAUSE FOR SEARCH
Manning’s Access To Classified information

MANNING enlisted in the United States Army on or about October 2, 2007, and
currently holds the rank of Private First Class. He received training in Intelligence
Analysis, and was ultimately assigned as a U.S. Army Military Occupational Specialty
(“MOS™) 35F — Intelligence Analyst. MANNING was granted a U.S. Government
security clearance at the “Top Secret” level as part of his position within the U.S. Army.
On or about October 12, 2009, MANNING was deployed with his unit, HHC, 2" BCT,
10" Mountain Division, to Forward Operating Base (‘FOB”) Hammer, located

approximately 40 miles east of Baghdad, Iraq, and 70 miles west of the Iran-Iraq border.

4
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Between October 2009 and May 2010, while assigned in Iraq and working in the
role of an All-Source Intelligence Analyst, MANNING was granted access to national
defense information through various U.S. Army and DoD computer network systems,
including: the Non-Secure Internet Protocol Router (“NIPR”) network, used for the
processing of unclassified documents and unclassified communications; and the Secure
Internet Protocol Router (“SIPR") network, used for the processing of classified
documents and classified communications at the "Confidential” and “Secret’
classification levels. MANNING also had access to a commercial, non-military, satellite-
based ISP while in his living quarters on FOB Hammer, which he used with his personal
laptop computer while not performing official duties. This information has been verified
by statements of co-workers in MANNING’s unit, by examination of various computer
account and network log file systems, the forensic examination of computers used by
MANNING, and by documents obtained during the course of this investigation.

Classified Material Published On The Internet
On February 18, 2010, the website WikiLeaks.org (“WikiL.eaks") — which is self-

described as “a multi-jurisdictional public service designed to protect whistle blowers,
journalists and activists who have sensitive materials to communicate to the public” —
published on their website a U.S. Department of State diplomatic cable originating from
the U.S. Embassy in Reykjavik, iceland, which was classified “Confidential”. This
diplomatic cable, dated January 13, 2010, related to diplomatic discussions on tHe topic
“Icesave” between members of the U.S. Department of State, the British Foreign
Service, and Icelandic Government personnel. Based on this classified document’s
publication on the WikilL.eaks website, the U.S. Department of State's Diplomatic

Security Service initiated an investigation on February 19, 2010, to identify the
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person(s) who unlawfully disclosed this document.

On April 5, 2010, at the National Press Club in Washington, D.C., the founder of
WikiLeaks, an Australian citizen named Julian P. Assange, held a press conference to
publlicly release classified video footage of United States combat operations in Iraq.
The video footage, apparently taken by a U.S. Army AH-64 Apache attack helicopter
engaged in combat in or around Baghdad, Iraq, depicts an air-strike conducted on July
12, 2007, during which two Reuters journalists, several suspected Iraqi insurgents, and
several Iraqi civilians were killed or wounded. Assange released the original 38-minute-
long version of the video as well as a shorter “production” version lasting approximately
18 minutes, titled “Collateral Murder”, both of which were published on the Internet at
the URL “www.collateralmurder.org”. Due to the controversial and/or graphic nature of
the video, this classified material received wide news media coiierage. u.s.
Department of Defense officials later confirmed that the video footage was genuine and
was properly classified “Secret”.

Manning Identified as Source of Classified U.S. Government Material

Between May 20, 2010 and May 26, 2010, MANNING began a series of Internet

chat conversations with a civilian, Mr. GD) (6) (b) <7> (C) residing in 1)(6)(b)(7)(C)
(b) (6) (b) (7) (C) B)6)b)()(C)

s known in the computer security community as a ‘computer hacker’

b)6)(b)(1)(C

and has been profiled extensively in the print and on-line media. MANNING and

these chat conversations, which MANNING and | fencrypted so that only they could

read the communications, MANNING detailed the specific items of Classified U.S.
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Gaovernment material he unlawfully disclosed to the WikiLeaks website as: a video and
related documentation of a U.S. airstrike in Gharani, Afghanistan; the Apache airstrike
video in Baghdad, Irag which was publicly disclosed by Wikil.eaks; an Irag War Event
Log believed to contain approximately 500,000 records; the “Gitmo Papers” relating to
terror suspect detainees being held in Guantanamo Bay, Cuba; and a U.S. Department
of State database containing approximately 260,000 Classified U.S. State Department
internal communications, to include the Classified cable related to the topic of “lcesave”
also disclosed by WikilL.eaks.

ubseq uently notified law enforcement of these chat conversations which
lead to USACIDC Special Agents in Irag apprehending MANNING on FOB Hammer on
May 27, 2010. Upon MANNING's apprehension by USACIDC, MANNING invoked his
legal right to counsel and declined to make any statements in relation his involvement in
the unlawful disclosure of Classified U.S. Government materials. MANNING has further
been held in confinement since May 27, 2010, pending a Military Courts-Martial.

At the time of MANNING'’s apprehension in Irag, USACIDC Special Agents
seized numerous U.S. Government and personal computers associated with MANNING
on FOB Hammer, per a Military Magistrate Search Authorization. The U.S. Government
computers collected as evidence included: several SIPR computers MANNING was
identified as having been assigned while working in his position as an Intelligence
Analyst in Irag; several NIPR computers other personnel in MANNING's unit, to include
MANNING, would have shared for work-related duties; and several personally owned
computers, to include MANNING's personal laptop computer and other items of digital

media as well as those from other personnel in MANNING’s unit.
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Subsequent computer forensic examination of MANNING's assigned U.S.
Government and personal computers by personnel assigned to CCIU, revealed

evidence MANNING had unlawfully accessed and/or unlawfully possessed the

(b)(6)(b)(7)(C)

Classified U.S. Government material he claimed in his Internet chats with
Further forensic examination revealed MANNING may have used his personal laptop
computer and non-military, satellite-based ISP Internet connection to transmit classified
documents directly or indirectly to WikiLeaks. During fhe course of the on-going
computer forensic examination of MANNING's primary SIPR computer he was assigned
for duty, which contained evidence of his access to Classified U.S. Government material
believed to have been disclosed to the website WikiLeaks — the Microsoft Windows
personal profile of MANNING was found to have been created on this computer in
March 2010. Further forensic examination of this hard drive revealed the Microsoft
Operating System installed on this computer appeared to have been installed in 2008;
suggesting MANNING had not used this particular SIPR computer during his entire
period of duty in Irag and/or prior to March 2010.

Based on the time line of events set forth in this investigation to include:

MANNING's own statements during his Internet chats with
disclosures of certain Classified U.S. Government materials to and/or by the website
WikiLeaks, and the known creation/original publication dates of documents disclosed by

MANNING; it is believed MANNING's activities related to the unlawful disclosure of

™
b

Classified U.S. Government materials began prior to March 2010, and may have begun
as early as November 2009. Based on this information it is suspected MANNING may

have been using a different U.S. Government computer(s) other than the computers
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identified and collected at FOB Hammer, Iraq as evidence by USACIDC Special Agents
at the time MANNING was apprehended.

Subsequent interviews with personnel assigned to or supporting MANNING's unit
reléted that it was not uncommon for computers to have mechanical problems QUg to
the excessive heat and general dusty conditions of Iraq. Personnel interviewed
specifically related they knew of several instances in which MANNING's U.S.
Government computer(s) had problems requiring the attention of support personnel.
Due to the seemingly insignificant and/or routine nature of these unit co'mputer
problems and lack of any reliable unit records showing repairs of computers or the use
of replacement parts (such as hard drives), USACIDC Special Agents have been unable
to rule-out the use of other U.S. Government computers by MANNING while assigned at
FOB Hammér. Based on the workload of MANNING's unit and the need for
MANNING's assigned U.S. Government SIPR computers to function for MANNING to
conduct his duties, it is believed MANNING's SIPR computer which had been reportedly
malfunctioning, may have begn substituted for another U.S. Government computer.
Based on further discussions with MANNING's unit personnel, it is possible that a
computer or hard disk drive from a computer used by MANNING may have been later
reissued to other personnel in MANNING's unit once the problem with that computer or
hard disk drive was corrected.

In addition to MANNING’s assigned U.S. Government SIPR computer's available
hard disk drive storage, and possibly due to the abovementioned computer mechanical
issues, MANNING was further identified as having used a “Network Share Drive” to

store files and other data as part of his duties in conducting Intelligence Analysis in Irag.
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Due to the nature in which MANNING is believed to have harvested large amounts of
data from U.S. Government websites and/or databases on the SIPR network, it is
further believed that MANNING placed this data, temporarily, within his allocated
electronic storage space, on the SIPR Network Share Drive. The computer which
functioﬁed as the provider of, and housed this electronic sto'rage space, was a Server
also assigned to HHC, 2™ BCT, 10" Mountain Divis.ion, and was present at FOB
Hammer during the time MANNING's unit was deployed in [raq. At the request of CCIU
during the initial stages of this investigation, and while MANNING's unit was conducting
their assigned combat mission in frag, HHC, 2" BCT personnel provided a ‘Logical
Image’ of the electronic storége space used by MANNING. This Logical Image or
Logical Copy contained only the files, information and data viewable using the server’s
Operating System, and would not include “deleted” files, folders, information and data
which could be obtained from a ‘Physical Image’ of the drive(s) on which this storage
space resided. Due to a combination of issues related to this server’s critical role for
MANNING's unit, lack of a replacement server, as well as the mission critical
information stored on this server; a more thorough ‘Physical Copy’ of this storage space
and/or a computer forensic examination of this server could not readily be conducted.
Further, forensic examinations of other computers used by MANNING had not identified
a compelling need to conduct a more in-depth forensic analysis of this server until the
time this server had already been prepared for redeployment with MANNING's unit
which was returning to Fort Drum and/or it was determined it would have been
logistically difficult to have collected and shipped this server to CCIU from Iraq prior to

the unit returning with the property as part of its redeployment.
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Based on forensic examinations of MANNING's identified SIPR computers, it is
believed additional evidence of files, information, and electronic data MANNING
accessed, both while conducting his Intelligence Analysis duties and while committing
the mentioned violations of 18 U.S.C. § 793(d) (Unlawfully Transmitting National
Defense Information) and 18 U.S.C. § 1030 (Unlawfully Obtaining National Security
Information), may be contained on this server and obtainable from a Physical Image of
the hard disk drives on this server — providing USACIDC Special Agents a better

understanding of the scope of MANNING's activities.

Additional Disclosure of Classified Materials by the Website WikiL.eaks
On July 25, 2010, the WikiLeaks website in coordination with The New York

Times, The Guardian (a news media publication based in London, England) and Der
Spiegel Magazine (a news media publication based in Germany) published
approximately 75,000 classified U.S. Government documents relating to the War in
Afghanistan. According to an on-line article posted on The New York Times website on
July 25, 2010:

“The articles published today are based on thousands of
United States military incident and intelligence reports —
records of engagements, mishaps, intelligence on enemy
activity and other events from the war in Afghanistan — that
were made public on Sunday on the Internet. The New York
Times, The Guardian newspaper in London, and the
German magazine Der Spiegel were given access to the
material several weeks ago. These reports are used by desk
officers in the Pentagon and troops in the field when they
make operational plans and prepare briefings on the
situation in the war zone..."

Further, regarding the source of the material The New York Times article relates:
“The documents — some 92,000 individual reports in all —
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were made available to The Times and the European news
organizations by WikiLeaks, an organization devoted to
exposing secrets of all kinds, on the condition that the
papers not report on the data until July 25, when WikiLeaks
said it intended to post the material on the Internet.
WikiLeaks did not reveal where it obtained the material.”

While the information reported by The New York Times identifies approximately
92,000 reports being disclosed, about 15,000 reports were not published by either the
website WikiLeaks or the mentioned news media organizations due to this material
believed to contain information more sensitive than in the published material. The New
York Times article suggests information even more sensitive than the published
Classified U.S. Government materials were obtained from WikiLeaks as the article
further relates:

“We have, for example, withheld any names of operatives in
the field and informants cited in the reports. We have
avoided anything that might compromise American or allied

intelligence-gathering methods such as communications
intercepts.”

The WikiLeaks website in regard to the 15,000 unpublished Classified U.S.
Government documents published on its website:

“We have delayed the release of some 15,000 reports from
the total archive as part of a harm minimization process
demanded by our source. After further review, these reports
will be released, with occasional redactions, and eventually
in full, as the security situation in Afghanistan permits.”

Personne! associated with the website WikiLeaks have pub]icly'acknowledged
having other Classified U.S. Government material (which are believed to have been
uniawfully disclosed by MANNING) such as the Gharani, Afghanistan airstrike video and
associated report; however, for reasons unknown WikiLeaks has not published this

material to the public.
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MANNING’s Unit Redeploys From Iraq to Fort Drum

During the month of August 2010, MANNING’s unit began th;e process of
redeploying from Iraq to Fort Drum after having completed the unit's tour of duty in Irag.
As part of this redeployment process MANNING's unit packed a specific U.S.
Government Shipping Container (commonly referred to as a “Connex”) with many of the
unit's assigned ‘Sensitive Items’. According to the DA Form 5748-R, Shipment Unit
Packing List and Load Diagram, completed on August 18, 2010, by personnel assigned
to MANNING’s unit — this Shipping Container was packed with numerous U.S.
Government: computers, of various makes and models; cryptological communication
equipment; communication equipment; computer networking and peripheral hardware
components; high security safes; miscellaneous paper and office supplies; office
equipment; over 225 computer hard disk drives packed in boxes or with other
equipment; as well as various other miscellaneous U.S. Government Property assigned
to HHC, 2" BCT, 10" Mountain Division. On these shipping documents it was further
noted that several of these U.S. Government computer systems and/or equipment was

identified as being Classified systems or components.

This Shipping Container, further referred to by unit personnel as the unit’s
“Sensitive ltems Connex”, was reportedly securely sealed in accordance with U.S.
Army and/or Department of Defense regulations for shipping containers of this nature
and was transported under U.S. Government control from Iraq to the United States by
sea freight, arriving at the U.S. Port of Beaumont, Texas, on September 6, 2010. This
Shipping Container was further transported under U.S. Government control by truck

from Beaumont, Texas to Fort Drum, and arrived at Fort Drum, New York on or about
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September 9, 2010. Upon the arrival of this Shipping Container at Fort Drum and its
customary processing by the Fort Drum Transportation Office, the HHC, 2™ BCT unit
command arranged for this container to be positioned within the HHC, 2" BCT unit
area. The unit Command further arranged for unit personnel to be on hand to assist
USACIDC Special Agents in opening, identifying, inventorying, and preparing the
identified computers and/or hard disk drives for examination — to determine if each may

have been used by MANNING and/or be of evidentiary value to this investigation.

On September 10, 2010, USACIDC Special Agents from CCIU, under the
authority of a Military Magistrate issued Search Authorization by CPT
Military Magistrate, B Company, Division Special Troops Battalion, 1%t Armor Division,
Camp Liberty, [raq, searched the aforementioned connexes for the items mentioned. [n
addition to the computers and/or hard disk drives from the connex, additional sensitive
items, to include computers and/or computer hard disk drives (similar to and/or identical
to ones transported in the aforementioned connex) which had been hand-carried by
HHC, 2" BCT unit members redeploying from Iraq back to Fort Drum, were also
examined. These items had been placed into a Secured Storage Space, referred to as
the "Unit Vault’, within the Unit Area. Further, a second Shipping Container, identified
as the "S-2 Connex” was also found to contain similar and/or identical computer
equipment and/or digital media, although reportedly these items have been identified for
processing ‘Unclassified’ information. All of the aforementioned connex and non-
connex items were included as items to be searched/examined in the above mentioned
Military Magistrate Search Authorization. Upon completion of the examination/search,

several identified computers and/or hard disk drives were collected as evidence.
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Additional Computers and/or Hard Disk Drives Identified

Upon USACIDC Special Agents returning to Fort Belvoir with computers and/or
hard disk drives identified and collected at Fort Drum, it was determined one of the
major items that was collected — which was related to the Server and/or Network
Storage Space identified that MANNING utilized — needed to be physically connected to
computers/servers at Fort Drum which were not believed to be of evidentiary value and
were not collected as evidence, in order to conduct an examination of the items that
were collected at Fort Drum. Due to this technical problem, on September 28, 2010,
USACIDC Special Agents returl.ned to Fort Drum with the collected evidence (related to
the Server and/or Network Storage Space MANNING used) in order to physically
connect this item of evidence with other computers which had been deployed in Iraq; to

complete the examination of the collected evidence.

During the completion of this technicalfinvestigative effort, HHC, 2™ BCT, 10"
Mountain Division personnel identified additional computer hard disk drives that had not
been previously identified to USACIDC Special Agents in their previous examinations/
searches of connex items and other Information Technology equipment returned from
Irag and/or possibly used by MANNING. These previously unidentified items (which
consisted of more computer hard disk drives) were found in é connex which had been
located within a motor pool assigned to HHC, 2" BCT. The hard disk drives were
stored in a plastic portable ‘Pelican’ brand shipping container which was removed from

 the connex by Staff Sergeant [QIGIOIBI®)] on september 30, 2010. |8

the container and its contents (hard disk drives) in the 2™ BCT Headquarters, located at

10200 N. Riva Ridge Loop, Fort Drum, New York, which is their present location. It was
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noted that during the previous search of connexes and other locations by USACIDC
Special Agents at Fort Drum, on or about September 10, 2010, that HHC, 2" BCT unit
personnel who would have been more knowledgeable about the recenﬂy identified
additional computer hard drives, were on block leave due to their deployment and were

physically unavailable to assist investigators at that time.

Method of Examination of U.S. Government Computers by USACIDC Personnel .

While at Fort Drum

In an attempt to identify what previously unidentified computers MANNING may
have used which are in possession of the U.S. Government, USACIDC Special Agents
plan on: identifying all computer hard disk drives found in the above described Shipping
Container; and ;:hey will then connect the hard disk drives using methods and
procedures to forensically preserve any potential evidence on those drives, to forensic
computers instai_led with commercially available computer forensic software. The
USACIDC Special Agents will then further attempt to determine by the inspection of the
electronic file system contained on each hard disk drive as to whether a Windows User
Profile related to MANNING's SIPR and/or NIPR network account(s) are present on the
drive(s}. Should a drive be found containing a Windows User Profile for MANNING, this
will provide a strong indication this drive was once contained in or associated with a
computer used by MANNING’s network user account. Consequently these hard disk
drive(s) will be seized, collected as evidence, and further computer forensic examination
will be conducted to determine the drive’s evidentiary valﬁe to this investigation as

further described in Attachment C.
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I have learned in my professional experience in conducting forensic examinations
that intentional or unintentional data and information stored on hard disk drives and‘
other digital media, is highly persistent and may remain on digital media, computers,
and computer-related devices nearly indefinitely without concerted efforts to purge or
“wipe” this data by\ personnel with specialized tools and/or knowledge beyond the
average computer user. More specifically when data is “Deleted” by a computer user,
although this data may be no longer accessible to the computer user by normal means
of the Operating System - this data is not removed from the digital media it was
contained on necessarily, but the space this data occupies may simply be marked as
available for future data to be stored in its place by the Operating System. However,
until over-written by future data it may remain fully or partially intact and can provide
further evidence of criminal violations or in some cases exculpatory evidence.
Consequently, although considerable time has passed since MANNING may have
accessed any computers and/or hard disk drives contained in the mentioned Shipping
Container, the likelihood evidence related to MANNING's activities is still present should

MANNING have used that given computer or hard disk drive is relatively high.
Requirement for Military Magistrate Search Authorization

While the aforementioned physical items USACIDC Special Agents wish to
evaluate for potential evidence have been: identified as U.S. Government property and
that no personal property has been identified as having been co-mingled into the
identified Shipping Container; that the unit responsible for the property identified in the
Shipping Container have consented to USACIDC Special Agents inspecting the items

for evidence and are cooperating in this process — the information contained on items of
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digital media (such as hard disk drives) may still contain personal information,
documents, electronic communications between third-parties associated or not
associated with MANNING, who in various circumstances may still have a limited
expectation to privacy to this information stored on these computer systems, hard disk
drives, and/or digital media owned by the U.S. Government. Further, although
USACIDC Special Agents will attempt to quickly evaluate each item of digital media for
signs of its previous use by MANNING as a practical matter to facilitate the expeditious
evaluation of a large number of items — in some cases inadvertent or unavoidable
viewing of personal data, third-party communications, digital photographs, and/or other
electronic information which individuals, to include MANNING, may have limited privacy
expectations to this data, may still occur. Further, the evaluation process mentioned
herein, while minimally invasive, could be considered in a certain sense, a "search” in of
itself, as the computers, hard disk drives, and other digital media to be evaluated are
not merely ‘open containers’ easily viewable without specialized computer forensic

hardware, forensic software tools and training.

Upon the identification of any digital media located in the places to be searched,
as described in Attachment B, which are believed to have been previously used by
MANNING, USACIDC Special Agents will seize and further search these identified
digital media items for additional evidence, fruits and instrumentalities of violations of 18
U.S.C. § 793(d) (Unlawfully Transmitting National Defense Information) and 18 U.S.C. §
1030 (Unlawfully Obtaining National Security Information), in accordance with the

procedures specified in Attachment C.

Conclusion
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Given the facts and circumstances of the incidents related to the unlawful
disclosure of Classified U.S. Government material by MANNING; the identification of
Classified U.S. Government materials on MANNING’s personal computer; the
identification MANNING may have used other computers belonging to his unit to
conduct his unlawful activities; that a hard disk drive(s) from MANNING's identified
SIPR computer may have been replaced with other hard disk drives due to computer
mechanical failures, and that these hard disk drives may still be in the possession of
MANNING’s former unit; that data and/or evidence on all of these items could
reasonably still exist - there is probable cause to believe that additional evidence, fruits
and instrumentalities of the offenses believed to have committed by MANNING to
include violations of 18 U.S.C. § 793(d) (Unla\;wfully Transmitting National Defense
Information) and 18 U.S.C.'§ 1030 (Unlawfully Obtaining National Security Information)
are contained on: computers; hard disk drives present within computers and/or as
stand-alone items; and/or other digital media exists — which are contained in a plastic
shipping container previously shipped in a connex assigned to HHC, 2™ BCT, 10"
Mountain Division, now located at 10200 North Riva Ridge Loop, Fort Drum, New York

—and described in more detail in Attachment C.
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ATTACHMENT B

DESCRIPTION OF LOCATIONS TO BE SEARCHED

The following locations are to be searched {as explained in Attachment A). the
main' office space of the 2™ Brigade Combat Team (BCT) Headquarters Building, 10"
Mountain Division, 10200 North Riva Ridge Loop, Fort Drum, New York; and more
specifically a plastic portable ‘Pelican’ brand shipping container formerly located within a
U.S. Government shipping container (connex) assigned to HHC, 2™ BCT, 10" Mountain

Division, Fort Drum, New York.
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ATTACHMENT C

ITEMS TO BE SEIZED AND SEARCHED

Special Agents of USACIDC or other Army law enforcement personnel assisting
USACIDC to search a plastic portable ‘Pelican’ brand container, located at 10200 North
Riva Ridge Loop, Fort Drum, New York, as described in Attachment B, and therein to
seize and subsequently search all computer hardware and digital media having been
identified as associated with or previously used by Private First Class (PFC) Bradley
Edward MANNING, formerly assigned to HHC, 2™ BCT, 10™ Mountain Division —
specifically as it relates to information, documents, and data, both classified and
unclassiﬁed; as mentioned in Attachment A, which is herein incorporated into
Aftachment C, in regard to violations of 18 U.S.C. § 793(d) (Unlawfully Transmitting
National Defense Information) and 18 U.S.C. § 1030 (Unlawfully Obtaining National -
Security Information).

Computer Hardware and Digital Media is further described as any and all
computer equipment including any electronic devices which are capable of collecting,:
analyzing, creéting, displaying, converting, storing, concealing, or transmitting
electronic, magnetic, optical, or similar computer impulses or data. These devices

include but are not limited to any data processing hardware (such as “desktop
com;;uters” and self-contained "laptop", "notebook", or “netbook” computgrs. as well as
*Smart Phones” and internet capable PDAs); internal and peripheral storage devices
(such as fixed disks, external hard disks, floppy disk drives and diskettes, tape drivés

and fapes, optical disc storage devices such as CDs_ or DVDs, USB drives, flash

memory cards or similar solid-state storage media, and other memory storage devices);
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peripheral input/output devices (such as keyboards, printers, scanners, plotters, video
display monitors, and optical readers); and related communications devices (such as
modems, cables and connections, recording equipment, RAM or ROM units, acoustic
couplers, automatic dialers, speed dialers, programmable telephone dialing or signaling
devices, and electronic tone-generating devices); as well as any devices, mechanisms,
or parts that can be used to restrict access to such hardware (such as physical keys

and locks).

FURTHER SEARCH OF SEIZED COMPUTERS AND DIGITAL MEDIA ITEMS

The items seized as part of this Search Authorization, which should consist of
computers, hard disk drives, and/or other digital media, will have forensically sound
images (digital copies) produced of the seized items as appropriate, which will in turn be
searched in lieu of the original seized items as part of a digital media/computer forensic
examination. The search of digital copies of the items seized is done to ensure and
preserve the forensic integrity of the seized items for additional and/or future
examination(s) in accordance with criminal procedure and rules of evidence. These
examination(s) of seized items will be conducted by personnel assigned to the U.S.
Army Criminal Investigation Command and/or Computer Crime Investigative Unit
(CCIU) who are certified by the Department of Defense and/or Department of the Army
to conduct such types of examinations. These perscnnel will use computer forensic
hardware and/or software, which has been approved for use in conducting such
examinations. Due to the unknown nature and/or number of items which could be
seized within the scope of this Search Authorization, it is not necessarily practical or

feasible to make forensically sound images (digitai copies) of seized evidence while at
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the search location. Subsequently, these digital copies will be produced within a
reasonable amount of time, unless extended by authorization of the Military Magistrate,
with the originally seized items being returned to the owner of the property in
accordance with Army Regulation 195-5, “Evidence Procedures”. Further, due to the
unknown number of items seized, as well as the complexity of examining these items, it
is also not feasible to conduct a search/forensic examination of the items while at the
search location to determine their complete evidentiary value. Consequently, this
sealrch/examination activity will be completed within facilities operated by the U.S. Army
Criminal Investigation Command and/or Computer Crime Investigative Unit (CCIU) and

completed as expeditiously as possible.
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SWORN STATEMENT
For use of this form, see AR 190-45; the proponent agency is PMG.

PRIVACY ACT STATEMENT
AUTHORITY: Title 10, USC Section 301, Title 5, USC Section 2951; E.O. 9397 Social Security Number {SSN).

PRINCIPAL PURPOSE: To document potential criminal activity involving the U.S. Army, and to allow Army officials to maintain discipline,
law and erder through investigation of complaints and incidents.

ROUTINE USES: Information provided may be further disclosed to federal, state, local, and foreign government law enforcement
agencies, prosecutors, courts, child protective services, victims, witnesses, the Depariment of Veterans Affairs, and
the Office of Personnel Management. Information provided may be used for determinations regarding judicial or
nen-judicial punishment, other administrative disciplinary actions, security clearances, recruitment, retention,
placement, and other personnel actions.

DISCLOSURE: Disclosure of your SSN and other information is voluntary.
1. LOCATION 2. DATE (YYYYMMDD) 3. TIME 4, FILE NUMBER
2nd BCT HQ, Fort Drum, NY 13602 Zab/io /o ‘W— M 0028-10-CID221-10117
5. LAST NAME, FIRST NAME, MIDDLE NAME 6. SSN 7. GRADE/STATUS
RICIOIVI®; LIOIOIVI®) cwz

8. ORGANIZATION OR ADDRESS
Headquarters and Headquarters Company, 2nd Brigade Combat Team 10th Mountain Division, Fort Drum; NY 13602

(b) (6> (b) (7) (C) » WANT TO MAKE THE FOLLOWING STATEMENT UNDER OATH:

I met and worked with Bradly Manning prior to the deployment as well as throughout the deployment. Prior to the deployment PFC
Manning was responsible for getting together an Iraq country brief so that he would grasp a better working knowledge on the
country of Iraq and their cultures as well as building an informative product to help out his fellow soldiers in their transition into
the country of Iraq. This study covered religion, race, agriculture, culture practice, economic, and extremist groups that operate
within the country of Iraq. His access was not limited to NIPR but the request was to keep it unclassified for distribution to others
outside the shop as well. When we deployed we took all computers with us with the exception.of one and that was never a SIPR
computer, That computer was left behind with §S FC Manning did make random and reoccurring visits down to Syracuse
leaving him subject to finding random rides back up to Fort drum.

Upon arrival to Iraq the shop was split apart into day, night, current operations, and a small group was sent to other FOB's for
random Intelligence tasks. PFC Manning, SPC Manning at the time, only operated in the day and night shift position within the
SCIF. His access was limited to SIPR and NIPR throughout his stay in Iraq. Although his clearance authorized it he was only read
on to actual missions that were higher classified but never was allowed access to JWICS or the SIGINT platform that they were

ing. PFC Manning was part of a three man night shift for the majority of his deployment and was supervised from SPC

' (W@durmg the beginning of the deployment. The beginning of the deployment was very hectic but
around December I recognized PFC Manning's trips to the smoke area seem to be a little concerning. He would walk forcefully to
the bunker at the smoke pit and chain smoke two cigarettes and walk at a quick pace back to the office. Sometimes he would stare
off into the bliss and others it would seem as though he would hold a conversation or debate with himself. 1 approached him a few
times about it, even inviting him to come and hang out with others while out there. Checking to sce the stress was getting to him, or
if anything else was bothering him. He denied both the invite and that anything was bothering him at all. He did accept invitations to
walk and talk to the coffee shop every now and then. He shared some concerns about his 1ife, and that he had nowhere to go right
now. This conversation was brought up in the office as we were all talking about why we joined or stayed in the Army. When it
came around to PFC Manning he said that the US Flag meant nothing to him and he had no loyalties to our country. When asked
why he would join our Military he said because he had no choice. He said he lost his job, was homeless and the only thing that was
available to him at the time was the US Army. T was concerned not for his patriotism but for him because that could be signs of
depression or anger issues. He assured me that it was anger it was just him being honest. PFC Manning continued work in that shop
for five more months without any issues other than the smoking routine which was always bothersome. However, wh returned
from lave emed rejuvenated as most soldiers do. Everything seemed normal until the day he punched SPC W

1(b) (6)(b)(7)(C)
A: CWIRIO) (b) (N©
Q: Did PFC MANNING's smoking routine change when he returned from leave?

A: His smoking routine stayed the same, but his attitude changed. He started talking a lot more when he came back from leave and
seemed better. He seemed happier.

10. EXHIBIT 11, INITIALS O KING STATEMENT u
PAGE1OF o GES

ADDITIONAL PAGES MUST CONTAIN THE HEADING "STATEMENT OF TAKEN AT DATED

THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER
MUST BE INDICATED.
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STATEMENT OF M TAKEN AT Fort Drum, NY DATED 2010/ 10/01

9. STATEMENT  (Centinued)

(2: Did you ever observe PFC MANNING taking information out of the SCIF?

A: No.

Q: Did you observe PFC MANNING bring any CDs into the SCIF?

A: Yes. Everyone brought in music CDs to play.

Q: Do you remember anything specific about the CDs PFC MANNING brought into the SCIF?

A: No.

Q: What were the standard procedures as to what could be brought into and out of the SCIF?

A: No removable media, cell phones or re-writeable CDs were allowed. Most of the CDs I saw appeared to be factory CDs.
Q: Did anyone check to see if the CDs brought into the SCIF were re-writeable?

A: Yes, we did random checks.

Q: Were re-writeable CDs ever found during the random checks?

A: No.

Q: Was it policy that CDs had to be factory CDs?

A: No, it was not policy. The only policy was that they could not be re-writeable.

Q: Was PFC MANNING ever caught with any unauthorized items in the SCIF?

A: No. He actually showed more concern about other people who had unauthorized items than most of the people in the SCIF.

Q: Do you have anything else to adWr staternent?

A: No./{/END OF STATEMENT///

AFFIDAVIT

L, )(6) (b) <7> (C) , HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT

WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE 22 . IFULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE
BY ME. THE STATEMENT IS TRUE. 1 HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE

CONTAINING THE STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHS B
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INFLUENCE (b) (6) <b> (7) ‘ )

WITNESSES: Subscribed and sworn to before me, a person authorized by law to
administer caths, this ISt day of October , 2010

at Fort Drum, NY

ORGANIZATION OR ADDRESS WOath)
%WW
(Typed Name of Persan Administering Oath)
5 USC 303
ORGANIZATION OR ADDRESS {Authonty To Administer Qaths)
INITIALS OF PERSON MAKING STATEMENT
PAGE 2
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SEARCH AND SEIZURE AUTHORIZATION *
For use of this form, see AR 27-10; the proponent agency is OTJAG

TQ: (Name and Organization of the person to whom authorization is given}
Special Aganf the United States Army Criminal Investigation Command (USACIDC)

[RICIOIOI®)

{An aﬁ'?dm"'f)@or (unisworn) oral statement)  having been made before me by Special Agent
(Name of Affiant)

Washington Metro Resident Agency, Computer Crime Investigative Unit (CCIU), USACIDC, Fort Belvoir, Virginia 22060
{Organization or Address of Affiany)

(which affidavit is attached herefo and made a part of this authorizaiion ), and as [ am satisfied that there is probable cause to

believe-that the matters mentioned in the affidavit are true and correct, that the offense set forth therein has been committed, and )
that the property to be seized is located  (on the person)Tat the place) > 10 be searched, you are hereby ordered to search the (person)

known as

Sensitive Compartmented Information Facility containing U.S. Govt Digital Media, 10200 N. Riva Ridge Loop, Fort Drum, NY

for the property described as U.S. Government hard disk drives, and/or digital media, the property of HHC, 2nd Brigade Combat

Team, 10th Mountain Division, Fort Drum, New York, containing information or data related to the use of computers/digital

media by PFC MANNING and access to and/or disclosure of Classified U.S. Government Material (See Attachment C).

bringing this order to the attention of the  (person searched) lon, if any person be found at the place or on the

premises searched) ") The search will be made in the (daytime} (nighttime) , and if the property is found there, youw siall seize it, issue
\a-rr: {ptTheretor to the person from whom the property is taken or in whose possession the property is found, deliver the property to:

‘Evidence Custodian, Computer Crime Investigative Unit (CCIU), 9805 Lowen Road, Bldg 193, Fort Belvoir, Virginia
(Name and Organization of Authorized Custodian)

and prepare a wrilten inventory of the property. If there is no person at the searched place to whom the receipt may be delivered, .
the receipt will be left in a conspicuous location at the place or on the premises where the property is found.

Dated this 1 day of October s 2010
TYPED NAME AND GRADE OF AUTHORIZING OFFICIAL DUTY POSITION OF AUTHORIZING OFFICIAL
Cr7 [DIOIOIGION M Aitary Magisiiare
QORGANIZATION OF AUTHORIZING OFFICIAL SIGNATURE OF AUTHUéIZlNG OFFICIALJ
JA allice of J0Th MTH/
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AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR APPREHEND
For use of this form, ses AR, 27-10; the proponent agency is OTJAG.

BEFORE COMPLETING THIS FORM, SEE INSTRUCTIONS ON PAGE 2

(Name) ' (Organization or Adtress)

Computer Crime Investigative Unit (CCIU), USACIDC, 9805 Lowen Road, Building 193, Fort Belvoir, VA 22060

, Special AW s Washington Metro Resident Agency

having been duly sworn, on oath depose and state that:

SEE ATTACHMENT A.

2, The affiant further states that:
SEE ATTACHMENT A.
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3. Inview of the foregoing, the affiant requests that an authorization be issued for a search of SEE ATTACHMENT B
(the person) (and)
(the quarters or biflets} fand)
and (e SEE ATTACHMENT C
(the automehile) [ J Seart bh an ﬂs P (items/persons searched for}

TYPED NAME AND ORGANIZATION OF AFFIANT SIGNATURE OF AFFIANT

Specil Ager DTODIONS OIOIOK
Washington Metro Resident Agency (6) ) 7) (C>
Computer Crime Investigative Unit (CCIU), USACIDC

SWORN TO AND SUBSCRIBED BEFORE ME THIS Ist DAY OF October 2000 A 2925
TYPED NAME, ORGANIZATION AND OFFICIAL CAPACITY OF AUTHORITY SIGNATURE OF AUTHORITY ADMINISTERING THE OATH

ADMINISTERING THE QOATH

CPT

INSTRUCTIONS FOR
AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR APPREHEND

1. In paragraph I, set forth a concise, factual statement of the offcnse that has been committed or the probable cause to believe that it has been committed, Use
additional page if necessary.

2. In paragraph 2, set forth facts establishing probable cause for believing that the person, preimnises, or place to be searched and the property to be seized or the
person(s) to be apprchended are counected with the offense inentioned in paragraph 1, plus facts establishing probable cause to belicve that the property to be
seized or the person(s) to be apprehended are presently located on the person, premises, or place to be searched. Before a person may conclude that probable
cause to search exists, he or she must first have a reasonable belief that the persou, property or evidence sought is located in the place or on the person to be
searched, The facts stated in paragraphs | and 2 must be based on either the personal knowledge of the person signing the alfidavit or on hearsay information
which he/she has plus the underlying circumstances from which he/she has concluded that the hearsay information is trustwonhy. If the information is based on
personal knowledge, the affidavit should so indicate, If the infonnation is based on hearsay information, paragraph 2 must set forth some of the underlying
circumstances from which the person signing the affidavit has concluded that the infonnant {whese identity nced not be disclosed) or his/her infonnation was
trustworthy. Use additional pages if necessary.

3. In paragraph 3, the person, premises, or place to be searched and the property to be seized or the person(s) to be apprehended should be described with
particularity and in detail. Authorization far a search may issue with respect %0 a search for fruits or products of an offense, the instrumentality or means of
committing the offense, contraband or other property the possession of which is an offense, the person who commitied the offense, and under centain
circumstances for evidentiary maticrs.
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ATTACHMENT A

INTRODUCTION

| make this affidavit in support of anlapp[_ication for a Military Magistrate Search
Authorization for electronic data, computer hardware, and physical evidence relating to
violations of 18 U.S.C. § 793(d) (Unlawfully Transmitting National Defense Information)
and 18 U.S.C. § 1030 (Unlawfully Obtaining National Security Information), As set forth
herein, there is probable cause to believe within the SensitiVe Compartmented Information
Facility (“SCIF”) assigned to the 2" Brigade Combat Team (“BCT"), 10" Mountain
Division, Fort Drum, New York (“Fort Drum”), located at 10200 North Riva Ridge Loop,
Fort Drum, New York; contains evidence, fruits, and/or instrumentalities of the offenses
committed by Private First Class (PFC) Bradley Edward MANNING (“IVIANNING”)
formerly assigned to Headquarters and Headquarters Company (“HHC?), 2" BCT, 10""

Mountain Division, as further described in this affidavit.

AGENT BACKGROUND

| am a Special Agent in the United States Army Criminal Investigation Command
("USACIDC") and have been so for approximately three years. [ am currently assigned
to the USACIDC, Washington Metro Resident Agency, of the Computer Crime
Investigative Unit ("CCIU"), located at Fort Belvoir, Virginia; where | am responsible for
the investigation of, among other things, violations pertaining to computer intrusions,
denial of service attacks, and other types of malicious computer activity directed against
U.S. Army and/or Department of Defense computer networks anywhere in.the world.

Prior to my assignment at CCIU, | was assigned as a Special Agent with USACIDC in:

1
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Fort Bragg, NC, where | was responsible for conducting felony investigations and a
Computer Crime Coordinator wheré [ was responsible for conducting computer forensic
examinations of seized computers, celluiar phones, and other digital media impacting
the U.S. Army in North Carolina, South Carolina, Georgia and Virginia; within Iraq,

Kuwait and Afghanistan.

| have been trained in computer incident response, digital evidence acduisition,
Windows Forensic Examinations by the Department of Defense Cyber Investigations
Training Academy (“DCITA"). | currently possess “Department of Defense Certified
Digital Forensic Examiner” and “Department of Defense Certified Digital Media
Collector’ certifications. In addition to my training and experience as a criminal
investigator, | have also received a Bachelor of Science from Liberty University,

Lynchburg, Virginia.

My experienbe as a USACIDC Special Agent has included the investigation of
cases involving violent and non-violent crimes as well as the use of computers. | have
received training and gained experience in interviewing and interrogation techniques,
arrest procedure, search warrant applications, the execution of searches and seizures,

and other criminal laws and procedures.

As a Special Agent of the USACIDC, | am authorized to investigate crimes
involving all violations of the Uniform Code of Military Justice (Title 10 U.S.C. Section
47) and other applicable federal and state laws where there is a U.S. Army or
Department of Defense interest. | am an investigative or law enforcement officer of the

United States within the meaning of Section 2510(7) of Title 18, United States Code, in
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that | am empowered by law to conduct investigations and to make arrests for federal

felony offenses.

SOURCE OF EVIDENCE

The facts set forth in this affidavit are based on my personal knowledge,
knowledge obtained during my participation in this investigation from other individuals —
including other law enforcement officers and particularly other USACIDC Special Agents
— as well as my review of documents and computer records related to this investigation;
communications with others who have personal knowledge of the events and
circumstances described herein, and information gained through my training and
experience. Because this affidavit is submitted for the limited purpose of establishing
probable cause in support of the application for a search warrant, it does not set forth

each and every fact that | or others have learned during the course of this investigation.

RELEVANT STATUES

Title 18, United States Code, § 793(d) makes it unlawful to make unauthorized
disclosure of national defense information. Specifically, the statute provides in pertinent
part that:

Whoever, lawfully having possession of, access to, control
over, or being entrusted with any document, writing, . . . or
note relating to the national defense, or information relating
to the national defense which information the possessor has
reason to believe could be used to the injury of the United
States or to the advantage of any foreign nation, willfully
communicates, delivers, transmits, or causes to bhe
communicated, delivered or transmitted . . . the same to any
person not entitled to receive it . . . shall be fined under this
title or imprisoned not more than ten years, or both.

3
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Titie 18, United- States Code, § 1030(a) makes it unlawful to, without
authorization, obtain from a United 'States. Government computer certain national
defenge information, and disclose such information. Specifically, the statute provides in
pertinent part that:

Whoever — (1) having knowingly accessed a computer
without authorization or exceeding authorized access, and
by means of such conduct having obtained information that
has been determined by the United States Government
pursuant to an Executive order or statute to require
protection against unauthorized disclosure for reasons of
national defense or foreign relations . . . with reason to
believe that such information so obtained could be used to
the injury of the United States, or to the advantage of any
foreign nation willfully communicates, delivers, transmits, or
causes to be communicated, delivered, or transmitted . . .
the same to any person not entitled to receive it [shall be
punished by a fine under this title or imprisonment for not
more than ten years, or both . . . ]

The national security classification levels assigned to natidnal security
information and national defense infor.mation are defined in Executive Order No. 13526
and its predecessor orders. Information may be classified if the following conditions are
met: (1) an original classification authority ("OCA”) is classifying the information; (2) the
information is owned by, prodﬁced by or for, or is under the control of the United States
Government; (3) the information falls within one or more of the categories set forth in
the Executive Order (which includes intelligence sources and methods; cryptology;
military plans; and vulnerabilities or capabilities of systems, installations, projects or
plans refating to the national security of the United States); and (4) the OCA determines
that the unauthorized disclosure of the information reasonably could be expected to

result in damage to the national security, which includes defense against transnational

-~
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terrorism, and the OCA is able to identify or describe thé damage. Under the Executive
Order, informatioh may be classified “Confidential” if its unauthorized disclosure
reasonably could be expected to cause damage to the national security;. “Secret” if its
unauthorized disclosure reasonably could be expected to cause serious damage tb the
national security; and “Top Secret” if its unauthorized disclosure reasonably cogld be

expected to cause exceptionally grave damage to the national security.

BACKGROUND AND TECHNICAL INFORMATION

The term “computer” as used in this affidavit is defined in 18 U.S.C. § 1030(e)(1),
and includes an electronic, magnetic, optical, electrochemical, or other hi‘gh speed data
processing device performing logical, arithmetic, or storage functions, and includes any
data storage facility or communications facility directly related to or operating in
conjunction with such device.

| have had both training and experience in the investigation of computer-related
crimes. Based on my training, experience and knowledge, | am aware of the following:

a. The Internet is a worldwide computer network that connects computers
and allows communications and the transfer of data and information across state and
national boundaries. In order to access the Internet, an individual computer usef must
subscribe to an access provider, which operates a host computer system with direct
access to the Internet. The world wide web (“www") is a functionality of the Internet
which allows users of the Internet to share information. |

b. With a computer connected to the Internet, an individual comphter user
can make electronic contéct with millions of computers around the world. This

connection can be made by any number of means, inciluding modem, local area
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network, wireless and numerous other methods.

C. Instant Messaging (IM) is a communications service that allows two users
to éend messages through the Internet to each other in real-time. Users subscribe to a
particular ;'nessaging service (e.g., AOL Instant Messenger, MSN Messenger, etc.) by
supplying_ personal information and choosing a screen-name to use in connection with
the service. When logged in to the IM service, users can search for other users based
on Ithe information that other users have supplied, and they can send those users
messages or initiate a chat session. Most IM services also allow files to be transferred
between users, including music, video files, and computer software., Due to the
structure of the Internet, a transmission may be routed through different states and/or
countries before it arrives at its final destination, even if the communicating parties are

in the same state. Instant Messaging may also be commonly referred to as ‘Internet

Chat'.
d. The Windows User- Profile is created the first time the user interactively

" logs-on at the computer on computers running current Microsoft Windows Operating
Systems. A user profile defines customized desktop environments, such as individual -
display, network and printer connections settings, Favorites, Cookies and History, Start
Menu, Desktop, Application Data, as well as forms the. basis of a container for a user to
place user created files and folders. Typically the contents of a User Profile are
inaccessible by other users who do not have elevated or administrator level rights on
the computer system; .Consequently information related specifically to that user, such
as their activities on a particular computer or network éan be determined from

examination of data and information contained in or related to the User’s Profile.
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PROBABLE CAUSE FOR SEARCH

Manning’s Access To Classified Information

MANNING enlisted in the United States Army on or about October 2, 2007, and
currently holds the rank of Private First Class. He received training in Intelligence
Analysis, and was ultimately assigned as a U.S. Army Military Occupational Specialty
(“MOS") 35F — Intelligence Analyst. MANNING was granted a U.S. Government
security clearance at the “Top Secret” level as part of his position within the U.S. Army.
On or about October 12, 2009, MANNING was deployed with his unit, HHC, 2nd BCT,
10™ Mountain Division, to Forward Operating Base (‘FOB”) Hammer, located
approximately 40 miles east of Baghdad, Irag, and 70 miles west of the Iran-iraqg border.

Between October 2009 and May 2010, while assigned in Irag and working in the
role of an All-Source Intelligence Analyst, MANNING was granted access to national
defense information through various U.S. Army and DoD computer network systems,
including: the Non-Secure Internet Protocol Router ("NIPR") network, used for the
processing of unclassified documenté and unclassified communications; and the Secure
Internet Protocol Router ("SIPR") network, used for the processing of classified
documents and classified communications at the “Confidential” and “Secret”
classification levels. MANNING also had access to a commercial, non-military, satellite- |
based ISP while in his living quarters on FOB Hammer, which he used with his [.;rersonal
laptop computer while not performing official duties. This information has been verified
by statements of co-workers in MANNING's unit, by examination of various computer
account and network log file systems, the forensic examination of computers used by

MANNING, and by documents obtained during the course of this investigation.
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Classified Material Published On The Internet

On February 18, 2010, the website WikiLeaks.org ("WikiLeaks") — which is self-
déscribed as “a multi-jurisdictional public service designed to protect whistle blowers,
journalists and activists who have sensitive materials to communicate to the public” —
published on their website a U.S. Department of State diplomatic cable originating from
the U.S. Embassy in Reykjavik, Iceland, which was classified “Confidential”. This
diplomatic cable, dated January 13, 2010, related to diplomatic discussions on the topic
“Icesave” between members of the U.S. Department of State, the British Foreign
Service, and lcelandic Government personnel. Based on this classified document’s
publication on the WikiLeaks website, the U.S. Department of State’s Diplomatic
Security Service initiated an investigation on February 19, 2010, to identify the
person(s) who unlawfully disclosed this document,

On April 5, 2010, at the National Press Club in Washington, D.C., the founder of
WikiLeaks, an Australian citizen named Julian P. Assange, held a press conference to
publicly release classified video footage of United States combat operations in Iraq.
The video footage, apparently taken by a U.S. Army AH-64 Apache attack helicopter
engaged in combat in or around Baghdad, Iraq, depicts an air-strike conducted on July
12, 2007, during which two Reufers journalists, several suspected Iragi insurgents, and -
several Iragi civilians were Killed or wounded. Assange released .the original 38-minute-
long version of the video as well as a shorter “production” version lasting approximately
18 minutes, titled “Collateral Murder”, both of which were published on the Internet at

" the URL “www.collateralmurder.org”. Due to the controversial and/or graphic nature of
the video, this classified material received wide news media coverage. U.S.

Department of Defense officials later confirmed that the video footage was genuine and
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was properly classified “Secret”.
Manning Identified as Source of Classified U.S. Government Material

Between May 20, 2010 and May 26, 2010, MANNING began a series of Internet

chat conversations with a civilian, Mr. [(QI(ICEI(G N r<sicing in Carmichael,

California. Lamo is known in the computer security community as a ‘computer hacker’

(b)(6)(b) (7)(C),

and has been profiled extensively in the print and on-line media. MANNING and

discuss a range of issues related to Classified U.S. Government material over a period

of approximately 6 days; wherein MANNING admits to having unlawfully

disclosed U.S. Government Classified material to the website WikiLeaks.org. During

these chat conversations, which MANNING and encrypted so that only they could
read the communications, MANNING detailed the specific items of Classified U.S.
Government material he unlawfully disclosed to the WikiLeaks website as; a video and
related documentation of a U.S. airstrike in Gharani, Afghanistan; the Apache airstrike
video in Baghdad, Iraq which was publicly disclosed by WikiLeaks; an Iraq War Event
Log believed to contain approximately 500,000 records; the “Gitmo Papers” relating to
terror suspect detainees being held in Guantanamo Bay, Cuba; and a U.S. Department
of State database containing approximately 260,000 Classified U.S. State Department
internal communications, to include the Classified cable related to the topic of “Icesave”
also discloéed by WikiLeaks.

subsequent!y notified law enforcement of these chat conversations which
Iea_d to USACIDC Special Agents in Irag apprehending MANNING on FOB Hammer on
May 27, 2010. Upon MANNING's apprehension by USACIDC, MANNING invoked his

legal right to counse! and declined to make any statements in relation his involvement in

the unlawful disclosure of Classified U.S. Government materials. MANNING has further
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been held in confinement since May 27, 2010, pending a Military Courts-Martial.

At the time of MANNING’s apprehension in Iraq, USACIDC Special Agents
seized numerous U.S. Government and personal computers associated with MANNING
on FOB Hammer, per a Military Magistrate Search Authorization. The U.S. Government
computers collected as evidence included: several SIPR computers MANNING was
identified as having been assigned while working in his position as an Intelligence
Analyst in Iraq; several NIPR computers other personnel in MANNING's unit, to include
MANNING, would have shared for work-related duties'; and several personally owned
computers, to include MANNING's personal laptop computer and other items of digital
media as well as those from other personnel in MANNING'’s unit.

Subsequent computer forensic examination of MANNING's assigned U.S,
Government and personal computers by personnel assigned to CCIU, revealed

evidence MANNING had unlawfully accessed and/or unlawfully possessed the

Classified U.S. Government material he claimed in his Internet chats wit
Further forensic examination revealed MANNING may have used his personal laptop
computer and non-military, satellite-based ISP Internet connection to transmit classified
documents directly or indirectly to WikiLeaks. During the course of the on-going
computer forensic examination of MANNING's primary SIPR computer he was assigned
for duty, which contained evidence of his access to Classified U.S. Government material
believed to have been disclosed to the website WikiLeaks — the Microsoft Windows
personal profile of MANNING was found to have been created on this computer in
March 2010. Further forensic examination of this hard drive revealed the Microsoft

Operating System installed on this computer appeared to have been installed in 2008;
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suggesting MANNING had not used this particular SIPR computer during his entire
period of duty in [raq and/or prior to March 2010.

Based on the time line of events set forth in this investigation to include:

)

MANNING's own statements during his Internet chats withjJiiRSBRthe timing of
disclosures of certain Classified U.S. Government materials to and/or by the website
WikiLeaks, and the known creation/original publication dates of documents disclosed by
MANNING; it is believed MANNING's activities related to the unlawful disclosure of
Classified U.S. Government materials began prior to March 2010, and may have begun
as early as November 2009. Based on this infdrmation it is suspected MANNING may
have been using a different U.S. Government computer(s) other than the computers
identified and collected at FOB Hammer, Iraq as evidence by USACIDC Special Agents
at the time MANNING was apprehended. |
Subsequent interviews with personnel assigned to or supporting MANNING'’s unit
related that it was not uncommon for computers to have mechanical problems due to
the excessive heat and general dusty conditions of Irag. Personnel interviewed
specifically related they knew of several instances in which MANNING’s U.S.
Government computer(s} had problems requiring the attention of support personnel.
Due to the seemingly insiQnificant and/or routine nature of these unit computer
problems and lack of any reliable unit records showing repairs of computers or the use
of replacement parts (such as hard drives), USACIDC Special Agents have been unable
to rule-out the use of other U.S. Government computers by MANNING while assigned at

FOB Hammer. Based on the workioad of MANNING's unit and the need for

MANNING's assigned U.S. Government SIPR computers to function for MANNING to
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cohduct his duties, it is believed MANNING’s SIPR cbmputer which had been reportedly
malfunctioning, may have been substituted for ahother U.S. Government computer.

- Based on further discussions with MANNING’s unit personnel, it is possible that a
computer or hard disk drive from a computer used by MANNING may have been later
reissued to other personnel in MANNING's unit once the problem with that computer or
hard disk drive was corrected.

In addition to MANNING'’s aésigned U.S. Government SIPR computer’s available
hard disk drive storage, and possibly due to the abovementioned computer mechanical
issues, MANNING was further identified as having used a “Network Share Drive” to
store files and other data as part of his duties in conducting Intelligence Analysis in Iraq.
Due to the nature in which MANNING ié believed to have harvested large amounts of
data from U.S. Government websites and/or databases on the SIPR network, it is
further believed that MANNING pllaced this data, temporarily, within his allocated
electronic storage space, on the SIPR Network Share Drive. The computer which
functioned as the provider of, and housed this electronic storage space, was a Server
also assigned to HHC, 2™ BCT, 10" Mountain Division, and was present at FOB
Hammer during the time MANNING’s unit was deployed in ll;aq. At the request of CCIU
during the initial stages of this investigation, and while MANNING’s unit was conducting
their assigned combat mission in Irag, HHC, 2™ BCT personnel provided a ‘Logical
Image’ of the electronic storage space used by MANNING. This Logical Image or
Logical Copy contained only the files, information and data viewable using the éervér’s

- Operating System, and would not include “deleted” files, folders, information and data

which could be obtained from a ‘Physical Image’ of the drive(s) on which this storage
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space resided. Due to a combination of issues related to this server’s critical role for
MANNING’s unit, lack of a replacement server, as well as the mission critical
information stored on this server; a more thorough ‘Physical Copy’ of this storage space
and/or a computer forensic examination of this server could not readily be conducted.
Further, forensic examinations of ot‘her computers used by MANNING had not identified
a compelling need to conduct a more in-depth forensic analysis of this server until the
time this server had already been prepared for redeployment with MANNING's unit
which was returning to Fort Drum andlor it was determined it would have been
logistically difficult to have collected and shipped this server to CCIU from Iraq prior to
the unit returning with the property as part of its redeployment.

Based on forensic examinations of MANNING's identified SIPR computers, it is
believed additional evidence of files, information, and electronic data MANNING |
accessed, both while conducting his Intelligence Analysis duties and while committing
the mentioned violations of 18 U.S.C. § 793(d) (UnIanuI[y Transmitting National
Defense Information) and 18 U.S.C. § 1030 (Unlawfully Obtaining National Security
Inforﬁation), may be contained on this server and obtainable from a Physical Image of
the Hard disk drives on this server — providing USACIDC Special Agents a better

understanding of the scope of MANNING's activities.

Additional Disclosure of Classified Materials by the Website WikiLeaks

On July 25, 2010, the WikiLeaks website in coordination with The New York
'.I'imes, The Guardian (a news media publication based in London, England) and Der
Spiegel Magazine (a news media publication based in Germany) published

approximately 75,000 classified U.S. Government documents relating to the War in
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Afghanistan. According to an on-line article posted on The New York Times website on
July 25, 2010;

“The articles published today are based on thousands of
United States military incident and intelligence reports —
records of engagements, mishaps, intelligence on enemy
activity and other events from the war in Afghanistan — that
were made public on Sunday on the Internet. The New York
Times, The Guardian newspaper in London, and the
German magazine Der Spiegel were given access to the
material several weeks ago. These reports are used by desk
officers in the Pentagon and troops in the field when they
make operational plans and prepare briefings on the
situation in the war zone...”

Further, regarding the source of the material The NeW York Times article relates:

“The documents — some 92,000 individual reports in all —
were made available to The Times and the European news
organizations by WikiLeaks, an organization devoted to
exposing secrets of all kinds, on the condition that the
papers not report on the data until July 25, when WikiLeaks
said it intended to post the material on the Internet.
WikiLeaks did not reveal where it obtained the material.”

While the information reported by The New York Times identifies approximately
92,000 reports being disclosed, about 15,000 reports were not published by either the
website WikiLeaks or the mentioned news media organizations due to this material
believed to contain information more sensitive than in the published material. The New
York Times article suggests information even more sensitive than the published
Classified US Government materials were obtained from WikiLeaks as the article
further relates:

“We have, for example, withheld any names1 of operatives in
the field and informants cited in the reports. We have
avoided anything that might compromise American or allied

intelligence-gathering methods such as communications
intercepts.”

The WikiLeaks website in regard to the 15,000 unpublished Classified U.S.
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Government documents published on its website:

“We have delayed the release of some 15,000 reports from
the total archive as part of a harm minimization process
demanded by our source. After further review, these reports
will be released, with occasional redactions, and eventually
in full, as the security situation in Afghanistan permits.”

Personnel associated with the website WikiLeaks have publicly acknowledged
having other Classified U.S. Government material (which are believed to have been |
unlawfully disclosed by MANNING) such as the Gharani, Afgha'nistan airstrike video and
associated report; however, for reasons unknown WikiLeaks has not published this

material to the public.
MANNING’s Unit Redeploys From Iraq to Fort Drum

During the month of August 2010, MANNING'’s unit began the process of
redeplqying from Iraq to Fort Drum after having completed the unit’s’tour of duty in Iraq.
As pairt of this redeployment process MANNING’s unit packed a specific U.S.
Government Shipping Container (commonly referred to as a “Connex”) .with many of the
unit’s assigned ‘Sensitive ltems’. According to the DA Form 5748-R, Shipment Unit
Packing List and Load Diagram, completed on August 18, 2010, by personnel assigned
to MANNING's unit — this Shipping Container was packed with numer;us Uu.Ss.
Government: computers, of various makes and models: cryptological communication
equipment; communication equipment; computer networking and peripheral hardware
components; high security safes; miscellaneous paper and office supplies; office
equipment; over -225 computer hard disk drives packed in boxes or with other
equipment; as well as various other miscellaneous U.S. Government Property assigned

“to HHC, 2" BCT, 10" Mountain Division. On these shipping documents it was further
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noted that several of these U.S. Government computer systems and/or equipment was

identified as being Classified systems or components.

This Shipping Container, further referred to by unit personnel as the unit's
“Sensitive Items Connex”, was reportedly securely sealed in accordance with U.S, Army
and/or Department of Defensé regulations for shjpping containers of this nature and
was transported under U.S. Government control from Iraq to the United States by sea
freight, 'arriving at the U.S. Port of Beaumont, Texas, on September 8, 2010, This
Shipping Container was further transported under U.S. Government control by truck
from Beaumont, Texas to Fort Drum, and arrived at Fort Drum, New York on or about
September 8, 2010. Upon the arrival of this Shipping Container at Fort Drum and jts
customary processing by the Fort Drum Transportation Office, the HHC, 2" BCT unit
command arranged for this container to be positioned within the HHC, 2" BCT unit
area. The unit Command further arranged for unit personnel to be on hand to assist
USACIDC Special Agents in opening, identifying, inventorying, and preparing the
identified computers and/or hard disk drives for examination — to determine if each may

have been used by MANNING and/or be of evidentiary value to this investigation.

On September 10, 2010, USACIDC Special Agenté from CCIU, under the
authority of a Military Magistrate issued Search Authorization by CPT )
Military Magistrate, B Company, Division Special Troops Battalioﬁ, 15t Armor Division,
Camp Liberty, Iraq, searched the afqrémentiohed connexes for the ifems mentioned. In
addition to the computers and/or hard 'disk drives from the connex, additional senéitive
items, to include computers and/or computer hard disk drives (similar to and/or identical

to ones transported in the aforementioned connex) which had been hand-carried by
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HHC, 2" BCT unit members redeploying from Iraq back to Fort Drum, were also
examined. These items had been placed into a Secured Storage Space, referred to as
the “Unit Vault”, within the Unit Area. Further, a second Shipping Container, identified
as the “S-2 Connex” was also found to contain similar and/or identical computer
equipment and/or digital media, althéugh reportedly these items have been identified for
processing ‘Unclassified’ information. All of the aforementioned connex and non-
connex items were included as items to be searchedlexamined in the above mentioned
Military Magistrate Search Authorizaltion. Upon completion of the examination/search,

several identified computers and/or hard disk drives were collected as evidence.

Additional Cemputers and/or Hard Disk Drives Identified

Upon USACIDC Special Agenfs returning to Fort Belvoir with computers and/or
hard disk drives identified and collected at Fort Drum, it was determined one of the
major items that was collected — which was. related to the Server and/or Network
Storage Space identified that MANNING utilized — needed to be physically connected to
computers/servers at Fort Drum which were not believed to be of evidentiary value and
were not collected as evidence, in order to conduct an examination of the other related
items‘collected at Fort Drum. Due to this technical problem, on September 28, 2010,
USACIDC Special Agents returned to Fort Drum with the collected evidence (related to

the Server and/or Network Storage Space MANNING used) in order to physically
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connect this item of evidence with other computers which had been deployed in Iraq; to

complete the examination of the collected evidence.

During the completion of this technicalfinvestigative effort, HHC, 2" BCT, 10th
Mountain Division personnel identified additional computer hard disk drives that had not
been previously identified to USACIDC Spegial Agents in their previous examinations/
searches of connex items and other Information Technology equipment returned from
Iraq and/or possibly used by MANNING. These previously unidentified jtems (whrch
consisted of more computer hard disk drives) were found in g connex which had been
located within a motor pool assigned to HHC, 2™ BCT. The hard disk drives were
stored in a plastic portable ‘Pelican’ brand shipping container which was removed from

the connex by Staff Sergeant [DICIOIVIO®)  on September 30, 2010. Tkl

the container and its contents (hard disk drives) in the 2™ BCT Headquarters, located at

10200 North Riva Ridge Loop, Fort Dru'm, New York. It was noted that during the
previocs search of connexes and other locations by USACIDC Special Agents at Fort
Drum on or ebout September 10, 2010, that HHC, 2" BCT unit personne! who would
have been more knowiedgeabl'e about the recently identified additional computer hard
disk drives, were on block leave.due to their deployment and were physically

unavailable to assist investigators at that time.

On September 30, 2010, a Military Magistrate Search Authorlzatlon was rssued
by CP Military Magistrate, Office of the Staff Judge Advocate Fort Belvorr
Virginia, for conductrng a search of the additional items identified to USACIDC Special
Agents which originated in the aforementioned connex identified in the 2" BCT motor

pool and were moved by TAUA to the the 2" BCT Headquarters Building.
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After obtaining this Military Magistrate Search Authorization on September 30,
2010, personnel assigned to 2" BCT, 10" Mountain Division, while unpacking
additional items in the S-2 Connex — previously identified by unit personnel as not
containing any additional -hard disk drives beyond those already identified to USACIDC
Special Agents which were searched/examined on or about September‘ 10, 2010 -
found approximately fifty (50) additional hard disk drives. ‘These hard drives were
further removed from the S-2 Connex by 2" BCT, 10™ Mountain Division personnel who
placed these drives in a 2™ BCT, 10" Mountain Division SCIF, located at 10200 North
Riva Ridge Loop, Fort Qrum, New York. These harc! disk drives had aﬁparently been.
placed in a container which was mislabeled and/or otherwise .did not‘identify the
contents as items USACIDC Speciél Agents would have examined during the

September 10, 2010, search of the S-2 Connex.

On October 1, 2010, USACIDC Special Agents had Master Sergeant
RIIOIGI®I Non-Commissioned Officer in Charge (NCOIC) S-2 Section, HHC, 2™ BCT,
10™ Mountain Division, identify which hafd disk drives, out of the approximate fifty (50)
additional hard drives found within the S-2 Connex, that could have been accessed by
MANNING while in Iraq. who had been deployed with MANNING and was his
supervisor while in [raqg, subsequently identified approximately thirty (30) of the hard
disk drives as potentially having been used by MANNING while he was in Iraq. Theée

thirty (30) hard disk drives are currently stored in the 2" BCT SCIF.

Method of Examination of U.S. Government Computers by USACIDC Personnel

While at Fort Drum
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In an attempt to identify what previously unidentified computers MANNING may
have used which are in possession of the U.S. Government, USACIDC Special Agents
plan on: identifying all computer hard disk drives found in the above described location;
they will then connect the hard disk drives using methods and procedures to forensically
preserve any potential evidence on those drives, td forensic computers installed with
commercially available computer forensic software. The UéACIDC Special Agents will
further attempt to determine by the inspection of the electronic file system contained on
each hard disk drive as to whether a Windows User Profile related to MANNING's SIPR
and/or NIPR network account(s) are present on the drive(s). Should a drive be found
containing a Windows User Profile for MANNING, this will provide a strong indication
this drive was once contained in or associated with a computer used by MANNING's
network user account. Consequently fhese hard disk drive(s) will be seized, collected
as evidence, and further computer forensic examination will be conducted to determine

the drive's evidentiary value to this investigation as further described in Attachment C.

| have learned in my professional experience in conducting forensic examinations
that intentional or unintentional data and i.nformation stored on hard disk drives and
other digital media is highly persistent and may remain on digital media, computers, and
computer-related devices nearly indefinitely without concerted efforts to purge or “wipe”
this data by personnel with specialized tools and/or knowledge beyond the average .
computer user. More specifically when data is “Deleted” by a computer user, although
this data may be no longer accessible to the computer usér by normal means of the
Operating System - this data is not rémdved from the digital media it was contained on

necessarily, but the space this data occupies may simply be marked as available for
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future data to be stored in its place by the Operating System. However, until over-
written by future data it may remain fully or partially intact and can provide further
evidence of criminal violations or in some cases exculpatory evidence. Qonsequently,
although considerable time has passed since MANNING may have écCessed any
computers and/or hard disk drives contained in the mentioned Shipping Container, the
likelihood evidence related to MANNING's activities is still‘lpresent should MANNING

have used that given computer or hard disk drive is relatively high.
Requirement for Military Magistrate Search Authorization

While the aforementioned physical items USACIDC Special Agents wish to
evaluate for potential evidence have been: identified as U.S. Government property and
that no personal property has been identified as having been co-mingled into the
identified items to be examined/searched; that the unit responsible for the property
identified have consented to USACIDC Special Agents inspecting the items for
evidence and are cooperating in this process — fhe information contained on items of
digital media (such as hard disk drives) may still contain personal information,
documents, electronic communications between third-parties associatéd or not
associated with MANNING, who in various éircumstances may still have a limited
expectation to privacy to this information stored on these hard disk drives and/or digitai
media owned by the U.S. Government. Further, although USACIDC Special Agents will
aﬂémpt to quickly evaluafe each item of digital media for signs of its previous use by
MANNING as a practiéal matter to facilitate the expeditious evaluation of a large
number of items — in some cases inadvertent or unévoidable‘viewing of personal data,

third-party communications, digital photographs, and/or other electronic information

1
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which individuals, to include MANNING, may have limited privacy expectations to this

data, may still occur. Further, the evaluation process mentioned herein, while minimally

invasive, could be considered in a certain sense, a “search” in of itself, as the hard disk
drives and/or digital media to be evaluated are not merely ‘open containers’ easily
viewable without specialized computer forensic hardware, forensic software tools and

training.

Upon the identification of any hard disk drives or digital media located in the
place to be searched, as described in Attachment B, which are believed to have 'been
previously used by MANNING, USAC'IDC Special Agents will seize and further search
these identified digital media itemé for additional evidence, fruits and instrrumentalities of
violations of 18 U.S.C. § 793(d) (Unlawfully Transmitting National Defense Inforrﬁation)
and 18 U.S.C. § 1030 (Unlawfully Obtaining National Security Information), in

accordance with the procedures épecified in Attachment C. -

Conclusion

Given the facts and circumstances of the incidents related to the unlawful
Adisclosure of Classified U.S. Government material by MANNING; the identification of
Classified U.S. Government materials on MANNING’S personal computer; the
identification MANNING rﬁay have used other computers belongihg to his unit to
conduct his unlawful activities; that a hard disk drive(s) from MANNING’s identified
SIPR computer may have been replaced withl other hard disk drives due to computer
mechanical failures, and that these hard disk drives may still be in the possession of

MANNING's former unit; that MANNING's assigned SIPR computer may have been
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replaced with another U.S. Government computer containing a hard disk drive which
may now be present as one of the identified hard disk drive preéent in the 2" BCT
SCIF; and that data and/or evidence on all of these items could reasonably still exist -
there is probable cause to believe that additional evidence, fruits and instrumentalities
of the offénses believed to have committed by MANNING to include violations of 18
U.8.C. § 793(d) (Unlawfully Transmitting National Defense Information) and 18 U.S.C. §

1030 (Unlawfully Obtaining National Security Information) are contained on hard disk

drives present within computers and/or as stand-alone items within the identified SCIF
located at 10200 North Riva Ridge Loop, Fort Drum, New York — and described in more

detail in Attachment C.
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ATTACHMENT B

DESCRIPTION OF LOCATIONS TO BE SEARCHED

The following locations are to be searched (as explained in Attachment A): the
Sensitive Compartmented Information Facility (SCIF) of the 2" Brigade Combat Team
(BCT), 10" Mountain Division, located at 10200 North Riva Ridge Loop, Fort Drum,

New York.
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ATTACHMENT C

ITEMS TO BE SEIZED AND SEARCHED

Special Agents of USACIDC or other Army law enforcement personnel assisting
USACIDC to search the Sensitive Compartmented InfOrmati'on Facility, located at 10200
North Riva Ridge Loop, Fort Drum, New York, as described i(1 Attachment B, and .
therein to seize and subsequently search all computer hafdw;are and digital media,
specifically hard disk drives, having been identified as associated with or previously
used ‘by Private First Class (PFC) Bradley Edward MANNING, formerly assigned to
Headquarters and Headquarters Company (HHC), 2" Brigade Combat Team (BCT),
10t Meuntain Division — specifically as it relates te information, documents, and data,
both classified and unclassified, as mentioned in Attachment A, which is herein
incorporated into Attachment C, in regard to violations of 18 U.S.C. § 793(d) (Unlawfully
Transmitting National Defense Infofmation) and 18 U.S.C. § 1030 (Unlawfully Obtaining
Natilonal Security Information). | |

The Computer Hardware and Digital Media is further described as any and ali
computer equipment including any electronic devices which are-capable of cellecting,
analyzing, creating, displaying, converting, storing, concealing, or transmitting
electronic, magﬁetic, optical, or similar computer impulses or data. These devices
include but are not limited to any data processing hardware, such as internal and
peripheral storage devices (such as fixed disks, external hard disks, floppy disk drives

and diskettes, tape drives and tapes, optical disc storage devices such as CDs or

'DVDs, USB drives, flash memory cards or similar solid-state storage media, and other
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memory storage devices); as well as any devices, mechanisms, or parts that can be

used to restrict access to such hardware (such as physical keys and locks).

FURTHER SEARCH OF SEIZED COMPUTERS AND DIGITAL MEDIA ITEMS

The items séized as part of this Search Authorization, which should consist of
hard disk drives, will have forensically sound images (digital copie's) produced of the
seized items as appropriate, which will in turn be searched in lieu of the original seized
items és part of a digifal ‘medialcomputer forensic examinétion. The search of digital
copies of the items seized is done to ensure and preserve the forensic integrity of the
seized items for additional and/or future examination(s) in accordance with criminal
procedure and rules of evidence. These examination(s) of seized items will be
conducted by personnel assigned to the U.S. Army Criminal Investigation Command
and/or Computer Crime Investigative Unit (CCIU) whc_> are certified by the Department of
Defense and/or Department of the Army to conduct such types of examinations. These
personnel will use computer forensic hardware and/or software, which have been
approved for use in conduéting such examinations. Pue to the unknown nature and/or
number of items which could be seized within the scope of this Search Authorization, it
is ndt necessarily practical or feasible to make forensically sound images (digital copies)
of seized evidence while at the search location. Subsequently, these digital copies will
be produced within a reasbnable amount of time, unless extended by authorization of
the Military Magistrate, with the originally seized items being returned to the owner of
the property in accordance with Army Regulation 195-5, “Evidence Procedures”.
Further, dué to the unknown number of items seized, as well as.the complexity of
examining these items, it is also not feasible to conduct a search/forensic examination

,
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of the items while at the search location to determine their complete evidentiary value.
Consequently, this search/examination activity will be completed within facilities
operated by the U.S. Army Criminal Investigation Command and/or Computer Crime

Investigative Unit (CCIU) and completed as expeditiously as possible.
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DETAILS

About 0950, 1 Oct 10, SArecelved the results from Department of Defense Inspector General
(DOD/IG) Subpoena 2010247-10458, served on The Massachusetts Institute of Technology (MIT) for
subscriber information for the following MIT Email accounts: unlocked@mit.edu and kaba-mas@mit.edu.
The subpoena also requested disclosure of any MIT Email accounts used by Mr.

(b)(6)(b)(1)(C) and Mr. [QIQIOIGI®

who were previously identified as potential co-conspirators of PFC MANNING.

The following information was provided by Ms. (b)(6)(b)(7)(C) Office of General Counsel,

Massachusetts Institute of Technology:

The account Unlocked@mit.edu was created 8 May 2005. The account holder was Mr. (b)(6)(b)(7)(C)

(b)(6)(b)(7)(C) The account was used for file storage and Email services. MIT

did not provide any information regarding last login dates/time or associated Internet Protocol (IP)
addresses.

The account holder for accountW@mit.edu was [DIOIOIVI®)
OIOIOIIOIN . creation date was provided. The account was used as a mailing list maintained by Mr

DIGIOIGIOGN. MIT did not provide any information regarding the last login dates/time or associated IP
addresses.

According to the results from MIT, Mr (QIOIGIGGMM had an Email account, (0)(0)(0)(7)(C) e
The account was created 8 May 2005 and was registered to (b) (6> (b) (7) (C)

OICIOIGIOMEMIT did not provide any information regarding last login dates/time or associated IP
addresses.

MIT could find no record of an Email account for Mr. [(QIOIGIGI®R Sce results from MIT for further
information. ///LAST ENTRY///.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION Washington Metro Resident Agency

Computer Crime Investigative Unit
A RICIDIGIONOIOID) US. Armv CID. Fort Belvoir. VA 22060
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About 1835, 4 Oct 10, SA [RASM interviewed Mr. [(BIOIOIGI®)

b)) B)(7)(C) formerly SPCSUQIQIOI® »ssigned to Headquarters and
Headquarters Company (HHC), 3rd Brigade Combat Team (BCT), 82nd Airborne Division, Fort Bragg, NC

28307) as he was identified as having been assigned with PFC MANNING during Basic Training at Fort
Leonard Wood, MO and was also one of the soldiers PFC MANNING's unit replaced in Iraq about October
2009. Mr. [QIBIOIOI®)clated PFC MANNING was in his Basic Training company and that PFC MANNING
had a rough time in training. Mr. [QRRIBe]ated that in his opinion PFC MANNING seemed "mentally
disturbed" and that PFC MANNING was sent out of his Basi jning unit to another unit as he did not
appear to be mentally able to do the job of a soldier. Mr,| said he did not remember discussing
soldiers that would be replacing his unit in Iraq, but explained he was surprised that PFC MANNING was in
Iraq, as he did not think PFC MANNING would have still been in the U.S. Army at that point. Mr.

Waid he did not remember the incident related to PFC M legedly attempting to stab
someone with a pencil while in Basic Training; but he believed SP who was assigned in the
same platoon as PFC MAan Basic Training, would be better able to answer any questions about
this reported incident. Mr ould not immediately provide any additional information in regard to
any incidents involving PFC MANNING while in Basic Training and did not have any information to
provide in relation to PFC MANNING’s activities in Iraq and/or any unlawful disclosure offenses allegedly
committed by PFC MANNING.,

AGENT’S COMMENT: Mr.[QIQIQIBI®)/ s identified as having been interviewed in CID Case 0326-10-
CID023 (Fort Bragg CID Office) after having been identified as a subject of wrongful use of a controlled
substance Tetrahydrocannabinol (THC) which was discovered from unit urinalysis test results on or about
29 Jun 10.

I ) LAST ENTRY /T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
6 NC NE Washington Metro RA, Computer Crime Investigative Unit
(D) (0)(B)(7)(C), (b) (7)(F) Fort Bervolr, VA 22060
SIGNA DATE EXHIBIT
40ct 10 2.33
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Basis For Investigation: About 1330, 5 Oct 10, this office received a Request For Assistance (RFA) from
mcting Special Agent in Charge, Computer Crime Investigative Unit (CCIU), :
Washington Metro resident Agency, 9805 Lowen Road, Building 193, Fort Belvoir, VA 22060-5598 (FBVA),
requesting this office locate, identify, and conduct a victim/witness interview of SPC @x@mﬂ

@ﬁﬂﬁ@. 501st Combat Support Battalion (CSB), 1* Brigade Combat Team (BCT), 1st Armor
Division (AD), Fort Bliss, TX 79916 (FBTX), to determine if he was involved in the stabbing/attempted
stabbing incident as described by SPC [QICQIOIGI®) B Company (CO), 717th
Military Intelligence Battalion (MIBN), 470th Military Intelligence Brigade (MI BDE), Lackland Air Force
Base, San Antonio, TX 78543 (LAFBSATX). .

About 1510, 5 Oct 10, SA coordinated with CIC, this office, to ascertain additional information
pertaining to SPC CIC was able to identify that SPC

) Wwas stationed at FBTX, but is
presently deployed to Iraq with an expected return date of 17 Nov 10. ,

About 1530, 5 Oct 10, SA Wriefed gl (b)(6)(b)(7)(C) Rear Detachment (RD)
Commander, 501st BSB, 1™ BCT, 1st AD, FBTX, who confirmed SPC [QIQIQII® a5 deployed to Forward
Operating Base (FOB) Warrior, Kirkuk, Iraq. The contact number obtained for the unit (FORWARD) is 94-
318-444-4352/3087. ///LAST ITEM///

MBER ORGANIZATION

BYOB)NC), (o) (1)

SA Fort Bliss CID Office, P.O. Box 6350
Fort Bliss, TX 79916-6350
DATE EXHIBIT
50ct 10 234
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About 2001, 7 Oct 10, SA SISIBIBIS:terviewed Mr [IOIOIGI®) National Geospatial-
Intelligence Agency (NGA), Aerospace Data Facility Colorado, 18201 E. Devils Thumb Avenue, Buckley
Air Force Base, CO 80011 (formerly U.S. Air Force Technical Sergeant), as he was identified as a member
of Cryptological Support Team 5 (CST5) and was assigned with PFC MANNING's unit in Irag. Mr.
elated he was assigned in Iraq from about 20 Jul 09 to 5 Jan 10. Mr. Waid
initially he was assigned with the 3rd Brigade Combat Team (BCT), 82nd Airborne Division and was based
at Forward Operating Base (FOB) Loyalty, Iraq, until his team was redeployed to FOB Hammer around
October 2009. Mr. Mﬂxplained PFC MANNING's unit, the 2nd BCT, 10th Mountain Division

arrived in Irag sometime in October and replaced the 3nd BCT, 82nd Airborne Divig B Hammer.
My [OIOICI@I®L e the other personnel assigned to CSTS with him were: Ms, MSat
DIOIOIOIS <, » (DICIOIGICOM 21d smWMr. RIOIOIOI®) - plained Mr. also

o NGA L was the person who relieved him 1n Iraq 1n January 2010, when his Iraq assignment ended. Mr.
OIOICIOI®)-i i he remembered PFC MANNING as someone who seemed like a nice guy when dealing

with him one-on-one, but also as someone who was unstable. Mr. explained due to his
physical location within the SCIF, on several occasions he remembered hearing PFC MANNING screaming
about something while in the SCIF. Mr. lated because he did not work in direct proximity to

PFC MANNING, but was in a partitioned area away from PFC MANNING within the SCIF, he could not
determine what would cause PFC MANNING's outbursts and/or whether PFC MANNING may have been
provoked by another unit member. Mr OIOIOIQI®)<id he did not remember any incidents where
personnel had said any derogatorym directly to PFC MANNING or said things about PFC
MANNING behind his back. Mr. xplained he was in the SCII at the time PFC MANNING
had some form of physical altercation/incident; however, Mr elated he only heard the initial
commotion, but by the time he was able to see anything due to his physical location within the SCIF, PFC
MANNING had already been restrained by other personnel from PFC MANNING's unit, Mr.
could not provide any further details relating to the incident apd said he did not remember any other
incidents of a similar nature involving PFC MANNING. Mwam PFC MANNING was

laced on the night shift and didn't believe PFC MANNING was given that much work to do. Mr.

aid he believed this move of PFC MANNING e ni ift spoke to the level of

confidence PFC MANNING's unit had in him; however, Mr. aid he did not work with PFC
MANNING enough to make a complete judgment on PFC MANNING's abilities or proficiencies as an
Intelligence Analyst. Mr. W said he did not know whether PFC MANNING had any friends
within PFC MANNING's own unit and when directly asked whether PFC MANNING may have been
friendly to any of the CST5 personnel, Mr.

said if he had to guess he believed PFC

MANNING may have spoken with SrA [QIOIGIGI®N and/or MSgtW—;ore than any of the
other CSTS personnel. When asked how PFC MANN hav. i products PFC
MANNING mentioned in chat conversations with MIW Mr. W&id PFC MANNING
could have seen this type of data from the NGA website which is on the Secure Internet Protocol Router
(SIPR) network. Mr. OIOIOIOI®) c1t on to explain various NGA imagery products can be viewed there
and that he did not believe it required any type of login or account to access this imagery information. Mr.
BIOIGIBI®s2id he could not remember any instances in which PFC MANNING requested data which
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, C ter Crime I tigative Unit
ROOB00.0 OB 0.y I o Bt VA 23080

SIGNATU DATE EXHIBIT
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was outside the scope of PFC MANNING's duties of conducting analysis of targets in Iraq. Mr.
further said that he himself did not access anything unrelated to Iraq in regard to imagery or
intelligence information. Mr{QIOII@I(®)xplained in regard to the general security practices and/or

Operational Security (OPSEC) conditions while in Iraq, that procedures were more relaxed than what could
be expected in a CONUS-based SCIF environment. Mr.w specifically mentioned personnel
laying video games, watching movies, and/or listening to music on computers within the SCIF. Mr.
mﬂmﬁomd Ms.Wtook issue with this and made attempts to curb the use of computers
in the SCIF for non-approved uses. Mr. [QIQIOIQI®:iterated several times that one of the biggest issues
he saw in relation to security procedures in the SCIF was the lack of accountability for removable media.
Mr. [OIOICI®I®: id it was a common practice for information to be passed from CST5 personnel to the
other 'organic’ intelligence analysts on optical media (Compact Discs and/or DVDs) and there was not
accountability for all of this removable media. Mr OIOICHBIO® -, arked that someone could have easily
exfiltrated data from the SCIF due to this practice. Mr B)OO)NO) explained this situation would not
occur in a CONUS-based SCIF environment due to the operational/organizati ture that was set up
in Iraq which had an emphasis on getting the mission accomplished. Mr. related there were
no JWICS terminals in the SCIF during the time he was assigned to FOB Hammer and that the only access
to JWICS would have been through the National Security Agency Network (NSANET). Mr.m

explained it was possible to connect to JWICS by a Virtual Private Network (VPN) type connection; but
that to do this periaﬂﬁﬁl wiuld need to have both an NSANET account as well as would have had to request

VPN access. Mr, said only the CST5 personnel as well as the organic Signals Intelligence
(SIGINT) personnel would have had NSANET accounts to his knowledge. Mr.mhen asked
about the '9/11 Pager Messages' mentioned by P&Win Internet chat conversations with Mr.
AR id he had no knowledge of this. M. I\OB d he became aware of the allegations
against PFC MANNING when he was contacted by SrA AR o1 Facebook this past summer (Summer
ZElﬁi with a message related to PFC MANNING and/or media stories about this incident. Mr.

related he became bsite WikiLeaks when this website released the 2007 Iraq
Apache video (April 2010). Mr. ould not immediately provide any additional information

related to this investigation or P

AGENT’S COMMENT: It was noted after the interview that Mr QIQIQIQIO) appeared to know about
the incident involving PFC MANNING assaulting another soldier in his unit in which PFC MANNING was
demoted from Specialist to Private First Class; and that Mr. OIOICIOIOM:-1icved this was the incident he
was present for in the SCIF. However, this known incident in which PFC MANNING assaulted SPC
MCum&d around May 2010, and Mr. (b)) B)(7)(C)¥H already completed his assignment in
Iraq in January 2010. Mr. Wplained by the time he was able to visually see what was
occurring during the incident he mentioned PFC MANNING being involved in, PFC MANNING was
already restrained by a male soldier. It is believed the incident Mr. mas referring to was
another altercation wherein PFC MANNING pushed over a table in the SCIF containing a computer and

was restrained and ejected from the SCIF by other unit members.
Mt il LAST ENTRY /000 i i i i i

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
¥ (b) (6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060
SIGNAT DATE EXHIBIT
(b)(6)(b)(7)(C) 7 0t 10 3,
CIDFORM 94 £oR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE

001570
Approved




T
.

AGENT'S INVESTIGATION REPORT N 28.10-CID221-10117

CID Regulation 195-1

PAGE 1 OF 1 PAGES

DETAILS

Between 1140 - 1510, 10 Oct 10, SA jiiilfrecorded PFC MANNING's visitation per10d at
Corps Brig - Quantlco Quantico, VA 22134. Upon completion of the % '

pereappel that PFC MANNING was visited by Mr. (b) (6) (b) (7) (C)
(b)(6)(b)(7)(C)

About 1143, 12 Oct 10, SA [l collected as evidence one compact disc (CD) which captured the
recording of PFC MANNING's 10 Oct 10 visitation period at the Marine Corps Brig - Quantico. The
collection of evidence was documented on DA Form 4137, Evidence/Property Custody Document (EPCD),
Document Number (DN) 148-10.

| Between 1200 -1610, 12 Oct 10, SA B cvicwed the digitally recorded conversation betwe

MANNING and M SRR+ ich ook Flace on 10 Oct 10, PFC MANNING requested Mr.

make contact with a Mr. (NFT) on his behalf and solicit assistance in raising s for his
defense.

I T T T T T T A ST ENTRY T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

' Washington Metro RA, Computer Crime Investigative Unit
SA H)(©) Cb) (N(©), ®) (NE) U.S. Army CID, Fort Belvoir, VA 22060
. DATE EXHIBIT
12 Oct 10 237

FOR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE

1FesT © 001571
Approvedw




Exhibit(s) 238

Page(s) 001572 and 01572a withheld:

5 US.C. § 552(b)(1)
Permits withholding information that
is classitied for
National Security purposes
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Page(s) 001573 and 001574 referred to:

Federal Bureau of Investigation

Record Information/Dissemination Section
170 Marcel Drive
Winchester, Virginia 22602-4843



S

AGENT'S INVESTIGATION REPORT R 58.10-C1D221-10117

CID Regulation 195-1
PAGE 1 OF 1 PAGES

DETAILS

About 0750, 12 Oct 10, SA RIRILIOIS® = ceived the results from Department of Defense Inspector General
(DOD/IG) Subpoena 2010279-10510, served on the custodian of records at Yahoo, Inc, for subscriber
information regarding the email account whoeverwhereever@yahoo.com .Yahoo provided the following
results:

Internal reference number: 160327

The email account whoeverwhereever@yahoo.com was created on Wednesday, 6 Feb 2002 at 01:33:49
GMT.

Registered name: Mr. who ever
Address: (no street name given), [QIGIOIGI®) .
Internet Protocol (IP) address at registration: 64.196.93.138

(This IP address was registered to PaeTec Communications, Inc. One PAETEC Plaza, 600
Willowbrook Office Park, Fairport, NY 14450).

No secondary email address was provided during registration.

Yahoo also provided a Microsoft Excel spreadsheet detailing the login dates, times and the recorded IP
provided data and found a total of 252 logins from IP addresses 199.208.239.140 and 199.208.239.141,
registered to the US Department of Defense Information Network. Yahoo further stated that they could

find no account registered under the name [QIOIGIGI(®) See results from Yahoo for further
information. ///LAST ENTRY//.

addresses of the user accessing the account from 1 Sep 09 though 14 Aug 10. SA RIOIOIQI®e viewed the

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION Washington Metro Resident Agency

Computer Crime Investigative Unit
) (O B)(7)(©), B) (NE) U.S. Army CID, Fort Belvoir, VA 22060

B)O)B)(N)(C) - T2uo

CID FORM 94 FOR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE
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oy TN




Exhibit 241

Page(s) 001576 thru 001595 referred to:

Department of Defense

Oftice of Inspector General
DoD IG FOIA Requester Service Center
4800 Mark Center Drive — Suite 141.24
Alexandria, VA 22350-1500
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Subpoena Results

whoeverwhereever@yahoo.com

NRERC OIS PR B O B O/

FOR OFFICIAL USE ONLY
LAW ENFORCEMENT SENSITIVE EXHI%T%‘@L_




Search for whoeverwhereever
Date Range 21-Sep-2009 00:00:00 / 23-Aug-2010 23:59:59
Total Resul 635

Yahoo ID IP Address Login Time

whoeverw! 71.191.26.'Sun 10:56:41 (GMT) 22-Aug-2010
whoeverw| 71.191.26.!Sat 14:50:14 (GMT) 21-Aug-2010
whoeverw| 71.191.26.!Sat 14:40:41 (GMT) 21-Aug-2010
whoeverw| 71.191.26.!Sat 13:29:37 (GMT) 21-Aug-2010
whoeverw!71.191.26.!Sat 11:15:40 (GMT) 21-Aug-2010
whoeverw! 71.178.108 Thu 09:37:52 (GMT) 19-Aug-2010
whoeverw! 199.208.23 Wed 17:16:28 (GMT) 18-Aug-2010
whoeverw! 199.208.23 Tue 12:28:41 (GMT) 17-Aug-2010
whoeverw! 71.191.22..Mon 21:02:07 (GMT) 16-Aug-2010
whoeverw! 71.191.22.:Sun 17:03:38 (GMT) 15-Aug-2010

whoeverw! 71.191.22..
whoeverw! 71.191.22..
whoeverw! 71.191.22..
whoeverw! 71.191.22.
whoeverw! 71.191.22..
whoeverw| 71.191.22..

Sun 16:04:03 (GMT) 15-Aug-2010
Sat 12:07:14 (GMT) 14-Aug-2010
Thu 21:17:32 (GMT) 12-Aug-2010

‘Tue 00:46:40 (GMT) 10-Aug-2010

Sun 17:41:32 (GMT) 08-Aug-2010
Sat 13:19:13 (GMT) 07-Aug-2010

whoeverw! 199.208.23 Thu 18:45:27 (GMT) 05-Aug-2010
whoeverw| 71.191.22.: Wed 16:50:16 (GMT) 04-Aug-2010
whoeverwl! 71.163.233 Tue 21:33:54 (GMT) 03-Aug-2010
whoeverwl 199.208.23 Tue 13:09:54 (GMT) 03-Aug-2010

whoeverw!|96.231.81..
whoeverw!| 96.231.81..
whoeverw!12.192.13..
whoeverw! 12.192.13..
whoeverw! 12.192.13..
whoeverw! 71.191.25.

Tue 03:56:19 (GMT) 03-Aug-2010
Mon 05:05:31 (GMT) 02-Aug-2010
Fri 16:25:30 (GMT) 30-Jul-2010
Thu 20:55:35 (GMT) 29-Jul-2010
Wed 19:59:19 (GMT) 28-Jul-2010

:Tue 14:30:14 (GMT) 27-Jul-2010

whoeverw! 71.163.232 Tue 11:13:18 (GMT) 27-Jul-2010
whoeverw! 71.191.24. Mon 18:01:58 (GMT) 26-Jul-2010
whoeverwl! 71.191.24.:Mon 17:22:37 (GMT) 26-Jul-2010

whoeverw|71.191.30.

:Mon 13:38:16 (GMT) 26-Jul-2010

whoeverwl! 71.178.11€ Sun 16:10:07 (GMT) 25-Jul-2010
whoeverw! 71.178.11€ Sun 16:02:35 (GMT) 25-Jul-2010
whoeverw! 71.178.11€ Sun 15:07:07 (GMT) 25-Jul-2010
whoeverw! 71.178.11€ Sun 13:15:11 (GMT) 25-Jul-2010
whoeverw| 98.247.16¢ Fri 06:31:51 (GMT) 23-Jul-2010

whoeverw!| 98.247.16S Thu 20:50:48 (GMT) 22-Jul-2010
whoeverw! 98.247.16S Thu 19:11:31 (GMT) 22-Jul-2010
whoeverw! 98.247.16S Thu 07:04:46 (GMT) 22-Jul-2010

whoeverw|71.217.32.

'Wed 04:57:57 (GMT) 21-Jul-2010

whoeverw! 199.208.23 Fri 15:58:34 (GMT) 16-Jul-2010
whoeverw! 199.208.23 Thu 12:22:53 (GMT) 15-Jul-2010
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whoeverw! 71.191.31.: Tue 23:33:00 (GMT) 13-Jul-2010
whoeverw| 199.208.23 Tue 15:41:34 (GMT) 13-Jul-2010
whoeverw! 199.208.23 Tue 13:20:48 (GMT) 13-Jul-2010
whoeverw! 71.191.16.: Tue 09:42:28 (GMT) 13-Jul-2010
whoeverwl! 71.178.107 Mon 23:02:21 (GMT) 12-Jul-2010
whoeverw| 199.208.23 Mon 17:49:02 (GMT) 12-Jul-2010
whoeverw! 71.163.22€ Mon 02:02:56 (GMT) 12-Jul-2010
whoeverwl| 71.163.22€ Sun 15:09:57 (GMT) 11-Jul-2010
whoeverwl| 71.163.22€ Sat 20:05:45 (GMT) 10-Jul-2010
whoeverw! 199.208.23 Fri 14:55:22 (GMT) 09-Jul-2010
whoeverw!| 96.231.76. Thu 09:48:21 (GMT) 08-Jul-2010
whoeverwl 199.208.23 Wed 17:40:53 (GMT) 07-Jul-2010
whoeverwl 199.208.23 Tue 16:05:20 (GMT) 06-Jul-2010
whoeverw!| 204.212.13 Sun 14:37:37 (GMT) 04-Jul-2010
whoeverw! 204.212.13Sun 12:24:10 (GMT) 04-Jul-2010
whoeverw! 204.212.13 Sat 03:47:30 (GMT) 03-Jul-2010
whoeverw! 204.212.13Sat 01:00:20 (GMT) 03-Jul-2010
whoeverw! 71.191.24. Fri 13:44:11 (GMT) 02-Jul-2010
whoeverw! 71.191.24. Fri 12:50:21 (GMT) 02-Jul-2010
whoeverwl 71.191.24. Fri 11:53:16 (GMT) 02-Jul-2010
whoeverw! 199.208.23 Thu 16:07:49 (GMT) 01-Jul-2010
whoeverw! 199.208.23 Wed 15:11:34 (GMT) 30-Jun-2010
whoeverw| 199.208.23 Tue 14:39:01 (GMT) 29-Jun-2010
whoeverw! 199.208.23 Mon 12:09:46 (GMT) 28-Jun-2010
whoeverw! 71.178.113 Mon 03:36:42 (GMT) 28-Jun-2010
whoeverw! 71.178.113Sun 16:01:22 (GMT) 27-Jun-2010
whoeverw! 96.231.79.'Sat 13:12:49 (GMT) 26-Jun-2010
whoeverw! 199.208.23 Fri 15:34:28 (GMT) 25-Jun-2010
whoeverw! 199.208.23 Thu 19:54:34 (GMT) 24-Jun-2010
whoeverw| 199.208.23 Thu 17:24:54 (GMT) 24-Jun-2010
whoeverw! 199.208.23 Thu 12:47:03 (GMT) 24-Jun-2010
whoeverw! 199.208.23 Tue 18:36:11 (GMT) 22-Jun-2010
whoeverw! 199.208.23 Tue 14:45:01 (GMT) 22-Jun-2010
whoeverw| 199.208.23 Mon 14:12:52 (GMT) 21-Jun-2010
whoeverw! 71.178.105 Mon 00:36:28 (GMT) 21-Jun-2010
whoeverw! 204.212.13 Sun 13:16:08 (GMT) 20-Jun-2010
whoeverw! 204.212.13 Fri 19:19:33 (GMT) 18-Jun-2010
whoeverw!|204.212.13 Fri 17:19:28 (GMT) 18-Jun-2010
whoeverw! 204.212.13Thu 21:34:47 (GMT) 17-Jun-2010
whoeverw! 204.212.13Thu 17:07:10 (GMT) 17-Jun-2010
whoeverwl| 70.63.78.2( Wed 04:38:37 (GMT) 16-Jun-2010
whoeverw! 199.208.23 Tue 12:46:34 (GMT) 15-Jun-2010
whoeverw!|96.231.68.. Mon 09:16:18 (GMT) 14-Jun-2010
whoeverw| 96.231.68. Sun 16:08:58 (GMT) 13-Jun-2010
whoeverw| 71.178.104 Sun 11:15:56 (GMT) 13-Jun-2010
whoeverw! 71.191.18.:Sat 14:25:05 (GMT) 12-Jun-2010
whoeverwl! 71.191.18.:Sat 12:52:22 (GMT) 12-Jun-2010

001598



whoeverw| 71.191.18.:Sat 11:51:57 (GMT) 12-Jun-2010
whoeverw! 71.191.18.:Sat 11:43:05 (GMT) 12-Jun-2010
whoeverw! 128.82.41.. Fri 11:32:42 (GMT) 11-Jun-2010
whoeverw! 68.115.17€ Fri 01:03:24 (GMT) 11-Jun-2010
whoeverw! 68.115.17€ Thu 22:15:29 (GMT) 10-Jun-2010
whoeverw! 68.115.17€ Thu 19:28:28 (GMT) 10-Jun-2010
whoeverw! 68.115.17€ Thu 10:10:29 (GMT) 10-Jun-2010
whoeverw| 68.115.17€ Wed 20:05:22 (GMT) 09-Jun-2010
whoeverw| 68.115.17€ Wed 15:57:22 (GMT) 09-Jun-2010
whoeverw! 68.115.17€¢ Wed 13:22:49 (GMT) 09-Jun-2010
whoeverw! 68.115.17€¢ Wed 11:15:54 (GMT) 09-Jun-2010
whoeverw| 68.115.17€ Tue 22:21:53 (GMT) 08-Jun-2010
whoeverw| 68.115.17€ Tue 10:04:30 (GMT) 08-Jun-2010
whoeverw! 71.178.11C Sun 15:45:44 (GMT) 06-Jun-2010
whoeverw! 71.178.11C Sun 14:16:08 (GMT) 06-Jun-2010
whoeverw! 71.178.11C Sun 13:38:29 (GMT) 06-Jun-2010
whoeverw! 71.178.11C Sun 13:23:52 (GMT) 06-Jun-2010
whoeverw! 71.191.28.: Sat 14:48:02 (GMT) 05-Jun-2010
whoeverw! 71.191.28.:Sat 11:54:35 (GMT) 05-Jun-2010
whoeverwl 199.208.23 Fri 15:42:29 (GMT) 04-Jun-2010
whoeverwl 199.208.23 Fri 13:01:00 (GMT) 04-Jun-2010
whoeverw! 71.163.23€ Thu 21:58:15 (GMT) 03-Jun-2010
whoeverw! 71.163.23€ Thu 21:13:52 (GMT) 03-Jun-2010
whoeverw! 199.208.23 Thu 19:48:37 (GMT) 03-Jun-2010
whoeverw! 199.208.23 Thu 19:04:18 (GMT) 03-Jun-2010
whoeverw| 199.208.23 Thu 16:05:21 (GMT) 03-Jun-2010
whoeverw! 199.208.23 Thu 11:39:47 (GMT) 03-Jun-2010
whoeverw! 199.208.23 Wed 18:18:00 (GMT) 02-Jun-2010
whoeverwl| 199.208.23 Wed 14:50:19 (GMT) 02-Jun-2010
whoeverw! 199.208.23Wed 12:11:36 (GMT) 02-Jun-2010
whoeverw! 71.191.31. Tue 21:14:36 (GMT) 01-Jun-2010
whoeverw| 199.208.23 Tue 16:16:50 (GMT) 01-Jun-2010
whoeverw! 199.208.23 Tue 14:57:46 (GMT) 01-Jun-2010
whoeverw| 199.208.23 Tue 14:21:19 (GMT) 01-Jun-2010
whoeverw! 199.208.23 Tue 13:27:35 (GMT) 01-Jun-2010
whoeverw! 199.208.23 Tue 12:03:37 (GMT) 01-Jun-2010
whoeverw! 204.212.13 Sun 18:00:29 (GMT) 30-May-2010
whoeverw! 204.212.13Sun 13:44:18 (GMT) 30-May-2010
whoeverw!204.212.13 Sat 13:52:59 (GMT) 29-May-2010
whoeverw! 204.212.13 Fri 22:58:05 (GMT) 28-May-2010
whoeverwl! 71.191.31. Fri 13:55:53 (GMT) 28-May-2010
whoeverw! 71.191.31. Fri 12:01:45 (GMT) 28-May-2010
whoeverw! 71.191.20. Fri 03:49:09 (GMT) 28-May-2010
whoeverw! 199.208.23Thu 19:19:11 (GMT) 27-May-2010
whoeverw! 199.208.23 Thu 15:16:49 (GMT) 27-May-2010
whoeverw! 199.208.23 Thu 14:09:18 (GMT) 27-May-2010
whoeverw! 199.208.23 Thu 13:07:51 (GMT) 27-May-2010
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whoeverw! 199.208.23 Thu 11:46:25 (GMT) 27-May-2010
whoeverw| 199.208.23 Wed 15:03:01 (GMT) 26-May-2010
whoeverw! 199.208.23 Wed 10:46:59 (GMT) 26-May-2010
whoeverw! 199.208.23 Tue 17:08:10 (GMT) 25-May-2010
whoeverw! 199.208.23 Tue 12:08:27 (GMT) 25-May-2010
whoeverw! 199.208.23 Mon 12:16:29 (GMT) 24-May-2010
whoeverw! 71.178.108 Sun 20:00:15 (GMT) 23-May-2010
whoeverw| 71.178.108 Sun 14:42:27 (GMT) 23-May-2010
whoeverw| 96.241.135Sat 13:40:19 (GMT) 22-May-2010
whoeverw| 199.208.23 Fri 16:13:47 (GMT) 21-May-2010
whoeverw! 199.208.23 Fri 12:48:09 (GMT) 21-May-2010
whoeverw! 71.163.225 Thu 21:15:40 (GMT) 20-May-2010
whoeverw! 199.208.23 Thu 19:19:24 (GMT) 20-May-2010
whoeverw! 199.208.23 Thu 17:56:40 (GMT) 20-May-2010
whoeverw| 199.208.23 Thu 16:39:40 (GMT) 20-May-2010
whoeverw! 199.208.23 Thu 16:15:29 (GMT) 20-May-2010
whoeverw! 199.208.23 Thu 14:39:48 (GMT) 20-May-2010
whoeverw! 199.208.23Thu 11:56:47 (GMT) 20-May-2010
whoeverw! 71.191.24.: Thu 00:18:45 (GMT) 20-May-2010
whoeverwl| 71.191.24.: Wed 20:55:32 (GMT) 19-May-2010
whoeverwl! 71.178.10€ Wed 00:49:32 (GMT) 19-May-2010
whoeverw| 199.208.23 Tue 12:34:06 (GMT) 18-May-2010
whoeverw! 71.178.108 Tue 09:50:58 (GMT) 18-May-2010
whoeverw! 96.241.128 Tue 00:24:51 (GMT) 18-May-2010
whoeverw!| 96.241.128 Tue 00:24:51 (GMT) 18-May-2010
whoeverw! 71.191.21.: Mon 21:59:56 (GMT) 17-May-2010
whoeverw| 199.208.23 Mon 18:53:20 (GMT) 17-May-2010
whoeverwl 199.208.23 Mon 11:55:55 (GMT) 17-May-2010
whoeverw! 71.191.21.. Mon 03:13:53 (GMT) 17-May-2010
whoeverw| 71.178.103 Sun 18:31:50 (GMT) 16-May-2010
whoeverw! 71.178.103 Sun 15:50:04 (GMT) 16-May-2010
whoeverw! 71.178.103 Sun 15:22:27 (GMT) 16-May-2010
whoeverw! 96.241.12S Sat 15:37:31 (GMT) 15-May-2010
whoeverw! 199.208.23 Fri 16:56:31 (GMT) 14-May-2010
whoeverw! 199.208.23 Fri 12:21:03 (GMT) 14-May-2010
whoeverw! 71.178.108 Thu 13:12:12 (GMT) 13-May-2010
whoeverw! 71.178.108 Thu 12:09:40 (GMT) 13-May-2010
whoeverw| 199.208.23 Wed 18:34:28 (GMT) 12-May-2010
whoeverw! 199.208.23 Wed 13:22:06 (GMT) 12-May-2010
whoeverwl 96.231.75.: Wed 10:57:37 (GMT) 12-May-2010
whoeverw! 199.208.23 Tue 18:42:49 (GMT) 11-May-2010
whoeverw| 199.208.23 Tue 12:48:11 (GMT) 11-May-2010
whoeverw!|96.231.75.. Tue 09:47:17 (GMT) 11-May-2010
whoeverw! 96.231.75.: Tue 02:16:30 (GMT) 11-May-2010
whoeverw| 96.231.75.: Tue 00:30:33 (GMT) 11-May-2010
whoeverw| 96.231.75.: Tue 00:13:30 (GMT) 11-May-2010
whoeverw|96.231.75.: Mon 23:30:53 (GMT) 10-May-2010
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whoeverw! 199.208.23 Mon 18:39:07 (GMT) 10-May-2010
whoeverwl 199.208.23 Mon 15:20:50 (GMT) 10-May-2010
whoeverw| 199.208.23 Mon 12:15:09 (GMT) 10-May-2010
whoeverw! 71.191.26.:Sun 19:33:37 (GMT) 09-May-2010
whoeverw! 71.191.26. Sun 14:41:47 (GMT) 09-May-2010
whoeverw| 71.191.26.:Sun 12:18:19 (GMT) 09-May-2010
whoeverw!71.191.26. Sat 18:43:55 (GMT) 08-May-2010
whoeverw| 71.191.26. Sat 18:36:24 (GMT) 08-May-2010
whoeverw! 71.191.26.:Sat 17:31:10 (GMT) 08-May-2010
whoeverw| 71.191.26.: Sat 13:10:44 (GMT) 08-May-2010
whoeverw! 71.191.26. Sat 10:51:42 (GMT) 08-May-2010
whoeverwl 199.208.23 Fri 12:09:00 (GMT) 07-May-2010
whoeverw! 96.231.74. Fri 01:55:52 (GMT) 07-May-2010
whoeverw! 199.208.23 Thu 17:22:30 (GMT) 06-May-2010
whoeverw| 199.208.23 Thu 11:58:43 (GMT) 06-May-2010
whoeverwl! 71.178.104 Wed 21:30:50 (GMT) 05-May-2010
whoeverwl 199.208.23 Wed 12:53:56 (GMT) 05-May-2010
whoeverwl! 71.163.234 Wed 09:47:29 (GMT) 05-May-2010
whoeverw!| 96.231.68.: Tue 14:02:17 (GMT) 04-May-2010
whoeverw! 96.231.68.: Tue 12:05:04 (GMT) 04-May-2010
whoeverw! 199.208.23 Mon 14:42:45 (GMT) 03-May-2010
whoeverw! 199.208.23 Mon 12:28:47 (GMT) 03-May-2010
whoeverw!96.231.79.:Sun 11:56:26 (GMT) 02-May-2010
whoeverw! 96.231.79.:Sun 09:59:28 (GMT) 02-May-2010
whoeverw! 71.178.112 Sat 13:42:12 (GMT) 01-May-2010
whoeverw! 71.178.112 Sat 10:30:44 (GMT) 01-May-2010
whoeverw! 199.208.23 Fri 18:16:03 (GMT) 30-Apr-2010
whoeverw! 71.178.115Thu 21:59:18 (GMT) 29-Apr-2010
whoeverw! 199.208.23Thu 11:52:48 (GMT) 29-Apr-2010
whoeverwl! 71.191.29.: Thu 00:26:05 (GMT) 29-Apr-2010
whoeverw! 71.191.29.: Wed 21:51:29 (GMT) 28-Apr-2010
whoeverw| 199.208.23 Tue 12:06:46 (GMT) 27-Apr-2010
whoeverwl 199.208.23 Mon 12:03:47 (GMT) 26-Apr-2010
whoeverw| 71.191.16.:Sun 16:29:41 (GMT) 25-Apr-2010
whoeverw! 71.191.16. Sun 16:29:41 (GMT) 25-Apr-2010
whoeverw| 71.191.16.: Sun 15:20:02 (GMT) 25-Apr-2010
whoeverw! 71.191.16.: Sun 14:57:02 (GMT) 25-Apr-2010
whoeverw| 71.191.16.:Sun 14:11:37 (GMT) 25-Apr-2010
whoeverw!96.231.79.:Sat 13:29:47 (GMT) 24-Apr-2010
whoeverw! 199.208.23 Fri 12:04:43 (GMT) 23-Apr-2010
whoeverw! 199.208.23 Tue 14:10:12 (GMT) 20-Apr-2010
whoeverw| 71.178.115Tue 00:53:25 (GMT) 20-Apr-2010
whoeverw! 71.178.115 Mon 20:38:13 (GMT) 19-Apr-2010
whoeverw! 199.208.23 Mon 12:48:30 (GMT) 19-Apr-2010
whoeverw! 71.178.115Sun 13:14:28 (GMT) 18-Apr-2010
whoeverw| 71.178.115Sun 12:29:55 (GMT) 18-Apr-2010
whoeverw! 71.178.115 Sat 13:27:00 (GMT) 17-Apr-2010
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whoeverw! 71.178.115Sat 11:15:32 (GMT) 17-Apr-2010
whoeverw! 199.208.23 Fri 12:32:05 (GMT) 16-Apr-2010
whoeverw! 71.178.115 Thu 16:05:26 (GMT) 15-Apr-2010
whoeverw! 199.208.23 Thu 12:13:58 (GMT) 15-Apr-2010
whoeverwl 199.208.23 Wed 18:33:53 (GMT) 14-Apr-2010
whoeverwl 199.208.23 Wed 14:34:25 (GMT) 14-Apr-2010
whoeverw! 71.178.115 Tue 23:15:05 (GMT) 13-Apr-2010
whoeverw| 71.178.115Tue 22:57:42 (GMT) 13-Apr-2010
whoeverw! 199.208.23 Tue 18:01:20 (GMT) 13-Apr-2010
whoeverw| 199.208.23 Tue 15:01:15 (GMT) 13-Apr-2010
whoeverw! 71.178.115 Tue 09:22:20 (GMT) 13-Apr-2010
whoeverw! 71.178.115 Mon 23:59:51 (GMT) 12-Apr-2010
whoeverwl 199.208.23 Mon 19:34:43 (GMT) 12-Apr-2010
whoeverw| 199.208.23 Mon 17:58:03 (GMT) 12-Apr-2010
whoeverw! 199.208.23 Mon 15:21:54 (GMT) 12-Apr-2010
whoeverw! 199.208.23 Mon 12:57:40 (GMT) 12-Apr-2010
whoeverw! 199.208.23 Mon 11:51:14 (GMT) 12-Apr-2010
whoeverw| 71.178.115 Mon 08:49:01 (GMT) 12-Apr-2010
whoeverw! 71.178.115Sun 15:56:10 (GMT) 11-Apr-2010
whoeverw! 71.178.115Sat 11:01:08 (GMT) 10-Apr-2010
whoeverw! 96.241.132 Fri 15:38:42 (GMT) 09-Apr-2010
whoeverw! 199.208.23 Thu 12:29:00 (GMT) 08-Apr-2010
whoeverw! 199.208.23 Wed 12:26:59 (GMT) 07-Apr-2010
whoeverwl 12.53.175.:Mon 21:18:09 (GMT) 05-Apr-2010
whoeverw! 71.178.113 Sun 20:57:53 (GMT) 04-Apr-2010
whoeverw! 71.178.113 Sun 14:36:24 (GMT) 04-Apr-2010
whoeverw! 71.178.113 Sat 14:30:04 (GMT) 03-Apr-2010
whoeverwl 199.208.23 Fri 15:29:33 (GMT) 02-Apr-2010
whoeverw| 199.208.23 Fri 13:17:48 (GMT) 02-Apr-2010
whoeverw! 199.208.23 Fri 13:12:40 (GMT) 02-Apr-2010
whoeverw! 199.208.23 Thu 16:48:29 (GMT) 01-Apr-2010
whoeverw! 199.208.23 Wed 13:01:27 (GMT) 31-Mar-2010
whoeverwl 199.208.23 Tue 20:16:14 (GMT) 30-Mar-2010
whoeverw! 199.208.23 Tue 12:11:55 (GMT) 30-Mar-2010
whoeverw! 199.208.23 Mon 12:09:26 (GMT) 29-Mar-2010
whoeverw! 71.178.113 Mon 09:55:15 (GMT) 29-Mar-2010
whoeverw! 71.178.112 Sun 18:03:57 (GMT) 28-Mar-2010
whoeverw!71.178.112 Sun 15:06:05 (GMT) 28-Mar-2010
whoeverw| 71.178.112 Sat 16:19:35 (GMT) 27-Mar-2010
whoeverw| 71.178.112 Sat 14:55:50 (GMT) 27-Mar-2010
whoeverwl| 199.208.23 Fri 18:40:05 (GMT) 26-Mar-2010
whoeverw| 199.208.23 Fri 12:15:57 (GMT) 26-Mar-2010
whoeverw! 96.231.68.. Fri 01:53:21 (GMT) 26-Mar-2010
whoeverw! 96.241.13€ Thu 20:47:17 (GMT) 25-Mar-2010
whoeverw! 71.178.105 Thu 18:44:00 (GMT) 25-Mar-2010
whoeverw| 199.208.23 Thu 17:23:47 (GMT) 25-Mar-2010
whoeverw! 199.208.23 Thu 13:21:55 (GMT) 25-Mar-2010
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whoeverwl! 71.163.235Thu 00:35:59 (GMT) 25-Mar-2010
whoeverw!| 71.178.114 Wed 11:56:32 (GMT) 24-Mar-2010
whoeverw!|96.231.76.. Tue 21:28:03 (GMT) 23-Mar-2010
whoeverwl 199.208.23 Tue 15:34:45 (GMT) 23-Mar-2010
whoeverw! 199.208.23 Tue 12:46:17 (GMT) 23-Mar-2010
whoeverw| 199.208.23 Mon 19:36:29 (GMT) 22-Mar-2010
whoeverw! 199.208.23 Mon 16:57:10 (GMT) 22-Mar-2010
whoeverw! 199.208.23 Mon 14:16:35 (GMT) 22-Mar-2010
whoeverw! 199.208.23 Mon 12:08:46 (GMT) 22-Mar-2010
whoeverw! 71.163.234 Sun 17:20:59 (GMT) 21-Mar-2010
whoeverwl! 71.163.234 Sun 10:56:19 (GMT) 21-Mar-2010
whoeverw| 96.231.78.:Sat 12:17:06 (GMT) 20-Mar-2010
whoeverwl! 199.208.23 Fri 14:42:07 (GMT) 19-Mar-2010
whoeverw| 199.208.23 Fri 13:17:20 (GMT) 19-Mar-2010
whoeverw| 199.208.23 Fri 13:02:38 (GMT) 19-Mar-2010
whoeverw! 199.208.23 Fri 12:24:47 (GMT) 19-Mar-2010
whoeverwl! 71.191.18.  Fri 09:59:42 (GMT) 19-Mar-2010
whoeverw!71.191.18. Fri 08:31:38 (GMT) 19-Mar-2010
whoeverw! 199.208.23 Thu 19:38:34 (GMT) 18-Mar-2010
whoeverw| 71.178.108 Thu 08:15:35 (GMT) 18-Mar-2010
whoeverw! 71.178.108 Wed 21:17:12 (GMT) 17-Mar-2010
whoeverw| 199.208.23 Wed 18:26:30 (GMT) 17-Mar-2010
whoeverw! 199.208.23 Tue 16:21:37 (GMT) 16-Mar-2010
whoeverwl 199.208.23 Tue 13:59:03 (GMT) 16-Mar-2010
whoeverw| 199.208.23 Tue 12:10:56 (GMT) 16-Mar-2010
whoeverw| 199.208.23 Mon 19:24:51 (GMT) 15-Mar-2010
whoeverw! 199.208.23 Mon 16:39:01 (GMT) 15-Mar-2010
whoeverw! 199.208.23 Mon 14:57:36 (GMT) 15-Mar-2010
whoeverw! 199.208.23 Mon 14:08:45 (GMT) 15-Mar-2010
whoeverw| 199.208.23 Mon 13:01:41 (GMT) 15-Mar-2010
whoeverw| 71.163.233Sat 18:31:06 (GMT) 13-Mar-2010
whoeverwl 199.208.23 Fri 14:46:06 (GMT) 12-Mar-2010
whoeverwl 199.208.23 Mon 16:36:29 (GMT) 08-Mar-2010
whoeverw| 138.88.16.: Sat 12:29:53 (GMT) 06-Mar-2010
whoeverw| 199.208.23 Fri 14:09:22 (GMT) 05-Mar-2010
whoeverw! 199.208.23 Thu 19:50:08 (GMT) 04-Mar-2010
whoeverwl! 141.156.21Thu 12:34:14 (GMT) 04-Mar-2010
whoeverw! 199.208.23 Wed 15:10:20 (GMT) 03-Mar-2010
whoeverw! 141.156.43 Wed 09:50:19 (GMT) 03-Mar-2010
whoeverwl 199.208.23 Tue 17:01:00 (GMT) 02-Mar-2010
whoeverw| 199.208.23 Tue 13:35:16 (GMT) 02-Mar-2010
whoeverw| 141.156.25 Tue 02:38:42 (GMT) 02-Mar-2010
whoeverw| 138.88.245Sun 12:11:29 (GMT) 28-Feb-2010
whoeverwl 12.70.195.(Sat 00:54:52 (GMT) 27-Feb-2010
whoeverw| 12.70.195.(Fri 15:36:50 (GMT) 26-Feb-2010
whoeverw! 12.70.195.(Fri 14:12:35 (GMT) 26-Feb-2010
whoeverw! 12.70.195.(Thu 21:35:46 (GMT) 25-Feb-2010
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whoeverwl! 12.70.195.(Thu 17:32:20 (GMT) 25-Feb-2010
whoeverw!12.70.195.iThu 11:47:13 (GMT) 25-Feb-2010
whoeverw! 12.70.195.iWed 10:40:20 (GMT) 24-Feb-2010
whoeverwl 12.70.195.(Tue 19:42:48 (GMT) 23-Feb-2010
whoeverw! 12.70.195.(Tue 12:15:40 (GMT) 23-Feb-2010
whoeverw| 12.70.195.iMon 23:45:15 (GMT) 22-Feb-2010
whoeverw! 12.70.195.(Mon 04:26:19 (GMT) 22-Feb-2010
whoeverwl| 70.155.177 Sat 22:52:42 (GMT) 20-Feb-2010
whoeverw! 206.113.11Tue 22:35:04 (GMT) 16-Feb-2010
whoeverw! 206.113.11 Mon 22:08:58 (GMT) 15-Feb-2010
whoeverw! 206.113.11 Mon 22:08:14 (GMT) 15-Feb-2010
whoeverwl| 71.166.227 Thu 13:46:54 (GMT) 11-Feb-2010
whoeverw! 71.166.227 Wed 19:11:43 (GMT) 10-Feb-2010
whoeverw! 71.166.227 Wed 11:33:44 (GMT) 10-Feb-2010
whoeverw! 71.166.227 Wed 10:31:27 (GMT) 10-Feb-2010
whoeverw| 138.88.241Tue 12:03:52 (GMT) 09-Feb-2010
whoeverw| 138.88.20C Mon 18:24:11 (GMT) 08-Feb-2010
whoeverw| 138.88.20C Mon 14:44:29 (GMT) 08-Feb-2010
whoeverw| 138.88.20C Mon 13:57:19 (GMT) 08-Feb-2010
whoeverwl| 138.88.20C Mon 01:49:17 (GMT) 08-Feb-2010
whoeverwl| 138.88.20C Sun 20:09:54 (GMT) 07-Feb-2010
whoeverw| 138.88.218 Sun 14:50:13 (GMT) 07-Feb-2010
whoeverw| 138.88.218 Sat 15:21:18 (GMT) 06-Feb-2010
whoeverw| 138.88.255 Fri 22:48:08 (GMT) 05-Feb-2010
whoeverw| 138.88.255 Fri 21:12:19 (GMT) 05-Feb-2010
whoeverw| 141.156.1S Fri 17:51:26 (GMT) 05-Feb-2010
whoeverw| 138.88.221 Fri 00:18:32 (GMT) 05-Feb-2010
whoeverw| 138.88.221Thu 22:37:32 (GMT) 04-Feb-2010
whoeverw! 199.208.23 Thu 20:03:30 (GMT) 04-Feb-2010
whoeverw! 199.208.23Thu 19:11:07 (GMT) 04-Feb-2010
whoeverw! 199.208.23 Thu 17:35:25 (GMT) 04-Feb-2010
whoeverw! 199.208.23 Thu 16:29:08 (GMT) 04-Feb-2010
whoeverw! 199.208.23Thu 15:21:11 (GMT) 04-Feb-2010
whoeverw! 199.208.23Thu 12:58:18 (GMT) 04-Feb-2010
whoeverw! 141.156.25 Wed 21:15:20 (GMT) 03-Feb-2010
whoeverw! 141.156.43 Wed 12:09:17 (GMT) 03-Feb-2010
whoeverwl 141.156.43 Wed 10:45:55 (GMT) 03-Feb-2010
whoeverw! 199.208.23 Tue 20:22:10 (GMT) 02-Feb-2010
whoeverw| 199.208.23 Tue 20:08:10 (GMT) 02-Feb-2010
whoeverw! 199.208.23 Tue 18:26:09 (GMT) 02-Feb-2010
whoeverw! 199.208.23 Tue 17:40:26 (GMT) 02-Feb-2010
whoeverw| 199.208.23 Tue 15:55:39 (GMT) 02-Feb-2010
whoeverw| 141.156.43 Tue 10:50:59 (GMT) 02-Feb-2010
whoeverwl 141.156.43 Mon 22:52:35 (GMT) 01-Feb-2010
whoeverw! 199.208.23 Mon 20:21:18 (GMT) 01-Feb-2010
whoeverw| 199.208.23 Mon 19:36:27 (GMT) 01-Feb-2010
whoeverw| 199.208.23 Mon 17:53:54 (GMT) 01-Feb-2010
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whoeverwl 199.208.23 Mon 16:23:58 (GMT) 01-Feb-2010
whoeverw| 141.156.37 Sun 22:48:16 (GMT) 31-Jan-2010
whoeverw! 141.156.37 Sun 14:31:35 (GMT) 31-Jan-2010
whoeverwl| 141.156.37 Sat 14:42:43 (GMT) 30-Jan-2010
whoeverw! 199.208.23 Fri 14:23:33 (GMT) 29-Jan-2010
whoeverw| 138.88.23C Fri 01:24:37 (GMT) 29-Jan-2010
whoeverw| 199.208.23 Thu 20:50:08 (GMT) 28-Jan-2010
whoeverw! 199.208.23 Thu 12:53:28 (GMT) 28-Jan-2010
whoeverw| 138.88.211Wed 21:27:15 (GMT) 27-Jan-2010
whoeverw| 199.208.23 Wed 13:25:43 (GMT) 27-Jan-2010
whoeverw! 199.208.23 Tue 13:20:42 (GMT) 26-Jan-2010
whoeverw! 199.208.23 Mon 13:19:45 (GMT) 25-Jan-2010
whoeverwl| 138.88.253 Sun 12:50:47 (GMT) 24-Jan-2010
whoeverw! 199.208.23 Fri 13:12:28 (GMT) 22-Jan-2010
whoeverw| 138.88.16.. Fri 10:08:06 (GMT) 22-Jan-2010
whoeverw! 199.208.23 Thu 15:05:32 (GMT) 21-Jan-2010
whoeverwl 199.208.23 Wed 18:29:27 (GMT) 20-Jan-2010
whoeverw| 199.208.23 Tue 20:20:32 (GMT) 19-Jan-2010
whoeverw! 199.208.23 Tue 13:46:18 (GMT) 19-Jan-2010
whoeverwl| 141.156.3S Mon 13:11:31 (GMT) 18-Jan-2010
whoeverwl| 138.88.22€ Sun 17:06:01 (GMT) 17-Jan-2010
whoeverw| 138.88.22€ Sun 15:46:32 (GMT) 17-Jan-2010
whoeverw| 138.88.22€ Sun 13:36:57 (GMT) 17-Jan-2010
whoeverw| 138.88.22€ Sun 12:25:25 (GMT) 17-Jan-2010
whoeverw| 138.88.22€ Sun 12:24:38 (GMT) 17-Jan-2010
whoeverw! 199.208.23 Fri 12:38:14 (GMT) 15-Jan-2010
whoeverw! 199.208.23 Thu 20:11:36 (GMT) 14-Jan-2010
whoeverwl 141.156.24Thu 03:11:23 (GMT) 14-Jan-2010
whoeverw| 138.88.235 Wed 01:34:10 (GMT) 13-Jan-2010
whoeverw| 138.88.235 Tue 01:31:38 (GMT) 12-Jan-2010
whoeverw| 138.88.235 Tue 01:26:48 (GMT) 12-Jan-2010
whoeverw| 138.88.235 Tue 00:57:33 (GMT) 12-Jan-2010
whoeverwl| 138.88.24€ Sun 15:50:47 (GMT) 10-Jan-2010
whoeverw| 138.88.24€ Sun 14:18:48 (GMT) 10-Jan-2010
whoeverwl| 138.88.24€ Sat 13:55:33 (GMT) 09-Jan-2010
whoeverwl| 138.88.24€ Sat 11:55:37 (GMT) 09-Jan-2010
whoeverw! 199.208.23 Thu 13:13:36 (GMT) 07-Jan-2010
whoeverw| 199.208.23 Wed 14:44:46 (GMT) 06-Jan-2010
whoeverw| 199.208.23 Mon 18:26:00 (GMT) 04-Jan-2010
whoeverwl| 138.88.20S Mon 09:32:04 (GMT) 04-Jan-2010
whoeverwl| 138.88.20S Mon 01:39:55 (GMT) 04-Jan-2010
whoeverw| 138.88.20¢ Sun 15:09:57 (GMT) 03-Jan-2010
whoeverw! 138.88.20¢ Sun 13:21:04 (GMT) 03-Jan-2010
whoeverwl| 138.88.24C Sat 11:50:53 (GMT) 02-Jan-2010
whoeverwl| 138.88.24C Sat 09:45:33 (GMT) 02-Jan-2010
whoeverwl| 138.88.24C Sat 01:52:44 (GMT) 02-Jan-2010
whoeverw| 138.88.24C Thu 09:53:53 (GMT) 31-Dec-2009
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whoeverwl| 138.88.204 Wed 14:22:30 (GMT) 30-Dec-2009
whoeverw| 199.208.23 Tue 18:08:00 (GMT) 29-Dec-2009
whoeverw| 199.208.23 Tue 15:54:37 (GMT) 29-Dec-2009
whoeverw! 199.208.23 Tue 13:06:22 (GMT) 29-Dec-2009
whoeverwl 199.208.23 Mon 17:39:04 (GMT) 28-Dec-2009
whoeverw| 199.208.23 Mon 13:50:30 (GMT) 28-Dec-2009
whoeverw| 141.156.34 Sun 17:37:40 (GMT) 27-Dec-2009
whoeverwl| 141.156.24 Sat 18:26:32 (GMT) 26-Dec-2009
whoeverwl| 141.156.24 Sat 14:39:44 (GMT) 26-Dec-2009
whoeverw| 141.156.24 Sat 03:01:11 (GMT) 26-Dec-2009
whoeverwl! 141.156.24Thu 12:43:38 (GMT) 24-Dec-2009
whoeverwl 141.156.24 Wed 20:03:31 (GMT) 23-Dec-2009
whoeverwl 141.156.24 Wed 19:33:27 (GMT) 23-Dec-2009
whoeverw| 141.156.24 Wed 18:30:01 (GMT) 23-Dec-2009
whoeverw| 141.156.24 Wed 17:49:10 (GMT) 23-Dec-2009
whoeverwl 141.156.24 Wed 16:22:47 (GMT) 23-Dec-2009
whoeverwl 141.156.24 Wed 14:25:03 (GMT) 23-Dec-2009
whoeverw| 141.156.24 Wed 12:28:01 (GMT) 23-Dec-2009
whoeverw| 141.156.24 Tue 21:23:34 (GMT) 22-Dec-2009
whoeverw! 199.208.23 Tue 18:17:10 (GMT) 22-Dec-2009
whoeverw! 199.208.23 Tue 17:57:21 (GMT) 22-Dec-2009
whoeverw| 199.208.23 Tue 17:43:11 (GMT) 22-Dec-2009
whoeverw| 199.208.23 Tue 17:16:35 (GMT) 22-Dec-2009
whoeverw! 199.208.23 Tue 13:43:27 (GMT) 22-Dec-2009
whoeverwl 141.156.24 Mon 11:19:43 (GMT) 21-Dec-2009
whoeverw| 141.156.24 Mon 09:40:47 (GMT) 21-Dec-2009
whoeverw| 138.88.225 Sun 15:58:10 (GMT) 20-Dec-2009
whoeverw| 138.88.22S Sun 11:13:19 (GMT) 20-Dec-2009
whoeverw| 138.88.222 Sat 11:58:28 (GMT) 19-Dec-2009
whoeverw| 138.88.222 Sat 11:58:01 (GMT) 19-Dec-2009
whoeverw| 138.88.222 Sat 11:47:55 (GMT) 19-Dec-2009
whoeverw| 138.88.222 Sat 10:33:44 (GMT) 19-Dec-2009
whoeverw| 138.88.222 Sat 09:33:44 (GMT) 19-Dec-2009
whoeverw| 199.208.23 Fri 18:20:30 (GMT) 18-Dec-2009
whoeverw! 199.208.23 Fri 13:32:08 (GMT) 18-Dec-2009
whoeverw! 199.208.23 Thu 12:36:06 (GMT) 17-Dec-2009
whoeverw| 138.88.218 Thu 09:20:11 (GMT) 17-Dec-2009
whoeverw| 138.88.21& Thu 02:06:14 (GMT) 17-Dec-2009
whoeverw| 138.88.218 Thu 01:13:49 (GMT) 17-Dec-2009
whoeverwl 199.208.23 Wed 19:33:13 (GMT) 16-Dec-2009
whoeverw| 138.88.21& Wed 10:11:47 (GMT) 16-Dec-2009
whoeverw| 138.88.218 Tue 17:06:52 (GMT) 15-Dec-2009
whoeverw| 199.208.23 Tue 12:53:42 (GMT) 15-Dec-2009
whoeverw| 138.88.21& Mon 22:25:52 (GMT) 14-Dec-2009
whoeverwl 199.208.23 Mon 13:42:46 (GMT) 14-Dec-2009
whoeverw| 138.88.218 Sun 19:40:28 (GMT) 13-Dec-2009
whoeverw| 138.88.218 Sun 16:28:10 (GMT) 13-Dec-2009
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whoeverw| 138.88.218 Sun 15:16:59 (GMT) 13-Dec-2009
whoeverw| 138.88.218 Sun 12:24:12 (GMT) 13-Dec-2009
whoeverw| 138.88.218 Sat 18:23:22 (GMT) 12-Dec-2009
whoeverw| 138.88.218 Sat 12:06:31 (GMT) 12-Dec-2009
whoeverw! 199.208.23 Fri 13:20:13 (GMT) 11-Dec-2009
whoeverw! 141.156.22 Fri 10:18:11 (GMT) 11-Dec-2009
whoeverw| 138.88.195 Thu 01:50:04 (GMT) 10-Dec-2009
whoeverwl 138.88.195 Wed 23:39:47 (GMT) 09-Dec-2009
whoeverw! 199.208.23 Fri 18:31:00 (GMT) 04-Dec-2009
whoeverw| 199.208.23 Fri 12:51:53 (GMT) 04-Dec-2009
whoeverw| 199.208.23 Wed 16:20:35 (GMT) 02-Dec-2009
whoeverwl 199.208.23 Wed 13:22:03 (GMT) 02-Dec-2009
whoeverw! 199.208.23 Tue 14:51:35 (GMT) 01-Dec-2009
whoeverw| 138.88.224 Tue 01:33:49 (GMT) 01-Dec-2009
whoeverw! 199.208.23 Mon 13:21:01 (GMT) 30-Nov-2009
whoeverwl| 138.88.224 Mon 03:38:58 (GMT) 30-Nov-2009
whoeverw| 138.88.224 Sat 16:30:43 (GMT) 28-Nov-2009
whoeverw! 138.88.224 Thu 14:01:49 (GMT) 26-Nov-2009
whoeverw| 138.88.224 Wed 01:04:47 (GMT) 25-Nov-2009
whoeverwl| 138.88.224 Tue 01:56:02 (GMT) 24-Nov-2009
whoeverwl 199.208.23 Mon 14:37:06 (GMT) 23-Nov-2009
whoeverw! 138.88.224 Sun 11:35:19 (GMT) 22-Nov-2009
whoeverw| 138.88.224 Sat 13:07:35 (GMT) 21-Nov-2009
whoeverw| 138.88.224 Sat 11:57:12 (GMT) 21-Nov-2009
whoeverwl 195.145.13Thu 23:49:46 (GMT) 19-Nov-2009
whoeverw! 195.145.13Thu 08:17:23 (GMT) 19-Nov-2009
whoeverw! 195.145.13 Wed 12:02:00 (GMT) 18-Nov-2009
whoeverw! 195.145.13 Tue 21:28:48 (GMT) 17-Nov-2009
whoeverwl 195.145.13 Tue 20:22:50 (GMT) 17-Nov-2009
whoeverwl| 195.145.13 Mon 17:02:59 (GMT) 16-Nov-2009
whoeverw! 195.145.13 Mon 11:51:09 (GMT) 16-Nov-2009
whoeverwl 195.145.13Sun 16:51:21 (GMT) 15-Nov-2009
whoeverw| 138.88.51. Sat 13:12:24 (GMT) 14-Nov-2009
whoeverw| 138.88.51.: Sat 04:53:40 (GMT) 14-Nov-2009
whoeverw! 199.208.23 Fri 13:51:43 (GMT) 13-Nov-2009
whoeverw| 138.88.51.: Thu 23:51:26 (GMT) 12-Nov-2009
whoeverw! 199.208.23 Thu 12:44:15 (GMT) 12-Nov-2009
whoeverw| 138.88.51.. Wed 12:26:06 (GMT) 11-Nov-2009
whoeverw! 138.88.51.. Wed 05:56:34 (GMT) 11-Nov-2009
whoeverw! 199.208.23 Tue 13:57:12 (GMT) 10-Nov-2009
whoeverwl 199.208.23 Mon 13:13:02 (GMT) 09-Nov-2009
whoeverw! 138.88.11¢ Sun 15:33:03 (GMT) 08-Nov-2009
whoeverw! 138.88.11¢ Sun 12:31:41 (GMT) 08-Nov-2009
whoeverw| 138.88.11S Sat 13:07:50 (GMT) 07-Nov-2009
whoeverwl 199.208.23 Fri 13:50:56 (GMT) 06-Nov-2009
whoeverw! 141.156.22 Fri 01:29:04 (GMT) 06-Nov-2009
whoeverw! 141.156.15 Thu 02:22:43 (GMT) 05-Nov-2009
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whoeverw! 199.208.23 Wed 17:43:11 (GMT) 04-Nov-2009
whoeverw! 199.208.23 Tue 18:01:51 (GMT) 03-Nov-2009
whoeverw! 199.208.23 Tue 15:42:36 (GMT) 03-Nov-2009
whoeverwl 199.208.23 Tue 13:05:20 (GMT) 03-Nov-2009
whoeverw| 138.88.19S Tue 01:33:24 (GMT) 03-Nov-2009
whoeverw| 199.208.23 Mon 20:19:06 (GMT) 02-Nov-2009
whoeverw! 199.208.23 Mon 17:55:11 (GMT) 02-Nov-2009
whoeverwl 199.208.23 Mon 13:39:52 (GMT) 02-Nov-2009
whoeverwl| 138.88.24S Sun 18:14:18 (GMT) 01-Nov-2009
whoeverw| 138.88.24< Sun 17:00:52 (GMT) 01-Nov-2009
whoeverw! 141.156.25Sun 12:44:13 (GMT) 01-Nov-2009
whoeverwl| 141.156.25Sat 12:32:58 (GMT) 31-Oct-2009
whoeverwl 141.156.25Sat 12:04:22 (GMT) 31-Oct-2009
whoeverw| 138.88.16.  Fri 11:37:04 (GMT) 30-Oct-2009
whoeverw| 199.208.23 Thu 18:06:05 (GMT) 29-Oct-2009
whoeverw! 199.208.23 Thu 12:34:23 (GMT) 29-Oct-2009
whoeverw! 199.208.23 Wed 17:38:42 (GMT) 28-Oct-2009
whoeverw| 199.208.23 Wed 12:25:53 (GMT) 28-Oct-2009
whoeverw| 141.156.22 Tue 21:56:58 (GMT) 27-Oct-2009
whoeverwl 141.156.23 Tue 20:46:38 (GMT) 27-Oct-2009
whoeverw| 138.88.228 Tue 11:44:20 (GMT) 27-Oct-2009
whoeverw| 138.88.22&8 Tue 02:47:57 (GMT) 27-Oct-2009
whoeverw| 199.208.23 Mon 19:30:16 (GMT) 26-Oct-2009
whoeverw! 199.208.23 Mon 15:28:46 (GMT) 26-Oct-2009
whoeverw! 199.208.23 Mon 12:06:01 (GMT) 26-Oct-2009
whoeverw| 138.88.245 Mon 02:41:03 (GMT) 26-Oct-2009
whoeverw| 138.88.245 Sat 14:20:35 (GMT) 24-Oct-2009
whoeverwl| 138.88.245 Sat 12:51:19 (GMT) 24-Oct-2009
whoeverw! 199.208.23 Fri 18:16:32 (GMT) 23-Oct-2009
whoeverw! 199.208.23 Fri 11:39:07 (GMT) 23-Oct-2009
whoeverw| 138.88.105 Thu 19:26:22 (GMT) 22-Oct-2009
whoeverw! 199.208.23 Thu 12:26:38 (GMT) 22-Oct-2009
whoeverwl 199.208.23 Wed 19:15:47 (GMT) 21-Oct-2009
whoeverw! 199.208.23 Wed 12:34:33 (GMT) 21-Oct-2009
whoeverw| 141.156.25 Wed 01:22:45 (GMT) 21-Oct-2009
whoeverw! 199.208.23 Tue 12:47:36 (GMT) 20-Oct-2009
whoeverwl| 138.88.224 Mon 20:25:36 (GMT) 19-Oct-2009
whoeverw| 199.208.23 Mon 12:53:41 (GMT) 19-Oct-2009
whoeverw| 138.88.251Sun 16:50:59 (GMT) 18-Oct-2009
whoeverwl| 138.88.251Sun 14:58:53 (GMT) 18-Oct-2009
whoeverw| 138.88.251Sun 13:26:38 (GMT) 18-Oct-2009
whoeverw| 138.88.212 Sun 00:23:28 (GMT) 18-Oct-2009
whoeverw| 138.88.212 Sat 17:07:15 (GMT) 17-Oct-2009
whoeverw| 138.88.212 Sat 06:52:34 (GMT) 17-Oct-2009
whoeverw| 138.88.198 Sat 00:00:18 (GMT) 17-Oct-2009
whoeverw| 138.88.198 Fri 21:23:49 (GMT) 16-Oct-2009
whoeverw! 199.208.23 Fri 12:43:02 (GMT) 16-Oct-2009
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whoeverwl| 138.88.89.. Thu 20:46:53 (GMT) 15-Oct-2009
whoeverw| 138.88.89.. Thu 10:15:17 (GMT) 15-Oct-2009
whoeverw| 138.88.89.. Thu 02:54:18 (GMT) 15-Oct-2009
whoeverwl| 138.88.89.: Thu 00:22:22 (GMT) 15-Oct-2009
whoeverw| 138.88.89.: Wed 22:03:52 (GMT) 14-Oct-2009
whoeverw| 199.208.23 Wed 11:40:53 (GMT) 14-Oct-2009
whoeverw| 138.88.89.. Wed 00:48:27 (GMT) 14-Oct-2009
whoeverw| 138.88.89.: Wed 00:48:04 (GMT) 14-Oct-2009
whoeverwl 199.208.23 Tue 20:16:54 (GMT) 13-Oct-2009
whoeverw| 199.208.23 Tue 18:49:37 (GMT) 13-Oct-2009
whoeverw! 199.208.23 Tue 17:01:13 (GMT) 13-Oct-2009
whoeverw! 199.208.23 Tue 15:01:56 (GMT) 13-Oct-2009
whoeverw! 199.208.23 Tue 11:53:36 (GMT) 13-Oct-2009
whoeverw| 138.88.89.. Mon 23:28:03 (GMT) 12-Oct-2009
whoeverw| 138.88.89.. Mon 20:14:18 (GMT) 12-Oct-2009
whoeverw| 138.88.89.: Mon 13:09:43 (GMT) 12-Oct-2009
whoeverw| 138.88.89.: Mon 12:39:02 (GMT) 12-Oct-2009
whoeverw| 138.88.89..Sun 13:59:54 (GMT) 11-Oct-2009
whoeverw| 138.88.89..Sun 11:36:29 (GMT) 11-Oct-2009
whoeverwl| 138.88.89.: Sat 10:55:45 (GMT) 10-Oct-2009
whoeverw| 138.88.89.. Fri 21:06:53 (GMT) 09-Oct-2009
whoeverw| 199.208.23 Fri 17:15:56 (GMT) 09-Oct-2009
whoeverw! 199.208.23 Fri 12:08:10 (GMT) 09-Oct-2009
whoeverw! 199.208.23 Thu 17:10:01 (GMT) 08-Oct-2009
whoeverw! 199.208.23 Thu 12:58:59 (GMT) 08-Oct-2009
whoeverw| 199.208.23 Wed 11:54:36 (GMT) 07-Oct-2009
whoeverw| 138.88.89.. Tue 21:34:29 (GMT) 06-Oct-2009
whoeverw! 199.208.23 Tue 12:13:24 (GMT) 06-Oct-2009
whoeverwl| 138.88.23& Tue 00:43:01 (GMT) 06-Oct-2009
whoeverw| 138.88.23& Tue 00:18:00 (GMT) 06-Oct-2009
whoeverw| 199.208.23 Mon 12:47:05 (GMT) 05-Oct-2009
whoeverw| 138.88.214 Sun 19:54:01 (GMT) 04-Oct-2009
whoeverwl| 138.88.214 Sun 14:38:36 (GMT) 04-Oct-2009
whoeverw| 138.88.48.; Sat 12:40:33 (GMT) 03-Oct-2009
whoeverw| 138.88.48..Sat 12:22:23 (GMT) 03-Oct-2009
whoeverw! 199.208.23 Fri 18:53:08 (GMT) 02-Oct-2009
whoeverw! 199.208.23 Fri 13:47:37 (GMT) 02-Oct-2009
whoeverw| 138.88.122 Fri 03:06:38 (GMT) 02-Oct-2009
whoeverw| 199.208.23 Thu 18:55:59 (GMT) 01-Oct-2009
whoeverw! 199.208.23 Thu 16:30:02 (GMT) 01-Oct-2009
whoeverw! 199.208.23 Thu 12:46:46 (GMT) 01-Oct-2009
whoeverw| 199.208.23 Wed 18:22:59 (GMT) 30-Sep-2009
whoeverw| 199.208.23 Wed 16:57:48 (GMT) 30-Sep-2009
whoeverwl 199.208.23 Wed 15:23:43 (GMT) 30-Sep-2009
whoeverwl 199.208.23 Wed 12:21:14 (GMT) 30-Sep-2009
whoeverw| 138.88.105 Wed 01:53:56 (GMT) 30-Sep-2009
whoeverw| 138.88.105 Wed 01:42:18 (GMT) 30-Sep-2009
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whoeverwl 199.208.23 Tue 16:35:53 (GMT) 29-Sep-2009
whoeverw| 141.156.3S Tue 01:10:21 (GMT) 29-Sep-2009
whoeverw| 138.88.232 Mon 23:11:37 (GMT) 28-Sep-2009
whoeverw! 199.208.23 Mon 19:23:11 (GMT) 28-Sep-2009
whoeverwl 199.208.23 Mon 11:39:59 (GMT) 28-Sep-2009
whoeverw| 138.88.122 Sun 13:16:14 (GMT) 27-Sep-2009
whoeverw| 138.88.122 Sun 09:49:34 (GMT) 27-Sep-2009
whoeverw| 138.88.122 Sun 03:24:51 (GMT) 27-Sep-2009
whoeverw| 138.88.122 Sat 17:12:50 (GMT) 26-Sep-2009
whoeverw| 138.88.122 Sat 14:06:34 (GMT) 26-Sep-2009
whoeverw| 138.88.122 Sat 13:42:36 (GMT) 26-Sep-2009
whoeverwl| 138.88.122 Sat 04:31:07 (GMT) 26-Sep-2009
whoeverwl| 138.88.20€ Fri 14:38:10 (GMT) 25-Sep-2009
whoeverw| 138.88.20€ Fri 13:31:57 (GMT) 25-Sep-2009
whoeverw| 138.88.20€ Fri 12:53:56 (GMT) 25-Sep-2009
whoeverw| 138.88.201 Thu 14:35:56 (GMT) 24-Sep-2009
whoeverw| 138.88.201 Thu 10:58:38 (GMT) 24-Sep-2009
whoeverw| 138.88.201 Thu 02:14:32 (GMT) 24-Sep-2009
whoeverw| 141.156.25 Wed 17:14:24 (GMT) 23-Sep-2009
whoeverw| 138.88.194 Wed 13:56:50 (GMT) 23-Sep-2009
whoeverw| 138.88.194 Wed 12:58:58 (GMT) 23-Sep-2009
whoeverw| 138.88.194 Wed 12:50:07 (GMT) 23-Sep-2009
whoeverw| 138.88.194 Wed 11:38:29 (GMT) 23-Sep-2009
whoeverw| 138.88.222 Tue 19:22:15 (GMT) 22-Sep-2009
whoeverw| 138.88.222 Tue 12:44:41 (GMT) 22-Sep-2009
whoeverw| 138.88.222 Tue 11:30:22 (GMT) 22-Sep-2009
whoeverw| 138.88.222 Tue 10:52:34 (GMT) 22-Sep-2009
whoeverw| 138.88.222 Tue 03:13:14 (GMT) 22-Sep-2009
whoeverw| 138.88.255 Mon 14:07:28 (GMT) 21-Sep-2009
whoeverw| 138.88.255 Mon 11:35:40 (GMT) 21-Sep-2009
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Search for whoeverwhereever
Date Range 01-Sep-2009 00:00:00 / 14-Aug-2010 23:59:59
Total Resul 674

Yahoo ID IP Address Login Time
whoeverw!71.191.22.:Sat 12:07:14 (GMT) 14-Aug-2010
whoeverw! 71.191.22.:Thu 21:17:32 (GMT) 12-Aug-2010
whoeverwl! 71.191.22.: Tue 00:46:40 (GMT) 10-Aug-2010
whoeverwl! 71.191.22.:Sun 17:41:32 (GMT) 08-Aug-2010
whoeverw!71.191.22.:Sat 13:19:13 (GMT) 07-Aug-2010
whoeverw! 199.208.23 Thu 18:45:27 (GMT) 05-Aug-2010
whoeverw! 71.191.22.: Wed 16:50:16 (GMT) 04-Aug-2010
whoeverwl! 71.163.233 Tue 21:33:54 (GMT) 03-Aug-2010
whoeverw! 199.208.23 Tue 13:09:54 (GMT) 03-Aug-2010
whoeverw! 96.231.81. Tue 03:56:19 (GMT) 03-Aug-2010
whoeverw!| 96.231.81.. Mon 05:05:31 (GMT) 02-Aug-2010
whoeverw! 12.192.13.; Fri 16:25:30 (GMT) 30-Jul-2010
whoeverw! 12.192.13.: Thu 20:55:35 (GMT) 29-Jul-2010
whoeverwl 12.192.13.: Wed 19:59:19 (GMT) 28-Jul-2010
whoeverw! 71.191.25.: Tue 14:30:14 (GMT) 27-Jul-2010
whoeverw! 71.163.232 Tue 11:13:18 (GMT) 27-Jul-2010
whoeverwl! 71.191.24.:Mon 18:01:58 (GMT) 26-Jul-2010
whoeverwl! 71.191.24.. Mon 17:22:37 (GMT) 26-Jul-2010
whoeverwl! 71.191.30.: Mon 13:38:16 (GMT) 26-Jul-2010
whoeverw! 71.178.11€ Sun 16:10:07 (GMT) 25-Jul-2010
whoeverw! 71.178.11€ Sun 16:02:35 (GMT) 25-Jul-2010
whoeverw| 71.178.11€ Sun 15:07:07 (GMT) 25-Jul-2010
whoeverw! 71.178.11€ Sun 13:15:11 (GMT) 25-Jul-2010
whoeverw! 98.247.16S Fri 06:31:51 (GMT) 23-Jul-2010
whoeverw! 98.247.16S Thu 20:50:48 (GMT) 22-Jul-2010
whoeverw! 98.247.16S Thu 19:11:31 (GMT) 22-Jul-2010
whoeverw| 98.247.16S Thu 07:04:46 (GMT) 22-Jul-2010
whoeverw! 71.217.32.. Wed 04:57:57 (GMT) 21-Jul-2010
whoeverw! 199.208.23 Fri 15:58:34 (GMT) 16-Jul-2010
whoeverw! 199.208.23 Thu 12:22:53 (GMT) 15-Jul-2010
whoeverw! 71.191.31.: Tue 23:33:00 (GMT) 13-Jul-2010
whoeverw! 199.208.23 Tue 15:41:34 (GMT) 13-Jul-2010
whoeverw! 199.208.23 Tue 13:20:48 (GMT) 13-Jul-2010
whoeverw! 71.191.16.: Tue 09:42:28 (GMT) 13-Jul-2010
whoeverwl| 71.178.107 Mon 23:02:21 (GMT) 12-Jul-2010
whoeverw| 199.208.23 Mon 17:49:02 (GMT) 12-Jul-2010
whoeverw! 71.163.22€ Mon 02:02:56 (GMT) 12-Jul-2010
whoeverwl| 71.163.22€ Sun 15:09:57 (GMT) 11-Jul-2010
whoeverwl| 71.163.22€ Sat 20:05:45 (GMT) 10-Jul-2010
whoeverw! 199.208.23 Fri 14:55:22 (GMT) 09-Jul-2010
whoeverw!| 96.231.76. Thu 09:48:21 (GMT) 08-Jul-2010
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whoeverwl| 199.208.23 Wed 17:40:53 (GMT) 07-Jul-2010
whoeverw| 199.208.23 Tue 16:05:20 (GMT) 06-Jul-2010
whoeverw! 204.212.13Sun 14:37:37 (GMT) 04-Jul-2010
whoeverw! 204.212.13Sun 12:24:10 (GMT) 04-Jul-2010
whoeverw! 204.212.13 Sat 03:47:30 (GMT) 03-Jul-2010
whoeverw! 204.212.13Sat 01:00:20 (GMT) 03-Jul-2010
whoeverw! 71.191.24. Fri 13:44:11 (GMT) 02-Jul-2010
whoeverwl! 71.191.24. Fri 12:50:21 (GMT) 02-Jul-2010
whoeverwl! 71.191.24. Fri 11:53:16 (GMT) 02-Jul-2010
whoeverw! 199.208.23 Thu 16:07:49 (GMT) 01-Jul-2010
whoeverw! 199.208.23 Wed 15:11:34 (GMT) 30-Jun-2010
whoeverw! 199.208.23 Tue 14:39:01 (GMT) 29-Jun-2010
whoeverwl 199.208.23 Mon 12:09:46 (GMT) 28-Jun-2010
whoeverw! 71.178.113 Mon 03:36:42 (GMT) 28-Jun-2010
whoeverw! 71.178.113 Sun 16:01:22 (GMT) 27-Jun-2010
whoeverwl 96.231.79.!Sat 13:12:49 (GMT) 26-Jun-2010
whoeverwl 199.208.23 Fri 15:34:28 (GMT) 25-Jun-2010
whoeverw! 199.208.23 Thu 19:54:34 (GMT) 24-Jun-2010
whoeverw! 199.208.23 Thu 17:24:54 (GMT) 24-Jun-2010
whoeverw! 199.208.23 Thu 12:47:03 (GMT) 24-Jun-2010
whoeverw! 199.208.23 Tue 18:36:11 (GMT) 22-Jun-2010
whoeverw| 199.208.23 Tue 14:45:01 (GMT) 22-Jun-2010
whoeverw! 199.208.23 Mon 14:12:52 (GMT) 21-Jun-2010
whoeverwl| 71.178.105 Mon 00:36:28 (GMT) 21-Jun-2010
whoeverw! 204.212.13 Sun 13:16:08 (GMT) 20-Jun-2010
whoeverw!| 204.212.13 Fri 19:19:33 (GMT) 18-Jun-2010
whoeverw!204.212.13 Fri 17:19:28 (GMT) 18-Jun-2010
whoeverw! 204.212.13Thu 21:34:47 (GMT) 17-Jun-2010
whoeverw! 204.212.13Thu 17:07:10 (GMT) 17-Jun-2010
whoeverw! 70.63.78.2(Wed 04:38:37 (GMT) 16-Jun-2010
whoeverw! 199.208.23 Tue 12:46:34 (GMT) 15-Jun-2010
whoeverw| 96.231.68.. Mon 09:16:18 (GMT) 14-Jun-2010
whoeverw| 96.231.68. Sun 16:08:58 (GMT) 13-Jun-2010
whoeverw! 71.178.104 Sun 11:15:56 (GMT) 13-Jun-2010
whoeverwl! 71.191.18.:Sat 14:25:05 (GMT) 12-Jun-2010
whoeverw! 71.191.18.:Sat 12:52:22 (GMT) 12-Jun-2010
whoeverwl! 71.191.18.:Sat 11:51:57 (GMT) 12-Jun-2010
whoeverw! 71.191.18.:Sat 11:43:05 (GMT) 12-Jun-2010
whoeverw! 128.82.41.. Fri 11:32:42 (GMT) 11-Jun-2010
whoeverw! 68.115.17€ Fri 01:03:24 (GMT) 11-Jun-2010
whoeverw| 68.115.17€ Thu 22:15:29 (GMT) 10-Jun-2010
whoeverw! 68.115.17€ Thu 19:28:28 (GMT) 10-Jun-2010
whoeverw! 68.115.17€ Thu 10:10:29 (GMT) 10-Jun-2010
whoeverw| 68.115.17€ Wed 20:05:22 (GMT) 09-Jun-2010
whoeverw| 68.115.17€ Wed 15:57:22 (GMT) 09-Jun-2010
whoeverw! 68.115.17€ Wed 13:22:49 (GMT) 09-Jun-2010
whoeverw! 68.115.17€¢ Wed 11:15:54 (GMT) 09-Jun-2010
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whoeverw| 68.115.17€ Tue 22:21:53 (GMT) 08-Jun-2010
whoeverw! 68.115.17€ Tue 10:04:30 (GMT) 08-Jun-2010
whoeverw! 71.178.11C Sun 15:45:44 (GMT) 06-Jun-2010
whoeverw| 71.178.11C Sun 14:16:08 (GMT) 06-Jun-2010
whoeverw! 71.178.11C Sun 13:38:29 (GMT) 06-Jun-2010
whoeverw! 71.178.11C Sun 13:23:52 (GMT) 06-Jun-2010
whoeverw! 71.191.28.: Sat 14:48:02 (GMT) 05-Jun-2010
whoeverwl 71.191.28.:Sat 11:54:35 (GMT) 05-Jun-2010
whoeverwl! 199.208.23 Fri 15:42:29 (GMT) 04-Jun-2010
whoeverw! 199.208.23 Fri 13:01:00 (GMT) 04-Jun-2010
whoeverw! 71.163.23€ Thu 21:58:15 (GMT) 03-Jun-2010
whoeverwl 71.163.23€ Thu 21:13:52 (GMT) 03-Jun-2010
whoeverw! 199.208.23 Thu 19:48:37 (GMT) 03-Jun-2010
whoeverw! 199.208.23 Thu 19:04:18 (GMT) 03-Jun-2010
whoeverw! 199.208.23 Thu 16:05:21 (GMT) 03-Jun-2010
whoeverw! 199.208.23 Thu 11:39:47 (GMT) 03-Jun-2010
whoeverw| 199.208.23 Wed 18:18:00 (GMT) 02-Jun-2010
whoeverw! 199.208.23 Wed 14:50:19 (GMT) 02-Jun-2010
whoeverw! 199.208.23Wed 12:11:36 (GMT) 02-Jun-2010
whoeverw! 71.191.31. Tue 21:14:36 (GMT) 01-Jun-2010
whoeverw! 199.208.23 Tue 16:16:50 (GMT) 01-Jun-2010
whoeverw| 199.208.23 Tue 14:57:46 (GMT) 01-Jun-2010
whoeverw! 199.208.23 Tue 14:21:19 (GMT) 01-Jun-2010
whoeverw! 199.208.23 Tue 13:27:35 (GMT) 01-Jun-2010
whoeverw! 199.208.23 Tue 12:03:37 (GMT) 01-Jun-2010
whoeverw! 204.212.13 Sun 18:00:29 (GMT) 30-May-2010
whoeverw! 204.212.13Sun 13:44:18 (GMT) 30-May-2010
whoeverw! 204.212.13Sat 13:52:59 (GMT) 29-May-2010
whoeverw! 204.212.13 Fri 22:58:05 (GMT) 28-May-2010
whoeverwl! 71.191.31. Fri 13:55:53 (GMT) 28-May-2010
whoeverw! 71.191.31. Fri 12:01:45 (GMT) 28-May-2010
whoeverwl! 71.191.20. Fri 03:49:09 (GMT) 28-May-2010
whoeverw! 199.208.23Thu 19:19:11 (GMT) 27-May-2010
whoeverw! 199.208.23 Thu 15:16:49 (GMT) 27-May-2010
whoeverw! 199.208.23 Thu 14:09:18 (GMT) 27-May-2010
whoeverw! 199.208.23 Thu 13:07:51 (GMT) 27-May-2010
whoeverw! 199.208.23Thu 11:46:25 (GMT) 27-May-2010
whoeverw! 199.208.23 Wed 15:03:01 (GMT) 26-May-2010
whoeverw! 199.208.23 Wed 10:46:59 (GMT) 26-May-2010
whoeverw! 199.208.23 Tue 17:08:10 (GMT) 25-May-2010
whoeverw! 199.208.23 Tue 12:08:27 (GMT) 25-May-2010
whoeverw! 199.208.23 Mon 12:16:29 (GMT) 24-May-2010
whoeverw! 71.178.108 Sun 20:00:15 (GMT) 23-May-2010
whoeverw! 71.178.108 Sun 14:42:27 (GMT) 23-May-2010
whoeverw! 96.241.135Sat 13:40:19 (GMT) 22-May-2010
whoeverw! 199.208.23 Fri 16:13:47 (GMT) 21-May-2010
whoeverw! 199.208.23 Fri 12:48:09 (GMT) 21-May-2010
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whoeverw! 71.163.225 Thu 21:15:40 (GMT) 20-May-2010
whoeverw! 199.208.23 Thu 19:19:24 (GMT) 20-May-2010
whoeverw! 199.208.23 Thu 17:56:40 (GMT) 20-May-2010
whoeverw! 199.208.23 Thu 16:39:40 (GMT) 20-May-2010
whoeverw! 199.208.23 Thu 16:15:29 (GMT) 20-May-2010
whoeverw! 199.208.23 Thu 14:39:48 (GMT) 20-May-2010
whoeverw! 199.208.23 Thu 11:56:47 (GMT) 20-May-2010
whoeverw! 71.191.24.: Thu 00:18:45 (GMT) 20-May-2010
whoeverwl! 71.191.24.: Wed 20:55:32 (GMT) 19-May-2010
whoeverwl| 71.178.10€ Wed 00:49:32 (GMT) 19-May-2010
whoeverw! 199.208.23 Tue 12:34:06 (GMT) 18-May-2010
whoeverw! 71.178.108 Tue 09:50:58 (GMT) 18-May-2010
whoeverw!| 96.241.128 Tue 00:24:51 (GMT) 18-May-2010
whoeverw| 96.241.128 Tue 00:24:51 (GMT) 18-May-2010
whoeverw|71.191.21. Mon 21:59:56 (GMT) 17-May-2010
whoeverw! 199.208.23 Mon 18:53:20 (GMT) 17-May-2010
whoeverwl 199.208.23 Mon 11:55:55 (GMT) 17-May-2010
whoeverw! 71.191.21.: Mon 03:13:53 (GMT) 17-May-2010
whoeverw! 71.178.103 Sun 18:31:50 (GMT) 16-May-2010
whoeverw! 71.178.103 Sun 15:50:04 (GMT) 16-May-2010
whoeverw! 71.178.103 Sun 15:22:27 (GMT) 16-May-2010
whoeverw| 96.241.12S Sat 15:37:31 (GMT) 15-May-2010
whoeverw! 199.208.23 Fri 16:56:31 (GMT) 14-May-2010
whoeverw! 199.208.23 Fri 12:21:03 (GMT) 14-May-2010
whoeverw! 71.178.108 Thu 13:12:12 (GMT) 13-May-2010
whoeverw! 71.178.108 Thu 12:09:40 (GMT) 13-May-2010
whoeverw| 199.208.23 Wed 18:34:28 (GMT) 12-May-2010
whoeverwl 199.208.23 Wed 13:22:06 (GMT) 12-May-2010
whoeverw! 96.231.75.: Wed 10:57:37 (GMT) 12-May-2010
whoeverw| 199.208.23 Tue 18:42:49 (GMT) 11-May-2010
whoeverw| 199.208.23 Tue 12:48:11 (GMT) 11-May-2010
whoeverw! 96.231.75.: Tue 09:47:17 (GMT) 11-May-2010
whoeverw| 96.231.75.: Tue 02:16:30 (GMT) 11-May-2010
whoeverw| 96.231.75.: Tue 00:30:33 (GMT) 11-May-2010
whoeverw! 96.231.75.. Tue 00:13:30 (GMT) 11-May-2010
whoeverwl 96.231.75.. Mon 23:30:53 (GMT) 10-May-2010
whoeverw! 199.208.23 Mon 18:39:07 (GMT) 10-May-2010
whoeverwl! 199.208.23 Mon 15:20:50 (GMT) 10-May-2010
whoeverw| 199.208.23 Mon 12:15:09 (GMT) 10-May-2010
whoeverw! 71.191.26.:Sun 19:33:37 (GMT) 09-May-2010
whoeverw! 71.191.26. Sun 14:41:47 (GMT) 09-May-2010
whoeverw! 71.191.26.:Sun 12:18:19 (GMT) 09-May-2010
whoeverw| 71.191.26. Sat 18:43:55 (GMT) 08-May-2010
whoeverw| 71.191.26. Sat 18:36:24 (GMT) 08-May-2010
whoeverw! 71.191.26. Sat 17:31:10 (GMT) 08-May-2010
whoeverw| 71.191.26.: Sat 13:10:44 (GMT) 08-May-2010
whoeverw! 71.191.26. Sat 10:51:42 (GMT) 08-May-2010
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whoeverw! 199.208.23 Fri 12:09:00 (GMT) 07-May-2010
whoeverw! 96.231.74. Fri 01:55:52 (GMT) 07-May-2010
whoeverw! 199.208.23 Thu 17:22:30 (GMT) 06-May-2010
whoeverw! 199.208.23 Thu 11:58:43 (GMT) 06-May-2010
whoeverwl! 71.178.104 Wed 21:30:50 (GMT) 05-May-2010
whoeverwl| 199.208.23 Wed 12:53:56 (GMT) 05-May-2010
whoeverw! 71.163.234 Wed 09:47:29 (GMT) 05-May-2010
whoeverw| 96.231.68.: Tue 14:02:17 (GMT) 04-May-2010
whoeverw| 96.231.68.: Tue 12:05:04 (GMT) 04-May-2010
whoeverw! 199.208.23 Mon 14:42:45 (GMT) 03-May-2010
whoeverw| 199.208.23 Mon 12:28:47 (GMT) 03-May-2010
whoeverw! 96.231.79.:Sun 11:56:26 (GMT) 02-May-2010
whoeverw! 96.231.79. Sun 09:59:28 (GMT) 02-May-2010
whoeverw! 71.178.112 Sat 13:42:12 (GMT) 01-May-2010
whoeverw! 71.178.112 Sat 10:30:44 (GMT) 01-May-2010
whoeverw! 199.208.23 Fri 18:16:03 (GMT) 30-Apr-2010
whoeverw! 71.178.115Thu 21:59:18 (GMT) 29-Apr-2010
whoeverw! 199.208.23Thu 11:52:48 (GMT) 29-Apr-2010
whoeverw! 71.191.29.: Thu 00:26:05 (GMT) 29-Apr-2010
whoeverw! 71.191.29.: Wed 21:51:29 (GMT) 28-Apr-2010
whoeverw! 199.208.23 Tue 12:06:46 (GMT) 27-Apr-2010
whoeverw| 199.208.23 Mon 12:03:47 (GMT) 26-Apr-2010
whoeverw! 71.191.16. Sun 16:29:41 (GMT) 25-Apr-2010
whoeverw| 71.191.16.: Sun 16:29:41 (GMT) 25-Apr-2010
whoeverw! 71.191.16.: Sun 15:20:02 (GMT) 25-Apr-2010
whoeverw| 71.191.16.:Sun 14:57:02 (GMT) 25-Apr-2010
whoeverw! 71.191.16. Sun 14:11:37 (GMT) 25-Apr-2010
whoeverwl 96.231.79.iSat 13:29:47 (GMT) 24-Apr-2010
whoeverw! 199.208.23 Fri 12:04:43 (GMT) 23-Apr-2010
whoeverw| 199.208.23 Tue 14:10:12 (GMT) 20-Apr-2010
whoeverw! 71.178.115 Tue 00:53:25 (GMT) 20-Apr-2010
whoeverw! 71.178.115 Mon 20:38:13 (GMT) 19-Apr-2010
whoeverwl 199.208.23 Mon 12:48:30 (GMT) 19-Apr-2010
whoeverw! 71.178.115Sun 13:14:28 (GMT) 18-Apr-2010
whoeverw! 71.178.115Sun 12:29:55 (GMT) 18-Apr-2010
whoeverwl 71.178.115Sat 13:27:00 (GMT) 17-Apr-2010
whoeverw! 71.178.115Sat 11:15:32 (GMT) 17-Apr-2010
whoeverw! 199.208.23 Fri 12:32:05 (GMT) 16-Apr-2010
whoeverw! 71.178.115 Thu 16:05:26 (GMT) 15-Apr-2010
whoeverw! 199.208.23 Thu 12:13:58 (GMT) 15-Apr-2010
whoeverwl 199.208.23 Wed 18:33:53 (GMT) 14-Apr-2010
whoeverw! 199.208.23 Wed 14:34:25 (GMT) 14-Apr-2010
whoeverw!71.178.115 Tue 23:15:05 (GMT) 13-Apr-2010
whoeverw| 71.178.115 Tue 22:57:42 (GMT) 13-Apr-2010
whoeverwl 199.208.23 Tue 18:01:20 (GMT) 13-Apr-2010
whoeverw| 199.208.23 Tue 15:01:15 (GMT) 13-Apr-2010
whoeverw!71.178.115 Tue 09:22:20 (GMT) 13-Apr-2010
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whoeverw! 71.178.115 Mon 23:59:51 (GMT) 12-Apr-2010
whoeverw! 199.208.23 Mon 19:34:43 (GMT) 12-Apr-2010
whoeverw| 199.208.23 Mon 17:58:03 (GMT) 12-Apr-2010
whoeverwl 199.208.23 Mon 15:21:54 (GMT) 12-Apr-2010
whoeverwl 199.208.23 Mon 12:57:40 (GMT) 12-Apr-2010
whoeverw! 199.208.23 Mon 11:51:14 (GMT) 12-Apr-2010
whoeverw! 71.178.115 Mon 08:49:01 (GMT) 12-Apr-2010
whoeverw| 71.178.115 Sun 15:56:10 (GMT) 11-Apr-2010
whoeverw| 71.178.115Sat 11:01:08 (GMT) 10-Apr-2010
whoeverw! 96.241.132 Fri 15:38:42 (GMT) 09-Apr-2010
whoeverw! 199.208.23 Thu 12:29:00 (GMT) 08-Apr-2010
whoeverwl 199.208.23 Wed 12:26:59 (GMT) 07-Apr-2010
whoeverw| 12.53.175.:Mon 21:18:09 (GMT) 05-Apr-2010
whoeverw| 71.178.113 Sun 20:57:53 (GMT) 04-Apr-2010
whoeverw! 71.178.113 Sun 14:36:24 (GMT) 04-Apr-2010
whoeverwl| 71.178.113 Sat 14:30:04 (GMT) 03-Apr-2010
whoeverwl! 199.208.23 Fri 15:29:33 (GMT) 02-Apr-2010
whoeverw! 199.208.23 Fri 13:17:48 (GMT) 02-Apr-2010
whoeverw! 199.208.23 Fri 13:12:40 (GMT) 02-Apr-2010
whoeverw! 199.208.23 Thu 16:48:29 (GMT) 01-Apr-2010
whoeverw! 199.208.23 Wed 13:01:27 (GMT) 31-Mar-2010
whoeverw| 199.208.23 Tue 20:16:14 (GMT) 30-Mar-2010
whoeverw! 199.208.23 Tue 12:11:55 (GMT) 30-Mar-2010
whoeverw! 199.208.23 Mon 12:09:26 (GMT) 29-Mar-2010
whoeverw! 71.178.113 Mon 09:55:15 (GMT) 29-Mar-2010
whoeverw!71.178.112 Sun 18:03:57 (GMT) 28-Mar-2010
whoeverwl! 71.178.112 Sun 15:06:05 (GMT) 28-Mar-2010
whoeverw| 71.178.112 Sat 16:19:35 (GMT) 27-Mar-2010
whoeverw| 71.178.112 Sat 14:55:50 (GMT) 27-Mar-2010
whoeverw| 199.208.23 Fri 18:40:05 (GMT) 26-Mar-2010
whoeverw! 199.208.23 Fri 12:15:57 (GMT) 26-Mar-2010
whoeverwl 96.231.68.. Fri 01:53:21 (GMT) 26-Mar-2010
whoeverw! 96.241.13€ Thu 20:47:17 (GMT) 25-Mar-2010
whoeverw| 71.178.105 Thu 18:44:00 (GMT) 25-Mar-2010
whoeverw! 199.208.23Thu 17:23:47 (GMT) 25-Mar-2010
whoeverw! 199.208.23 Thu 13:21:55 (GMT) 25-Mar-2010
whoeverwl! 71.163.235Thu 00:35:59 (GMT) 25-Mar-2010
whoeverw!| 71.178.114 Wed 11:56:32 (GMT) 24-Mar-2010
whoeverw!|96.231.76.. Tue 21:28:03 (GMT) 23-Mar-2010
whoeverwl 199.208.23 Tue 15:34:45 (GMT) 23-Mar-2010
whoeverw| 199.208.23 Tue 12:46:17 (GMT) 23-Mar-2010
whoeverw| 199.208.23 Mon 19:36:29 (GMT) 22-Mar-2010
whoeverw! 199.208.23 Mon 16:57:10 (GMT) 22-Mar-2010
whoeverw! 199.208.23 Mon 14:16:35 (GMT) 22-Mar-2010
whoeverw! 199.208.23 Mon 12:08:46 (GMT) 22-Mar-2010
whoeverw! 71.163.234 Sun 17:20:59 (GMT) 21-Mar-2010
whoeverwl! 71.163.234 Sun 10:56:19 (GMT) 21-Mar-2010
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whoeverw| 96.231.78.:Sat 12:17:06 (GMT) 20-Mar-2010
whoeverw! 199.208.23 Fri 14:42:07 (GMT) 19-Mar-2010
whoeverw! 199.208.23 Fri 13:17:20 (GMT) 19-Mar-2010
whoeverwl 199.208.23 Fri 13:02:38 (GMT) 19-Mar-2010
whoeverwl! 199.208.23 Fri 12:24:47 (GMT) 19-Mar-2010
whoeverw! 71.191.18.  Fri 09:59:42 (GMT) 19-Mar-2010
whoeverwl! 71.191.18.: Fri 08:31:38 (GMT) 19-Mar-2010
whoeverw! 199.208.23 Thu 19:38:34 (GMT) 18-Mar-2010
whoeverw! 71.178.108 Thu 08:15:35 (GMT) 18-Mar-2010
whoeverw!| 71.178.108 Wed 21:17:12 (GMT) 17-Mar-2010
whoeverw! 199.208.23 Wed 18:26:30 (GMT) 17-Mar-2010
whoeverwl 199.208.23 Tue 16:21:37 (GMT) 16-Mar-2010
whoeverwl| 199.208.23 Tue 13:59:03 (GMT) 16-Mar-2010
whoeverw| 199.208.23 Tue 12:10:56 (GMT) 16-Mar-2010
whoeverw! 199.208.23 Mon 19:24:51 (GMT) 15-Mar-2010
whoeverw! 199.208.23 Mon 16:39:01 (GMT) 15-Mar-2010
whoeverwl! 199.208.23 Mon 14:57:36 (GMT) 15-Mar-2010
whoeverw| 199.208.23 Mon 14:08:45 (GMT) 15-Mar-2010
whoeverw! 199.208.23 Mon 13:01:41 (GMT) 15-Mar-2010
whoeverw| 71.163.233 Sat 18:31:06 (GMT) 13-Mar-2010
whoeverwl! 199.208.23 Fri 14:46:06 (GMT) 12-Mar-2010
whoeverw| 199.208.23 Mon 16:36:29 (GMT) 08-Mar-2010
whoeverw| 138.88.16. Sat 12:29:53 (GMT) 06-Mar-2010
whoeverwl 199.208.23 Fri 14:09:22 (GMT) 05-Mar-2010
whoeverw! 199.208.23 Thu 19:50:08 (GMT) 04-Mar-2010
whoeverw| 141.156.21Thu 12:34:14 (GMT) 04-Mar-2010
whoeverw! 199.208.23 Wed 15:10:20 (GMT) 03-Mar-2010
whoeverwl 141.156.43 Wed 09:50:19 (GMT) 03-Mar-2010
whoeverw! 199.208.23 Tue 17:01:00 (GMT) 02-Mar-2010
whoeverw| 199.208.23 Tue 13:35:16 (GMT) 02-Mar-2010
whoeverw| 141.156.25 Tue 02:38:42 (GMT) 02-Mar-2010
whoeverw| 138.88.245Sun 12:11:29 (GMT) 28-Feb-2010
whoeverwl| 12.70.195.(Sat 00:54:52 (GMT) 27-Feb-2010
whoeverw| 12.70.195.(Fri 15:36:50 (GMT) 26-Feb-2010
whoeverw! 12.70.195.(Fri 14:12:35 (GMT) 26-Feb-2010
whoeverwl 12.70.195.(Thu 21:35:46 (GMT) 25-Feb-2010
whoeverwl 12.70.195.(Thu 17:32:20 (GMT) 25-Feb-2010
whoeverw!12.70.195.iThu 11:47:13 (GMT) 25-Feb-2010
whoeverw! 12.70.195.iWed 10:40:20 (GMT) 24-Feb-2010
whoeverwl 12.70.195.(Tue 19:42:48 (GMT) 23-Feb-2010
whoeverwl 12.70.195.(Tue 12:15:40 (GMT) 23-Feb-2010
whoeverw| 12.70.195.iMon 23:45:15 (GMT) 22-Feb-2010
whoeverw! 12.70.195.(Mon 04:26:19 (GMT) 22-Feb-2010
whoeverwl| 70.155.177 Sat 22:52:42 (GMT) 20-Feb-2010
whoeverw! 206.113.11Tue 22:35:04 (GMT) 16-Feb-2010
whoeverw! 206.113.11 Mon 22:08:58 (GMT) 15-Feb-2010
whoeverw! 206.113.11 Mon 22:08:14 (GMT) 15-Feb-2010
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whoeverwl! 71.166.227 Thu 13:46:54 (GMT) 11-Feb-2010
whoeverw! 71.166.227 Wed 19:11:43 (GMT) 10-Feb-2010
whoeverw! 71.166.227 Wed 11:33:44 (GMT) 10-Feb-2010
whoeverw! 71.166.227 Wed 10:31:27 (GMT) 10-Feb-2010
whoeverw| 138.88.241Tue 12:03:52 (GMT) 09-Feb-2010
whoeverw| 138.88.20C Mon 18:24:11 (GMT) 08-Feb-2010
whoeverw| 138.88.20C Mon 14:44:29 (GMT) 08-Feb-2010
whoeverwl| 138.88.20C Mon 13:57:19 (GMT) 08-Feb-2010
whoeverwl| 138.88.20C Mon 01:49:17 (GMT) 08-Feb-2010
whoeverw| 138.88.20C Sun 20:09:54 (GMT) 07-Feb-2010
whoeverw| 138.88.218 Sun 14:50:13 (GMT) 07-Feb-2010
whoeverw| 138.88.218 Sat 15:21:18 (GMT) 06-Feb-2010
whoeverw| 138.88.255 Fri 22:48:08 (GMT) 05-Feb-2010
whoeverw| 138.88.255 Fri 21:12:19 (GMT) 05-Feb-2010
whoeverw! 141.156.1S Fri 17:51:26 (GMT) 05-Feb-2010
whoeverw| 138.88.221 Fri 00:18:32 (GMT) 05-Feb-2010
whoeverw| 138.88.221Thu 22:37:32 (GMT) 04-Feb-2010
whoeverw| 199.208.23 Thu 20:03:30 (GMT) 04-Feb-2010
whoeverw! 199.208.23 Thu 19:11:07 (GMT) 04-Feb-2010
whoeverw! 199.208.23 Thu 17:35:25 (GMT) 04-Feb-2010
whoeverw! 199.208.23 Thu 16:29:08 (GMT) 04-Feb-2010
whoeverw! 199.208.23Thu 15:21:11 (GMT) 04-Feb-2010
whoeverw! 199.208.23 Thu 12:58:18 (GMT) 04-Feb-2010
whoeverw| 141.156.25 Wed 21:15:20 (GMT) 03-Feb-2010
whoeverwl| 141.156.43 Wed 12:09:17 (GMT) 03-Feb-2010
whoeverw| 141.156.43 Wed 10:45:55 (GMT) 03-Feb-2010
whoeverw| 199.208.23 Tue 20:22:10 (GMT) 02-Feb-2010
whoeverwl 199.208.23 Tue 20:08:10 (GMT) 02-Feb-2010
whoeverw! 199.208.23 Tue 18:26:09 (GMT) 02-Feb-2010
whoeverw| 199.208.23 Tue 17:40:26 (GMT) 02-Feb-2010
whoeverw| 199.208.23 Tue 15:55:39 (GMT) 02-Feb-2010
whoeverwl 141.156.43 Tue 10:50:59 (GMT) 02-Feb-2010
whoeverwl 141.156.43 Mon 22:52:35 (GMT) 01-Feb-2010
whoeverw| 199.208.23 Mon 20:21:18 (GMT) 01-Feb-2010
whoeverw| 199.208.23 Mon 19:36:27 (GMT) 01-Feb-2010
whoeverwl 199.208.23 Mon 17:53:54 (GMT) 01-Feb-2010
whoeverwl 199.208.23 Mon 16:23:58 (GMT) 01-Feb-2010
whoeverw| 141.156.37 Sun 22:48:16 (GMT) 31-Jan-2010
whoeverw! 141.156.37 Sun 14:31:35 (GMT) 31-Jan-2010
whoeverwl| 141.156.37 Sat 14:42:43 (GMT) 30-Jan-2010
whoeverw! 199.208.23 Fri 14:23:33 (GMT) 29-Jan-2010
whoeverw! 138.88.23C Fri 01:24:37 (GMT) 29-Jan-2010
whoeverw! 199.208.23 Thu 20:50:08 (GMT) 28-Jan-2010
whoeverw! 199.208.23 Thu 12:53:28 (GMT) 28-Jan-2010
whoeverw| 138.88.211Wed 21:27:15 (GMT) 27-Jan-2010
whoeverw| 199.208.23 Wed 13:25:43 (GMT) 27-Jan-2010
whoeverw! 199.208.23 Tue 13:20:42 (GMT) 26-Jan-2010
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whoeverwl 199.208.23 Mon 13:19:45 (GMT) 25-Jan-2010
whoeverw| 138.88.253Sun 12:50:47 (GMT) 24-Jan-2010
whoeverw! 199.208.23 Fri 13:12:28 (GMT) 22-Jan-2010
whoeverw| 138.88.16.. Fri 10:08:06 (GMT) 22-Jan-2010
whoeverw! 199.208.23 Thu 15:05:32 (GMT) 21-Jan-2010
whoeverw| 199.208.23 Wed 18:29:27 (GMT) 20-Jan-2010
whoeverw! 199.208.23 Tue 20:20:32 (GMT) 19-Jan-2010
whoeverw! 199.208.23 Tue 13:46:18 (GMT) 19-Jan-2010
whoeverwl 141.156.3S Mon 13:11:31 (GMT) 18-Jan-2010
whoeverw| 138.88.22€ Sun 17:06:01 (GMT) 17-Jan-2010
whoeverw| 138.88.22€ Sun 15:46:32 (GMT) 17-Jan-2010
whoeverwl| 138.88.22€ Sun 13:36:57 (GMT) 17-Jan-2010
whoeverw| 138.88.22€ Sun 12:25:25 (GMT) 17-Jan-2010
whoeverw| 138.88.22€ Sun 12:24:38 (GMT) 17-Jan-2010
whoeverw! 199.208.23 Fri 12:38:14 (GMT) 15-Jan-2010
whoeverw! 199.208.23 Thu 20:11:36 (GMT) 14-Jan-2010
whoeverwl! 141.156.24Thu 03:11:23 (GMT) 14-Jan-2010
whoeverw| 138.88.235 Wed 01:34:10 (GMT) 13-Jan-2010
whoeverw| 138.88.235 Tue 01:31:38 (GMT) 12-Jan-2010
whoeverw| 138.88.235Tue 01:26:48 (GMT) 12-Jan-2010
whoeverwl| 138.88.235 Tue 00:57:33 (GMT) 12-Jan-2010
whoeverw| 138.88.24€ Sun 15:50:47 (GMT) 10-Jan-2010
whoeverw| 138.88.24€ Sun 14:18:48 (GMT) 10-Jan-2010
whoeverwl| 138.88.24€ Sat 13:55:33 (GMT) 09-Jan-2010
whoeverwl| 138.88.24€ Sat 11:55:37 (GMT) 09-Jan-2010
whoeverw! 199.208.23 Thu 13:13:36 (GMT) 07-Jan-2010
whoeverw! 199.208.23 Wed 14:44:46 (GMT) 06-Jan-2010
whoeverw! 199.208.23 Mon 18:26:00 (GMT) 04-Jan-2010
whoeverwl| 138.88.20S Mon 09:32:04 (GMT) 04-Jan-2010
whoeverw| 138.88.20S Mon 01:39:55 (GMT) 04-Jan-2010
whoeverw| 138.88.20¢ Sun 15:09:57 (GMT) 03-Jan-2010
whoeverwl| 138.88.20S Sun 13:21:04 (GMT) 03-Jan-2010
whoeverwl| 138.88.24C Sat 11:50:53 (GMT) 02-Jan-2010
whoeverwl| 138.88.24C Sat 09:45:33 (GMT) 02-Jan-2010
whoeverwl| 138.88.24C Sat 01:52:44 (GMT) 02-Jan-2010
whoeverwl| 138.88.24C Thu 09:53:53 (GMT) 31-Dec-2009
whoeverwl| 138.88.204 Wed 14:22:30 (GMT) 30-Dec-2009
whoeverw| 199.208.23 Tue 18:08:00 (GMT) 29-Dec-2009
whoeverw| 199.208.23 Tue 15:54:37 (GMT) 29-Dec-2009
whoeverw! 199.208.23 Tue 13:06:22 (GMT) 29-Dec-2009
whoeverwl 199.208.23 Mon 17:39:04 (GMT) 28-Dec-2009
whoeverw| 199.208.23 Mon 13:50:30 (GMT) 28-Dec-2009
whoeverw| 141.156.34 Sun 17:37:40 (GMT) 27-Dec-2009
whoeverwl| 141.156.24 Sat 18:26:32 (GMT) 26-Dec-2009
whoeverwl| 141.156.24 Sat 14:39:44 (GMT) 26-Dec-2009
whoeverw| 141.156.24 Sat 03:01:11 (GMT) 26-Dec-2009
whoeverwl! 141.156.24Thu 12:43:38 (GMT) 24-Dec-2009
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whoeverwl 141.156.24 Wed 20:03:31 (GMT) 23-Dec-2009
whoeverw| 141.156.24 Wed 19:33:27 (GMT) 23-Dec-2009
whoeverw| 141.156.24 Wed 18:30:01 (GMT) 23-Dec-2009
whoeverwl 141.156.24 Wed 17:49:10 (GMT) 23-Dec-2009
whoeverwl 141.156.24 Wed 16:22:47 (GMT) 23-Dec-2009
whoeverw| 141.156.24 Wed 14:25:03 (GMT) 23-Dec-2009
whoeverw| 141.156.24 Wed 12:28:01 (GMT) 23-Dec-2009
whoeverw! 141.156.24 Tue 21:23:34 (GMT) 22-Dec-2009
whoeverw! 199.208.23 Tue 18:17:10 (GMT) 22-Dec-2009
whoeverw| 199.208.23 Tue 17:57:21 (GMT) 22-Dec-2009
whoeverw! 199.208.23 Tue 17:43:11 (GMT) 22-Dec-2009
whoeverw! 199.208.23 Tue 17:16:35 (GMT) 22-Dec-2009
whoeverw! 199.208.23 Tue 13:43:27 (GMT) 22-Dec-2009
whoeverw| 141.156.24 Mon 11:19:43 (GMT) 21-Dec-2009
whoeverwl| 141.156.24 Mon 09:40:47 (GMT) 21-Dec-2009
whoeverw| 138.88.22S Sun 15:58:10 (GMT) 20-Dec-2009
whoeverw| 138.88.22S Sun 11:13:19 (GMT) 20-Dec-2009
whoeverw| 138.88.222 Sat 11:58:28 (GMT) 19-Dec-2009
whoeverw| 138.88.222 Sat 11:58:01 (GMT) 19-Dec-2009
whoeverw| 138.88.222 Sat 11:47:55 (GMT) 19-Dec-2009
whoeverw| 138.88.222 Sat 10:33:44 (GMT) 19-Dec-2009
whoeverw| 138.88.222 Sat 09:33:44 (GMT) 19-Dec-2009
whoeverw| 199.208.23 Fri 18:20:30 (GMT) 18-Dec-2009
whoeverw! 199.208.23 Fri 13:32:08 (GMT) 18-Dec-2009
whoeverw! 199.208.23 Thu 12:36:06 (GMT) 17-Dec-2009
whoeverw| 138.88.21& Thu 09:20:11 (GMT) 17-Dec-2009
whoeverw| 138.88.218 Thu 02:06:14 (GMT) 17-Dec-2009
whoeverw| 138.88.218 Thu 01:13:49 (GMT) 17-Dec-2009
whoeverwl 199.208.23 Wed 19:33:13 (GMT) 16-Dec-2009
whoeverw| 138.88.21&8 Wed 10:11:47 (GMT) 16-Dec-2009
whoeverw| 138.88.218 Tue 17:06:52 (GMT) 15-Dec-2009
whoeverw! 199.208.23 Tue 12:53:42 (GMT) 15-Dec-2009
whoeverw| 138.88.21& Mon 22:25:52 (GMT) 14-Dec-2009
whoeverw| 199.208.23 Mon 13:42:46 (GMT) 14-Dec-2009
whoeverw| 138.88.218 Sun 19:40:28 (GMT) 13-Dec-2009
whoeverw| 138.88.218 Sun 16:28:10 (GMT) 13-Dec-2009
whoeverw| 138.88.218 Sun 15:16:59 (GMT) 13-Dec-2009
whoeverw| 138.88.218 Sun 12:24:12 (GMT) 13-Dec-2009
whoeverw| 138.88.218 Sat 18:23:22 (GMT) 12-Dec-2009
whoeverw| 138.88.218 Sat 12:06:31 (GMT) 12-Dec-2009
whoeverw! 199.208.23 Fri 13:20:13 (GMT) 11-Dec-2009
whoeverw| 141.156.22 Fri 10:18:11 (GMT) 11-Dec-2009
whoeverw| 138.88.195 Thu 01:50:04 (GMT) 10-Dec-2009
whoeverwl 138.88.195 Wed 23:39:47 (GMT) 09-Dec-2009
whoeverw! 199.208.23 Fri 18:31:00 (GMT) 04-Dec-2009
whoeverw| 199.208.23 Fri 12:51:53 (GMT) 04-Dec-2009
whoeverw| 199.208.23 Wed 16:20:35 (GMT) 02-Dec-2009
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whoeverwl 199.208.23 Wed 13:22:03 (GMT) 02-Dec-2009
whoeverw| 199.208.23 Tue 14:51:35 (GMT) 01-Dec-2009
whoeverw| 138.88.224 Tue 01:33:49 (GMT) 01-Dec-2009
whoeverwl 199.208.23 Mon 13:21:01 (GMT) 30-Nov-2009
whoeverwl| 138.88.224 Mon 03:38:58 (GMT) 30-Nov-2009
whoeverw| 138.88.224 Sat 16:30:43 (GMT) 28-Nov-2009
whoeverw! 138.88.224 Thu 14:01:49 (GMT) 26-Nov-2009
whoeverwl| 138.88.224 Wed 01:04:47 (GMT) 25-Nov-2009
whoeverw| 138.88.224 Tue 01:56:02 (GMT) 24-Nov-2009
whoeverw| 199.208.23 Mon 14:37:06 (GMT) 23-Nov-2009
whoeverw! 138.88.224 Sun 11:35:19 (GMT) 22-Nov-2009
whoeverw| 138.88.224 Sat 13:07:35 (GMT) 21-Nov-2009
whoeverw| 138.88.224 Sat 11:57:12 (GMT) 21-Nov-2009
whoeverw! 195.145.13 Thu 23:49:46 (GMT) 19-Nov-2009
whoeverw! 195.145.13 Thu 08:17:23 (GMT) 19-Nov-2009
whoeverwl 195.145.13 Wed 12:02:00 (GMT) 18-Nov-2009
whoeverwl 195.145.13 Tue 21:28:48 (GMT) 17-Nov-2009
whoeverw! 195.145.13 Tue 20:22:50 (GMT) 17-Nov-2009
whoeverwl| 195.145.13 Mon 17:02:59 (GMT) 16-Nov-2009
whoeverwl 195.145.13 Mon 11:51:09 (GMT) 16-Nov-2009
whoeverwl 195.145.13Sun 16:51:21 (GMT) 15-Nov-2009
whoeverw| 138.88.51.:Sat 13:12:24 (GMT) 14-Nov-2009
whoeverw| 138.88.51.  Sat 04:53:40 (GMT) 14-Nov-2009
whoeverw! 199.208.23 Fri 13:51:43 (GMT) 13-Nov-2009
whoeverw| 138.88.51.. Thu 23:51:26 (GMT) 12-Nov-2009
whoeverw! 199.208.23 Thu 12:44:15 (GMT) 12-Nov-2009
whoeverw| 138.88.51.. Wed 12:26:06 (GMT) 11-Nov-2009
whoeverw| 138.88.51.: Wed 05:56:34 (GMT) 11-Nov-2009
whoeverw! 199.208.23 Tue 13:57:12 (GMT) 10-Nov-2009
whoeverw| 199.208.23 Mon 13:13:02 (GMT) 09-Nov-2009
whoeverw! 138.88.11¢ Sun 15:33:03 (GMT) 08-Nov-2009
whoeverw| 138.88.11S Sun 12:31:41 (GMT) 08-Nov-2009
whoeverw| 138.88.11S Sat 13:07:50 (GMT) 07-Nov-2009
whoeverw! 199.208.23 Fri 13:50:56 (GMT) 06-Nov-2009
whoeverwl 141.156.22 Fri 01:29:04 (GMT) 06-Nov-2009
whoeverw! 141.156.15Thu 02:22:43 (GMT) 05-Nov-2009
whoeverw! 199.208.23 Wed 17:43:11 (GMT) 04-Nov-2009
whoeverw! 199.208.23 Tue 18:01:51 (GMT) 03-Nov-2009
whoeverw! 199.208.23 Tue 15:42:36 (GMT) 03-Nov-2009
whoeverw! 199.208.23 Tue 13:05:20 (GMT) 03-Nov-2009
whoeverw| 138.88.19S Tue 01:33:24 (GMT) 03-Nov-2009
whoeverw| 199.208.23 Mon 20:19:06 (GMT) 02-Nov-2009
whoeverw! 199.208.23 Mon 17:55:11 (GMT) 02-Nov-2009
whoeverwl 199.208.23 Mon 13:39:52 (GMT) 02-Nov-2009
whoeverwl| 138.88.24S Sun 18:14:18 (GMT) 01-Nov-2009
whoeverw| 138.88.24< Sun 17:00:52 (GMT) 01-Nov-2009
whoeverw! 141.156.25Sun 12:44:13 (GMT) 01-Nov-2009
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whoeverwl| 141.156.25Sat 12:32:58 (GMT) 31-Oct-2009
whoeverw| 141.156.25 Sat 12:04:22 (GMT) 31-Oct-2009
whoeverw| 138.88.16. Fri 11:37:04 (GMT) 30-Oct-2009
whoeverw! 199.208.23 Thu 18:06:05 (GMT) 29-Oct-2009
whoeverw! 199.208.23 Thu 12:34:23 (GMT) 29-Oct-2009
whoeverw| 199.208.23 Wed 17:38:42 (GMT) 28-Oct-2009
whoeverw| 199.208.23 Wed 12:25:53 (GMT) 28-Oct-2009
whoeverwl 141.156.22 Tue 21:56:58 (GMT) 27-Oct-2009
whoeverwl 141.156.23 Tue 20:46:38 (GMT) 27-Oct-2009
whoeverw| 138.88.228 Tue 11:44:20 (GMT) 27-Oct-2009
whoeverw| 138.88.228 Tue 02:47:57 (GMT) 27-Oct-2009
whoeverw! 199.208.23 Mon 19:30:16 (GMT) 26-Oct-2009
whoeverwl 199.208.23 Mon 15:28:46 (GMT) 26-Oct-2009
whoeverw| 199.208.23 Mon 12:06:01 (GMT) 26-Oct-2009
whoeverwl| 138.88.245 Mon 02:41:03 (GMT) 26-Oct-2009
whoeverwl| 138.88.245 Sat 14:20:35 (GMT) 24-Oct-2009
whoeverwl| 138.88.245 Sat 12:51:19 (GMT) 24-Oct-2009
whoeverw| 199.208.23 Fri 18:16:32 (GMT) 23-Oct-2009
whoeverw| 199.208.23 Fri 11:39:07 (GMT) 23-Oct-2009
whoeverw| 138.88.105 Thu 19:26:22 (GMT) 22-Oct-2009
whoeverw! 199.208.23 Thu 12:26:38 (GMT) 22-Oct-2009
whoeverw| 199.208.23 Wed 19:15:47 (GMT) 21-Oct-2009
whoeverw| 199.208.23 Wed 12:34:33 (GMT) 21-Oct-2009
whoeverw| 141.156.25 Wed 01:22:45 (GMT) 21-Oct-2009
whoeverw! 199.208.23 Tue 12:47:36 (GMT) 20-Oct-2009
whoeverw| 138.88.224 Mon 20:25:36 (GMT) 19-Oct-2009
whoeverw| 199.208.23 Mon 12:53:41 (GMT) 19-Oct-2009
whoeverwl| 138.88.251Sun 16:50:59 (GMT) 18-Oct-2009
whoeverwl| 138.88.251Sun 14:58:53 (GMT) 18-Oct-2009
whoeverw| 138.88.251Sun 13:26:38 (GMT) 18-Oct-2009
whoeverw| 138.88.212 Sun 00:23:28 (GMT) 18-Oct-2009
whoeverw| 138.88.212 Sat 17:07:15 (GMT) 17-Oct-2009
whoeverw| 138.88.212 Sat 06:52:34 (GMT) 17-Oct-2009
whoeverw| 138.88.19& Sat 00:00:18 (GMT) 17-Oct-2009
whoeverw| 138.88.198& Fri 21:23:49 (GMT) 16-Oct-2009
whoeverw! 199.208.23 Fri 12:43:02 (GMT) 16-Oct-2009
whoeverw| 138.88.89.: Thu 20:46:53 (GMT) 15-Oct-2009
whoeverw| 138.88.89.; Thu 10:15:17 (GMT) 15-Oct-2009
whoeverw| 138.88.89.. Thu 02:54:18 (GMT) 15-Oct-2009
whoeverwl| 138.88.89.: Thu 00:22:22 (GMT) 15-Oct-2009
whoeverw| 138.88.89.: Wed 22:03:52 (GMT) 14-Oct-2009
whoeverw| 199.208.23 Wed 11:40:53 (GMT) 14-Oct-2009
whoeverw| 138.88.89.. Wed 00:48:27 (GMT) 14-Oct-2009
whoeverw| 138.88.89.: Wed 00:48:04 (GMT) 14-Oct-2009
whoeverw! 199.208.23 Tue 20:16:54 (GMT) 13-Oct-2009
whoeverw| 199.208.23 Tue 18:49:37 (GMT) 13-Oct-2009
whoeverw! 199.208.23 Tue 17:01:13 (GMT) 13-Oct-2009
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whoeverw! 199.208.23 Tue 15:01:56 (GMT) 13-Oct-2009
whoeverw! 199.208.23 Tue 11:53:36 (GMT) 13-Oct-2009
whoeverw| 138.88.89.. Mon 23:28:03 (GMT) 12-Oct-2009
whoeverw| 138.88.89.. Mon 20:14:18 (GMT) 12-Oct-2009
whoeverw| 138.88.89.: Mon 13:09:43 (GMT) 12-Oct-2009
whoeverw| 138.88.89.. Mon 12:39:02 (GMT) 12-Oct-2009
whoeverw| 138.88.89..Sun 13:59:54 (GMT) 11-Oct-2009
whoeverw| 138.88.89.:Sun 11:36:29 (GMT) 11-Oct-2009
whoeverwl| 138.88.89.: Sat 10:55:45 (GMT) 10-Oct-2009
whoeverw| 138.88.89.. Fri 21:06:53 (GMT) 09-Oct-2009
whoeverw| 199.208.23 Fri 17:15:56 (GMT) 09-Oct-2009
whoeverw! 199.208.23 Fri 12:08:10 (GMT) 09-Oct-2009
whoeverw! 199.208.23Thu 17:10:01 (GMT) 08-Oct-2009
whoeverw| 199.208.23 Thu 12:58:59 (GMT) 08-Oct-2009
whoeverw| 199.208.23 Wed 11:54:36 (GMT) 07-Oct-2009
whoeverw| 138.88.89..: Tue 21:34:29 (GMT) 06-Oct-2009
whoeverw! 199.208.23 Tue 12:13:24 (GMT) 06-Oct-2009
whoeverw| 138.88.23& Tue 00:43:01 (GMT) 06-Oct-2009
whoeverw| 138.88.23& Tue 00:18:00 (GMT) 06-Oct-2009
whoeverw! 199.208.23 Mon 12:47:05 (GMT) 05-Oct-2009
whoeverwl| 138.88.214 Sun 19:54:01 (GMT) 04-Oct-2009
whoeverw| 138.88.214 Sun 14:38:36 (GMT) 04-Oct-2009
whoeverw| 138.88.48.. Sat 12:40:33 (GMT) 03-Oct-2009
whoeverw| 138.88.48.:Sat 12:22:23 (GMT) 03-Oct-2009
whoeverw! 199.208.23 Fri 18:53:08 (GMT) 02-Oct-2009
whoeverw| 199.208.23 Fri 13:47:37 (GMT) 02-Oct-2009
whoeverw| 138.88.122 Fri 03:06:38 (GMT) 02-Oct-2009
whoeverw! 199.208.23 Thu 18:55:59 (GMT) 01-Oct-2009
whoeverw! 199.208.23 Thu 16:30:02 (GMT) 01-Oct-2009
whoeverw| 199.208.23 Thu 12:46:46 (GMT) 01-Oct-2009
whoeverw| 199.208.23 Wed 18:22:59 (GMT) 30-Sep-2009
whoeverw! 199.208.23 Wed 16:57:48 (GMT) 30-Sep-2009
whoeverwl 199.208.23 Wed 15:23:43 (GMT) 30-Sep-2009
whoeverw! 199.208.23 Wed 12:21:14 (GMT) 30-Sep-2009
whoeverw| 138.88.105 Wed 01:53:56 (GMT) 30-Sep-2009
whoeverw| 138.88.105 Wed 01:42:18 (GMT) 30-Sep-2009
whoeverw! 199.208.23 Tue 16:35:53 (GMT) 29-Sep-2009
whoeverwl| 141.156.3S Tue 01:10:21 (GMT) 29-Sep-2009
whoeverw| 138.88.232 Mon 23:11:37 (GMT) 28-Sep-2009
whoeverw! 199.208.23 Mon 19:23:11 (GMT) 28-Sep-2009
whoeverw! 199.208.23 Mon 11:39:59 (GMT) 28-Sep-2009
whoeverw| 138.88.122 Sun 13:16:14 (GMT) 27-Sep-2009
whoeverw| 138.88.122 Sun 09:49:34 (GMT) 27-Sep-2009
whoeverw| 138.88.122 Sun 03:24:51 (GMT) 27-Sep-2009
whoeverw| 138.88.122 Sat 17:12:50 (GMT) 26-Sep-2009
whoeverw| 138.88.122 Sat 14:06:34 (GMT) 26-Sep-2009
whoeverw| 138.88.122 Sat 13:42:36 (GMT) 26-Sep-2009
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whoeverw| 138.88.122 Sat 04:31:07 (GMT) 26-Sep-2009
whoeverw| 138.88.20€ Fri 14:38:10 (GMT) 25-Sep-2009
whoeverw| 138.88.20€ Fri 13:31:57 (GMT) 25-Sep-2009
whoeverwl| 138.88.20€ Fri 12:53:56 (GMT) 25-Sep-2009
whoeverwl| 138.88.201 Thu 14:35:56 (GMT) 24-Sep-2009
whoeverw| 138.88.201 Thu 10:58:38 (GMT) 24-Sep-2009
whoeverw| 138.88.201 Thu 02:14:32 (GMT) 24-Sep-2009
whoeverwl 141.156.25 Wed 17:14:24 (GMT) 23-Sep-2009
whoeverw| 138.88.194 Wed 13:56:50 (GMT) 23-Sep-2009
whoeverw| 138.88.194 Wed 12:58:58 (GMT) 23-Sep-2009
whoeverw! 138.88.194 Wed 12:50:07 (GMT) 23-Sep-2009
whoeverw| 138.88.194 Wed 11:38:29 (GMT) 23-Sep-2009
whoeverw| 138.88.222 Tue 19:22:15 (GMT) 22-Sep-2009
whoeverw| 138.88.222 Tue 12:44:41 (GMT) 22-Sep-2009
whoeverw| 138.88.222 Tue 11:30:22 (GMT) 22-Sep-2009
whoeverw| 138.88.222 Tue 10:52:34 (GMT) 22-Sep-2009
whoeverw| 138.88.222 Tue 03:13:14 (GMT) 22-Sep-2009
whoeverw| 138.88.255 Mon 14:07:28 (GMT) 21-Sep-2009
whoeverw| 138.88.255 Mon 11:35:40 (GMT) 21-Sep-2009
whoeverw| 138.88.49.!Sun 15:19:11 (GMT) 20-Sep-2009
whoeverw| 138.88.49.!Sun 12:54:08 (GMT) 20-Sep-2009
whoeverw| 138.88.49.!Sun 12:21:30 (GMT) 20-Sep-2009
whoeverw| 138.88.49.! Sat 18:09:45 (GMT) 19-Sep-2009
whoeverwl| 138.88.49.!Sat 16:50:16 (GMT) 19-Sep-2009
whoeverwl| 138.88.49.!Sat 14:21:17 (GMT) 19-Sep-2009
whoeverw| 138.88.49.!Sat 12:16:09 (GMT) 19-Sep-2009
whoeverw! 199.208.23 Fri 18:10:08 (GMT) 18-Sep-2009
whoeverw! 199.208.23 Fri 16:48:56 (GMT) 18-Sep-2009
whoeverw! 199.208.23 Fri 14:30:12 (GMT) 18-Sep-2009
whoeverw! 199.208.23 Fri 12:09:01 (GMT) 18-Sep-2009
whoeverw! 138.88.11C Fri 00:15:27 (GMT) 18-Sep-2009
whoeverwl 141.156.38 Thu 21:34:11 (GMT) 17-Sep-2009
whoeverwl 141.156.3&8 Thu 20:22:47 (GMT) 17-Sep-2009
whoeverw| 199.208.23 Thu 12:39:03 (GMT) 17-Sep-2009
whoeverw| 138.88.23€ Thu 04:14:04 (GMT) 17-Sep-2009
whoeverw| 138.88.22C Wed 21:37:46 (GMT) 16-Sep-2009
whoeverwl 199.208.23 Wed 14:22:29 (GMT) 16-Sep-2009
whoeverw| 138.88.225 Wed 08:30:12 (GMT) 16-Sep-2009
whoeverw| 138.88.225 Wed 02:45:33 (GMT) 16-Sep-2009
whoeverw| 138.88.22S5 Tue 21:15:35 (GMT) 15-Sep-2009
whoeverw! 199.208.23 Tue 16:42:22 (GMT) 15-Sep-2009
whoeverw| 199.208.23 Tue 15:15:25 (GMT) 15-Sep-2009
whoeverw| 199.208.23 Tue 13:55:08 (GMT) 15-Sep-2009
whoeverw! 199.208.23 Tue 12:18:38 (GMT) 15-Sep-2009
whoeverwl 141.156.25 Mon 23:24:16 (GMT) 14-Sep-2009
whoeverw| 138.88.87.. Mon 20:33:56 (GMT) 14-Sep-2009
whoeverw| 141.156.1S Sun 23:33:08 (GMT) 13-Sep-2009
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whoeverwl| 141.156.15 Sun 11:46:33 (GMT) 13-Sep-2009
whoeverw| 141.156.1S Sat 12:17:28 (GMT) 12-Sep-2009
whoeverw! 141.156.1S Fri 21:07:09 (GMT) 11-Sep-2009
whoeverwl! 141.156.1S Fri 13:07:39 (GMT) 11-Sep-2009
whoeverwl| 141.156.22 Thu 15:00:12 (GMT) 10-Sep-2009
whoeverw| 141.156.22 Thu 13:24:15 (GMT) 10-Sep-2009
whoeverw| 138.88.205 Wed 16:30:10 (GMT) 09-Sep-2009
whoeverw! 204.212.13 Tue 14:03:36 (GMT) 08-Sep-2009
whoeverw! 204.212.13 Mon 11:58:00 (GMT) 07-Sep-2009
whoeverw! 204.212.13Sun 22:58:44 (GMT) 06-Sep-2009
whoeverw! 204.212.13 Sun 13:39:37 (GMT) 06-Sep-2009
whoeverw! 204.212.13Sat 22:15:55 (GMT) 05-Sep-2009
whoeverw| 204.212.13 Sat 18:15:41 (GMT) 05-Sep-2009
whoeverw! 204.212.13 Sat 15:12:36 (GMT) 05-Sep-2009
whoeverw! 204.212.13 Sat 14:44:55 (GMT) 05-Sep-2009
whoeverw! 199.208.23 Fri 15:10:19 (GMT) 04-Sep-2009
whoeverw! 199.208.23Thu 18:18:58 (GMT) 03-Sep-2009
whoeverw! 199.208.23 Wed 15:37:10 (GMT) 02-Sep-2009
whoeverw! 199.208.23 Wed 12:40:33 (GMT) 02-Sep-2009
whoeverw! 199.208.23 Tue 19:14:50 (GMT) 01-Sep-2009
whoeverw| 138.88.102 Tue 09:23:14 (GMT) 01-Sep-2009
whoeverw| 138.88.247 Tue 00:41:26 (GMT) 01-Sep-2009
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About 1450, 15 Oct 10, SARAES

Number 151-10.///LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER

PAGE 1 OF 1 PAGES

collected as evidence one compact disc (CD) containing the U.S.
Department of State firewall logs from SA WIOIOIGI®RU.S. Department of State, Bureau of Diplomatic

Security. The collection was documented on Evidence/Property Custody Document (EPCD), Document

CRGANIZATION

s RICIOIGIORBORGIE)

Washington Metro RA, Computer Crime Investigative Umt

VA 22060

7 U.S. Army CID, Fort Belvoir,
E10)(0)(0)(7) () I
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Federal Bureau of Investigation
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170 Marcel Drive
Winchester, Virginia 22602-4843



AGENT’S INVESTIGATION REPORT O 628.10-CID221-10117

CID Regulation 195-1
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DETAILS
WGOS, 20 Oct 10, SA [RIBIRIGI® i1\terviewed U.S. Navy Petty Officer First Class <b>((’) b)N(©)

enter for Information Dominance - Corry Station, 440 Roberts Avenue, Pensacola, F1. 32511, as he

was identi having been assigned with PFC MANNING at Forward Operating Base (FOB) Hammer,
Iraq. POI1 elated he was assigned in Iraq from Dec 09 through Aug 10, and was assig OB
Hammer between 4 Jan 10 through about the first or second week of Apr 10, after PO1 related

tated while he was at

'T5), but worked with the
r as part of an
elated while at

he was reassigned to Contingency Operating Base (COB) Basrah, Iraq. PO1
FOB Hammer he was not technically assigned to Cryptologic Support Team
National Security Agency (NSA) personnel a331gned to this team in the SCIF at FOB
element called the Joint Expeditiona
FOB Hammer he worked with WO1 [(IQ) (b) (7) (C) Py 3 Lo
Iraq; SPCICACASHUIQ | 5rA[QIOIOIGI®) sset D10 Blas
G)) ©) (b) (H(C) and Mr [DIOIOIGI®) all assigned to CSTS while deployed in Iraq. PO1
Wsald he remembered PFC MANNING and mentioned eating with him bw it FOB Hammer dining
facility approximately a handful of times during the midnight meal. PO1 R:scribed PFC MANNING
as being shy, quiet, and kept to himself. PO1 elt PFC MANNING was good at answering questions
related to his job, and if ther question PFC MANNING couldn't answer he would refer it to someone
else to find an answer. PO1 elated he did not believe NNING was the most squared away
Intelligence Analyst, but was also not a bad one either. POl said he was not present for or had any
ﬁrsthand knowledge about any incidents involving PFC MANNING while assigned at FOB Hammer. PO1
SRR xplained he had spoken numerous times with PFC MANNING, but PO1 ould not remember
PFC MANNING mentioning any mformatlon in regard to his friends or any travel PFC MANNING may
have done while on mid-tour leave. PO |iilllisaid he believed PFC MANNING said he was snowed in for
a couple of days while on leave and thought PFC MANNING mav have traveled to the East Coast of the
U.S. while on leave; however, he could not say for sure. PO1j o (-‘ he did not remember anyone saying
anything derogatory to PFC MANNING or behind his back. PO related he noticed two things about
PFC MANNING he felt were odd, which w. he had somewhat feminine characteristics and had a habit
of putting on lip balm unusually often. POlﬂsaid PFC MANNING appeared to be nervoys when

speaking in front of other personnel, such as at the daily shift-change briefings; however, PO1 aid he
did PFC MANNING was any worse than other personnel who also had to brief at these meetings.
PO1 dded he did not feel PFC MANNING was singled out during any of these meetings when

making a mistake, such as mispronouncing an ic. name, and that all of the personnel briefing who made
similar mistakes would be treated equally. PO@felt PFC ING was not very motivated or what
could be described as a 'self-starter' in regard to his work. POl xpla' ol (,} Id C MANNING wasn't
given things to do he didn't seem to produce a lot of work on his own. PO id now that he looks
back and he remembers seeing PFC MANNING sitting in the Sensitive Comipartiniented Information
Facility (SCIF) and singing to himself with head phones on, PO IWWishes he would have been paying
more attention to what PFC MANNING had been doing on his computer. PO Iwelated he first learned
of the allegations related to tkWtigation from reading a news story on the Internet while he assigned at
1

another location in Iragq. PO xplained he had no knowledge in regard to the alleged unlawful
dditionally related he
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

disclosure of U.S. Government Classified materials by PFC MANNING. PO1
Washington Metro RA, Computer Crime Investigative Unit
I (b) (6)(b)(7)(C), (b) (M)(E) . U.S. Army CID, Fort Belvoir, VA 22060
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DETAILS
had no knowledge of the '9/11 Pager Messages' nor did he remember PFC MANNING ever mentioning
anything in regard to the 2007 Apache air-strike video. POl id in regard to the Operational Security

procedures at FOB Hammer, he believed some things were too relaxed and gave examples of the curtain
which separated the main SCIF area from where the CST5 personnel were located; in that it should have
been a solid door and that the SCIF should have been more sound-proof than it was. PO 1 |RARKES

the use of removable media within the SCIF would not normally have been used, but due to the.
Information Technology infrastructure in the SCIF it was necessary to transfer data. PO1S
immediately provide any additional information related to this investigation.

AGENT’S COMMENT: POthed during the interview he had been a witness to an incident

involving the accidental discharge 0T a sinall arms weapon (wh jeved was an M-16) while in
and was spoken to about this ingj law enforcement. SA noted when entering PO1
information into ACI2 that PO1 as also listed ina 1999 nvestigation from the Ansbach CID

Office in relation to being a witness to an allegation of Indecent Acts during the Navy Ball at the Chiemsee
Hotel. It was noted by SA [BIGIGI@I®he allegations in this case, CID Case 0202-99-CID137, did not
appear to have been founded. PO 1EiMwas asked about the ‘9/11 Pager Messages’ as this was something
mentioned by PFC MANNING in Internet chat conversations. During those conversations PFC MANNING
mentioned to the individual he was chatting with that he recognized data posted on the WikiLeaks website
as data from an NSA database. Lastly SA Wnnted that PO1 ay also be referred to as CTR1
'CTR1" being the abbrevation for the U.S. Navy rating for a Petty Officer First Class who is a
ryplologic Technician who works with collection activities.

AT D LAST ENTRY AT T i i i

TYPED AGENT'S NAME AND SEQUENCE NUMBER CRGANIZATION

SA Washington Metro RA, Computer Crime Investigative Unit
—W U.S. Army CID, Fort Belvoir, VA 22060
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About 1903, 20 Oct 10, SA terviewed U.S. Air Force Staff Sergeant (SSgt)
(b) ©) (b) (7)(C) 301st Intelligence Squadron, Misawa Air Base, Japan, APO AP 96319, as he was
identified as a member of Cryptological Support Team 5 (CST5) and was assigned at FOB Hammer with
PFC MANNING. SSgt lemed he was assigned in Iraq from December 2009 to June
2010, but that he was only assigned to FOB Hammer between March 2010 through late May 2010. SSgt
xplained prior to being at FOB Hammer he was assigned to a base in Baghdad, Iraq.
SSgt (QIOIOIGI® explained he left Iraq in early June 2010 to return to his home station in Japan.
SSgt (DIOIOIOI(OMM: < ated he was the replacement for SrA IOIRES aho was a CST5 member
who had returned to the United States for medical reasons. SSgt (b) <6> (b (C) said while at FOB
Hammer the perso CSTS5 that he worked with included: WO1 Nl (b>(6)(b)(7>(C> SPC
W PO1 and SSgt SSgt [(QIOIRIGIOM statcd he remembered PFC
MANNING frog FOB Hamiper as someone who was quiet and what he described as a smaller build male
soldier. SSg i(b)(6)(b)(7)(C) ade the statement that he thought the whole incident in which PFC
MANNING assaulted SPARIOIGIGI®) w25 0dd, because PFC MANNING was a physically smaller
erson. SSet (QIOICIGI(OMN frther stated he and others had been at lunch when the incident with SPC
had occurred and had returned to the SCIF minutes after it was over. SSgt (b)(6)(b)(7)(C)
related he did not have any professional interaction with PFC MANNING while at FOB Hammer with the

exception of seeing him at shift-change briefings, and added he could not remember having any personal
interactions with PFC MANNING while in Iraq. When told by S KRIQIRIGI® i interview was not in

regard to the physical altercation incident PFC MANNING was involved in with SPC W but was
in regard to the disclosure of U.S. Government Classified material; SSg stated he did
not know PFC MANNING was involved in any incidents related to Classified information. SSgt
CICIOIGICON:-id he remembered someone he was assigned with in Baghdad sending him a story
about an incident involving the unlawful disclosure of Classified information, and that it involved someone

from the 10th Mountain Division; however, SSgt (QIQIRIGK®) related he did not know the person

involved in this incident was PFC MANNING. SSg{QIOIGIGI®) explained he did not know of any
interactions PFC MANNING had with other members of CST5 nor did he know anyone on CST5 which
would have been more friendly or had more frequent interactions with PFC MANNING than anyone else on
the team. SS gtMrelmed he had heard of the website WikiLeaks.org, but personnel in his
unit were advised not to visit this website based on the type of information contained on the site. SSgt
(b)(©)(B)(7)(C) said he did not know of anything referred to as the '9/11 Pager Messages', but did
mention having seen the 2007 Apache air-strike video while in Iraq — SSgt [GIQIQIGI®) xplained he
remembered seeing it on television news broadcasts. SSg i(b)(6)(b)(7)(C ould not immediately
provide any additional information in regard to this investigation.

AGENT’S COMMENT: SARIQIBIOI® 1 oucht it was remarkable SSgt (QICIOIGIONN worked in the .
field of Intelligence but he did not know more about this incident involving PFC MANNING and the

unlawful disclosure of hundreds of thousands of Wassiﬁed documents; especially given
the amount of recent news media coverage. SSgt was asked about the ‘9/11 W

Messages’ as this was something mentioned by PFC MANNING in chat conversations with Mr

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGABIIIZAT]ONM RA
Washington Metro RA, Computer Crime Investigative Unit
SA <b) (0) <b) (N(©), (b> (N(E) U.S. Army CID, Fort Belvoir, VA 22060
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During those conversations PFC MANNING mentioned to the individual he was chatti

ing with that he
recognized data posted on the WikiLeaks website as data frorn an NSA database. SSgtm
could not provide any infromation as to what PF have been referring to in regard to the

[\ A
9/11 Pager Messages. SWnoted SSg (b) (6) <b> (7) (C) ppeared genuinely unaware of the
general nature of this investigation involving PFC MANNING during his interview.
I it i it it il WAST ENTRY T T T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit

YA(b) (6)(b)(7)(C), (b) (T)(E) U.S. Amy CID, Fort Belvoir, VA 22060
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Page(s) 001634 thru 001636 referred to:

Federal Bureau of Investigation

Record Information/Dissemination Section
170 Marcel Drive
Winchester, Virginia 22602-4843



ROI NUMBER

AGENT'S INVESTIGATION REPORT B 10.CID22410117

CID Regulation 195-1
PAGE 1 OF 1 PAGES

DETAILS

About 0932, 28 Oct 10, SA B o ccted as evidence one Digital Versatile Disc (DVD), received via
United States Postal Service Registered Mail # 121 632 875 US, which purportedly contained the recorded
phone conversations of PFC MANNING while he was located at the Theater Correctional Facility (TCF),
Kuwait. The collection of evidence was documented on DA Form 4137, Evidence/Property Custody
Document (EPCD), Document Number (DN) 160-10.

I T T IR AST ENTRY T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
A (D) (©)(B)(7)(C), (b) (T)(E) U.S. Army CID, Fort Belvoir, VA 22060
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About 0945, 28 Oct 10, SAmwas sworn to the search warrant pertaining to evidence previously

collected and documented on an Evidence/Property Custody Document (EPCD), Document Number (DN)
117-10, Items 3-4, by the Honorable WI.S. Magistrate Judge, Eastern District of

Virginia, 401 Courthouse Square, Alexandria, VA. (See search warrant for details)

earched the box previously collected from Mr. (QIOICIGKS)

and documented on an EPCD as Item 4, DN 117-10. The box,
property of PFC MANNING, contained numerous items of military issued equipment. Nothing of
evidentiary value was discovered during the search. The items found within the box were photographed.
(See photo packet for details)

T T L ASTT ENTRY T T T

About 1230, 1 Nov 10, SA

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime Investigative Unit
(D) ©)B)(N(O), b) (N)(E) U.S. Army CID, Fort Belvoir, VA 22060

SIGNAT ' DATE EXHIBIT

1 Nov 10 .50

OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE

001638
Approved




Exhibit(s) 251
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Documents

SEALED

by the

U.S. District Court
for the Eastern District of Virginia
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About 1858, 2 Nov 10, SA CIQICQIRIG)nd s A [DIOICHEIORE"s office, met with Ms. [(BIOIDIGIS)
()(6)(b)(7) (C)‘ - at her residence as she was identified as PFC

hnd was believed to be in possession of property belonging to PFC. MANNING that had
been left at her residence by PFC MANNING. Ms.mwas also believed to be in possession

of mail and/or a sealed container sent to her address by personnel at the Kuwait Theater Confinement
Facility (TCF), which contained personal property of PFC MANNING. SA and SA [QISIOIOID)
requested MsMonsem to search for the aforementioned property as well as to collect

anv sealed packaoes or mail which had been received at her address on PFC MANNING’s behalf. Ms. '
IOICIGIO®): < cuted a written Consent to Search form, allowing SA d sA RIS -
search her residence for the aforementioned items belonging to PFC MANNING. Ms.[(QIOIGOIGI®)
further explained, since investigators had been to her home previously and searched areas containing PFC
MANNING's personal property, she had since placed property she identified as belonging to PFC
MANNING into several plastic storage containers and a dresser, which were located in a basement room of
her residence. SAWM SAgW searched the containers and areas Ms. ((QIOIOIGN®)
indicated as containing personal belongings of PFC MANNING. Before and during the search, SA
QIQIOIQI®) - nd SAWeacb recorded digital photos of the basement room and items contained in
various containers/locations. As a result of the search of several plastic storage containers, a dresser, and

items which were contained on top of a bed, the following items were collected as evidence which Ms.
BIOIGIBI®)identified as PFC MANNING's property:

(1) Hard Disk Drive, Maxtor Brand, Serial Number (SN): "T4J8XNLC";

(1) SD Memory Card, SN: "BE0915514353G";

(1) SD Memory Card, SN: "BE0730513278G";

(1) SD Memory Card, SN: "BE0828613591D";

(1) Compact Flash Memory Card, SN: "AA0407XFA";

(1) Smart Media Memory Card, SN: "8R94 CL0201 64296V",;

(10) Compact Disc-Recordable (CD-R) Discs, Maxell brand, 80min/700MB;
(3) Compact Disc-Recordable (CD-R) Disc, FujiFilm brand, 80min/700MB;
_(2) Compact Disc-Rewritable (CD-RW) Disc, Memorex Brand, 4x/700MB/80min;
(1) Compact Disc (CD) Disc, Kodak brand;

(1) Paper Disc Envelope, Kodak brand;

(1) Memory Card, Free Software Foundation brand;

(1) Paperback Book, "Jane Austen Pride and Prejudice”;

(1) Sealed Card Board Box, contents unknown.

All of the above items were retained on Evidence/Property Custody Document (EPCD), Document Number
(DN) 0162-10. -

AGENT'S COMMENT: The aforementioned search was conducted in order to identify any additional
items of digital media which may not have been previously found during the initial search of PFC

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
: Washington Metro RA, Computer Crime Investigative Unit
R¥A(b) (6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060
SIGNA ) DATE - EXHIBIT
2 Nov 10 282
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MANNING's personal property which he had left in Ms. (b)(©)B)(7)(C) custody; given that much more
information related to the facts and circumstances of this investigation were now known to investigators
since initial contact was made with Ms. [(QIOIOIGIORin June 2010. It was further noted that the
personal property items of PFC MANNING, which had been collected from him by corrections personnel at
the Kuwait TCF and were later shipped to PFC MANNING's home of record address (m
, were believed to be contained in the sealed cardboard box collected during this
search. This cardboard box contained the U.S. Certified Mail label, Certified Mail Number 7008 1300 0000
2028 4546, which matched the copy of the Certified U.S. Mail Return Receipt received by the Kuwait TCF
for this property they had sent to Ms. OIOIOIGIOM: 2ddress. Ms. mﬁm-ex lained the U.S.
Postal Service attempted to deliver the sealed cardboard box once, but PFC MANNING’s
OIOIOIBI(OR~ho is also her brother, had apparently refused to accept the package. Ms. RIISIGIS
BIOIGIVI®) said because this box was unexpected and its contents were unknown, her brother declined to
accept the package during its initial delivery. Ms. (QIOICIGIOME rclated PFC MANNING's father as
well as another brother had been visiting around the time the box first arrived due to their mother having
recently died. Ms. [((QIOICIGIOMN < xplained she had contacted PFC MANNING's attornéy who advised
where the box originated and that it was okay to accept this package. Ms. Melated PFC
MANNING?s father later obtained the box; wherein it was placed in the basement room with all of PFC
MANNING's other belongings. Ms. (QIOICIGKOMEstated the box had remained sealed and she did not
know what the contents of the box were. SA noted an initial examination of the cardboard box
revealed this box did not appear to have been opened since being placed in the U.S. Mail system. It was
further noted, prior to conducting the search of the basement room in the Myresidence,_ that
Ms.@xm-said she had collected all of PFC MANNING's property withi ome and had
packed these items into the containers/areas mentioned. SA and SA noted the
basement room which investigators had previously searched was in a much more orderly state than it was in
June 2010.
I T T T i it LAST ENTRY T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

: Washington Metro RA, Computer Crime Investigative Unit
D OBNDO), b) (DE) U.S. Army CID, Fort Belvoir, VA 22060

o <b> <6> <b> <7> <C> . 2 Nov 10 EXHIB'IZT.S -
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Date: Time:
2 Nov 10 Consent To Search
(USACIDC Supptement 1 10 AR 190-22) 1911
1. Name of person consenting to the search; 2. Organization and location:

v- [DICIOIOICNEE b)) B)N)(©)

3. | have been informed by the undersigned USACIDC Special Agent that an inquiry is being cenducted in connection with the following possible violation(s) of law:

18 U.S.C. 1030 - Fraud and related activity in connection with computers (Article 134, U.C.M.J.)
18 U.S.C. 793 - Gathering, transmitting or losing defense information (Article 134, U.C.M.J.)
Article 92, U.C.M.J. - Failure to obey order or regulation

4. | have been requested by the undersigned USACIDC Special Agent to give my consent to a search of my person, premises, or property as
indicated below. | have been advised of my right to refuse a search of my person, premises, or property. (If you do not give your consent, do not
sign this form.)

5. I'hereby authorize the undersigned USACIDC Special Agent and/or other Authorized Law Enforcement Officials assisting the undersigned USACIDC Special Agent to
conduct a search of. (fnitial and sign applicable blocks)

Initials | Signature
a. My Person

Initials | Signature

My Quarters

Located At: - (b) <6) (b) (7) (C)

Initials | Signature

My Vehicle
Located At:
Described As:
Initials Signéture
d. Other
Located At:

Described As: , !
¢

[ am authorizing the above search(s) for the following general types of property which may be removed by the authorized law enforcement personnel
and retained as evidence under the provisions of Atmy Regulation 195-5, or other applicable laws or redulations:

Any property befonging to Bradley E. MANNING which was left in my possession a to include: clothing,
books, papers, documents, digital media (computers and relaled electronic storage devices), military equipment, opened packages/postal mail,

sealed containers to include postal mail and/or packages, and/or any other item which contain U.S. Government Classified Information.

6. This written permission is given to the undersigned USACIDC Special Agent freely, voluntarily and without threats or promises of any kind:

(5)(6)(b)(1)(C)

Signature of USACIDC Special Agent Signature of Witness (If Available)
CID Form 87-R-E PREVIOUS EDITIONS OF THIS FORM ARE OBSOLETE
1 Jan 00
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!

About 1109, 9 Nov 10, SA m;ollected as evidence from Mr GG-14, Program
Manager, Information Review Task Force (IRTF), Bldg 251, South 18™ St, Arlington, VA 22202, two

Compact Discs (CDs) containing classified information downloaded from the internet by the IRTF. The
collection of evidence was documented on DA Form 4137, Evidence/Property Custody Document (EPCD),
Document Number (DN) 164-10.

T T TLAST ENTRY//////////////////////////////////////////////////////////////////

TYPED AGENT'S NAME AND SEQUENCE NUMBER

ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
sAQIOIL) (7> ©, (b) (N (E) U.S. Army CID, Fort Belvoir, VA 22060
SIGNATURE DATE EXHIBIT
9 Nov 10 254

ICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE
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DETAILS

(b) (MD)

coordinated with Mr. [QIOIOIGI(®) DOB: QICIOIGI® <N

via Email, who delivered a

About 1520, 6 Aug 10, SA

copy of the notes pertaining to his analysis of the Wikileaks site. (See 302)
About 2150, 6 Aug 10, SA OIOIOIONY: - o dinated with Mr.ia Email, who related he had .

completed an analysis of the Uniform Resource Locator
http://web.archive.org/web/20071020051936/http://iq.org/, which is believed to be the archived storage of

data of web pages pertaining to Mr. ASSANGE, revealed the following Email accounts were possibly
associated with Mr. ASSANGE, proffi@ig.org, me@iq.org, proffi@suburbia.apana.org.au,
proffi@enu.ai. mit.edu, proffi@suburbia.net, proffi@four.net, and strobe@suburbia.net. Internet Archive;
Wayback Machine (http://www.archive.org) is a web site that provides a searchable database containing
over 150 billion web pages archived from 1996 to a few months ago. (See Email)

About 1100, 6 Sep 10, SA [QUQIOIGI®ccived the cellular phone Toll Records pertaining to Mr. [DIOIBIOIS
M. W@pand Mr BIBIBISvia Fed Ex (Tracking Number 871482582010), from SA BYOEM©)
(See Toll Records) _

AGENT'S COMMENT: Grand Jury Material, 6E Letter required to review the records.

About 1300, 8 Sep 10, SA <b) ©) <b) (7) (C) UJ.S. Immigration and Customs Enforcement (ICE), Joint
Terrorism Task Force (JTTF), 26 Federal Plaza, New York, NY 10278 and SSA
Homeland Security Investigations National Secuirity Unit ICE liaison to the DHS/Joint Analysis Group
Digital Media Analysis/Cyber Exploitation, Fairfax, VA, attended this office's synchronization meeting.
Upon completion of the meeting, SARIOIOIOI®)Hrovided SAwith copies of Mr.
Mitems that were detained under ICE Border Search Authority on 29 Jul 10, and requested,
this office, determine if anything 1s significant to the ongoing investigation regarding unauthorized access to

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro Resident Agency, CCIU

YN (b) (6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060

(1) (©)(b)(7)(C) T

CID FORM 94 FOR OFFICIAL USE ONLY — LAW ENFORCEMENT SERGIEAGE
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U.S. Government classified material that was posted by wikileaks.org. Additionally, SA b)(O)BTN©)
provided copies of the following reports: a forensic report pertaining to the 29 Jul 10, secondary inspection
of Mr. APPLEBAUM and his property, two forensic reports pertaining to the examination of digital items
obtained from Mr. APPLEBAUM during the secondary inspection of Mr. APPLEBAUM on 29 Jul 10, a

report pertaining to the HOPE Conference, and two reports pertaining to the secondary inspection of Mr.

AGENT’S COMMENT: SA QIQIOIQI® bsequently provided an endorsed ICE Demand Letter, requesting
the assistance specified above.

About 1300, 2 Nov 10, SA OIOIOIOI® . 11ccted as evidence one CD containing the centaur data pertaining
to the following IP addresses known to have been used by PFC MANNING during acquisition of classified

information, from the hands of Mr.[(SIOQIDIIO®N Targeting Analyst, G37, Targeting, ARCYBER, 8825
Beulah Street, Fort Belvoir, VA 22060, which was documented on EPCD, DN 161-10.

AGENT'S COMMENT: Mr. RSN aiso provided SA O)EOEN© p with a report of his Centaur analysis,
which disclosed numerous connections between IP addressed assigned to PFC MANNING and other .mil
and .gov domains. (See E-mail and Report / SIPR safe)

About 1040, 10 Nov 10, SA OIOIOIQI®) -o1lected as evidence one hard drive, Western Digital brand,
Passport model, serial number WX70C8958878, purportedly containing Iraq Combined Information Data
Network Exchange (CIDNE) logs related to the time period when PFC MANNING was deployed and
working in Iraq, via APO Registered Mail, registration number 852621483US, from Mr. Mm
USF-I J3 Knowledge Management Officer, CIDNE, APO AE, 09342, which was documented on EPCD,
DN 165-10.///LAST ITEM///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro Resident Agency, CCIU
IN(D) (6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060

DATE EXHIBIT
10 Nov 10 2-55
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From: [QIOIGIGK®R abixx.com>
Subject: Re: Contact email
Date

: August 6, 2010 3:19:46 PM EDT
To: Mgmaitcom
o 1 Attachment, 79.6 KB

| certainly will. Attached is a PDF of the printed file | gave you. The
file also has the additional information | looked up for you while here.

Thank you
(b)(6)(b)(N(©)

On FriI 6 Aui 2010 14:37:44 -0400, (QIOIGIGK®!

gmail.com> wrote:
| Let me know if you find out anything else about wiki

wikileaks Ml...pdf (79.6 KB)

FOR OFFICIAL USE ONLY
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(b)(6)(b)(7)(C)

New joumallstlc search interface for Afghan War Diary hutp:f/bitlyfbuPyez  abour 21 hourss ago via bitly
LT Ly fad 2 ops S 43

hitp:f feww, dlarydig.org/

FHEIE R GERGG R

ping diarydig,arg

PING diarydig.org (18.85.28.35): 56 data bytes

64 bytes from 18.85.28.35: lemp_seq=0 ttl=46 time=21.675 ms

Lrp e Te T b dy e 2520 P

;‘huis 18.85.28.35

& Query terms are ambiguous, The query is assumed to be!
#  "n18.85.28.35%

#

& Usa 7" 10 get help.

#

i

# The follawing results may also be abtained via:

# http:/ fwhals.arln.netfrest/nets;q=18.85.28.357showDetails =truedshowARIN={alse
L4

NetRange: 18.0.0.0 - 18.255,255.255

CIDR; 18.0.0.0/8
QriglnAS:

WetHame: MIT

MatHandle:  NET-18-0-0=0-1
Parent:

MatType: Direct Assignment
HamaServer:  W20NS.MIT.EDU
NamaServer:  BITSY.MIT.EDU
NameServer;  STRAWE.MIT.EDU
RegDate: 1594-01-01
Updated: 2009-06-19

ReF htip:f fwhols.arin.net fresefnet/NET-18-0-0-0-1
OrgName: Massachusents Institute of Technology
Orgtd: MIT=2

Address: Room W92-130

Address; 77 Massachusetts Avenue

Cityz Cambridge

StateProv;  MA
PostalCode:  02139-4307

Country: us

RegDate:

Updated: 2003-12-12

Ref: http:/ fwhois.arin.net/restjorg MIT-2

OzgTechHandle: JIS-ARIN
QrgTechName]|
OrgTechPhone: +1- 2 70=

QArgTechEmall: jis@mit.edu
QrgTechRef:  hitp:ffwheis.arin.net/rest/poc/)IS-ARIN

RTechHandlg:

RTechMName:|

RYechPhane: +1-707-276-0409

RTechEmail: Jls@mit.edu

RTechRef: htep:ffwhols.arln.nerfrest/poc/)IS-ARIN

#

# ARIN WHOIS data and services are subject 1o the Terms of Use
# avallable at: hups:/ fwww.arin.net/whols_tou.btml

#

SRR RGBSR R AE IO R RO R JP OB REATLY

nmap -5V dlarydig.org

Starting Nmap 5,21 { http://amap.org ) at 2010-08-05 13:29 EDT
Nmap s¢an repos for dlarydig.arg (18.85.28.35)

Haost is up (0,0275 latency).

rONS record fay 18.85.28.35: loco.mediamit.edu

Mot shown: 988 ¢losed pans

PORT STATE SERVICE  VERSION

22/tep open ssh OpensSSH 5.3p1 Oeblan 3ubuntud (protocel 2.0)
23/wep  filtered telnet

25/tcp Rltered smtp

80/tcp apen  hnp Apache httpd 2.2.14 ({Ubuntup
135/eep filtered msrpc

139/tcp Altered netbios-ssn

161/1cp filtered snmp

443/1cp open  htip Apache hrtpd 2.2.14 {(Ubuntu))
445/tcp filtered microsaft-ds

554/1cp open  tepwrappet!

7070 tcp open  tcpwrapped

B8000/tep open  hitp Apathe hitpd 2,2,14 {(Ubuntu)} <
Service Info: OS5: Linux

Service detection performed. Please repert any incorrect results at hup://nmap.argfsubmit! .
Nmap done: 1 IP zddress {1 host up} scanned in 14.68 seconds
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Re: Contact email

lofl

. 0028-10-CID221-10117

Subject: Re: Contact email
From: [QICIOIVION @ abixx.com:>
Date: Fri, 06 Aug 2010 13:19:46 -0600

I (b) (6)(b)(7)(C) D gmail .com>

I certainly will, Attached is a PDF of the printed file I gave you. The
file also has the additional information I looked up for you while here.

Thank éou
Oon Fri, 6 Rug 2010 14:37:44 -0400, [(IOIIHI®)
@gmail .com> wrote:
Let me know if you find out anything else about wiki

Content-Type: application/pdf
Content-Encoding: base64

wikileaks_ MIT_contacts_06Aug2010.pdf;

FOR OFFICIAL USE ONLY 8/9/10 11:27 AM
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g gmail.com
[H] 508.883, 1316 [C] 508.967.8201

This may or may not be helpful, the link below is to a (very) old (Oct 2001) email thread between Assange
(proff@iq.org) and several others. Assange is looking for volunteers to help with his distributed network,
AR R AR <--- Added by me to break apart messages

Link to the emails below:
http://marc.info/?t=100320899400003&r=18&w=2

[Below is the thread list from the above link.]

. 2001-10-16 Re: mirror volunteers needed cypherpun (b)(6)<b)(7)(()

. 2001-10-16 Re: mirror volunteers needed cypherpun [DICIOIGI®)
. 2001-10-16 mirror volunteers needed cypherpun Julian Assange

1. 2001-10-16 Re: mirror volunteers needed cypherpun [(BIOIGIGI®)
2. 2001-10-16 Re: mirror volunteers needed cypherpun

3, 2001-10-16 Re: mirror volunteers needed cypherpun Julian Assange
4, 2001-10-16 Re: mirror volunteers needed cypherpun (IO

5. 2001-10-16 Re: mirror volunteers needed cypherpun Julian Assange
6. 2001-10-16 mirror volunteers needed cypherpun [(IGUIIEAN

7

8

9

Copies of the messages are below:
H R AR R

List: cypherpunks

Subject: mirror volunteers needed

From: Julian Assange <proff ( iq ! org>
Date: 2001-10-16 5:03:46

[Download message RAW]

If you are brave and have a unix account/machine with approximately
2Gig of disk free, we need you.

Julian Assange |If you want to build a ship, don't drum up people
|together to collect wood or assign them tasks and
proff@iq.org |work, but rather teach them to long for the endless

proff@gnu.ai.mit.edu |immensity of the sea. —— Antoine de Saint Exupery
B e e e i

List: cypherpunks

Subject: Re: mirror volunteers needed

From: acmenet | net>
Date: - :

[Download message RAW]

Julian Assange wrote:

> If you are brave and have a unix account/machine with approximately
> 2Gig of disk free, we need you.

More details, please. Mainly the kind of material to be hosted. Holding
2GB of kiddie porn (horseman alertl) might be objectionable on moral

FOR OFFICIAL USE ONLY
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grounds as well as legal grounds.

What kind of traffic is expected, in terms of connections per hours and
bytes per hour?

Why does it need to be a *NIX machine? Ease of remote access, security,
active content, or the requirements of the mirroring software?

The mirrer would presumably need a fixed IP address. Are there any other
requirernents?

(b>((b) N©) Computer Condottiere Have GNU, Will Travel
(b)(6)(B)(N)(C)

"Good people do not need laws to tell them to act responsibly
while bad people will find a way around the laws."” —- Plato

G e

List: cypherpunks
Subject: Re: mirror volunteers needed

From: [(DIOICIGIOR<zem O zip ! com ! au>
Date: 2001-10-16 5:20:00
[Download message RAW]

On 16 Oct 2001, julian Assange wrote;

> If you are brave and have a unix account/machine with approximately
> 2Gig of disk free, we need you.

| have a machine with 2 gig (or thereabouts), located in Australia.
Bandwidth is low (64k ISDN) but the machine is available.

If high bandwidth is a necessity | know someone who might be able to help
depending on the content,

maijto:zem@zip.com.au F289 2BDB 1DAQ F4C4 DC87 EC36 B2E3 4E75 C853 FD93
http://zem.squidly.org/ "I'm invisible, I'm invisible, I'm invisible..”

L

List: cypherpunks

Subject: j s needed

From: nobody () dizum ! com>
Date: 2001-10-16 5:50:14

[Download message RAW)]

To mirror what?
B e e S G S i i i i

List: cypherpunks

Subject: Re: mirror volunteers needed
From: proff  ig ! org (Julian Assange)
Date: 2001-10-16 9:56:20
[Download message RAW]

FOR OFFICIAL USE ONLY BHBIT_257
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> Julian Assange wrote:

>

> > If you are brave and have a unix account/machine with approximately
> » 2Gig of disk free, we need you.

>

> More details, please. Mainly the kind of material to be hosted. Holding
> 2GB of kiddie porn (horseman alert!) might be objectionable on moral

> grounds as well as legal grounds.

Documents and images. No kiddie porn, but there are still three
other horsemen to choose from. Absolutely legal for now, bar
retrospective legislation, but that won't stop the horse trainers
from pretending otherwise. Constitutionally protected in the US,
but that doesn't mean you won't cop flak from ISP higher-up and
other organisations regardless of where you live.

If you'd be happy to mirror cryptome.org, then you'd probably be
happy to mirror this material.

> What kind of traffic is expected, in terms of connections per hours and
> bytes per hour?

Depends on interest. We can use dns tricks to shape traffic to
reflect your resources.

> Why does it need to be a *NIX machine? Ease of rernote access, security,
> active content, or the requirements of the mirroring software?

The anonymous push nature of the mirroring software, We can support
non-unix pull mirrors too, provided there are enough push mirrors

to feed from. The software could be ported to other operating

systems without too much difficulty, but that's another project.

> The mirror would presumably need a fixed IP address. Are there any other
> requirements?

An ability to create mail-aliases, gpg, peri5, and a good sense of humour )

Cheers,
Julian.
Julian Assange |If you want to build a ship, don't drum up people
Itogether to collect wood or assign them tasks and
proff@ig.org |work, but rather teach them to long for the endless

proff@gnu.ai.mit.edu |immensity of the sea. ~— Antoine de Saint Exupery
B e T

List: cypherpunks
Subject - mi
From:
Date: 2001-10-16 13:50:37
[Download message RAW]

eded
(ils lunc! edu>

On Tue, Oct 16, 2001 at 07:56:20PM +1000, Julian Assange wrote:
>
> > Julian Assange wrote:
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> .
> > If you are brave and have a unix account/machine with approximately
> > 2Gig of disk free, we need you.

>

> More details, please. Mainly the kind of material to be hosted. Holding
> 2GB of kiddie porn (horseman alert!) might be objectionable on moral

> grounds as well as legal grounds.

Documents and images. No kiddie porn, but there are still three
other horsemen to choose from. Absolutely legal for now, bar

> retrospective legislation, but that won't stop the horse trainers
> from pretending otherwise. Constitutionally protected in the US,
> but that doesn't mean you won't cop flak from ISP higher-up and
> other organisations regardless of where you live.

VY VYV VVYVYVY

Where's the site? I'm sure some of us might be interested
if we can see whether we care about the content.

> If you'd be happy to mirror cryptome.org, then you'd probably be
> happy to mirror this material.

Thanks for the legal advice. cryptome still has decss.zip (and I'm
damned happy they do). Nearly every other site with it caved to MPAA
pressure. (Publicly) mirroring cryptome isn't for the timid. Asking
people to mirror content that might be dangerous to their status with
their upstream provider requires some more details.

OIOIGIGI®

e e T e S

List: cypherpunks

Subject: Re: mirror volunteers needed
From: proff () ig ! org (Julian Assange)
Date: 2001-10-16 14:11:33
[Download message RAW]

> pressure. (Publicly) mirroring cryptome isn't for the timid. Asking
> people to mirror content that might be dangerous to their status with
> their upstream provider requires sorme more details.

Content is not fully predictable due to the distribution system employed.
If your upstream shoots before threatening, you probably don't want to
mirror this material.

Cheers,
Julian.

R B e i

List: cypherpunks

Subject: Re: mirror volunteers needed

From: BICIOIVIE) ) well | com>
Date: 2001 10-16 18:20:06

[Download message RAW]

At 07:56 PM 10/16/2001 +1000, Julian Assange wrote:

>The anonymous push nature of the mirroring software. We can support
>non~-unix pull mirrors too, provided there are enough push mirrors
>to feed from. The software could be ported to other operating
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>systems without too much difficulty, but that's another project.

| get the impression this isn't exactly "mirroring” static content, but
participating in a distributed publishing/retrieval system, a la Freenet

and Mojo Nation or BitTorrent .. or maybe more like Gnutella or Kazaa .. or
even Publius, which was nice but never seemed to catch on.

Is that correct?

> > The mirror would presumably need a fixed IP address. Are there any other
> > requirements?

>

>An ability to create mail-aliases, gpg, perl5, and a good sense of humour ;)

1 What software are you using? Is it well-known? Debugged? |s the source
available? (well, it's Perl, | guess..)

1 don't mind mirroring Cryptome, but I'm pretty wary of installing other

| people's newly-hacked-up code in a [quasi-]production environment .. your
proposal creates two kinds of risk. The first, which is relatively famillar
by now, is content risk, from people angry about the content .. the second
is the risk of security problems in the code or its
configuration/installation, and that sounds like a bigger issue to me.

Why not just use one of the existing distributed systems for this content?

| If you put content in the Gnutella or Kazaa systems, you can give us
filenames or search strings and then we just make locally cached copies and

leave machines running (even crappy little windows boxes) to create
dispersed hard-to~clobber-them-all content. If you put it in the

Mojo/Freenet/BitTorrent systems, and make the URLs of the content

publically availabie, helpful people can make iocal copies of all or parts

of your files pretty easily, too.

Or, alternately, make just content available as a .zip or .tgz, and let
others serve it using FTP/HTTP servers they're already familiar with.

| if you can find a way to separate the content risk from the untrusted
; software risk, this project (whatever it is) might have a better chance of
| success.

awell.com
“We have found and closed the thing you watch us with.” —-= New Delhi street kids

BRI R R R R R

List: cypherpunks
Subject: _Re: mirror volunteers needed

ject: /
From: [QICIOIGIE®) ) tightrope ! demon ! co ! uk>
Date: 2001-10-16 21:56:00
[Download message RAW]
proff@iq.org (Julian Assange) writes:

> An ability to create mail-aliases, gpg, perl5, and a good sense of humour :}

What and where is the source?

! FOR OFFICIAL USE ONLY
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1524/D9C69DF :(b)(6)(b)(7)(C) @tightrope.demon.co.uk

its ok the problem solved itself

S e S S S S
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HRERERGHE ERRAH R IR R B R B
hitp:{vewew.dlarydig.org:R000/ - Between the Bars: Human stories from prison
ECHFDERAMRRNEDEDERIDNGRENON ST

Google Search for “between the bars™

http!/ veww gocgle.com/#hl=endsource=hpiy hebars+blag&aq=flaqi=g-
sx18at|=&oq=&gs_» rfa:-l:iaxquZaTF!'ZHGOzQTthnPCgMAKnEEU QstR&phx—1&?p-c4337’c63ee?a44bf

Sth search result:
Between the Bars | MIT Center for Future Clvic Medla
Between the 8ars is a blogging platform for ane out of every 142 Americans---prisoners——-that
makes it easy ta blag on paper, using standard postal mail. ..,
civic.mit.edu/projects/cafem/between-the-bars - Cached - Similar
RESERCRR AR T e

hup:{ fclvic.mit.edu/projectsfcafcmfbetween-the-bars

Project team:
PrW‘

CHTU R AR ARG YRR IR R ARE Y

hnW!charﬂe-detn
asters Student in Media Arts and Sciences, MIT Media lah

FELERCRRNSEEREPSIT RIS PR AR TS
hog Jben]amin-mako-hlil

Fellow
... I3 a lechnology and intellectual proparty researcher, acthvist, and consultant,

persanal website ; hitp:/ fmako.ce/

personal blog: http:f /civicmit.edu/blog/makae
pEpdR e REERH SRR AG AR S
hup;ffmako,cef

Atout  1am a scholar, technologist, programmer and free software and free cutture acuivist.
I'write software, books and aricles and curremly Sive In Somerville, Massachusetis,

hitp:/ fmako.cefeopyrightecus/
blog indlcates he's traveling ta Croatia on ar araund 08 August 2010

W ROT RIS RN TH

Version: GouPG v1.2.1 (GNU/Linux)

mQGIBDILVERBALC 7eqlizr/mMwYznpSAql0|8x4qgrab554vuUsIDIGIbDoT+Fy9
beVCuSIDCkEEITqdIi5b2w74Lp7 + I IFOLIYQIVIXGO)pfDgZucab+ YAGSNHIT?
UxUGuILNAL/ChyT 100z Aldy2 EHA }/ GVx+abAkOFgmnF14d4/evQoF ByQwlpfe+0
nw lHWqDer7yCOwhYVGFAPHUEA)+ XK/ JewGH1 Sem/ 6XN2QfCV3rs)isOvPkgigaf
ez¥gUDWpP5BxsliddfhbOVawRGBALGRCaaBYET e/ SWiwPoxoay5eGVAr2rrCoxHS
JTSbMergx 9fbePmiZejxh psQlGXroZblOnMoggRrrBazFdTC7 1BLLUF 2warzeels
08veA/DHONELYBCWP/MREY4IRM pl+n05cldvBFgK+ /s9nDlgW /g + 4ugkOKMLSQG!
CMs55knfKgAINYUnvuwS /42W2han++MApt0ZU9 fQuvavefCnzs /bvbuxSW 7l
KYBN3QEMIy7CLxORbDAdOrseOCn20wKs /bxkgl+TuS+CvTsbHQuOmVuamFraWag

w SGIshCADTWFrbykgPG1ha2 9AYmSyaySceYWlwc2hpemnUuZWR1PohWRSMRAGAWR DS
bS7xBASKBAMDFQMCAXYCAQIXgAAKCRCIZUshYHYZS oxkAI9kTYpzkKytFAQQyyah
05 3ImRYMxMwCIWOTketKITZMIF1PbyWs08kx7XGIRGOQEQIABgUCOW +dLgAKCRAS
WFNMN+x6alo3AJOWQOSLewW3yplLRD+UWwx0pBq0gwCgjVRpcxbFGoFBusc8beME
LEawwDmIRgQQEQIABGUCOk+kZAAKCRDZfipd HPLWRQuFAKCTriqGd 2 AZJLzF FO9X
B1FQT3tqIACITISM4ui7pxxTPIZIgkNCZr/94LGIRgQREQIABILUCOOvsegAKCRCE
XIBNRhRWIsdLAKCABFxblyK20Gw 13 owvBsIBXuI9QwCgrnl BkWABCWGNLATA4kGr
JgBXEuIRgQAEDIARGUCOOWYEQAKCREDA + IkINwWetrQAKCsVQNd 18/KSPAFaZat
FNOycUxd oACeLIVOWIKQwD +4LNS125h4ciulvkWIRgQQEQIABGUC O 156)wAKCRDR
deMk20Gzh/E|AJIxL2T SyE1O6bkaORTCZ95 TAVWFACIZe49nNWhIEgZQbOobDB1
qlu+s¥glRgQQEQIABGUCO1 39)QAKCRAKXC/k IVIVQUIAAISy4EgmoRHDTwWOGVFw4
UpSHOGQUIACTSr3BwM5xt1WyWnSKWndcs+fUm3yIRgGQQEQIABQUC O4MUIAAKCRC
45BlayFimgqd AKCROxdPW2N +GOfNRIL/LVCGGB 5 +3QCgy0sVADEFXomRUS I3 L+uw
n9Z1XFSIRGQAEQIABIUCOSa+FQAKCRDI zm)rb/CrBs Bs AJICRWCTuWexg GNpm /U
XnvAZ2IPXACTCPZATaSmES TWriwScFggGp4H/ ryIRGQAEQIABQUCFJaWUwAKCRDe
g+ 0cuBiHjS]AJOuvSLZbVUSGZyYBhEcd4El+-w+ DiwCdHbIWQjr6JERB+aVHS/Ck
UXkrPT+(RgQQEQABGUCRIe 0rwAKCRCy5qbzKPdS 4hd fAKCHRg24hbUOCuyDoTcE

‘ kTei+cmBIQCePxRGsYau5tSepzNIhQdvNIW) 7{51RgQQEQIABGUCP cEZAAKCRBD
StdbKdZ 5 FOXRAI4DZTjR/ DMV 4no2yzHs PzragTrowCld 8/ kWil R4hr +Chal6ZT7Q
HXQwSOIRgQSEQIABgUCPOAQIQAKCRCbgarL Dvsd farWA|9ViXtkZ9SUY + FCBC D}
EiDSbII1BACTYqECUKZMQWGRmoDZIp/P+7d7e05IRgQQEQIABQUCPQTPCAAKCRCE |
NyTOnGhSXTd!AKCHZB B 1yY8PsvBIWwlsdCo/hirvg ACg 15BgSEWTISSD 1nRYKwwE '
7T+Gaba!RgOTEQIABGUCPSkOdwAKCRAULPZZdSamC1RJAI4 1h5E DO +pGxkR1/R1
13adDcy+SwCdFsx7C6nlu5aFyGRelhOONbKSKIRGQGEQIABgUCPS[I/ AAKCRA2
27pEe)FrhDYZAKCWOS + AzaByLARwWEW2wx0xB5 /ufyQCRAXG CKnO9F 3 BwaW4wW]sYof
XNDClgBIRgQTEQIABQUCPSkPRGAKCRE)XRkoCdAOhoSYAKCwIDIaZdTaxSLTvS
ETRKPEaqQCFSQumiK7ajLlx27jnHbs04Yr2HxC2)AJUDBRAS}BI4n/HiELzIS0R
AUALASIL2 IVIFAGTWYSYMHNRS +x2 L XkOBwTOWYF)3c0YmI0oUMIIIVs /necnTE
5K5IDoQrCb+ypmdkZixgulBVedjotAxFl1dyYiqNgleDBD1aVy4ECIR7 s00ETIS +
4VBDVypRGWIaATYFO3ICHAS 7he+q+iclriczCEVMrOSlIPI4kYhGEBARAGACEQID
J8I0AAQJEM2{S)sKCsknlGgAol TmnQaM3IF Dull1UhQebiMSIODcAl4vQRVDqP+b
pOOKPWYFGXQTILtLy4hGBBMRAGAG BQISjyyzAADJENSECHO] 17mEctcAmwWEWADD

‘ faAAIBIZCRIZCRIFAZ JAAI 4TVRWRES TMEYYOuDBOIL Txh+ MW 4hGBBIRAGAGBQIS
KkmeAAoJENraec14]9IMSAEANAG+RQI2ghaG4hwZvKx QY PjEmBIAKDOMUDDELp
JE6K+q0buviWM2 132isThCBBMRAGAGEQIGLCG+AACJEABNVTLUSEPLIVOADK]ALLPO
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PwEXIZEbSL.QyHyX(tQO3MAJOX7DPIM1wrglxpign +OCallezxdglhGBBIRAGAGBIIY
LCPAAGIEES IUAEENIEHABANRG6XasBEARG23kZHKIH+ LoSRFJAIINUSUIFHGw
JGGIADTUY7qI6EThIhGBRARAGAGBQIILQLIAAQJECAKVT 2Zskd TVMANJUEISTC
GIFVIBENOgH/heSuanGTAJ9B7VSURI2dC w43 pF9xRuPsi¥UchGBBARAGAGBQIS
MGESAAQIEIORY ?NLBuIXZ BoAnRxmpSMnIR25EUICSSDTIcivS fwHAIDCWTPYUFY D
6lcHE{xBInQfCeAvWIHGBEARAGACEQISLDRAAAQIEKkTrmDTYol)730AnISILhZY
MS5FLjwBSMatbrnadkpAldsanpghAvFDiw2leValfidN/D7KohGBBIRAGAGEQIS
LMZ5AACIELNdEJOTEGFVqKAAD)pfYhoOgesViMEmIFgoyahthc 9 xAKCsH79EKATN
mEeKM7VTGE 1 2X6wn!hGB BIRAGAGEQIIMLxwAALIEMIO)Fuus125Yh4AnRNPs ok
PiGv2Z218VyRovIPeF29A]4504ePr3GSB6 AWoOWIk SvATISTI4hGBEARAQACBONY
KGnAACJEPnKAdXIamBodz8AnIhIFPSLZV2411qV5p95qnPAYdMZAKCpQ4VRsImL
agZCAcdIUXnBJkE 5] Y hGBEIRAGAG BQIIMQYXAAJEKOHp2IfYvd+48AnRE1dgpn
NnTYwVc|2gtiBavTgxkdAJ0cFa1pFlb80CyHex8zzvlalwniQGohGBBMRAGAGBQIS
SsTvAAQJEDVZMIRagnot294An3CETY+hadjClj9l WNTzIfTIZpAKCBS shQEBAN
0hUGTIu] +1hpgp0 74 hGEBARAQAGBQIISVLUAADJEGSnwKiyzZwGoaXYARO3KkBY X
mmFIEwQidrZ HyjuwHXUMAJS sFK+16wFio+WeQXev]LVd p7 G6alohGBBARAGAGEQI
ZcBaAAalEFohWilv/ FXMa8AoMx1GiDgbIZXNEKESqBm]Cx7 SpsfAISViqE4yOyE
hQ83ehY{ZUINE3ZBWY[cBBMBAQAG BQIIPYIxAAGIEKUGhOCSTZ+hE4YFfDyq)SrB
VOSVGwX 1y7DMRCrEpILNS6Ouwhga20211mBo+PSPI7CPiVLEmxB152xaBMXUQen8
lgvQw/aH{425 2v3 2YtucBpUtyaPehrDEB2kowaBelsKSuTvxSInBGCSEMFGHOLI
hRI7TalvIGTIEZXPUSW]XvR4Kdd nBGhshPbkskvhB+3x)21Kr51IKB020hAl 2we
LPXPWpctXpuXzWap2eEB+wzWxG7iPglew +nstP2dC1IXhL2Flb2AUGEeAChGBBAR
AgAGEQIOPyoyAACJEOX SL/IdWIKZFIYAQJ13FIRNQN]I/eo+m7qz8LFZMDLNAI9C
SROSPOXbGrghBYhGISG70KoDCIhGBEM RAQAGBQIS 7PLAAGIENVOrky)mHCxkyBA
n2iwzlZULNETaUZAFK9RG Od5| BAKCY/XCNDV/ AqmIw/iAsHRyIf+pgvYhGBBAR
AQAGEQI9I8sRAACJEGMRDCSvORhueBkANOyNF+tEQU3IMI2 +dwETAQFQmMNIRhAKDI
wyPICVSEVHF/ACMO1qZAHCOCr4hGBEARAGAGEQIFaTBs AAGEAKIBQQRHAAmRAA
nA4Z20Ml0q1KggLy847]BvXSPUDAKCTeFFGrib/pVmDWa/SYPGweHUIWAhGBBAR
A5AGEQIZd BrAAn)ELXgHFImeNChUBQANIWIbKIVOGInT)eMxQfdTHcC1F2 1AKCM
bxf3 /OFat3eTSk5eCy8KI7t04hGBEARAGACEQIT2TDHAAGIEMgIKy TRIEWPZQA
oLmcUcGNygNNDURKHGH/Cxvug)ug9AI9kZkBKw1 dRKIwW/NZNMuGWwsfaAYhGBEMR
AgAGBOISEIOHAAQJEFDSaIX2z 14 catAANI 7SEMBBVIZOZ1KGBBUMMW7 zb7E1A) S
ASOHL/rkRyNEohs M2 biwr9+2IhGBBMRAGAGBQI+HalgAAD)ENQCERINGPYs 1cA
nif420Bk0OS5uEnSHs0l1-+XKyDPyAIGQdhqBy1 HLUBmjh+ MBBONZRXSZZYHGBEMR
AgAGECQH+H1CbAAQJECm +XS)o/VSFCg4AniAVAje sAAYI B0 cDSBEKKIB + Yd9A) 46
JKTF|/BckMmGqQHEIOHCEC3SyIYhG BBMRAGAGEQI+HIjoAACIEADs2PDOERVOIUYA
nRfw7 1GWPRAFXDwpFSI+FOPEZfaAlIUwysQkHeBa6R1q5Kw 151 53mFSQMAhGBEMA
AgAGBQI-+H3ftAAnlELacBMXhySinopCAoChgNy0jodluSsgpfaiixa 2 EUKOMAKCZ
rlenyzE1gRgN40GzEZeyyRIMZYnCBAARAGAGEQ + HIQzAAQEQNVQ 2 ignCLAKA
oKibMxaXkFIZUEUBRQGNdAeAkxSgmAIINAGaT]+16) pah+{ 729G BILk4nG BBAR
AGAGBQH-H/mdAAQJEwvikwiVX fIP4AnioFt1ad AOMrEualbst+ 0Avemg TS AlSd
Wb/ 7SQhLuk)2Do0HZs0SGHy2hGBEMRAQAGBQ! + IBXuAAQIEOWEKViZnRz7gSMA
n2xpYzW7CabFy3clytyxWiset8BeA) ScelvbnBVIQsiwWxYuldighaRe5 IhGBBAR
AgAGEQH+H++ AAAQJECGrEmDxrpBglhUAN2Z 2pOHGrU jqsHmMATgylkRAWMUIGAIDS
evHGqhgxONeIwsWaN/SYmnfwWYhGBBMRAGAGEQ!+IFr+AAalEBs SRCCXBpMr26EA
n3g5kSTGaq7R7XsEM74K50gamPCCAKDODY 1yr{x fi+coBsy+bDHHPIZIbINCEEMR
AgAGEQI+IeX5AA0JEN SEr26Uw)x f [TQAmwahPg BVFA BxsVLYWEECKWX 2'YIyAIOy
i4wltbsp3mSYIBHWSsCelBqxohGBEARAGAGEQI+IUBYAAQIEDSymIQABS/KGNEA
n10Yo6m0C/1g30PW]edvSAgMGDSBAJ3iNBn2w]RDsBMkGIm4 + 9dneHNg8YhGBBAR
AgAGEQI9ILZQAACIEAFAXXIRGAGYS /DACKCH kI DCJEHS0EGINEHs 5% N uAKCY
F5KywwSBFAbXW02Vh2RsXdg)3 B4hGEBMRAGAGEQI+12/ UAAQIENRIPQYKbx VL +vaA
njag73IfZcuc74YYQ7x5BYvesqUBAIMONSISYVEdoeOqulzl75HIZC]S0IBEMB
AQAGEQ!+ESXAAQIEXQZRRIEQAWIAPOD +wZ fWOKe OBfyaBsHm 1k+EHx+iVjnRjSL
Q/KFORZzffyhn1C5kSvhG +h2oDngmMa4G43fxpM5hDQezaPiBYextRMrnBw 05/
YMUacFwzCELD 1¥gX)7pTRSEMAQ/ 7spm+Lg/ad/ 11AU3HY Itz VB+ sdXFpN22eGHNI
DUUTVy6syTTIEYEEXECAAYFAJ 4K TvAACkQTEABDEVZOKTscgCRERWH+7Wm)
h&3YU+44auPRFVoANOybBN3tGIvpIcRoCpAebSehfDulIEYEEXECAAYFAJAKTgIA
CqkQB2ZBk25E2580nmgCelriSb52GBSzwloXA2 rXKUaprrMs AoNANNOUiqiSmCHx
ADJr54aC1UGGIEYEEXECAAYFA|AlIrMACGKGIEG fol1TEMOOFXQLFeDsfSpp/q2 5w

9k (32X 92KOWFJHSUANRDmwHXQetkznMsnTo+Hg9rIChAFIEYEEBECAAYFA| 4 pdwlA
CakQG1p230GZmurWewCgiFLhPSxvsAe SvQMz25dPECXgdakAnIyiuABEFFOUUX O

QN7RIOYESYQmMIEYEEXECAAYFAJ4pfEIACGk QhDXde HWCwhpQKwCivdmA+N4+runu

XIKptsd1Prd+¥wBAnjwlUPg0cgioEn RwMHQQSF2cURGMIEYEEXECAAYFA]4y/O0A
CokQRLAIGE/sMalsgCgnWBxQy0VIq/EQMEV+cVsvQK/KQAMEK7GLSch562890e
rBhQRuHelqUSEYEEx ECAAYFA]TNSFEACgkQVMBeYdAmuD S ZawCdHPNF7alghsft
OWGCVenliS6]12VowAo] 1GBHhF psuwNQEBK 2 YTWY 4 IXUPCIEYEEBECAAYFAj7hZalA
CokQvrAxXwFnyjgPéwCd FemypF 84 OplQwYlrwd N9ZNCvOysAn2bDKhIFdQEFmOu
<3wqthLIfQrYIEYEEXECAAYFA]7pn 1QACGRQIgFFIOYXC)218gCeN123tPxzg D00
EP+0/4WnhFc2rilAnlEpzaPl 2/ 125KIuU7HZQCE 1rXmEICZCZWS qYWipbiBlawxs
IChNYWIvKSASbWFrbOBRZW] pYW4ub3 JnPohWBEBMRAGAWEQIS 7Y 2 BASKAWQDFQMC
AxYCAQIXgAAKCRC)zUshYHVZS59szAIWMKB/Rx3s0mulZ+/AIQGIKpe3)ACaypnD
PEvhG2DbLa0gBIxyfD0+4DmIRgQQEQIABGUCOK+kbwAKCROZAipdHPLWKSpLAJDE
ybu2L6LwFnQINKItMhnSqNaTiwClbnuldmxv4 priNIMewRac2CAlgbEIRgQGEQIA
BgUCO0vsIAAKCRCBX 38NRhRWIHiAJCREzRRDeMXUFgZ2115uAXkd92QACEME]
17x00n43quYP2L/pKeDgbj2IRgQQREGIABGUCOOWY 7AAKCRBD3+IkINwWesICAIX

d Elbul 3YW5YxRMAUBF8AWs|5IwCeNV4thSHHKRs AgvD2GTYgoHEBIwlIRgQQEQIA
BgUICO1s6LAAKCRDNdeMk20GzhwV]AKCDVyUWQaSRwvI258 BalSywlUeR9QCTaline
BBMoQ?viDcUI5KVMh2gavMyRgQQEQIABgUCOL IIKAAKCRAKx L/ KIVIVQWDQAK
SV1H +8Teuf5 IRISxH1THRerhPaConSrVR+ UkVPTUX292xfEFNPYWSCEIRgOQEQIA
BgUCOAMUJAAKCRC /4581ayFimnylA)$id2 /9e+4hLCr30:0QNY 2ZimOPEWCgrUGu
10c5UBKskkRTGZq 4 Y)PXBQMIRGQQEQIABQUCOSa+ FWAKCTRD1Zzm]rb/CrEmXNAJSS
PUIRbRTGEIvkrUA4Lw/V7anrFACTV)s5kI+keZ YEvKphBokrwiPkiDalRgQQEQIA
BgUCPJaxCAAK CROWSVIUX2rMZhmAKC X GXwx / SIvifFOIKXOR ] 4 /569 CgwzeM
foCe++nlg8XZLE2QyMY %13 +IRgQQEQIABgUCPIaWWQAKCRDelg+ o B HvCwAKCs
JiDLerQuQQkuTiP2q7uDIEINZQCogXPLIMCMKCBW 3 mWe3[H1 +ItiNalRgQOEQIA
BGUCPIacSwAKCRAS +PYIr+7+gFKaAKC f26516//R2ad5UNTGIHhy8VilcgCeKavp
Ppzr3 9PCRPZpWpw7 74142EVulRgQQEQIARGUCP]cOrwAKCRCg S qbzK Pd5 4JEpAK
hBLz1VBCgtGhZTH/158kBeHge QN7 2leA])akPXClIMbSaKE)gNXEIRGQQEQIA
BgUCPJcGagAKCRBOStdbKAZSFKSCAKCaMakXZLaL8 15 SHaxFNUPTWkLygCePBVZ
CBR3z/)wbtQcKSAAKIBRhuCIRgASEQIABgUCPOAQIQAKCRChaarLDyvsd /mKSAJ0Z
Eq5icDraIDDisikph2SmdTPBeACTabBnf + X878 cROBGQpIA7 /WeQIRGQAEQIA
BgUCPQTPCwAKCRCENYTONGhSXTEAKCKc2Rnkg TydcSUBj2gxEK24pFQCCoz7TH
CpfokBM2Qg4a68gbU512Q7yIRgOTEQIABGUCPSkOFAAKCRAULPZTd SamC335AI5)
V+VOR}4hoJBJOHEUKVhgnALAACG 1eChXTQYFB)QREv3U2CkxTh13alIRgQAENA
BgUCPSH/wAKCRA2Z 7 pEelFrhN49AIIpZcpKRG A EUYQBFXRh IQHp+WQYWCdFI1s
HsG IFGExZ5fb7ICT1tMgCtRgQTEQIABGUCPSKkPTQAKCRE)xRkaGdADhugQAKCE
eBrkpP/W258T S80S gIRPmM+gCeIEMIb /vUbFDNAWEWGHM+53 1JqPAJAIUDBERAS
JBiGq/ BKELZISOBARINBACICRCUWBMAKPVU 1xBREWA2mENU9)IFfzn)izws4avs
mX1I9emPMIXIMpHLRxHycavatpmyrd+Ra)p]IBOKR pxdz3Uo]+VvXkIdpUCymKO
Ag+znlN4180rdVqleqvPtmo 1b5XqywzlmHdraF2cTkQwPIsX72L9k6IEGQIGFe2 1
a4hGBBARAGAGR(I9)BI2ZAACIEM25)s KCsknGYAANALpIGMANVADWaONSCS 1 +f9
c0orA)900tadpyFgnsl I6HRGSEQOs4hGEBMRAGAGBQI9)yydAAQJENSEChD]
17malchuM1:HI,'IDﬁqzG\N+REanowsrnFIqrAKDCbkuUIExQ:nDuQISBrTQGMMn
wohGBEIRAGAGBQIIKkmAASJENraec] 41 IManYActYTxtZhy vIZTQS] s 8realC
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24HNAJanoSGIhOQF+7224M1b + GkPZvzKihGBEMRAGAGBQISLCHJAAIEAGNVIUN
SEP1dFsARZQToTUy099Q vIgAZIMIizvCTGPaA)dwab+ 7AGKkrwtFaB6 + BK+ ObX al
U4hGBBIRAGACEQIOLCPPAAQIEERS 1UnEBNIeabwAn] JdIHNTpQFam2 YFXAySHbp
unHUAKCiB6ibephT2WyOvZbxCbKeQI2AYhGIRARAGAGBQIPLQLSAACIECAKVT /2
2skds8gAn0foCGIE7d32rUOC2BWYSxCaxIYMAKCCI6AaqIn3 79VulkGNeH]1ps)2
p4hGBBARAGAGBQIIMCFVAALIEICAY 7NLBUIXTudANZaCvcV5 2VPecgbygmWeKD4n
JrEKAKDWAUm)d + YTmwEVtWw/BrwrHBEeYIhGBIARACAGEQIILDkDAAQJEKKFrmDT
vol OhtAn1R2bpk1 /WS 6 QCzx fAXKITXQWIAIITKEHHACYWT +igk BICAIK+FIG
A4RGBBIRAQAGEQIILMaBAACIELNIE|0TBGFVFQwAJlynKSHZmIxMNG 38aUGOULa
ZPGIAKCZZKmFCarx504f3al8dS1z1 MQFylhGBBIRAgAGBQIIMULxyAACIEMIO)Fuu
$125hBQAcHmIkix3hNy83sac+BIeX/EChmXAKCCIabTSNdkycl6zd 2unxymzhdv
DYhGBBARAgAGHQIIKEIgAAG)EPNKADXIamBoOgYAalsSoflMnZiUx+IAubcNewvX
IwlQAl4] 1wivgWzmiM]ashArcS6hvQlwahCEBIRAGAGBQIIMQYOAAQIEKCALnZ]
fYv3KWQAN I0PLOKIhBqqleZcl psDzBaIsICMAKCc1h7vPvkODSyow3 gl mPXvgNix
Yk BBIBAQAGEQIINHMIAAGIEATIRTGI11Y pjqUD/ABS LK ESzZuwa9XNXAOGU4m
examNB(JDx9xZng5NLAINWLDQINMWAr+ LaW/WGoReS)IQCLUbSaMQ/MZ/Byy HROL
HSZZNINUNGZvKy9400+5z0MVmMyMZhWyVm3Vex1+ 2fzowDpiNnGGOhhGK 5 1a/
ARDU3BEwoMIRIEGO+5yIEYEEXECAAYFA] LKxPEACHRQNXMyxFqCei2AMACFehbM
WILBZaVUUVICNBTOU)5 DoAn3p69A0jdy64VCvyONFEIHAMULe3IEYEEBECAAYF
Al1jUtgACgkQZKFAp/LPAa{FZgCIQeFNgwpF GaymSBkbpusGazk4PcAnRoFIULY
0Y+]e026927KeQEFQkteiEYEEBECAAYFAj11zzgACQRQUWIFADI/BVCIACIVQuUg
BQB+zEOtWUTDrIKyv27qkxcAo]LOXpFCZFYSh3qs4nOBKUTXALYZINWEEWEBAAYF
AJO/tNIACGRAPSqESCRNNBENQAX +1YrYwKsz5]Fld49 /NDFTITQo/wX+CkWrLSCh
vSaHILO4jydechars+LD7FyEc2 NeS4)tyDAEVASILmT/ 1am5YS 91 ULNCExEVIZRI
Rbkqa2 baLPx+QJ2QLWIGD) {1 lugqutulrmC30PIDZYFETF2ykEfP1fRXOII2e7YE
APna\WepEOADZI7fp)2 e SN)BXjzRBDfs LlyDvDaGakweYyy 1 T2w/IIVdCYBOUFF
OwJsILYXGNexASOsVyHLzw7 EWTAZIEYEEBECAAYFAJO/KjoACgkQ7HAvBITYTTVE.
1ACAFmeVDA77 3121/ 4IYFANSNIovy Tg An03VKGSINAD+hriQladyQELuDneviEYE
ExECAAYFAJIWgHIACaKkQ71XePxzbD+ MR ZACIR +Bbf BkedegrlGryhXBntiLrkAOA
n1RIWD/kDgrsL94w5 1aqe)3 SIcOiEYEEXECAAYFAI2LS IMACIRQIUGUSBMYCLHE
EQCeDLZ)cKUYHWROSw7tDQSAWLC 66 ellAmwajvWitdMBeWTSVDCx hodFggc+BIEYE
EBECAAYFAJZLyxcACGKQAZEMLmM/RCGESUACEMQW/Vapeh SVeyh2X2hwY3KdQEA
nRP22rCSX77KeYCXpKEUyepIKSvvIEYEEBECAAYFA] 1 pMHAACGKQCSKOFBBED 105
TACeladri MaVKgdmt ETUTd94TFISNUAR]sUQiWxOwXnwlkE1Ag BIrCSrzrFEYE
EBECAAYFAJ1I0GBACgkQteAckeZ40aHLNWC2qeVRFGIX M5 2elaiTVLLDUQtIZOA
aKRFb/f4%VuDHLM SUBhdYCrBMERIIEYEERECAAYFA]1 pMMoACgkQyD2TINGS3rCS
oQCgvrRzsLhQwntFdLzMgGn1IPWLnagAa)3ey ] ZhFpNI7pbriXXIE|§sbuPLIEYE
EXECAAYFA|3w]|2gACak QUN|qVfbPXhEy4wlfluewxMigh)zAbM 20Y IvQIX /HYA
ARu| 15v0ksTimDxwj9wpleU/ZCHEYEEXECAAYFAT4 dolsACOKQLALXG20cY+ 84
HACeQDvIIDeDFISGHLZz3 ?qmgZhqBAnjd CnaxQCnofVeBQLBUOMISTERS GIEYE
EXECAAYFAS4IUJ0ACGKQKDS5 dIm9V]+vOwCcCCbuBFcIdEwnrly7pIs+d27agldA
n0zgo4FMbQvabogf2r2 pqQiPNyhATEYEEXECAAY FA]4AWOQACORQABZYIVQSXQA
kwChENOPBaATMTYT4LloqEu3ED2ccT8A0LdKzHT gl ¥ReShoB6QKIEYE
EBECAAYFAJ4fVS0ACgkQOzKYnQDzz+RQPQCg1WveOKNso)88URYL445vPskn)lsA,
nAtqP9aZN+d2hys4VxcPmnbNIFHXIEYEEXECAAYFAJ4Id+YACgk Qipzwxe HIIIFE
+gCdGnaZsQIUnVAK 7vXsN2TaXAbHGOYACPAWOE 2 ps4ARVE3U4KPUVad CUIEYE
EBECAAYFA]4F1CkACGkQ41VDNZ +L2cLFmwChEtIMN4AGYMB4 +eCYRTDDWaKILWAA
nlwARW7B7+SwmZeM1klvZzRHAOIEYEEBECAAYFAJ4T+aAACGkQNC/GTARVIG+H
pQCAFdwlZS%IviWp5Szg6UwdMzcdv+BEAMWSUTFoSEDWy33xEMNeWFGZHIKEYIEYE
ExECAAYFAJ4gFewACgkQsbopWLOdHPtDCACGkNNUBS]6IrMPeaZwwdhMSCXMAA
oINE2xbnle +k42e /FFd7]RsAwGM)IEYEEBECAAYFAJ4AUKUACGkQSYjuDIWvEfnZ
PoCo+gNWMvCFAYcKwyvIMOgwet/SanEAONNGSLWO ?LFcFRvksfotQudg I IwliEYE
EBECAAYFAIAFAmMSACQKQTs0SMhYIr1BJTgCapZW/ G2 pd50FciPvowliblypiboA
0JazjUIpEdQpbWNBHSS Ouvwd ApRMIEVEEBECAAYFAJAI? 2cACOkQlasGY7GukGRF
pwCFQSzFDFrD87Y]Xg+nl2qARG+q+0BANXFTkkzoTqe T2 8doXuFatitsFAIEYE
EEECAAYFAJAgCfgACgkQIPW4 crEwD]dsegCogvQifiénAcdacNhKapUlug/3hxcA
aCe+ezeqF?yCbmYaswulhskueSmnlEYEEBECAAYFAj4gHNUACOkQHIKEBS IyAbWg
+ACeOEXkDsxC/L+aEHvPYhNTSaT6ICkAn|pHY4Aev/Eq1KIG]e3xG2BEZKIMIEYE
ExECAAYFAJ4gWvQACGOG2ZIEYcCkyt/uwlVDRM484 + 0d6h4USTVACEQEMEVZgA
mgLIKFFUMU4ZFTMN +-evNIGEZ7OSbIEYEERECAAYFAJ4QITIACGkGBA tmZSaFHXr
OQCERW{I+tPEYYEEREI2H3 Q1 G ABQACMMM)3 IQKK2 TEOQN + TWkzCTGEEUIEYE
EXECAAYFAJ4h3FEACGkQ3nqvbpTARN/N/wCeOUED4bICE +SRREUKT 3IwgNylwleA
nRVyedbIKiuDVBbBUSyMDotZR1P7IEYEEBECAAYFAJ4IFHYACGKQNFGhspaFDlnw
FgCgti/N4UdUObAIPAq)2 SO+ 2bspvsAn3CATOIFLOGLEWQj4dvd SHCIBfralQCY
AwlIQPIFLDQQZRY EGAWIAQHgywQ A4 JOWKWQrE2JSMBIB)BC{OPY)peOmCTNEZF
$195 /YjiEdopt!MWn 07 1GLLEChOUDFALVIY]dFQelef+H + TZzy2¥YWiZ pl9) pOSmwOC

kw7 4u2vad Do 7VAUkeXPygSI+fjLUgObOIWkIRKS 2yaavax /DEGmsXDS +mBwWIgFS
9212u 1mIRgQQEQIABQUCPIFfmwAXCREPWDXINXMYpQ0aAKCHZUG Q421 1nCSkUsY
hEHEEgRadwleMcj9lwnhHKC S +|6r2z0wa¥Hu30+IRgQQEQIABGUCPIS4 2 GAKCRAB
QMcdOYABrWOXAKDxwzZVKGE5LSQZBuEnMgJLIG1 7bIgCS30EFyLK[4B5725bElY
YOFFGSIRgQTEQIABGUCPIGRwgAKCRDUITOGCMBVSBQKAJ4xBTk/brq)sgjp6lF
EfsINSAawgCgkLTOd085 m)BhE?|46h0zYcWoPi+ IRgQQEQIASQULPicmewAKCRES

zd AJXipmINSYAIFYIFTOYRVZYwBFqNICJo GP+1z12ACVQMANTS QhEPPkyMIOMTY

4 hWVKiIRgQTEQTABGUCPIRN+WAKCRD XK G ThkRnnzYrUAJ 48 AUTIW+ 2LcfsSE2X
b1NWGsKIAACIEBImVxImra7HG43g+ql0ull YKwKIRgQTEQIABgUCPIWWrWAKCRCU
$0+]VNsz05m JAKCSQAIU/EaQsc]oaooAPekNFuvlJaQCgwNFUXT4)7kxKTaDN2 /6
utyZixyiRgQQEQIABgLCPII3CQAKCRABWNDIQZMaBaRKA94RILALPNASSEDrsQh
00YBmbDNSACAVNDgOv123eR2yEx7Z7IZ TcMreSyIRgQTEQIABQUCRIIBpAAKCRCH
Rd 14dYLCGndHAJ44 ckitZIFEVIeZWI w8 1Bch / SkgTAFGN+32TOn 7ggF24yXXCO
kzgIDLORGQTEGIABQUCF)L/RAAKCRBESCKDY) + wymOCAI9ZswWrliMBSZIRIOKST
0)zXZILnSwCptITIWWZICEBWXJw7 45 /6 TGP mIRGQTEQIAEQUCPs 2wl QAKCRBU
2pSjgCastPjv+AJOVChvPNRILZXVWsoljlc/6LkBEPgCOq2 LYW/ TBroe Qafc882T
JLYGELEGIRg QQEQIABGUCPUFIGQAKCREWs DFIAWIKOIS mAIDel 1vjkCA+kCQyAK]a
IWHqQWdOvTWCVQaC 1AVQEY +MbSXD1YK26OhChEaIRg QTEQIABgUCPumPVAAKCRAL
BAWUTJcInVBVAKCMZ IVvjnmEIZPhe TIOVEFdajUkwCiQBkVndqC3)61ZPZLECTD
17€2]guS AgOEOWOVNRAIAOXHUCS | MELOITdfo OlIH/Hebkk|ErziY + h2DNrTXT8
70D TwS0NLAVS4RQs4pz19amShBBEqa GHIALem2MywS 1+ 5NKpxSUS+E12G Q620U
JuIKaTR2kEXEMpNERWUMIKMSWKrmITBLENF1505/yexO)7UykyKT2 /m4k3 fsbk/j
pa+yC1+QzETP2UHRRKRVIr4IYRIGEMRXSWWoudBBwxt+ 10gataCyYYC+kOPERT Xv
T4XURIhCZF2061L7aZLOQY7p/ NUVIZOWrSnNoR /XZQEmUQF BwQ2Nw/Wah/YkVo+
myGdg+FYIH5xa6nfubkhwxékeGkdrALpPeS1vdzQbncAAwUH/ 2+ TIWY 7 dyPn2Eqp
1aDxtfnz5QXnePqol+6faV+ G/ FwMV+ollakeXW1x9jOVSHN 1PBOCZVEHSAC IwN)
WeIbBorEvzEmpn7iQzBFYQuK/WHYSukDS e/ )iem1X08azix0rkeMErgx]1Nels6e
+AvEI§)75brgRNGSgSMC20g1051ZakRSnMVInhYidCniMISTP3)+NETInbShvjeA
HEF1GW3BUGKEQe8]Gnld3NGpWh+LhjTEEPC)n9HvSuspa+whUiql DEKXtIu4wd
pFI9IQSNIF/wBFEISTH251ZIyYIUEPSqEUYC/ad25ATBaGAJERIOAlgges 2udLEr
XLatSuelRgQYEQIABIUCCWONNQAKCRC)2UshYHVZS md cAKDEVBQSwB+ 76554643
BHu)xK1yNACHEOh)zaJCObxmPrKvOHWIGSQICS=
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ping iq.org

PING ig,0rg (203.24.247.1): 56 data bytes

64 bytes from 203.24.247.1; Icmp_seq=0 ttl=51 time=286.360 ms

64 bytes from 203.24.247.1: icmp_seq=1 tl=51 time=286.146 ms

AC

=== ig.0rg ping statistics ---

2 packers transmitted, 2 packets received, 0.0% packet loss

round-1rip minfavg/max/stddev = 286.146/286.253/2586.360/0.167 ms
comsec:~ (IGIOIGIO)]

coOmsec~

COmLec~
Lomsec:~
comsec:~
#

# Query terms are ambiguaus. The query Is assumed 10 be:
#  "n203.24.247,1"

whols 203.24.247.1

»
# Use 7" to get help,
L

L]

¢ The fallowing results may also be obtained via:

# hitp: fjwhois.arin.net/rest /netsiqw203,24,247,17showDetalls mtruedshowARIN=false
#

MetRange: 203,0.0.0 - 203.255.255.255

CioR; 203.0,0.0/8

OriginAS:

NetName: APNIC-203

MetHandle:  NET-203-0-0-0-1

Farent:

MNetType: Allogated to APNIC

NameServer  TINNIEARIN.NET

MameServer:  SECLAUTHONS.RIPE.NET

MameServer:  NS4.APNIC.NET

NameServer:  NSI.APNIC.NET

NameServer:  NS1.APNIC.NET

NameServer:  DNS1.TELSTRA.NET

Commant; This P address range Is nat registered in the ARIN database.
Comment: For detalls, refer 1o the APNIC Whols Database vla

Comment: WHOIS.APNIC,NET or http:/ /wq.apnic.netfapnic-bin/whois.pl
Comment: *+ IMPORTANT NQTE: APNIC s the Reglonal [nternet Registry
Caomment for the Asiz Pacific reglon. APNIC does not operate networks

Comment: using this IP address range and Is not able to investigate
Comment: spam ar abuse reporns relating to these addresses. For more
Comment: help, refer to http://www.apnic.net/apnic-info/whois_searchZ /abuse-and-spamming

RegDate; 1994-04-05
Updated: Z010-08-02

Ref: heip:/ fwhois.adin.net/rest/net/NET=203-0~0-0-1
OrgMame: Asla Pacific Network Information Cenire
Cryld: APNIC

Address: PO Box 2131

City: Milton

Statefrov. QLD
PostalCode: 4064
Country: AU

RegDate:
Updated: 2004-03=01
Ref; hitp: f fwhais.arin.net/rest/org/AFNIC

ReferralServer: whols:/ fwhals.apnic.net

OrgTechHandle; AWC12-ARIN

OrgTechName: APNIC Whaois Contart

OrgTechPhone: +61 7 3858 3188

OrgTechEmall: search-apnle-nat-arin@apnic.net
OrgTechRef: bitp:/f/whais.arln.net/rest/poc/AWC12-ARIN

#

# ARIN WHOIS data and services are subject to the Terms of Use
@ avallzble at; hitps:/ www.arin.net/whois_tou.html

#

% [whois.apnlt.net noda-1]
% Whols data copyright terms  hnipoffwww.apnic.net/dbjdbcopyright.htm!

Inetiem:  203.24.247.0 - 203.24.247.255

netsame:  SUBPUBACCESS-AU

descr: Suburbia Public Access Netwask

deser; 3 Bray Street

deser; Narth Sydney

des¢r; NSW 2060

Lountry, AU

admln-¢ct  MD72-AP

tech-¢:  MD72-AF

remarks:  ** Conversion note = reference "MD11-AU" changed to 'MD72-AP'
remarks:  Record imparted from AUNIC as part of AURIC->APNIC riigeation
remaris; Please see hip:/{www.apnic.net/db/aunic/

mnt-by:  APNIC-HM

status: ALLOCATED PORTAELE

changed:  nabody@aunic.net 19960304

changed:  aunic-transfer@apnic.net 20010525

changed; hm-changed@apnlc.net 20041214

saurce: APNIC

pessan;

addrass;
addrass:
address:
address:

Access Netwark

" FOR OFFICIAL USE ONLY

Law Enforcament Sensitive

0028-10-CID221-10117

ExuiBIT_257 ‘
001670 -




|
_ . 0028-10-CID221-10117

el 0)6)0)(1)C)

“This data crigl d from AUNIC, and was copied as part of
remarks:  the AUNIC to APNIC migration. hitp:/www.apnic.nee/db/aunie/
remarks:  Origlnal nlc~hdl in AUNIC: MD11-AU
mnt=by: MAINT=AU-MD72=AP
ch d: bod) ic.net 19981112

changed:  nobody@aunic.net 19950922
changed:  aunlc=transfer@apnic.net 20010523
source: APNIC
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Assange Information ' ‘ 0028-10-CID221-10117

|
|
" Subject: Assange Information
¥rom: m@abixx.com
Date: Fri, 06 Aug 2010 19:53:16 -0600
o DI - | o>

I'm not sure if you are aware of these other email aliases, but I've found
these on

the web as ones that Assange has used in the past and might still be
utilizing:

profflig.org

me@ig.org
proff@suburbia.apana.crg.au

profflgnu.ai.mit.edu
proff@suburbia.net
proff@four.net
strobefsuburbia.net

I've also attached a archive of a email thread I came across from back in
2001 of

Assange asking for volunteers to help with what I'm guessing eventually
became WikiLeaks.

You may or may not aiready have seen that, but in my search, I came across
it and wanted
to pass it aloeng.

Thank ycu

() (0)(D)(7)(C)

on Fri, 6 Aug 2010 15:23:50 -0400, [DICIOIGKS)

mail.con> wrote:

Thanks for your assistance, let me know if you find out anything else of
value from the archived blog. Keep searching I am sure something will
break

for you in the employment or business game.

on aug 6, 2010 3:19 P, (DIOIOIGIOMbabixx.con> wrote:

I certainly will. Attached is a PDF of the printed file I gave you. The
file alsc has the additional information I looked up for you while here.

Thank Eou
on Fri, 6 Aug 2010 14:37:44 -0400, [(QIOIGIGI®)
@gmail .com> wrote:
Let...

Content-Type: application/pdf
Content-Encoding: base64

Assange_eMail_asking_for_volounteers_emails.p df‘
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AGENT'S INVESTIGATION REPORT R N 3028-10-CID221-10117

" CID Requlation 195-1

PAGE 1 OF 1 PAGES -

DETAILS

Between 1140 - 1505, 13 Nov 10, SAJSSrecorded PFC MANNING's visitation period at the Marine

About 1226, 15 Nov 10, SA] freviewed the digitally recorded conversation between PFC
MANNING and Mrs. [((SIOIGI@I®)hich took place on 13 Nov 10. The conversation was limited to
family matters and contained nothing re ating to the investigation. The recording was transferred to
compact disc (CD) and SA B ollected the CD as evidence on a DA Form 4137, Evidence/Property
Custody Document (EPCD), DN 167-10.

I T T T AS T ENTRY I T T i T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ' ORGANIZATION
. Washington Metro RA, Computer Crime Investigative Unit
SA YO ®MN©), b) (N(E) U.S. Army CID, Fort Belvoir, VA 22060
DATE EXHIBIT
(b) (6> b)(7)(C) 258
OR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE
1 FEB 77 001673
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- ROI NUMBER
AGENT’S INVESTIGATION REPORT Tt

CID Regulaticon 195-1

PAGE 1 OF [ PAGE

DETAIL

bH)(6)(b C
About 0930, 17 Nov 10, SA RRARME ;e wved SPC (DICIOIRI®) 501st CS BN,

FBTX, who related he was not in Basic Training between Oct 07 -Dec 07, but was there during on Jan 08.
elated he had no knowledge of who PVT MANNING or PVT were. SPC
urther related he was never in an altercation with anyone wherein he was stabbed by a pencil or

any other object.

AGENT'S COMMENT: SPC (RARAMB: | not match the description provided in SPC [RARKRMES

statement.

About 0950, 17 Ng AR - o1 dinated with SA nd briefed him on all aspects of this

investigation. SA QIOIOIOIS - 1 2ted no further investigative activity was required.

STATUS: All requested investigative activity has been completed and no other investigative activity is
anticipated. This case is being closed within the files of this office. ///LAST ITEM///

TYPE AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
6)(b)(7)(C E Fort Bliss CID
SA [RICIOIGIONORQIE) For Blfes, TX 79916.6350
51IG DATE EXHIBIT
17 Nov 10 259
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