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About 1010, 14 Jul 10, SANMISIIRI . - dinated with Ms. [OIOICTGIOM Chicf Executive

Officer, IC Group, 1100 Vine St., Suite C8, Philadelphia, PA 19107, in regards to the Department of
Defense, Office of Inspector General (DOD/IG) Subpoena 2010251-10468, issued for the records related
to the accounMpobox.com.

¥ (b) (6)(b)(7)(C) provided the following information regarding the account.

The account in question was registered to [QIQIOIGIS®)

his

yopobox.com and pobox.com were all part of the same account and used since | Nov 09.

The address [QIQIOIGI®)7) pobox.com was also used with this account from 25 Mar 2008 until 15 Nov
2009. During the time frame specified in the subpoena, all pobox email was forwarded to the email
B opensysadmin.com> .

account was opened on 12 Seﬁ 95, and is paid through 12 Dec 15. The Email account“obox.com,

(b)(6)(b)(7)(C

At no point during the requested period didWa)pobox.com store mail at pobox.com. The user only
logged in to pobox.com to make changes to the account.

Ms (b)(6)(b)(N)(C) provided informiation on the last 6 logins to the account:

(The date format is yyyymmddhhmmss):

20091115180006 from IP: 18.214.0.239 (Registered to MIT.edu)

20091120121756 from IP: 66.92.78.210 (Registered to Speakeasy.net)
20091120174659 from IP: 18.214.0.239 (Registered to MIT.edu)

20100209230527 from IP: 71.184.178.120 (Registered to Verizon Internet Services)
20100304013807 from IP: 71.184.186.239 (Registered to Verizon Internet Services)

20100415173459 from IP: 18.214.0.239 (Registered to MIT.edu)

Ms. [(BIOIGIWIO)statcd that the accoumW@pobox.com received between 400 and 800 emails per

day and it would take weeks to produce lists of all email received. ////LAST ENTRY///
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A

/I/LAST ENTRY///

(See Subpoena)

bout 1300, 16 Jul 10, this office received the results of the Department of Defense, Office of

Inspector
General (DoDIG) subpoena, 2010246-10456, from T-Mobile, for the cellular telephone numbcr@i@m
previously identified as PFC MANNING?s personal cellular telephone, via email. The results

revealed the billing account name was Bradley Manning and that the account opened on 6 Dec 06 and
closed on 12 Oct 09.

1 FEB Y7
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About 1005, 19 Jul 10, SA KRR received the results of Department of Defense Inspector General
EDOD/IGE Subioena 2010247-10461 served on Facebook for any records related to any account for
or the email account (b) (6) (b) (7) (C) cdgmail.com.

Facebook security opened a case on this matter (Case #13640) and conducted a search of its records.

Facebook reported to SA RIS
Security for further details. ////LAST ENTRY///.

that no such user/account was found. See response from Facebook
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About 0900, 20 J ul 1 0, SA RIOIOIOI®) rcccived the results of the Depa&ment of Defense Inspector General
(DOD/IG) Subpoena 2010233-10429 issued-to Google Inc, for subscriber information related to the

account gmail.com”. Google stated no account existed. //LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER
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About 1130, 21 Jul 10, SA

RIBRIY received the results of the Department of Defense Inspector General |

(DOD/IG) Subpoena 2010247-10460 issued to Google, Inc, for subscriber information related to the

accoun{(HOIGIG (@I @ gmail.com.

|
|
The records showed the account was created on 25 May 10, at 11:04:32 UTC. The name used to create

the account was (b)(6)(b)( )(®) The account was created from IP address: 109.224.6.127
(Registered under jlto EarthLink Ltd). In the response, Google stated there was no activity on the

account, therefore no connection logs were available. See response from Google for further details.
IHLAST ENTRY/I.
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About 1240, 23 Jul 10, SA and 1% (b) (6)(b)(7)(C) Special Assistant U.S. Attorney, U.S.
Attorney’s Office, Eastern District of Virginia, 2100 Jamieson Avenue, Alexandria, VA 22314, met with the
Honorable{(SIOIGIGN®); U.S. Magistrate Judge, Eastern District of Virginia, 401 Courthouse
Square, Alexandria, VA 22314, and obtained a Federal Magistrate Search Warrant, Search Warrant Number
1:10-SW-396, for the computer identified as an IBM ThinkCentre, Model 36U, desktop computer, Serial
Number (SN): “KCZK85T”; which had been further identified as the property of PFC MANNING. The

aforementioned computer had been previously collected as evidence by this office on 18 Jun 10, from the
home of Msm_ located at [QUCICIGIO)
RICIRIGI®) Vis. (DICIOIGIGE had identified the IBM ThinkCentre computer as PFC MANNING s’

property, and had further provided investigators consent to collect this prorperty as potential evidence.

AGENT’S COMMENT: The facts and circumstances relating to the identification and collection of the
property identified as belonging to PFC Mﬁﬁiisii: were further documented in the Agent’s Investigative

Report report detailing the interview of Ms.

About 1829, 23 Jul 10, SA [BICIBIGI®)eccuted the abovementioned Search Warrant by sending a Request
for Forensic Examination to the Digital Forensics and Research Branch (DFRB), Computer Crime
Investigative Unit, U.S. Army CID, which included a copy of the Search Warrant, in order to conduct an
examination of the IBM ThinkCentre computer for any evidence or information related to this investigation.
HIHE i, LAST ENTRY Tt i

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
D) O®O©), 0) (NE) U.S. Army CID, Fort Belvoir, VA 22060
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On 27 Jul 10, SA[GIOIOIGIOI U .S. Immigration and Customs Enforcement (ICE), Joint Terrorism
Task Force (JTTF), New York, NY, related the Treasury Enforcement Communication System (TECS) had
reported that Mr. Jacob APPELBAUM, (QIQIQIGK® a known WikiLeaks
spokesperson, was returning to the United States from Amsterdam on board Continental flight 103, about
1130, 29 Jul 10, en route to a connecting flight to Las Vegas, NV.

About 1000, 29 Jul 10, SA [DICIOIVICHOIGICE - SALISICIUCEORRIR) W-shington Metro
Resident Agency (WMRA), Computer Crime Investigative Unit (CCI riminal Investigation
Wamd SA Diplomatic Security

Command, Fort Belvoir, VA, coordinated with SA
Service (DSS), U.S. Department of State (DoS), New York, NY, at B Terminal, Continental Arrivals,
Newark International Airport. Upon Mr. APPELBAUM’s arrival at 1130 at Newark International Airport,
Officers of the U.S. Customs and Border Protection (CBP), Newark International Airport, escorted Mr.
APPELBAUM to secondary screening, for Continental Arrivals, B Terminal. '

About 1230, 29 Jul 10, SA [DICIOIRIS):1d SA RIRIRIN® i rtcrviewed Mr. APPELBAUM under ICE’s
border search/detention authority, in a room located near the CBP Continental Arrivals secondary screening

area. Mr. APPELBAUM related he was returning to the United States from a scientific convention in
Amsterdam, and was traveling to Las Vegas, NV, to attend the DEFCON Hacking Conference. Mr.
APPELBAUM related he was giving a presentation at DEFCON pertaining tc the Power of Chinese
Network Security. Mr. APPELBAUM related he worked for The Onion Router (TOR) network and
indicated he was in Iceland earlier this year working on a TOR project for WikiLeaks. Mr. APPELBAUM
related he had spoken with Mr. Julian ASSANGE about PFC MANNING. Mr. APPELBAUM believed
PFC MANNING was a good person who will spend the rest of his life in jail. Mr. APPELBAUM related he
normally deletes all phone logs, contact lists, and destroys his Subscriber Identity Module (SIM) card upon
arrival from foreign travel, which he believed to be a normal practice. When questioned about classified
material, including the material disclosed by PFC MANNING to WikiLeaks, Mr. APPELBAUM related it
was not illegal to "state things in public that have already been stated in public”, and Mr. APPELBAUM
related he did not have any classified information, nor had he ever had any classified information in his
possession. Mr. APPELBAUM added he did not know anything about WikiLeaks or any classified
information, and he did not have access to any data of any kind. When confronted about his recent
presentation for Mr. ASSANGE at the HOPE Conference in New York, Mr. APPELBAUM related he only
spoke for Mr. ASSANGE because Mr. ASSANGE could not come to the United States and speak freely.
Mr. APPELBAUM clarified his relationship with WikiLeaks relating he was a Wikileaks spokesperson.
When additional questions were asked pertaining to his extensive international travel, Mr. APPELBAUM
related he hiked into Iraq in 2005, armed with two side arms and a rifle where he met people who picked
him up and transported him into the Kurdish region of Iraq. When subsequently questioned about a tattoo
on his left forearm, which depicted a peacock eating a snake that itself was eating it own tail, Mr.
APPELBAUM expanded upon his travels in Iraq, relating he visited or stayed with a Kurdish tribe that
worshiped animals, which inspired his tattoo. When asked about the snake, Mr. APPELBAUM commented
about eating the snake as a last resort in a survival situation and referred to what he characterized as a

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
SIA(b) (6)(B)(N(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060
DATE - EXHIBIT
29 Jul 10 1C)ﬂ
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Special Forces statement, “eating the snake”. When asked about why he traveled into Iraq and whether his
travel pertained to WikiLeaks or to the reporting of a story, Mr. APPELBAUM related his father had been
murdered, but Mr. APPELBAUM refused to delve any deeper into his father’s death; however, Mr.
APPELBAUM related his trip into Iraq was personally motivated. Additionally, Mr. APPELBAUM related
while in Iraq, he spent time with an Iraqi sniper who stated he shot U.S. soldiers in the leg because the Iraqi
sniper believed he was doing them a favor. When asked to clarify whether the wounding of U.S. soldiers
was an attempt to remove the soldiers from the battlefield, Mr. APPELBAUM, related the Iraqi sniper
believed soldiers in the U.S. were conscripted like the sniper; therefore, U.S. soldiers did not choose to
invade Irag, but instead they were forced to invade Iraq by the U.S. government. Additionally, Mr.
APPELBAUM related the Iraqi sniper believed by wounding U.S. soldiers the U.S. government would be
forced to return the wounded soldiers to their homes. Mr. APPELBAUM related if U.S. soldiers only
realized the impact of the invasion on Iraqis, U.S. soldiers would not want to be in Iraq. Mr.
APPELBAUM then asked what SAWM SA [BIOIOIGI®.ould do if the U.S. was invaded, and
added he would fight the invaders.

AGENT’S COMMENT: Mr. [QIOIOIGIONN -5 in possession of multiple unopened SIM cards, which
CBP and ICE returned to him. SA WICE, New York, NY, was able to image or detain the
following property, which was collected from Mr. APPELBAUM: Three mobile telephones, from which
one SIM card image was captured; images of'two USB drives; and an image of a Micro Secure Digital (SD)
card. Numerous receipts and papers were recovered an jed: in addition, Mr. APPELBAUM had an

.ultra violet mini black light in his possession, which SA sed to unsuccessfully search the
aforementioned documents for hidden writings. CBP officers related during Mr. APPELBAUM’s pat down,
when CBP related to Mr. APPELBAUM that in the past, pat downs have facilitated the identification of
large sums of contraband money, Mr. APPELBAUM stated if he had contraband he would have mailed it
rather than attempt to cross the border with contraband in his possession. Further, Mr. APPELBAUM was
in possession of a laptop computer that had no hard drive. Mr. APPELBAUM clarified that he used boot
discs to run the computer; however, no boot discs were found in Mr. APPELBAUM’s possession.

Between 1400 and 1500, 29 Jul 10, SA assisted SAQIOIOIOIS®) Computer Forensic Agent,
Immigrations and Customs Enforcement, by attempting extraction of data from three cellular phones

utilizing the Cellebrite Universal Forensic Extraction Device (UFED).

Cellular Phone Make/Model: HTC Google Nexus One
Cellular Phone Serial Number: . HT019P806305

Cellular Phone IMEI: 354957032526900
Cellular Phone Part Number: 99HKE002-00

SIM: 8907 2604 2002 2021 831

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
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The phone contained a Kingston MicroSD 8GB card, which was provided to SA AR o imaging.
The phone was password protected and could not be extracted using the Cellebrite UFED. The SIM ID was

cloned in an attempt to by-pass the password protection, which met with negative results. Data was
extracted from the SIM using the Cellebrite UFED and provided to SAW

Cellular Phone Make/Model: HTC Touch Viva
Cellular Phone Serial Number: SZ845KC00597
Cellular Phone IMEI: 353443025456927
Cellular Phone Part Number: 99HHBO011-00

The phone did not contain a SIM or memory card, and was password protected. Due to password
protection, data could not be extracted using the Cellebrite UFED.

Cellular Phone Make/Model: HTC Innovation
Cellular Phone Serial Number: HT623F315989
Cellular Phone IMEI: 358167000321948

Cellular Phone Part Number: 99HBW009-00

The phone would not power-on, and a charger was not found. The phone was not supported by the
Cellebrite UFED. There was not a SIM or memory card present in the phone.

Aboﬁt 1645, 29 Jul 10, ICE and CBP released Mr. APPELBAUM from secondary screening. //LAST -
ENTRY///

TYPED AGENT’S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
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About 1410, 27 Jul 10, SAWollected as evidence one Digital Versatile Disc (DVD) containing
select contents of "http://www.nonrel.cie.centcom.smil.mil/sites/organization/specialstaff/JA
/CentcomLegal/Forms/Allltems.aspx?RootFolder=%2fsites%2forganization%2fspecialstaff%2{]A%2{Ce
ntcomLegal%2finvestigations%2fFarah&FolderCTID=&View={8E62FD9%4-A7D9-4436-9509-

8B62FEBO4ASE}" from the forensic computer, which was documented on Evidence/Property Custody
Document (EPCD), Document Number (DN) 106-10.

AGENT's COMMENT: The content from the above mentioned site was gathered by SA
OIOIGIGI®E 10th MI Battalion, 9805 Lowen Road, Bldg 193, Fort Belvoir, VA, between about 1605, 21
Jul 10 and 1145, 27 Jul 10, utilizing WinHT Track Website Copier 3.43-9. The content was gathered for
comparison to suspected classified material found during forensic examinations of evidence collected in
this investigation pertaining to the Gharani airstrike video and supporting documentation.

(b)(6)(b)(7)(C),

About 1615, 30 Jul 10, SA received the results of the Department of Defense, Office of Inspector
General (DODIG) subpoena, 2010265-10489, from Verizon Internet Services, for the customer
information pertaining to IP address 71.190.140.39, via facsimile. The IP address, which was originally
provided to this office in chat logs provided by RS221-0005 pertaining to an individual who claimed to
have dec&ited the Aiache airstrike video, was leased by Ms. WM

See Subpoena)
T T T T L AS T ENTRY /T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

AL 6 B)(7)(O), (b) (0)(E)

DATE EXHIBIT
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About 0730, 2 Aug 10, SA g received a Request For Assistance (RFA) from the
Washington Metro Resident Agency. Computer Crime Investigative Unit, Fort Belvoir, VA 22060
requesting this office coordinate with authorities at Fort Huachuca, AZ to determine if PFC Bradley
E. MANNING, (QIQIOIGI®] the subject of CID Report of investigation 0028-10-CiD221-10117 had
received Non-Judicial Punishment {NJP) while assigned to the 305™ Military Intelligence (M)
Baltafion (BN) for Advanced Individual Training (AIT) in 2008. The source of this information was an
article on wired.com (hitp://www.wired.com/threatlevel/2410/07/manning_youtube/) indicating PFC
MANNING had received NJP for uploading YouTube videos discussing classified facilities on Fort
Huachuca while in a trainee status.

About 0915, 2 Aug 10, SA SRR coordinated with CPT [DIGIOIGKSI Chief Criminal Law,
Staff Judge Advocate (SJA), Fort Huachuca, AZ and requested any information regarding any NJP
received by PFC MANNING while assigned to Fort Huachuca, AZ.

About 1000, 2 Aug 10, SASIQIRIGI®! a5 contacted by CPT BICIBIRIS®) who related there was no
existing documentation for any NJP given to PFC MANNING while he was assigned to Fort

Huachuca. Further coordination with the 305th Ml BN which PFC MANNING was aSS|gned to at the
time of the incident revealed no documentation was maintained in their files as ap

15 would have been destroyed upon PermanenW Station (PCS) LTC (b) (6> (b) (7) (C)
u

Commander, 305th M! Battalion related to CPT that no one in the unit was assigned to
Fort Huachuca at the time of the alieged incident, ere was a previous NCO from the unit who
related via conversations with current military members that PFC MANNING was given a verbal
admonishment and told to provide a class to his fellow soldiers on proper OPSEC procedures. No
further information was available.

T TR T EILAST ENTRY ST e L ki

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Arizona Branch Office, Computer Crime investigative Unit
(b) (6) (b) (7) (C), (b) (7) (E) 1U.S. Army CID, Fort Huachuea, AZ 85613
DATE ERHIBIT -
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About 1508, 2 Aug 10, SA [QICICIGIOMORGID) this office, advised LTC [(QIOIOIGK®) US.

Army Element - Defense Intelligence Agency, The Pentagon, Washington, DC 20001, of his legal rights for
the offense of Fraternization prior to attempting to conduct an interview. LTC.Winvoked his
legal rights, indicating he did not wish to be questioned or say anything and requested an attorney.

AGENT'S COMMENT: L TCIRUOIOIGIS) w2 advised of his legal rights for the offense of
Fraternization, which may be applicable under Uniform Code of Military Justice (UCMYI), Article 92 —
Failure to Obey an Order or Regulation (for potential vielations of command policy, specifically Army
Regulation 600-20, Paragraph 4-14c, regarding ‘Prohibited Relationships’), and/or UCM], Article 134 —
Fraternization; as an analysis of email messages sent between the personal email accounts reportedly used
by LTC (QIOIOIBGS®) -nd PFC MANNING revealed what may have been an inappropriate relationship.

During LTC [QIOIOIGK®) rights advisal, SA QIOIOIOIS . 5 2150 present. Upon LTC
invoking his rights, SASIQIQIOIOIrequested that LTC{EIOIOI@I®) obtain leoal counsel and further
requested him to have his attorney contact either SA [QIQIQIQI® SA to discuss the nature of the

questions related to PFC MANNING and this investigation this office wished to ask LTC[QICIOIGI(®)
i i i LAST ENTRY 0T i

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washi . _— .
S (b) ( {))7(11(7) ic} @ 7<7>7(}2 _ Foz;: ézﬁgg,hgirg;oéE)Computer Crime Investigative Unit
SIGNATUY, DATE EXHIBIT | ‘
<b> (6) <b> (7> (C) 2Aug 10 i 4 3
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RI A NG PROCEDURE/WAIVER c"l?m -

For use of this form, see AR 190-30; the proponent agency is ODCSOPS

DATA REQUIRED BY THE PRIVACY ACT

AUTHORITY: Title 10, United States Code, Section 3012(g)
PRINCIPAL PURTOSE: Tao provide commanders and law enforcement offidals with means by which information may be accurately identified.
ROUTINE USES: Your Social Security Number is used as an additional/alternate means of identification to facilitate filing and retrieval,
DISCLOSURE: Disclosure of your Social Security Number is voluntary.
1. LOCATION : 2. DATE
9805 Lowen Road, Fort Belvoir, VA 22060 | 2 Aug, 10 ﬁ -

| 5. NAME (Last, First, M, : 8. ORGANIZATION OR ADDRESS

| O Gremey  Glemmenn / sy
6. SSN 7. GRADE/STATUS Conyasoty ;N &
LIOILIVK®) LTC/O-5 '

PART | - RIGHTS WAIVER/NON-WAIVER CERTIFICATE

Scetion A. Rights

The investigamr whose name appears below told me that he/she is with the United States Army  Criminal Investigation Command, Computer Crime

and wanted to question me about the following offense(s) of which I am

exnization// /T T T T T T T T

¢ he/she asked me any questions about the offense(s), however, he/she made it clear to me that I have the following rights:
0 not have to answer any questions or say anything.

ything [ say or do can be used as evidence against me in a criminal trial.
or personnel subject to the UCMJ) I have the right to talk privately to a lawyer before, during, and after questioning and to have a lawyer present with me

ring questioning. This lawyer can be a civilian lawyer I arrange for at no expense to the Government or a military lawyer detailed for me atno expense to me,
both.

- Or' -
or civilians not subject to the UCMJ) I havc the right to talk privately to a lawyer before, during, and after questioning and to have a lawyer present with me

uring questioning. I understand that this lawyer can be ong that [ arrange for at my own expense, or if1 cannot afford a lawyer and want one, a lawyer will be
appointed for me before any questibning begins.

privately with a lawyer before answering further, even if [ sign the waiver below.

1

If [.am now willing to discuss the offcnse(s) under investigation, with or without a lawyer present, [ have a‘rightto stop answering questions at any time, or speak -

5. COMMENTS (Continue on reverse side)

Séction B. Waiver "

. T understand my rights as stated above. I am now willing to discuss the offense(s) under investigation and make a statement without talking to a lawyer first and
without having a lawyer present with me.

WITNESSES (If availablg), 3. SIGNATURE OF INTERVIEWEE

" e (b) (6) (b) (7) (©)

ORGANIZATION OR ADDK NL PHON
Computer Crime Investigative Unit
Fort Belvoir, VA 22060

2a. NAME (Type or Print)

v

| b. ORGANIZATION OR ADDRESS AND PHONE 6. ORGANIZATION OF INVESTIGATOR

Computer Crime Investigative Unit
Fort Belvoir, VA 22060

EXECUTED BY THE SUSPECT/ACCUSED.

EDITION OF NOV 84 IS

EXHIBIT_ (;9658‘14._

SENSITIVE
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About 0800, 2 Aug 10, S A0 coordinated with Ms. [(DIOIOIGKS®) Chief Executive Officer

at, IC Group, 1100 Vine St., Suite C8, Philadelphia, PA 19107, in regards to the Department of Defense,

Office of Inspector General (DOD/IG) Subpoena 2010251-10468, issued for the records related to the
accountW@pobox.com.

Ms [OIOIOIBI®)-ovided the following information regarding the account.
The account in question was registered to Mr. [QIQICIGK® '

This account was opened on 12 Sep 95, and paid through 12 Dec 15. [(QIOIGIQI®)provided SA
RIOII®. it Iogs detailing the email addresses that passed through the pobox account. The logs

represented 103,695 pj of email handied for the dclark account since February 1, 2010 (as far back
as the logs went). Ms tated that there were approximately 495 m es during this
time period that were forwarded, but the sender's information was not logged. Ms,

explained that this is not uncommon. Ms. OIOICIWI®) st ated that in order to keep the servers running
as quickly as possible, if the log host was not able to accept a connection, write a log to disk, etc., the

sistem would automaticaily drop the logs. The logs were sent to SASISMUSREIN a compressed ZIP file.

also provided a text file listing all unique email addresses from the logs.

About 1300, 2 Aug 10, SAtransferred the following files from the email sent from Ms.
(b)(6)(b)(7) (C) 248 Compact Disk Recordable (CD-R); (tar.oz, RRAMR senders.txt,
ATT565113.htm, and ATT56114.htm”. The CD-R was collected as evidence and documented on
Evidence Property Custody Document (EPCD), Document Number (DN): 108-10. #//LAST ENTRY///.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION Washington Metro R.A.
Computer Crime Investigative Unit
sA [DICIOIGIONGRGIE) U.S. Army CID, Fort Belvoir, VA 22060
ey (b) (6)(b)(7)(C) - DATE EXHIBIT . 5
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Page(s) 000876 thru 000882 referred to:

Federal Bureau of Investigation

Record Information/Dissemination Section
170 Marcel Drive
Winchester, Virginia 22602-4843
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About 0940, 5 Aug 10, SARICIDIGI®):nd SA [(BIOISIGI(GREE National Security Agency (NSA), 9800

Savage Road, Fort Meade, MD 20755, interviewed U.S. Air Force Senior Master Sergeant (SMSgt)
(NMN)32nd Intelligence Squadron, 9801 Love Road, Fort Meade, MD 20755, as he was
identified as the Noncommissioned Officer in Charge (NCOIC) of Cryptological Support Team 5 (CST5)
and worked in the same Sensitive Compartmented Information Facility (SCIF) where PFC MANNING
worked between the time PFC MANNING arrived at FOB Hammer and 15 Jan 10, when SMSgt
returned to the United States at the completion of his Iraq assignment. SMSgt elated that he
was assigned in Iraq for approximately 6 months, and that the first four months of his assignment at
Forward Operating Base (FOB) Hammer were with the 3rd Brigade Combat Team (BCT) of the 82nd
Airborne Division; while the remaining two months of his assignment were with PFC MANNING's unit,
2BCT, of the 10th Mountain Division. SMSgtW related the 3rd BCT soldiers he worked with
were seasoned analysts, and many of them had multiple previous deployments. SMSgt (b)) B)(T)(C)
explained he noticed the difference when PFC MANNING's unit arrived, as he described them as being
somewhat 'green’ with a lot of junior personnel. SMSgt{BIGIOII®ktated he worked with PFC MANNING
on the same shift, the midnight shift, and that there imately three other NSA assigned personnel

also We night shift. SMS gtWidentifie_d these personnel as Senior Airman
(SrA U.S. Air Fo ical Sergeant (TSgt) (BIOIGIVI® and U.S.
Marine Corporal[GIOICIVIG) SMSgt said due to the manner in which their office in the

SCIF was set up, he and his fellow NSA assigned personnel were in a back room, which PFC MANNING
would not have had uncontrolled access. SMSgt Wexplained if anyone had entered their area they
would have had to announce themselves and why they were in the area. SMSgt [QIGIOIOI®:xplained there
wasn't any access to the Joint Worldwide Intelligence Communications System (JWICS) while he was at
FOB Hammer, but mentioned that one of the personnel in PFC MANNING's unit was trying to get JWICS
installed in the SCIF. SMSgt [RIBIDIBI®!culd not provide any information as to whether that occurred or
not after his departure. SMSgt [RIGIOI@I®ktated during the time he worked alongside PFC MANNING, he
noticed that PFC MANNING’s unit appeared to put undue stress on him. SMSgt [QIQIQIGIGx plained one
instance in which PFC. MANNING was conducting a briefing and froze up, and that the other personnel in
the unit just allowed PFC MANNING to stand there for two to three minutes without saying anything.
SMSgt Wﬂ){plained in another incident PFC MANNING was asked to do something and he
became upset and threw a video monitor to the ground destroying it. SMSgt aid in regard to the

broken video monitor incident, that it members picked PFC MANNING up and physically
carried him out of the SCIF., SMSgt xplained if that had happened with one of his subordinates,

they would have not been allowed to returpy to the | . SMSgt related he felt PFC MANNING
may have been mentally unstable. SMSg {OIOIOIOIO) - he believed that PFC MANNING was assigned

extra duty as a result of this incident, which he felt was uncalled for but perhaps just part of the Army
culture. SMS said as a senior Noncommissioned Officer (NCO). PFC MANNING?s superiors
should have recognized these issues with PFC MANNING. SMSgt er stated the NCOIC in

charge of PFC MANNING was MSG [OIOIOIGI®ON vho he described as not having any inter-personal
skills and that MSGW would chastise PFC MANNING in front of groups of other personnel, such as
in SCIF briefings. SMSgt [QIOIOI@I®)said he never heard anyone make any derogatory comments about

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
O OGO, B) (HE) U.S. Army CID, Fort Belvoir, VA 22060
SIGNA DATE EXHIBIT ’
5 Aug 10 1 2{3’1
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PFC MANNING in regard to his sexual preference and that he did not feel PFC MANNING was obvious
about being homosexual. SMSgtW felt PFC MANNING was otherwise a good analyst and was
surprised to hear about his aporehension by CID in the news media. SMSgWa‘wr explained he
felt PFC [QIOIOIGK® ould be someone of interest for CID to interview, based upon his apparent
knowledge of computers, as well as issues PFC ad himself while assigned at FOB Hammer,
SMS gtwpﬁmher detailed it was his understanding that PFC had threatened to commit
suicide while assigned in Iraq, causing him to be released from duty for several days. SMSg QIOIOIS
said he knew of this situation as one of the personnel he supervised had to pick up PFC [QIOIOIGK®) duties
as a result of this issue. SMSgt Wtatcd he was surprised when PFC [QUUCUIO/a 1ater allowed
to return to his duties based on the circumstances. SMSgtWaid he did not know much about the
chat encryption application "OTR', would not have mentioned information related to NSA and the iPhone
device to PFC MANNING, as well as he did not know how PFC MANNIN ained knowledge
to make statements about data he recognized from an NSA database. SMSg aid he felt many
of the allegations which PFC MANNING was suspected to have committed likely r his team of
NSA assigned personnel left FOB Hammer in the middle of January 2010. SMSWaid the NSA
personnel that replaced him at FOB Hammer seemed to be less experienced and suggested these incidents
could have occurred while the team that replaced his group were there in Irag. SMSgt uld not
explain the situation which was mentioned by PFC MANNING in regard to an incident that MANNING
witnessed wherein Iraqi's allegedly handing out leaflets were arrested by Iragi National Police. SMSgt

aid PFC MANNING should have never gone 'outside the wire' of FOB Hammer to have been
involved in something like that. SMSgt er stated he could not explain when this incident
involving the arrest of Iraqi civilians would have occurred and added this type of mission would have been
conducted by Human Intelligence (HUMINT) personnel. SMSgt Wrel&ted, when asked what the
term "Reflection" meant, that this was terminology used by personnel in their section which means 'an
indicator' or an event that has already happened, but could have also been used to refer to a document or
report. SMSgt UCAS) ; Jetified several Signals Intelligence (SIGINT) personnel assigned with PFC
MANNING as SSGISIOICIG (G 21d/or SSG (DICIOIGION sMSgt Wmﬂd not

immediately provide any additional information relevant to this investigation.

AGENTS COMMENT: SMSgtentioned after having read a news article related to this
investigation of PFC MANNING, that PFC MANNING was alleged to have been lip-synching to the
musical artist "Lady Gaga", specifically the song "Telephone", during one of the times he allegedly
downloaded and transferred to a Compact Disc (CD) some of the Classified U.S. Government materials
unlawfully disclosed in relation to this investigation. SMSgtaid he felt the incidents which
PFC MANNING is suspected to be involved in occurred after his team had redeployed from Iraq about 15
Jan 10, based on the song "Telephone™ having been released on 26 Jan'10. A further review by SA
of this information revealed SMSgtppeared to be mistaken as the music album this
song appears on, Lad g glbum "The Fame Monster", was originally released in the United States in
November 2009. SA id note that this album was reportedly released in various formats (CD,

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
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SIGNA DATE EXHIBIT
5 Aug 10 120
CIDFORM 94 " EOR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE

000884
Approved




AGENT’S INVESTIGATION REPORT

CID Regulation 195-1

DETAILS

R!NUMBER

0028-10-CID221-10117

PAGE 3 OF 3 PAGES

TYPED AGENT'S NAME AND SEQUENCE NUMBER

DVD, digital download, etc.) on different dates in separate regions of the world between November 2009
and November 2010.

I LAST ENTRY U i T
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Washington Metro RA, Computer Crime Investigative Unit
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About 1750, 5 Aug 10, SA
Police Detachment (CID), Fort Drum, NY (FDNY), who provided a scanned copy of DA Form 2062,
Hand Receipt/Annex Number pertaining to PFC MANNING's be opy of DA Form 1594,
Daily Staff Journal or Duty Officer's L g the name (b) (6) GD) (7) (C) and telephone number
'786-2601' both in the same circle. SA Wtated it was reported M. QUQIQIQI®) ¢ me and
picked up the boxes with PFC MANNING’s belongings sometime in the middle of the night in late Oct
- or early Nov09 (pre-deployment). SAMtated SSG [(QIOIRIVI®]. NCOIC, Rear
Detachment, HHC, 2nd BC th IV, FDNY, did not know PFC MANNING's relationship to

DETAILS _
Breceived an e-mail from SADIOIOIIONOIRIGIN:2d Military

Mr%r have Mr. ontact information.
i (T T TLAST ENTRY T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION :
Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060
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Page(s) 000887 thru 000888 referred to:

Directorate of Human Resources
Administrative Services Division
Attn: IMNE-DRM-HRR (FOIA-PA)
10720 Mt. Belvedere Blvd.

Fort Drum, New York 13602-5045
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About 0800, 9 Aug 10, S ARIBIQIRIE e ceived the results from the Department of Defense Inspector
General (DOD/IG) Subpoena 2010247-10459, served on Twitter for the account {QIQIOIGK®) or any

account associated with the Emai! address (IO I o ail.com”.

The following subscriber information was provided by Twitter:
User ID: 147937041

Account: bmanningfm

Created on: 25 May 10, 12:30:27 GMT

Updated on: 25 May 10, 12:46:22 GMT

Last login: 109.224.6.127 (Earthlink Telecommunications, Iraq)

Email account used: {(IOIGIG( @R cmail.com.

It appeared that the account was created and last accessed on the same day.
HHIILAST ENTRY//

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION Washington Metro R.A.
Computer Crime Investigative Unii
U.S. Army CID, Fort Belvoir, VA 22080
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Department of Defense
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About 0940, 4 Aug 10, SAREEENSA [DICIOIGI®) this office, and SA[(ICICIGI®)

U.S. Department of State, Boston Field Office, Boston, MA, received documentation pertaining to Mr.
from SA QICIOIGI®!
FBI, Springfield, MA. SA stated he had spoken to Mr{OIOIGIGI®:bout 3-4 times since 15

Jun 10, when he first had contact with Mr. GOGM©)

(b)(6)(b)(7)(C)

About 1055, 4 Aug 10, SA assisted SA [(QIOIOIQL®) FBI, Springfield, MA, by attempting
extraction of data from the cellular phone of Mr.[(SIOIICI(OM.1ilizing the Cellebrite Universal
Forensic Extraction Device (UFED).

Cellular Phone Make/Model: LG CU720
Cellular Phone Serial Number: 812KPVH176263
Cellular Phone IMEI: 011783-00-176263-0

SIM: 89014103212383744655

The phone did not contain a MicroSD card. Data was extracted from the SIM using the Cellebrite UFED.
Data could not be extracted from the phone, as the Cellebrite was unable to communicate with the phone.
The contacts of the phone’s data port appeared worn. The contacts were cleaned, however, the Cellebrite
was still unable to communicate with the phone.

About 0845, 5 Aug 10, SAWreviewed the documents, inclusive of emails and chat logs, pertaining
to Mr that were provided by SA [QIOIOI®I®)on 4 Auc 10. Contained in the documents was
a letter, which appeared to be from Mr [DICIBIQI®) to SA [QIQIGIGI®) A 150 contained within the
documents were chat logs and emails. The email traffic included what appeared to be communication
between “RRMRIIEL s unshinepress.org” (associated to name “Julian Assange™) and

“BIBIOIOIER: o uardian. co. uk” (associated to name “{CUOIOIQI®) dated 29 Aug 08, that was
forwarded to[QIOIOIGION: cnail . con™ by “HRREERwi kileaks.orqg”. Within the traffic, the individual
@I®)2ccount asked of the individual using the Julian Assange account if he was able to
OO0 I yet”. The individual using the Julian Assange account responded that
“Wikileaks is still negotiating terms and conditions with the prospective participants.” The individual
using the Julian Assange account also stated that “Wikileaks is experimenting with auction-type
mechanisms™”. The Instant Messenger (IM) traffic included traffic between the usemmesmnd
umerous IM sessions were provided which were dated 29 Aug 08. Between 0212 and 0230, the

tratfic referenced bidding on 430 megabytes (MB) of compressed email. and a total of 1-2 terabytes (TB)
of data consisting of classified reports, and messages tom other diplomats, and agents,

During IM exchange between 2005 and 2035, redbuixx disclosed he was from Houston, TX. Also, during
the IM exchange in this timeframe,solicits for assistance in running a server, which
would be hosting information related to corruption, ethics, arms, etc. Between 2302 and 2319, the traffic
referenced auctions and “$500k USD”.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
_ v Computer Crime Investigative Unit
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About 1709, 6 Aug 10, SAW)llected as evidence one hard drive, containing purported EnCase

images pertaining to hard drives of MrCIOICIWN®)

which was documented on Evidence/Property Custody Document (EPCD), Document Number (DN) 113
-10.

AGENT's COMMENT-.SA (DIOIGIGI(®) FBI, provided photo copies of the hard drive
labels from Mr. SUCIOIGI®) computer.

About 1119, 9 Aug 10, S ollected as evidence one CD, containing an EnCase Logical Evidence
File of the SIM card data obtained with the Cellebrite UFED of SIM card 89014103212383744655,
obtained from cellular phone LG CU720, serial number 812KPVHI176263, property of Mr.
EPCD, DN 114-10.

T i i i L AST ENTRY T i i i i

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime Investigative Unit
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About 1438, 9 Aug 10, SA|RREMER-"d 5A[BICIOIGIE) National Securitﬁ Aienci WSA), 9800

Savage Road, Fort Meade, MD 20755, interviewed Senior Airman (SrA) 29th
Intelligence Squadron, 9801 Love Road, Fort Meade, MD 20755, as he was identified as having worked
with PFC MANNING between Nov 09 and Jan 10, while assigned at Forward Operating Base (FOB)
Hammer, Iraq. SrA [(QIOIGIGIORtated he was assigned in Irag between Jul 09 and Jan 10, as part of an
element known as Cryptological Support Team 5 (CSTS). SrA E&mm-aid he was initially
assigned at FOB Loyalty, but was later transferred to FOB Hammer. SrA explained he
originally worked with members of the 3rd Brigade Combat Team (BCT) of the 82nd Airbome Division, as
part of an NSA support element embedded with the 3rd BCT organic intelligence unit assigned to FOB
Hammer. SrAM said while working with the 3rd BCT he remarked at this unit’s discipline
and the noticeable difference when PFC MANNING's unit, 2nd BCT of the 10th Mountain Division arrived
at FOB Hammer. SrA [(QIOIOIGK® provided several éxamples in which he related he heard and saw 2nd
BCT personnel with iPods in the Fusion area of the Sensitive Compartmented Information Facility (SCIF),
as well as personnel playing games on Secure Internet Protocol Router (SIPR) network computers. SrA
Mrelated a situation prior to the arrival of PFC MANNING?’s unit to Iraq, where members of
the 3rd BCT were notified of the names of thé soldiers from the 2nd BCT who would be replacing them.
SrA [DICIOIGIOME:2id two of the 3rd BCT personnel, which he remembered as SP(WNFI)
and/or SPCIRIQIIBERI(NFT), remarked they knew PFC MANNING and that PFC MANNING was reportedly
involved in an incident either during Basic Training or Advanced Individual Training (AIT) where PFC
MANNING reportedly stabbed or attempted to stab someone with a pencil. SrA Maid he did
not have any details of this incident and had only heard these comments second-hand from the
aforementioned 82nd Airborne Division soldiers. SrA [(GIOIOIGION- 150 mentioned an incident that

occurred while PFC MANNING was providing a briefing in front of other personnel who worked in the
SCIF. SrAWsaid PFC MANNING apparently froze while talking and stood motionless for
approximately two to three minutes while in front of the group he was briefing. SrAMs
remarked this was an unusual/odd thing to have witnessed, and that eventually someone in the briefing
helped PFC MANNING continue with the presentation he was trying to give. SrA [((SIOIGIGIO):1:tcd
PFC MANNING's unit seemed to always put a Specialist (Pay Grade E-4) in charge during the night shift
while there were four or five officers assigned to the day shift in the SCIF. SrAMexplained
he noted the 3rd BCT always seemed to have an officer assigned on the night shift which made things easier
if problems occurred. SrABIQIOIGIOME<!atcd another incident where PFC MANNING allegedly kicked
or threw a computer and/or computer monitor off of a desk after being asked to do something by another
unit member. SrA msaid he believed PFC MANNING was given two daﬁs of iuarters after

hurting his neck when personnel had to restrain him during this incident. SrA stated he
believed PFCRICIOIVI®) , 10th Mountain Division, FOB Hammer, Iraq, APO AE 09308, who

was a member of PFC MANNING’s uyj eone that shou i iewed based on some of PFC
(b)(©)(B)(7)(C) X behavior. Sr mentioned PFC had been put on some type of
suicide watch for approximateli two or three weeks after PFC [QIOIOIOI®) unit arrived in Iragq. SrA

D xplained PFC as allowed to return to work at some point, but PFC
didn't work in the SCIF. SrA [DICIGIGION said he believed PFC W—:ad also been
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
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involved in some type of incident at Fort Drum prior to his unit deploying to Iraq, and that PFC
was jmplicated in some type of computer hacking activity. SrA Mid although
PFCWH not work in the SCIF, he would come into the SCIF to participate in the daily change-
over briefings which occurred between the day and night shift personnel. SrAMaid PFC
[QIOIOIGI®) 1150 appeared to be working in the role of an Intelligence Analyst. SrA[(SIOIGIGKOM-!:tcd,
when asked how PFC MANNING may know information about NSA systems, that PFC MANNING
probably learned about this information from the information mentioned in the daily shift-change briefings.
SrAM‘said he did not believe that anyone from CST5 really spoke with or was friends with
PFC MANNING, and that CSTS5 personnel only interacted with PFC MANNING while working in the
SCIF. SrARICIOIGIONEE i he did not know about the Internet chat encryption application called
“OTR” or “Off The Record”; that he never had any conversations with PFC MANNING in which they
discussed the NSA or the iPhone; and although he has knowledge of the Foreign Intelligence Surveillance
Act (FISA) for his job. he did not hear or remember anyone discussing FISA information with PFC
MANNING. SrA Mould not immediately provide any additional information related to PFC
MANNING. '

AGENT’S COMMENT: SrA [DIOIGI®I®)was asked about the Internet chat application “OTR” also
referred to as “Off The Record”, certain NSA database systems, intelligence related discussions involving
NSA’s abilities to eaves drop on calls made from iPhone devices, and the topic of FISA — as thesc were all
subjects which PFC MANNING mentioned in Internet chat conversations PFC MANNING had with Mr.
(b)(6)(b)(7)(C) Further, PFC MANNING in his chat
conversations with Mr. referred to an unidentified individual associated with NSA, who was very
talkative and gave the impression they may have mentioned some or all of this information to PFC
MANNING. Based on a review of the Internet chat logs between PFC MANNING and Mr RRBR 1 d the
circumstances of NSA affiliate personnel being assigned in Iraq with PFC MANNING, a working theory
was that PFC MANNING may have learned this knowledge of these subject areas from a member of CST3.
T T T WAST ENTRY HIHHHIHTTTITT T T
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b)(6)(b)(7)(C
About 0930, 11 Aug 10, SAW.nd SA JOBIE oordinated with ILTMBIM’O

Company (B Co), 2™ Brigade Special Troop Battalion (2BSTB), 10" Mountain Division (10* Mtn Div),
Fort Drum, NY 13602 (FDNY), and identified the following seldiers as Prophet operators while deployed in
Iraq and also conducted canvass interviews of the soldiers:

1. 1ILT ((QIOIGIGI®) B Co, 2 BSTB, 10th Mtn Div, FDNY:;
2. SFC [PICIOIVIE®) B Co, 2 BSTB, 10th Mtn Div, FDNY;

3. SSG[BIOIGIVI(®) B Co, 2 BSTB, 10th Mtn Div, FDNY

IR () (6) () ()(©) B Co, 2 BSTB, 10th Mtn Div, FDNY - 5SG N

once saw PFC MANNING watching a video depicting gun camera footage taken what he thought from an
helicopter on his government-issued Secure Internet Protocol Router (SIPR) laptop computer in the
Sensitive Compartmented Information Facility (SCIF) in the early morning hours of an unknown date;

5. sSGIRIOCIIGI® B Co, 2 BSTB, 10th Mtn Div, FDNY;
6. 56T (DICIOIGI® B Co, 2 BSTB, 10th Mtn Div, FDNY:
7. SGT [(QIOIOIGVI(®) B Co, 2 BSTB, 10th Mtn Div, FDNY;
Rzen (b) (6)(b)(7)(C) B Co, 2 BSTB, 10th Mtn Div, FDNY;
9. sPC [QICIDIGI® B Co, 2 BSTB, 10th Mtn Div, FDNY;
10. SPAGIOIGIVI®; B Co, 2 BSTB, 10th Mtn Div, FDNY;
11. sGT (RICIVIGKS B Co, 2 BSTB, 10th Mtn Div, FDNY:
PR (b) (0)(b)(7)(C) B Co, 2 BSTB, 10th Mtn Div, FDNY;
13. PFDIOIOI0I® B Co, 2 BSTB, 10th Mtn Div, FDNY; and
14. SeC [(DIOIOIOI®) B Co, 2 BSTB, 10th Mtn Div, FDNY.
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATICN
Washington Metro RA, Computer Crime Investigative Unit
), () (N(E) U.S. Army CID, Fort Belvoir, VA 22060
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DETAILS
The majority of canvassed soldiers worked in the same SCIF as PFC MANNING, but in a different section
— Signal Intelligence (SIGINT) shop, and would only interact with PFC MANNING on work-related
business or during turn-over briefings. Some of those canvassed either heard or witnessed PFC MANNING

losing his composure and military bearing and flipping tables while he was being counseled for arriving late
at work and/or PFC MANNING assaulting SPC &@E_ S-2,
Headquarters and Headquarters Company (HHC), 2 BCT, 10™ Mtn Div. It was reported by those canvassed
that there was no Joint Worldwide Intelligence Communications System (JWICS) present in SCIF during
the majority of their deployment (Oct 09 — Aug 10); B Co’s predecessor 3/82™ had a JWICS connection in
the SCIF prior to 10™ Mtn Div’s arrival, but only for a short period of time during Relief in Place and

Transfer of Authority (RIP TOA). ///LAST ENTRY//

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

DATE EXHIBIT

11 Aug 10 131
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) DATE:  TIME: . . :
‘ I} Ayl 0950 . AGENT(S):

A : .

Page 1 of 2

[BICIOIOI®)

ANVASS INTERVIEW WORKSHEET

22 (H) (6)(b)(7)(C) SET s [DICIOIG®

UNIT/ADDRESS: @ 1 RSTR  2/10 MW v

ROOOOC W@Ug oy mil

1

Do you know who PFC Bradley E. MANNING is?

ef.

Y ﬁi et @ L A h'—"j“ Y meiﬁ’lg.
Did you work with PF NING? 7

No.

When did you arrive in Iraq?

é\rawa{ N 00+ a’q f‘LA‘{ M—‘lcﬁL(‘{' LG .f\(‘f((ia’li{ |

<

When did PF(_: MANNING arrive in lraq?
| doa™t hwow,

Where did PFC MANNING work and what hours?

+] Fuﬁ\dr\ Mo~ o
JFLQ “%\ouf:_'s wonked

Where did you wor‘l? and what hours’-’
Hovas warfe 7 Hme o
| worked (A l

W[th whom did PFC MANNING work?

'\’l\‘u\L{ Lrnao.o(( ifin .

Do you know or have yougeard and/or witnessed of any incidep

VAN W i Vel W VAN ) ) () (1)

!

Do you knowwhoms? ' :
\/es, ,_M+ i G\CUVFlﬂ PMmd L,

10. Do you know who [BIOIOINIG) s?

Wo.

LAW ENFORCEMENT SENSITIVE
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4 DATE: TIME: _ . ' 0028-10-CiD221-10117

| AGENT(S}:
| Ha W OC‘W Page 2 of 2

11.

12,

13,

14.

15,

16.

17.

18.

19,

20.

21.

22,

Do you know who a yS Marine name s?
He woeked v He man sciF.
Did you have access to JWICS or Prophet?

M,

Did PFC MANNING have access. tq JWICS or Pro jxhet?’
} J"fll'f. me)ovr' H% hed w0 access b’ 7le€. /QAJVA(?Q ARAEX.

Do you know of anyone who tried to get JWICS mstalled in the SCIF?

e,

Can you identify any NSA personnel assigned to the SCIF between January 2010 and the end of
your deployment?

No.

Did PFC MAN NING have a friend, who worked for NSA?

din ¥t Uagw,

Was there anyone, who was obviously outspoken about the war or openly expressed negative
thoughts and opinions?

W,
o0 you know w OW
D' y (/uvhJ /4!‘%«/ 170\5{ o«p A/W'ACLUCA ﬂ /[/U/M 4//‘

Did you ever witness PFC MANNING mention or watch any videos titled "Collateral Murder" and/or
any other videos depicting gun camera footage taken by an Apache helicopter in Irag?

Ao,

Have you received e-mails, attachments, digital media devices, packages from PFC MANNING and
vice versa?

Wo.

Have you ever allowed PFC MANNING to use your personai and/or U.S. Government owned
computer(s)? '

fo-

Is there anything else you would like to add?

/Ud ' © LAW ENFORCEMENT SENSITIVE |
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. : L SN ‘ .

 DATE: RU(, TIME: [)6[55 S, ons1ocpz1a0l7
Cpoe o AGENT(S): Y
'Page 10f2

NTERVIEW WORKSHEET

_ iR E—
e 7 ><b>< N - COCHE
UNIT/ADDRESS: o o
TELEPHONE: B)(G)B)(T) (C) AKO E-MAIL ADDRESS;W@MM‘M%M i

Lacsige d 1A
1. Do you know who PFC Bradiey &. MANNING is? ;@5 S 9/ n SC\ '

B)(O)B)(7)(C)

. ~ 2. Did you work with PFC MANNING? | & Y)l"‘/"‘”y@?r
| . ! Hever wwnel é\re(*L.[

N “h wa), \,f&r |
. 3.' whent?id_you arrive ih Iraq? §OC|/¢"€@ !
‘ : |

4. When did PFC MANNING arrive in traq? ¢ 36547

5. Where did PFC MANNING work and what hours? 5 2 M&i F/(U? JF })OW' (,M)
Jater 45 | o W J mo#/y USJ |
ejp - 20D

6. Where dn;lf\,;lo;%ork and what hours? . jlr\'mf- M mﬂ/\ - with SIEINT - mggﬂy dﬁyﬁlllﬁ' _
Rial N"" o fyn ﬂrglﬂ'g}] ﬁ«?:a Wi -ﬁ*nﬂ AR D010 -J.JL BOID ' e

T ? (7
'7. Wlth whom dld PFC MANNING work: 5_%_ CrJ{,vJ N

8. Dovyou kéow orfhave you heard and/or witnessed of any incident mvolvmg PFC MANNING'-’ hau@ |

'muM 04 fum Elhn, /Wlfﬁuwfh M{i)ﬂL) }M Df hem @#Tlda v
sic
Md Aim pw{ma S/ﬂ{ o NIk

2 Doyou knowwho b) 6)@))(7) s'-’
o o . ¢ A(«frﬁold«&f‘/ﬁrﬁ

10. f)o you know who (b)(6)(b)(7)(C) is? Yéf A, C;'r T‘;"ér' 7 ﬂ&.pﬁ Wm

LAW ENFORCEMENT SENSITIVE , T S
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DATE: TMEE . . .0 0028-10-CID221-10117
10 - .0+ AGENT(S):
w\ e 0% - | | - . Page 20f 2
11. Do you know whoaUS Marine named (bx(’)(waq ' ‘ ' '

e, AresT DN sdfity

12. Did you have access to JWICS or Prophet?. Fhfw

13. Did PFC MANNING have access to JWICS or Prophet? f\jb

/

14. Do you know of anyone who tned to get JWICS lnstaIIed in the SCIF? 19@9 Wa_
N st /m9 Jwi( (s -

_15. ‘Can you identify any NSA personnel as.r.lgned to the SCIF between January 2010 and the end of :
your deployment? ¢ GO @ (5)(©)(b)(7)(C) i
% /'A f /57 WM? 55 EEON

" . 16. Did PFC MANNING have a friend, who worked for NSA?
I’I’Iwﬁr s mm ¢t

17. Was there anyone, who was obviously outspoken about the waror openly expressed negative
thoughts and opinions?
ghts and opinions? N 5,

18. Do you kriow wh (b)(6) (b)(7)(C) L
R o_ls ¥5 | Pt soldeéd”

19. Did”you ever witness P.FC,MANNING mention or watch any videos titled “Collateral-Murder" and/or
any other videos depicting gun camera footage taken by an Apache helicopter in lraq? NO !

20.'Have you received e- malls, attachments, digital media devices, packages from PFC MANNING and :

vlceversan d«mﬂ%mk 50 W ’IZ m:g“r )’\MLMDM' mﬂ lfﬂﬁ A'Ia‘fn”ﬁ “fﬂ%fé 5//@5
52

21 Have you ever allowed PFC MANNING to use your personal and/or u.s. Government owned

computer(s)? IJWW

‘22 Is there anvthmg else I/ou would I[ke o add? HC (.JIKS a ’01\@( (‘bfpﬁy dM{n_f ﬂm\)&/
ﬁ/ﬂﬂ Wﬂu\? 9&7 © . LAW ENFORCEMENT SENSITIVE
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DATE: | {OG TIME: }W 0028-10-CID221-10117
AGENT(S):
Page 1 of 2

CANVASS INTERVIEW WORKSHEET

YWE(D)(6)(b)(7)(C)  [NERTIIIREEN ) ) () (7) (C)

UNIT/ADDRESS: R co LBSTB . 1Pmen pV

TeLerHONE: [((IOIGIGI(®) AKO E-MAIL ADDRESS: @WJ VS Jarmmy m’l

1. Do you know who PFC Bradley E. MANNING is? X .
yes W o} \,\m/ Sows © Comple of tned
2. Did you work with PFC M ? )
po |
3. When did you arrive in iraq?

ocT ‘b4

4. When did PFC MANNING arrive in Iraq?
wON! T Kvow

5. Where did PFC MANNING work and what hours?
BrieaDE SaiF , PON'T Know Hodp_s

6. Where did you work and what hours? _ ‘
6T THE TIME PPC MANNG (WAS THERE, T whs AT s AOYALTY
7. With whom did PFC MANNING work? |
Dow ‘1 kmow
8. Do you know or have you heard and/or witnessed of any incident involving PFC MANNING?

TVe HEarRD AQovT THE NEWS
9. Do vyou )(6)(b)(7)(C) is?
o

10. Do you know who{(3)) () b)) () (O

,Jr)

LAW ENFORCEMENT SENSITIVE
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. ve ? ¢

DATE: TIME: o L ; 0028-10-C1D221-10117
Vg 10 W oo
11. Do you know who a U5, Marine namedis?
No '

12. Did you have access to JWICS or Piqp _
YES
13. Did PFC MANNING have access to JWICS or Prophet?
DoV 'T ENow
14.. Do you know of anyone who tried to get.JWICS installed in the SCIF?.
Mo

15. Can you identify any NSA personnel assigned to the SCIF between January 2010 and the end of

your deployment? ;5 ¢ [EICIOIGI®)
' I (b) (6)(b)(7)(C)

16. Did PFC MANNING have a friend, who worked for NSA?

Don'T pow

"17. Was there anyone, who was obviously outspoken about the war or openly expressed negative
thoughts and opinions? - '

o
18. Do you know who (b)()(b)(7)(C) 50\"’& Coom &)
s s (OIS THENNES ) g SCET

19. Did'you ever witness PFC MANNING mention or watch any videos titled "Collateral Murder" and/or
any other videos depicting gun camera footage taken by an Apache helicopter in Iraq?

No

20. Have you received e-mails, attachments, digital media devices, packages from PFC MANNING and

vice versa?
Mo

21. Have you ever allowed PFC MANNING to use your personai and/or U.S. Government owned
computer(s)?
N

22, |Is there anything else you would like to add?

NO :
LAW ENFORCEMENT SENSITIVE )
FOR OFFICIAL USE ONLY Extisir 132
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DATE: - TIME: : - 0028-10-CID221-10117
AGENT(S):

[ [ HOGI__O j_CI)—' | | : . Page 1of 2
CANVASS INTERVIEW WORKSHEET

2 (D) (0) (D) (7)(C)WEETEgEN ) ) (1) (7) (C)

uniT/appress:  Co. Qpafj\'r’_), IOMTN Div

()(6)(0) (O [ ) SRR

1. Do yopGmm@e) e PFC Bradley E. MANNING is? ?e(so"&
\‘\ @\'0 SS\v-\Q— ALJ
% ] coer ‘_é C.u\d"/‘s
~ Moo Wersen / Aolded.

h PEC MANNING? O™ pECS
ere ST bk Lofloet Seder

3. When did you arrive in Iraq?

Octolne. 20008

4. When did PFC MANNING arrive in Iraq?
5. Where did PFC MANNING work and what hours?

BT DCIT, gt ahid @200- 1000)
" (elintng o diP[O\{M WGA N da,\fsh&lb

6. Where did you work and'what haurs?
BCT ACIE, SIGINT Shp

7. With whom did PFC MANNING work?

tCT 23 Fralydls

8. Doy or have you heard and/or witnessed of any incident involving PFC MANNING?
d ol )
nc.k,&. Sthorionan, _
(b)(6)(b)(T)(C) ) ‘

LAW ENFORCEMENT SENSITIVE
FOR OFFICIAL USE ONLY - exriaT 432



' 0028-10-CID221-10117
AGENT(S):
Page 2 of 2

11. Do you know who a U.S. Marine named ®) (6)(}))(7) O

#QCD “ b et |

12. Did you have access to JWICS or

& (00 BT did rof o m\%) e

13. Did PFC MANNING have access to JWICS or Prophet?

No ’

14. Do you kno one who tried to get JWICS installed in the SCIF?

\% \)

15. Can you identify any NSA personnel assigned to the SCIF between January 201OWend of

B)OG)(N(C) | |

your deployment?

Nes, ey 02 agpgodt 40 S fort my plgslo:ﬂ

16. Did PFC MANNING have a friend, who worked for NSA?

T Ao ne o

17. Was there anyone, who was obviously outspoken about the war or openly expressed negative
thoughts and opinions?

T ek brau
18. Do you ks

Nea W uww  igﬂb

19, Did'you ever witness PFC MANNING mention or watch any videos titied "Collateral Murder" and/or
any other videos depicting gun camera footage taken by an Apache helicopter in Irag?

L oot &W@quzi.%c‘oﬂ

20. Have you received e-mails, attachments, digital media déVices, packages from PFC MANNING and

vice versa?

\ps, 0 SIPE %@P‘Wm B e o 7

21. Have you ever allowed PFC MANNING to use your personal and/or U.S. Government owned i
computer(s)? :
|

NO

22. Is there anvthing else you would like to add?

o

5

LAW ENFORCEMENT SENSITIVE _ |
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Page 1 0of 2

DATE:  TIME: 0 I © 0028-10-CID221-10117 © -
||Y‘}éto Lo BT - "~ . AGENT(S): , SR

CANVASS INTER\IIEW WORKSHEET

(b)(6)(b)(7)(

8 5)0)(0)(7) (C) pual SRS >) 05 7))

-UNIT/ADDRESS g“ 01/5/6 /()/7/;1/

TELEPHONE (b) 6)(b)(7) (O AKO E-MAIL ADDBESS:l ) (6 (b) (7 (C ug. asmy m/ ‘

1. Do you know v\ho PEC Bradley E. MAN ic2
. Ve *\-\\r.\ Ca-— L ve¢ers |
" ' A—r\f.a.é

- 2. Didyou work w:th PFC MANNING'-’ '
‘ g1V '

3. When did you arrive in lraqg?
ot o4

4. When did PFC MANNING arrive in Iraq?
' 0(,{ 0 6!

5. Where did PFC MANNING work and what hours?
5 <l 549[’

6. Where did youwork and what hours? .

éﬁﬂjﬂ(}ﬂ. amex OLL};/;-‘(/'
- 7. ~Wlth whom did PFC MANNING work?

eu(rya/!,L Mo 72‘7’ .ﬁ)m?‘dfﬂé. .{"/L ..s’/w’,ﬂ

8. Do you know or have you heard and/or witnessed of any incident involving PFC MANNING?

yf"{ )“& Yeod @A Nev DoDEE

9. Do you know who (b) (6) (b> (7) (C) s? .

10

10. Do you know who (b) (6) (b) (7) (C)

no

LAW ENFORCEMENT SENSITIVE ) o , :
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1 DATE: TIME: - P . 0028-10-CID221-10117
| f}te,la Lou - . o -+ . AGENT(S):
: W ' Page 2 of 2
11. Do you know who a US Marine named [QICIOIGI®). > '

o

12, Did you have access to JWIC

Yes

13. Did PFC MANNING have access to JWICS or Prophet'-’

Tdot b

14. Do you know of anyone who trled to get JWICS installed in the SCIF? ~
210 '

15. ‘Can you identify any NSApersonnel assigned to the SCIF between January 2010 and the end of
your deployment? (?/- . F kﬂ

Mo Aames

16: Did PFC MANNING have a friend, who worked for NSA? '
Lanl .
A c{ww‘(' éﬂaw

17. Was there anyone, who was obviously outspoken about the war or openly expressed negative
thoughts and opinions?

_ 18 Do you know who (SUOICIGIE) ;- K

o

19, .Did’you ever witness PFC MANNING mention or watch any videos titled "Collateral Murder" and/or
any other videos depicting gun camera footage taken by an Apache helicopter in Iraq?

Y42

2'0.'Have you received e-mails, attachments digital media devices, packages from PFC MANNING and

vice versa?
1o

21. Have you ever allowed PFC MANNING to use your personal and/or U.S. Government owned

computer(s})? - .

22, Is there.anything else you would like to add? A

LAW ENFORCEMENT SENSITIVE . | 3
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‘ !_ : L“‘ " l .

DATE: 1 ﬁ\g&)lﬂ'lME: {005 | : ‘ - 0028-10-CID221-10117
: AGENT(S):
Page 1 of 2

CANVASS INTERVIEW WORKSHEET

TSI 1) ) () (7) (C)

UNIT/ADDRESS: g, (0., ABSTB. AVCT,

- lowgn 2 Rideg Loop Fodk Druon, WY 13b0F C\rm(,’,m:l -
TELEPHONE: AKO E-MAIL ADDRESSM .
1. Do you know w radley E. MANNING is? N = ok
CExred W woeld i

oo }{o.e c.\oersanu‘ {:"‘eﬂﬁl

2. Did you work with PFC MANNING?
les

3. When did you arrive in Iraq?

Ockober 14,200A

4. When did PFC MANNING arrive in Iraq?
T dond cemenbie

. ere di Ork what hours? | .‘ . - ‘30.
P L 6 e gl 00,
b batsasst e sacomced 3o b0 poblom i oock sobeoluliol Trongy |

6. Where did you work and what hours? .;S -JQ_e\'l)ri&uch SEE.: wor‘ld.& hid/"qﬁ @Bw - lOOO\

/._Luxx\z.wl‘.n% ﬂ,Qoan Fc«'hr
(b)(6)(b 7C
,5?(1_ )(6)(b)(7)(C)

S oot F W, cﬁw\o}{w(ﬂ.
8. Do you know o;&-ave you heard and/or witnessed of any ingj javolving PFC
T ol bl chouk Bhis veidunts o S AR oo S AR

BOGMNO©)

™~

With id PFC MANNING w .
o s -

9. boyou know wholJOIOIGI®}s

Lo,

10. Do yo.u know wh ob) (6 ) (7) (C) is?

hes | B
~ :
} BYOBN©) @ 22 40 -00

L NCo K |
City Wk PCWFORCEMENT SENSITIVE
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DATE:WAQO\OTIME: (Ol ‘ | 0028-10-CID221-10117

11.
12,
13,

14,

15.

16.

17.

18,

19.

20,

21.

22.

h ' ‘r .

AGENT(S):
Page 2 of 2

Do you know who a U.5. Marine name diISIOIGI®Y; -

(o5

Did you have access to JWICS or Rrophet
Yoy T oot saet chotk LTS aewse,

Did PFC MANNING have access to JWICS or Prophet?

No .
Do you know e who tried to get Ied in the SCIF? SE——
os (100 waked 17 o qu e and 57 DRIDIS)

octess , bo 17 (RISHRIRRRK oYused) beccouye Hey hodl RSEL. 55028,
Can you ldentlfy any NSA personnel assigned to the SCIF betwgs 3 ho opd o
LTV IS REARORN 1) ) () (/) (C)

oo -

Did PFC MANNING have a friend, who worked for NSA'-’

Not ek T Wt o

o

Was there anyone, who was obviously outspoken about the war or openly expressed negative
thoughts and opinions? Wo

OIOIGIOLS) ;>

Do you know wh

< <b><6>éo><7><<:> o worhad For &1 foc o vdnle.

Didqyou ever witness PFC MANNING mention or watch any videos titled "Collateral Murder" and/or
any other videos depicting gun camera footage taken by an Apache helicopter in Iraq?

No

Have you received e-mails, attachments, digital media devices, packages from PFC MANNING and
vice versa? Lo Tcag ovec ST, "ok & & e all ol celaded.

Have you ever allowed PFC MANNING to use your personaf and/or U.S. Government owned
computer(s}? \p,

Is there anything else you would like to add? |\,

LAW ENFORCEMENT SENSITIVE .
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‘ r‘r“’.- .

. TIME: 0028-10-CID221-10117
(OLO _ AGENT(S):
Page 1 of2

CANVASS INTERVIEW WORKSHEET

NAME: (b) (6) (b) (7) (C)  RANK: DF ' SSN: (b) (6) (b) (7) (C)

UNIT/ADDRESS: & Co 24578

TELEPHQNE: (b) (6) (b) (7) © ako e-MaIL ADDRESS: [((SIOQIGIEI(® O s, vy

1. Do you know who PFC Bradley E. MANNING is? Fo-r e~ BD £ pLAa,C} e fu’L L~Co

Aot cﬁmJ w /a./c.’ﬂj clegsfi/ Lo fe crathon

2. Did you work with PFC MANNING? A O

3. Whendidyouarriveinlrag? 3/ oC7 Jud 9.

4. When did PFC MANNING arrive in Iraq? U Lo M/J |

5. Where did PFC MANNING work and what, hours? HLWMM A‘D/i ﬂa
/V"”J’a%‘)/ M-f‘ej ;/LQAH Al an Zq/»éld/%«m«/;zfﬁ*

6. Where did you work and what hours? 7. can U’M 5—7&1/\/7//r0/1~%_"
Vlnfron Jonseant an) T puorbed in posldiple Lo caghsr Gt e

S Withwh _ . o Y] J\M_//Lofa"_ ﬂk/&ﬁo—a
. ] whonlirl P NAA DN N work:«
OV 17 B)(©)(b)(7

s7< OIOIOION®

)(©
6 H(C - 6)(b)(7)(C
ke Za ) 6) ) () (C il W > L cw e RERNIS
Do you know or have you heard and/or witnessed of any incident involving PFC MANNING?

8.
£2ﬁ only Onwore O G > hoe . FC. el
7l Peally o (fd SFC— _

9. Do you know who is? A4 (/a‘rf/“ ' f"JfL)

Ho s o~ Y éo—;w'\r f’ﬁ/ﬂ"\/f’" ﬁwfﬂusuvée_ |
b pio ched gn f e Jr,‘;z‘/x_ Jreew7 cerf

10. Do you know who [DICIOIGICN: (¢ 7567 ) Urer j

ML 2 o NS o Cf‘?ﬂ(”_"éﬂr"& J)V//-v/“}_ Mw\m&e

o ot e S1an7 Coty

LAW ENFORCEMENT SENSITIVE
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‘ T

DATE: TIME: ) 0028-10-CiD221-10117
AGENT(S):
\ \‘}\e io '
| \ote Page 2 of 2

11. Do you know who a US Marine namedSARAAOAS) is? 4 _(()/VZ
Vle 1o om NIB CST v midee 1he L et

ST
12. Did you have access to JWICS or Prophet? /\/ )

13, Did PFC MANNING have access to JWICS or Prophet? /\/O

14. Do you know of anyone who tried to get JWICS installed in the SCIF?N 0

15. Can you identify any NSA personnel assigned to the SCIF between January 2010 and the end of

your deployment? WO z (b) (6) (b> (7) (C> / Y C (b) (6) (b) (7> (C)
S35¢ o), Sss¢ | DICIOIRIE - ros)

16. Did PFC MANNING have a friend, who worked for NsA? Arocf " /£ iy Lemo Ul

17. Was there anyone, who was obviously outspoken about the war or openly expressed negative
thoughts and opinions? /\/O

18. Do you know who [QIOIOIGN®.> ., - 53 e A fogoree Lo

gl (b) (0)(b)(7)(C)

19. Did-you ever witness PFC MANNING mention or watch any videos titled "Collateral Murder" and/or
any other videos depicting gun camera footage taken by an Apache helicopter in Irag? A/O

20. Have you received e-mails, attachments, digital media devices, packages from PFC MANNING and

vice versa? /\/ O

21. Have you ever allowed PFC MANNING to use your personai and/or U.S. Government owned

computer(s)? /\/ 0

22. Is there anything else you would like to add? /\/ l)

LAW ENFORCEMENT SENSITIVE _
FOR OFFICIAL USE ONLY ExHipT 432
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‘ ' J= ‘

DATE: TIME: - 0028-10-CID221-10117

. S AGENT(S):
W %\0_ : oo - Page 1 0f 2

CANVASS INTERVIEW WORKSHEET

D) (O)0)()(C)  RRPRVN 1) ) (b)(7) (C)

UNIT/ADDRESS: 13 ¢p 2 RSTH

TELEPHON (b> (6) (b) (7> (C> AKO E-MAIL ADDRESS:A ) (6 (b)(7)(C) | Dus. Arreyg £ 1

1. Do you know who PFC Bradley E. MANNING is?
\{CSJ }?U.J‘- P !7 (b? .ﬂAAv\-\.c_, ‘V_‘X WL“C"L LC erkl‘.’-ﬂ(

2. Did you work with PFC MANNING?
o
3. When did you arrive I Irag?
O ot & Vi ‘
4. When did PFC MANNING arrive in Irag?
Yot Sece |
5. Where did PFC MANNING work and what hours?

Mf’fl— 5&.\"\’.—

6. Where did you work and what hours?
Jss L‘.YQMJ -2

7. With whom did PFC MANNING work?
Br‘\\haig S 1 SLOID

8. Do you know or have you heard and/or witnessed of any incident involving PFC MANNING?

m a_b:wu" ’ ‘,',\C,‘”Pﬁ,[...) Lok wey o Preém‘{“ ‘Qf‘ llJZ

9. u nourv“wh(_) s? _
\/"’3‘; T wocked “"‘"H‘ hie L a :Qu 6[‘-7'5.' chile T icas af OO
10. Do you know who [IOIGIGION;s> _ : Mo e
Mo
LAW ENFORCEMENT SENSITIVE :
FOR OFFICIAL USE ONLY - EXHIBIT 132
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DATE: TIME: _ o ' 0028-10-CID221-10117
: N o . . AGENT(S):
Page 2 of 2
11. Do you know who a US Marine named SUQIOIUKS) is?
ch ) h(_ uorkti r\'\ -/’{c, gé ! F

12. Did you have access to JWICS or Prophet?
ﬂjb ’ Me Stoics ACCES S 1‘}«”“&\ &~ 0,5 W}DM"“

13. Did PFC MANNING have access to JWICS or Prophet’-’

/(/ J’ q[[l,v /'y:au-./ g'p
14. Do you know of anyone who tried to get'JWICS installed in the SCIF?
o

15. Can you identify any NSA personnel assigned to the SCIF between January 2010 and the end of
your deployment?

A 'G""‘), //\L Neoer 5@*‘-‘*’}‘ 6;6@":&-&—4- e 1y J/ni_s f)—C—GCf—
16. Did PFC MANNING have a friend, who worked for NSA? "

égo AO‘p #"“"/

17. Was there anyone, who was obviously outspoken about the war or openly expressed negative
thoughts and opinions?

WMo
18. Do you know who [QIOIOIGKS): -
o

19. Did'you ever witness PFC MANNING mention or watch any videos titled "Collateral Murder" and/or
any other videos depicting gun camera footage taken by an Apache helicopter in Iraq?

to

20. Have you received e-mails, attachments, digital media devices, packages from PFC MANNING and
vice versa?

Lo

21. Have you ever allowed PFC MANNING to use your personai an.d/or U.S. Government owned
computer(s)?

Yo

22, Is there-anything else you would like to add?

Wo
LAW ENFORCEMENT SENSITIVE . ' 3
FOR OFFICIAL USE ONLY E)(HIBITj-_Z .
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‘ : ' ' ;" ‘

OI® DATE: TIME: : - 0028-10-CID221-10117
n ﬂ%\o 101K : , AGENT(S):
B - Page 1 of 2

CANVASS INTERVIEW WORKSHEET
(1) (6) (b) (7) (C) RS TSN ) ) ) (7)(C)

UNIT/ADDRESS: oo , 2 /10 MTN DEV

TELEPHONE: (b) (6> (b) (7) (C) AKO E-MAIL ADDRESS: Us.ormy .|

ley E. MANNING is?

oiiced A te Sca MWITF
toened n SIGINT Side
2. Did you work with PFC MANNING?

1. Do youknow who

yes

Yes Shfe choges § palecy iy,
3. When did you arrive in Iraq?
0cT
4. When did PFC MANNING arrive in Irag?
ocr £1
- ? ' -
5. Where did PFC MANNING work and what hours? 2e00~1008 <h'tt

—<d
EDE SCT F - at Cret he work -2200 %
wer (oo
b o rwithred  pock and Forth betera 10087 O

6. Where did you work and what hours? .
Bpe LCITF - [00C-2~00

7. With whom did PFC MANNING work? W
with 25Es (4 the S¢FF

amyct ¢

00

Do you knozv or have you heard and/or witnessed of any incident involvin PFC MA NING?
bitnesSed 4u S Gdait whesx Mama; ing kag j,“ 0.,,.,,.% R |-1‘t, he +ref

4o oVer fuen A Fakle and had o [ < }t-rgquirrl

5~ L heord 6 ECVMM Ther  incidueds
9. Do you know wh is? ‘

775

10. Do y;ugsnow who [(IOIOIGI(®)s*

LAW ENFORCEMENT SENSITIVE .
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DATE: TIME:

11 Awio (

oly

Jes

12. Did you have access to JWICS or

7es

ouknow who a US Marine named{QIQIOIGI®) -

13. Did PFC MANNING have access to JWICS or Prophet'?

no

P

14. Do you know of anyone who tried to get.JWICS installed in the SCIF?

} e

15. 'Can you identi
your deployment? 7 c 5

fy any NSA personn

16. Did PFC MANNING have a friend, who worked

P’ﬂ}ml’ I

-~ do net hove direct Fnb“l-ndjc o7 hls Contetong

0028-10-CID221-10117

AGENT(S):
Page 2 of 2

ed to the SCIF between January 2010 and the end of

ST Loks
e Wte/ﬂ’cw

17. Was there anyone, who was obviously outspoken about the war or openly expressed negative
thoughts and opinions? * n o

~ 18. Do you know whoms?
. e

19. Did.you ever witness PFC MANNING mention or watch any videos titled "Collateral Murder" and/or
any other videos depicting gun camera footage taken by an Apache helicopter in Irag?

n O

20. Have you received e-mails, attachments digital media devices, packages from PFC MANNING and

vice versa?

21. Have you ever allowed PFC MANNING to use your personai and/or U.S. Government owned

computer{s)?

no

HO_.

22. Is there anything else you would like to add?

Yhee wes
T ﬂ\ < S-CI

bl g-ﬂg'{t{ to
% We y:-o

a LY heek r-cr,'oJ when T“,l""\!. Wy s

F IT LAW ENFORCEMENT SENSITIVE

392

v 4.(1 Uﬂt‘c

M‘ a, \Q\P
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\

JwIcs wapics
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S (5)(6) () ()(C)

& - @

TIME: : - 0028-10-CiD221-10117
L9720 AGENT(S):
Page 1 of 2

B ANVASS INTE'RVIIEW WORKSHEET

RANK: SSG- SN (b>(6> <b> (7> <C>

UNIT/ADDRESS: B /2 PSTR . .

e ) (0)(b) (1) (C)

1

b

w

4,

4

o

8.

9.

AKO E-MAIL ADDRESS: BO®C) @ us, qu—y_, - J

Do you know who PFC Bradley E. MANNING is? >/e§

B now o ke e, Wet e Serend

Did you work with PFC MANNING? )\Ja

) ' r
When did you arrive in Iraq? oad OF

When did PFC MANNING arrive in Iraq? I aSSun ‘H"" Son—a 7£“"’“’-

~

Where did PFC MANNING work and what hours? (OS5  Ha e s ScTf. Dm'+ ‘lr“‘“" L'—‘?

}’laufg L\j— _T Sorte L.‘..,,\ r?julq({.r OJL ‘Hq 2200 CLM:‘;Q_ _fan‘e*ﬁ.

Where did you work and what hours? Oct~ Qe COS Hommer Z”’“S Ve e Aore 10002200

Jorn = Juve, 10 - IS ééyml‘#y_SCIF - 21/7

With whom did PFC MANNING work? & ded  Heow whot - taction. Lo worhed G r

Do you know or have you heard and/or witnessed of any inci j i C MANNING?
c..#orcl't;_cj + 70‘{‘ L)e_c.‘[ﬂ._, vp JOY S b .
Heeed fhe. \ncidet .

Doyou know whQIOIDIGIOR> A1),

10. Do you know who [(8) () b)(7)(C) T MO .

LAW ENFORCEMENT SENSITIVE ‘
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®

) DATE: TIME: ' ‘ ' 0028-10-CiD221-10117

AGENT(S):

11. Do you know who a U.S. Marine named OOCMOR is? T Ha Jdrohe wes - oul ScTfe

12,

13,

14.

15.

16.

17.

18,

19,

20.

21,

22,

[(5)(©)(B)(7) ©p

DNT™ spacials s.'}

Did you have access to JWICS orRrophet?

Yes

Did PFC MANNING have access to JWICS or Prophet? N ot pro Plﬂf!‘ — Jw LS, may LJ—e.

”

Do you know of anyone who tried to get JWICS installed in the SCIF? NO. T wesn '+ tnve [ w,i N

SCIF operevoms, T ‘re_Po{‘JQ'l b e He SeTE o

‘Can you identify any NSA personnel assigned to the SCIF between January 2010 and the en of
( )

your deployment? 4 [ad, B | OBODO (o

Did PFC MANNING have a friend, who worked for Nsa? . T éo—., '—J l\’»o s,

Was there anyone, who was obviously outspoken about the war or openly expressed negative
thoughts and opinions? Na.

Do you know who

Did you ever witness PFC MANNING mention or watch any videos titled "Collateral Murder" and/or
any other videos depicting gun camera footage taken by an Apache helicopter in Iraq? U 5.

Have you received e-mails, attachments, digital media devices, packages from PFC MANNING and
vice versa?  \/, :

Have you ever allowed PFC MANNING to use your personai and/or U.S. Government owned

computer(s)? pJ._ he see..-e.:] Ly k@f b Lx\mtq_l‘c

Is there anything else you would like to add? /\Io .

LAW ENFORCEMENT SENSITIVE

FOR OFFICIAL USE ONLY ‘ ‘ EXHIBIT 13& _
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. DATE:  TIME: S © 0028-10-CID221-10117 ~
' " R ~ "~ - .- AGENT(S): ;
IIHWID ID?:I' C . e Page 1 0f 2

CANVASS INTERVIEW WORKSH EET

NAME: ) <6) (b) (7) (C> SSN:

RANK: ?FC - i

2. Didyou work with PFC MANNING'-’

No+. dm”[-/- j
3. When dld you arrive in lraq? '

chE)IO

4. When did PFC MANNING arrive in Iraq?

/ﬁcIOﬂ +. lénow\

5. Where did PFC MANNING work and what hours?
POE GCIF \/arﬂlNﬂ howrs
6. Where did you work and what hours’-’
BDE SCF  lovo- 9900
7. With whom did PFC MANNING work?
- BPe Sy
8. Do You know or have you heard and/gr witnessed of anty mC\dent involving PFC MANNING'-’

Ye_s ~theond Qb tl.  Assanitl
~ Saw  Hews, - B)(6)(B)(7)(C)

9 Do you know who (b) Ol (7) O% .. '

ND‘

10. Do you know who (b) (6) (b) (7 (C) 57
. NO

LAW ENFORCEMENT SENSITIVE - - . .
FOR OFFICIAL USE ONLY - o  Bgoes 132



TIME: - o L ~ 0028-10-CID221-10117

] - ‘ ) - . " -« . AGENT(S):
| ﬂy/m Aoz, | ‘ Page 2 of 2

11.

15.

16.

17.

18

19.

20.

21;

22.

Do you know who a U.S. Marine named \RAARAAIGY »

o

. Did you have access to JWICS or ophet

ves

. Did PFC MANNING have access to JWICS or Prophet?

No

. Do you know of anyone who tried to get.JWICS installed in the SCIF?

NO -

‘Can you identify any NSA-personnel assigned to the SCIF between January 2010 and the end of

your depioyment? Spc () (O)B)(7) (C) |y © OO

Y " R ) BN EC)

Did PFC NG have a friend, who worked
_j_:- dOH ’f_ %a W
Was there anyone, who was obviously outspoken about the waror openly expressed negative

thoughts and opinions? -

WNoNe "I Knew oF

DeVou knowwh (b)(6)(b)(7)(C) . )/éé’ ml\f\'\w‘. Q R 0o '

BT

Did.you ever witness PFC MANNING mention or watch any videos titled "Cbllateral‘Murder" and/or
any other videos depicting gun camera footage taken by an Apache helicopter in Iraq? -

NO

'Have you received e-mails, attachments digital media devices, packages from PFC MANNING and -

vceversa'-’
i . : ‘/\/9

Have you ever allowed PFC MANNING to use your personal and/or u.s. Government owned

computer(s)? - | /\/ D

Is there-anything else you would like to add? Y,

LAW ENFORCEMENT SENSITIVE . ' 3
FOR OFFICIAL USE ONLY - exaer 132,
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0028-10-CID221-10117
AGENT(S): :
Page lof2

sz, ><6> 0 o}
UNIT/ADDREssg G, 28815 |

TELEPHOS ) (6) (b) (7) (C) AKO E-MAI_L ADDRESS: IS armt / f”/

1. Do you know who PFC Bradley E. MANNING is? /< 5

O " .wJ(
Burw ~\—C@;\--® NM—QSLF Y U_ch &w\“/w b

2 Did you work with PFC MANNING? Vf S
g NO’M— e RE ,
pelded taka Q“’Q“ :
3. When d:d youogrrwe in Irag? @C]ﬁ f)

®)©6)(b)(7)(C)

4. When did PFC MANNING arrive in 1 rag? /Z

5. Where did PFC MANNING work and what hours? Bﬁ[ S;, Wflj h]( S\}I )(\7
(b)(6)(b)(7)(C) H\_te Hco\c /

(pnn o fusa c% (U (W\-(:
6. \[;\lnhe?e:ti vbu»gorkandwhathours'-’ g’;? j') (ﬂlgh/( 51” )(f

7. With whom did PFC MANN[NGwork? J b 5 S d(/l[/Q 6.?'§fﬂ 7 .‘7“&.%.:4/'—'

2 Do you know or have you heard anmﬂmy incident involving PFC MANNING? }/t‘"‘ =
~ Detrgs  Gssanktny, 3M | -

- Luol’c_&r wer Y ey Qevald) by F! Ho_ '(‘J‘LL C
] . youknov&wh@@xm-s'-’?’t- c G-'“""l’“ G MCRHP '
B <o CSCpill Conlar 5“??“* P NG

N
© " 10. Do you know whoNGIBIIO)] <2 Zi§
b)(6)(b)(7)(©)

M<A \m'“ﬁ\‘ C_SC

LAW ENFORCEMENT SENSITIVE - _ ' . :
FOR OFFICIAL USE ONLY - - By 13




DATE: TIME: — o

' b)(6) (b)(7)(
11. Do you know who a U.S. Marine named BOGEO

‘x\'sh/ ST ) ) () (7) O]

12. Did you have access to JWICS or Pré /2S5
| (b)(6)(b)(7)(C)

13. Did PFC MANNING have access to JWICS or Prophet? 2C)

s

0028-10-CID221-10117
. AGENT(S):
- Page2of2

oy =

14. Do you know of anyone who tried to get JWICS lnstalled inthe SCIF? Cf ;

W\m{f ( L)

@ goe

15. Can you identify any NSA personnel eSS|gned to the SCIF between January 2010 and the end of

your deployment? {/ < <

thoughts and opinions? ﬂ 3}

‘ 18 Do yo-u know wholSOROAAIS - l/'f’g ’
B OMINT T 6 G

“I.SUQ \ rC\S'H-L Soe \JWLZO' f,.’ PLTL& ées“?r\k—‘:

?
vice versa: Y0

computer(s)? WO

dg VOJ‘:G’C}\/S CDe 4 Y s hine eto Yol
when he gFrve s, SPC.  LAWENFORCEMENT SENSITIVE

(b)(6)(b)(7)(C) FOR OFFICIAL USE ONLY

o e Lok

@}/ o0 COECEE o BN 6 (b)(G)(b)U)(C)

a e &2
16. Did PFC MANNING have a friend, who worked for NSA? /ﬂ@ﬂ % T o et

17. Was there anyone, who was obviously outspoken about the war or 0penly expressed negative

19. Did.you ever witness PFC MANNING mention or watch any videos titled "Collateral Murder" and/or
y other videos depicting gun camera footage taken by an Apache helicopter in Iraq? “’5_

%)) L-’u*c\na

oA o SIPR
eelly ™ tU Md"“g— :["Bdw‘

20. Have you received e-mails, attachments digital media devices, packages from PFC MANNING and Ko Clae 6s Fo

I /LIH'

—

21, Have you ever allowed PFC MANNING to use your personal and/or U.S. Government owned

' : i g/
. i 2@
22. Is there.anything else you would like to add? “f Caw hiine }P Sten rﬂg MO@ SGg” j’

)'-’ligﬂcﬁﬂ Feof- L ed s 5%@7@

\

 exrier 132
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DATE: TIME: . - 0028-10-CID221-10117
AGENT(S):

i | Hir lo30 ' ‘ - Page 10f2

CANVASS INTERVIEW WORKSHEET
W (1) (0)(b)(7)(C) NN ) ) 1) (7) (C)

UN[T/ADDRESSB ‘s LB S 7—)’7

AKO E-MAIL ADDRESS:
H)OONOC) W 5650 C ST
1. Do you know who PFC Br

7(2'5 @vfl \1& o/ bfh’/% N\c,.m(} ‘-J-U\L D\UQ,
 oermn e e eV

A
3. When did you arrive in iraq?
I§ @cT 04
4. When did PFC MANNING arrive in iraq?
| d(@ "1\"5 "Ph oL
5. Where did PFC MANNING work and what hours?
vy ’Fl? 7[;)‘,'07/ o F n,rj 94+ ) 7 {G’ /{'(o‘,/(,

6. Where did you work and what hours?

I—f\ fhe Awnjuﬁj e /4‘7"792({. /7/':.:-\“/'4(/7

7. With whom did PFC MANNING work?

8. Do you know or have you heard andlwed of any incident involving PFC MANNING?

m.gi,e(.\.\,{ 'Ga,(’\ {-\-.ru\ I\Y-elJtS\

./a"l‘( h"/ﬂl'l');
(Dth‘ I 7 ™ ./"u’qj

9. Do you know who (b) (6) (b> (7) <C)

(b)(6)(b)(7)(C),

v e @ ST

AN A

B (b) (6)(b)(7)(C)
M Gailer @S

LAW ENFORCEMENT SENSITIVE
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12

13

14.

15.

16.

17.

18.

19,

20.

21.

22,

i i/ DATE TIME: ) ‘ ' 0028-10-CiD221-10117
L hyo 1030 AGENT(S):
Page 2 of 2

‘- you know who a US Marine nam 5? |
. ‘ WW“ o Webondts.

Jes D

?
. Did you have access to JWICS or Prophet?

W

. Did PFC MANNING have access to JWICS or Prophet?
. L% . ’
T dhad Kupuw

Do you know of anyone who tried to get JWICS installed in the SCIF?

Mo

@ tther SCTT

your deployment?

Mo

Did PFC MANNING have a friend, who worked for NSA? .

Z 0/041\',‘ /(--"100\'/

thoughts and opinions?
, v}
Do you know who [) ©) (b)(7) (O

N

any other videos depicting gun camera footage taken by an Apache helicopter in Iraq?
N

vice versa?

%,

Have you ever allowed PFC MANNING to use your personai and/or U.S. Government owned

computer(s)?
Wo.

Is there anything else you would like to add?

4 LAW ENFORCEMENT SENSITIVE
FOR OFFICIAL USE ONLY

Can you identify any NSA personnel assigned to the SCIF between January 2010 and the end of

Was there anyone, who was obviously outspoken about the war or openly expresséd negative

Did.you ever witness PFC MANNING mention or watch any videos titled "Collateral Murder" and/or

Have you received e-mails, attachments, digital media devices, packages from PFC MANNING and

EXHIBIT 132 A
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l‘ . .. ’ ‘ !‘ | '
. » w \ .
- DATE: . TIME: \y  0028-10-CID221-10117
’ A% .
wer OV s

Page 1 of 2

CANVASS INTE'RVIEW WORKSHEET

name: [(3)) (6 LIWIO® £ ¢ % (b) (6)(b)(7)(C)

UNIT/ADDRESS: 8/28 S7R

TELEPHONE: W AKO E-MAIL ADDRESS (b) © (b) () Dus. AR, 1y

1. Do you know who PFC Bradley £. MANNING is?
}/ES. '

2. Did you work with PFC MANNING?

M.

* 3. When did you arrive in Iraq?

2009

4. When did PFC MANNING arrive in irag?:
! ol not Knpu.

5. Where did PFC MANNING work and what hours?
BDE SCIF, T by pot Know.

6. Where did you work and what hours?
BDE To <, ViR joLs HovAs

8. Do you know or have you heard and/or witnessed of any incident involving PFC MANNING?
T Alard/ +hat he-eas In—/-rgwé/&} Cound -0p+ wha?t aloy* on
Wik pedi of Goe 6AE

9. Do you know who ((SIOIG) () (®) is?-

No .

- 10. Do you know who (b) (6) (b) (7) (C) is?
NO.

LAW ENFORCEMENT SENSITIVE
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" ‘ ‘ " ‘ .
- ‘-1 )
. . .,

v DATE: o  TIME: W\ ‘ . . ! ' 0028-10-CiD221-10117

AN ) ) (b) () (C) AGENT(S):
Page 2 of 2

11. Do you know who a U.S. Marine named USRI >
o,

12. Did you have access to JWICS or Prophet?

MO.

13. Did PFC MANNING have access to JWICS or Prophet?
He Shovldit have.

14. Do you know of anyone who tried to get JWICS installed in the SCIF?

A/or 1

15. Can you identify any NSA personnel assugned to the SCIF between January 2010 and the end of
your deployment? ye S.

16. Did PFC MANNING have a friend, who worked for NSA?

Ic/a na7L kﬂ&tv‘

17. Was there anyone, who was obviously outspoken about the war or openly expressed negative
thoughts and opinions?

0.

18. Do you know who (b)(6)(b)(7)(C
NO. Phless you are S peaking o8 The HUMINT Sotdier,

19. Did-you ever witness PFC MANNING mention or watch any videos titled "Collateral Murder" and/or
any other videos depicting gun camera footage taken by an Apache helicopter in Iraq?

N/o.
20. Have you received e- -mails, attachments, digital media devices, packﬁes from PFC MANNING and

vice versa? O/V// Nac o/ BE | Lrort FPre BDE Scit Secch as Pargetng

O Anelysrs. Oﬂ/y Fove,

21 Have you ever allowed PFC MANNING to use your personal and/or U.S. Government owned
computer(s)? A/o. ‘

22. Is there anyt/t{i/ng else you would like to add?
0.

LAW ENFORCEMENT SENSITIVE .
FOR OFFICIAL USE ONLY : EXHIBIT 132.
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| § s

AGENT’S INVESTIGATION REPORT  |™ ™58 10cip-10117

CID Regulfation 195-1

PAGE 1 OF 1 PAGES

DETAILS )

About 1140,11 Aug 10, SAJlIre-interviewed SPC (b)(6)(b)(7)(C) S-2,
Headquarters and Headquarters Company (HHC), 2 Brigade Combat Team (2BCT), 10" Mtn Div, Fort
Drum, NY (FDNY), who stated there were only two Secret Internet Protocol Router (SIPR) computers
inside of SCIF at FDNY, where she and PFC MANNING worked prior to the deployment. SPC
OIOIOIGI®) stated she once saw PFC MANNING inserting a classified CD into a unclassified stand-alone
(not connected to network) computer and when she confronted PFC MANNING, he replied and told her that
MSG full ID had asked him to transfer files from one SIPR comﬁuter to the unclassified stand-

alone computer prior to a rebuild of the SIPR computer. SP tated she later talked to MSG

RIOIOIOI® 1o ut the incident and he confirmed that he had asked PFC MANNING to transfer the files. SPC
OIOIOIGI®)stated she did not know how many files were transferred from SIPR to unclassified computer.

SPC [BIOICIOI®)sated PFC MANNING once told her that he knew a MAJ (NFI) in Washington, District
of Columbia (D.C.) and also met a lot of people working at the Pentagon while he was working as a barista
at a Starbucks coffee shop. SPCMtated PFC MANNING once boasted about how much he
knew about the Pentagon security system ins and outs.

sPORIRIOIBI®. < 2dded PFC MANNING told her he had a remote server set up somewhere in D.C. ‘
area, but did not provide any further information as to the purpose for or the location of the server. ///LAST ‘
ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
% (D) (©)(b)(7)(C), (b) (N(E) U.S. Army CID, Fort Belvoir, VA 22060
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i 1321,11 Aug 10, SAJSnd A R re-interviewed SPC LOONC

f Public Affairs Office (PAO), HHC, 2"° Brigade Combat Team, 10" Mtn Div, Fort Drum, NY. SPC

OIOIOIOI® 1t that when PFC MANNING asked her to check his Gmail account and stocks, she was not
aware he was in custody, otherwise she would have not checked PFC MANNING?’s e-mail or stocks for
him. SPC{QISIOI@I®atcd that PFC MANNING handed her a small piece of paper with his Gmail account
username and password along with some stock symbols and, using her own personal laptop computer, she
logged onto the account and only saw maybe six e-mails in inbox and looked at “Subject” and “Sender”
lines of those e-mails. SPC hought it was weird of PFC MANNING to ask her to check his
Gmail, but PFC MANNING was her friend and did not suspect him of any wrongdoing. SPC
stated she handed PFC MANNING back the paper and did not remember the password.

AGENT’s COMMENTS: When S irst identified himself as a Special Agent with the U. S. Army
CID, SPC Wimmediately blurted out, “ dy told you guys everything....I don’t know
nothing.” in an obviously agitated manner. SPC Wta‘ted she had already spoken with multiple
investigators regarding PFC MANNING’s Gmail and each time she would tell them the same thing, SPC
Wﬁlﬁher added had she known checking PFC MANNING’s Gmail was going to have caused her

(b)(6)(b)(7)(C)

this much inconvenience and trouble, she would have not said anything in the first place. When SA
reminded her of the fact such acts could result } itting unintended crimes such accessory after the
fact, obstruction of justice, etc., to which SPCWmained unresponsive, but her body language
suggested her obvious dislike of participating in this interview.///LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit

SA (b)(6)(b)(7)(C), (b) (T)(E) U.S. Army CID, Fort Belvoir, VA 22060

DATE EXHIBIT

11 Aug 10 4134
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About 1430, 11 Aug 10, SANNEEEnd SA [HEREER terviewed MsG [DICIOIRIO)
HHC, 2™ Brigade Combat Team, 10" Mtn Div, Fort Drum, NY (FDNY), who stated he was the S-2 Non-
Commissioned Officer in Charge (NCOIC) at FDNY and also was at the SCIF, where PFC MANNING
worked while deployed in Iraq.

MSG tated when PFC MANNING first arrived at FDNY, he immediately noticed PFC
MANNING was “tiny and shy” and did not socialize well with other Soldiers in his unit, but was otherwise
very brilliant and intelligent.

tated he first recognized PFC MANNING was having issues adjusting when PFC MANNING
showed up late for formation. While being given an on-the-spot correction, PFC MANNING lost his
composure and military bearing and started yelling unintelligibly and “freaking out.” MSG stated
PFC MANNING had to be referred to the FDNY behavioral health clinic for evaluation.

MSGHRRMRMAR recalled another incident, wherein PFC MANNING supposedly had gone to see a podiatrist
and subsequently was referred to the behavioral health clinic as well (NFI).

(BIOIGIGI®)

MSG added PFC MANNING waé once again referred to the Combat Stress Team in Iraq after he
“freaked out” and flipped over the table while being counseled for coming to work late.

MSG [RISIRIRI®. 2 ted that PFC MANNING once told him that he had no recollection of enlisting in the
Army and finally realized that he was in the Army only 6 months after the fact.

MSG BRI - ted when they first arrived in Irag, when PFC MANNING would give a presentation of
his work product during turn-over briefings, he would often freeze and just stand there for a minute or two.

(b)(6)(b)(7)(C)

stated he thought PFC MANNING was not performing satisfactorily and maybe under stress

and decided to move him to the night shift, during which he could be more productive and have less human
interactions.

MSGW was questioned about the data transfer from SIPR to unclassified stand-alone computer, to
which he replied and stated he had no recollection, MSG mtated this was possibly due to past and
current neuro-psychological problems he had been dealing with and for which had been evaluated at Walter

Reed Army Medical Center.

BIOIOIUI®) . . .
MSG -further confirmed while deployed in Irag, PFC MANNING had never gone outside the
camp on a mission nor did he interact with local or foreign nationals outside the camp.///LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION . L .
Washington Metro RA, Computer Crime Investigative Unit
dA (b)(6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060
SIGNATUR DATE EXHIBIT
b)) ®B)(7)(C), (b) (N(E) 11 Aug 10 138
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About 0945, 12 Aug 10, SA Wimewiewed CPLIOIOIGIWI®) Supply

Clerk, HHC, 2" Brigade Combat leam (2 BCT), 10™ Mountain Division (10 Mtn Div), Fort Drum, NY

(FD to obtain information concerning her interactions with PFC MANNING and the personal laptop of
SSG S-4, HHC, 2 BCT, 10" Min Div, FDNY . cmbl@l@ﬁf@i

advised that while the unit was deployed to Forward Operating Base Hammer, she worked with PFC
MANNING for a short time in the S-2 Section and also when he was briefly assigned to work in Supply.
CPLIQICIOIRI®): dvised that she used SSG [(BICIOIGIOMpersonal laptop on occasion to check her

Yahoo! Mail and Facebook when PFC MANNING was not there. She denied any knowledge of
(b)(6)(b)(7)(C) pr WikiLeaks. She denied any use of FriendFeed.com, Twitter, or
Gmail. CPLGIOIGIGIONE:tcd SPC [(QIOIGIGI®) S-1, HHC, 2 BCT, 10" Mtn Div, FDNY,

would occasionally use the laptop to access Yahoo! Instant Messenger. ///LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
(b)(6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060
(0) () (b)(7)(C), (b) (7)(E) " 12 Aug 10 EXH'B'R 26
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TIME: ML{ © 7 0028-10-CID221-10117
: 7 :
=120 (45 - e A

CANVASS INTERVIEW WORKSHEET

DATE:

S () () (b) (7)(C) [ 0 o)

- UNIT/ADDRESS: iyt.C , ‘Zﬂf,, b spy

TELEPHQNE: ) (6) (b) 7) (C) | AKO E-MAIL ADD (b) (7) (C)’ ” anr, W‘j(

1. Do you,know who PFC Bradley E. MANNING is?
SRkt
Y’J. 4 wﬂé—-/ u—ﬁ" SN ﬁeff’“( ol sl T S

2. Did you work with PFC MANNING?

Vs
" 3. When did you arrive in Irag? :
Nov' 2009 ‘ | -
4. When did PFC MANNING arrive in Iraq?

o ke ems M"’ﬂ“‘]”“’“"

5. Where did PFC MANNING work and what hours? e
H( W‘fd i~ S. 2 %ju'l" Fut -t MLJ" bone

Saans R o ot e, w{'\—%‘f

6. Where did you work and what hours?

g&w'?’ Prgen (000~ ROV nsrnlly

7. With whom did PFC MANN[NG wQ BIOIOINIE) .
28 () (6) b)(7)(C) ,40;—-:_ st RIOIOIGIS®)
He W&M (b) 6)B)(T)(C) PO () () (b)) C) | .

8. Doyou know or have you heard and/or W|tnessed of any incident involving PFC MANNING?

J Aer Lo ,ch J< 2Bl ) (6)(b) (7)(C)
Hm w‘d amw ._chj Lo ”éir‘ .ﬁm:fhbwv:r M N’{" w'—-j’

‘ 5. Do you know whom
o
10. Do you know who[IOQIGIGI(G N <>
b
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11.
12,
13.

14.

15.

16.

17,

18.

19.
20.
21;

22,

AGENT(S):
Page 2 of 2

Do you know who a US Marine namedQIOIGIGNY; <>

')\ls

Did you have access to JWICS or Prophét?

NS

Did PFC MANNING have access to JWICS or Prophet?
~— . R
4}/ M i ;J rrs

Do you know-of anyone who tried to get JWICS installed in the SCIF?

No

your deployment?

Did PFC MANNING have a friend, who worked for NSA?

s

) . ’ 0028-10-CID221-1011

DATE: TIME:

‘Can you identify any NSA personnel assigned to the SCIF between January 2010 and the end of

Was there anyone, who was obviously outspoken about the war or openly expressed negative

thoughts and opinions?

Osby Wortalf - o T el coume

Do you kiiow who (DICIBIBI:>
| Yo

Did‘you ever witness PFC MANNING mention or watch any videos titled "Collateral Murder" and/or

any other videos depicting gun camera footage taken by an Apache helicopter in Irag?

)\fb | %Wlac&uj //.‘zﬂ-«s._, b

Have you received e-mails, attachments, digital media devices, packages from PFC MANNING and

vice versa?
)\( 0

Have you ever allowed PFC MANNING to use your personai and/or U.5. Government owned

computer(s)? }[0

Is there anything else you wou]d like to add?

LAW ENFORCEMENT SENSITIVE
FOR OFFICIAL USE ONLY
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Used dhon  pts e ot | bl o e L a
‘ buzs 1o CiD2 2 1 T¢117

1.) Do you kpow or have you ever had any communication with anyone by the

last name o [OIOIOIOI®
No

2.) Do you know or have you ever had any communication with anyone by the
st e o DIGIIONS

No

v1deos titled "Collateral Murder" and/or any other v1deos deplctmg gun
camera footage taken by an Apache helicopter in Iraq?

No

4.) Have you ever visited the website "WikiLeaks.org" or any websites
related to or mentioning Wikil.eaks?

No

5.) Do you know or have you ever had any communication with anyone by the

last name of (RICIOIE)
No

6.) Do you We you ever had any communication with anyone by the

first name o

3~On your personal computer the "Registered Owser*-identified in the
operatmg ystenwas named ({) (6) OIOI®) thls would have hkely been

8.) Have you ever created any Twitter accounts using aptop

Mo dut  wte TigHe

computer?

Law Enforcement Sensitiv
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- , 3

10.) Have you ever used, searched for, or were otherwise aware of the
domain name "FriendFeed.com"? ND

11.) Do you use the email service provided by Google called "Gmail", if
yes, what is your email address there?

No

12.) Have you recently (in the past year) been in contact with anyone who

lives in the Boston, MA area?
N
owrn " o

2
13.) Have you ever let anyone borrow_y(o_;a;e;sgml-laptep computer, if

yes, who and what were the approximate dates/times they borrowed it?

MO, only ﬁwrzf :&««(ﬁ s,

14.) If someone did borrow your personal laptop computer, can you provide
any of the circumstances as to why they would have needed to use it and/or

why you allowed them to use your computer?

w [k

15.) Could someone have used your personal laptop computer without your

knowledge? Y i},

10 ¢p221 1C117

MM"’“’(‘:
. T

e of
16.) Is there anything else I did not specifically ask in the questions _¢* Y™~ * ﬂ-:, (b)(©)®)(7)(C)

above in relation to your personal laptop computer and anyone who may have

borrowed or used it in the past seve that you'd like to mention?
5re W e L

YB/(M{ ﬂt%&.—r—- o oaR ﬁl’f«\
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About 0945, 12 Aug 10, SAWoordinated with CW04 [QIOILIVLS; Commanding Officer,
Marine Corps Brig (MCB)- Quantico, Quantico, VA, concerning inmate PFC MANNING.

cwo4 QIQIOIQIS) produced the inventory sheet pertaining to PFC MANNING which listed a wallet, a
few debit/credit cards, a certain amount of cash, and some U.S. Government issued items which were in-
processed with PFC MANNING. The inventory sheet reflected that no personal papers in-processed with
PFC MANNING. CWO4{CIQIOIOI®) o1 firmed that no personal papers were transferred with PFC
MANNING.

CWO4 [QIOIOIBI®):clated that PFC MANNING was only allowed to receive mail and visits from
specific persons from a list he created. Included on PFC MANNING's list of persons he could receive

mail/visits from were: ((QIOIGIGI®)
(b)(6)(b)(7)(C)
iend, [QIQIOIGKS) | DICIOIGKONN Fricnd, [(QIOIOIG® 7
(Prospective Attorney [(QIOI®IV® '<b><6>(.b><\7><<1>
(b)(6)(b)(7)(C) Friend, (QIOIOIGK® , and [QIOIEIGI®)

(Friend, [QIOIOIGKS®

Since his arrival at MCB - Quantico, PFC MANNING had been visited by mental health personnel, his
chain of command, defense counsel (military), and his aunt. CWO4{(QIOIGIGI®)further related that the
telephone calls of inmates were not recorded as a manner of practice, however, could be recorded upon
official request from the investigative organization.

CcwO4 [QIOIOIGI®) ;- 1ated that PFC MANNING had been re-assigned to the Fort Mﬁcr Miliﬁ

Community. His chain of command included CPT 1SG
and CSM all of Headquarters and Headquarters Company (HHC), U.S. Army
Garrison (USAG), Fort Myer, VA.

AGENT's COMMENT: Due to the fact that the conversation with CWO4 [QIOICIGI®) concerned PFC
MANNING, I had to sign the guest book as a visitor would to see PFC MANNING. At no point while at
the Quantico Brig, did I make contact with PFC MANNING or see PFC MANNING.

T T AST ENTRY T i i

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION Washington Metro Resident Agency
- A Computer Crime Investigative Unit
GO ®GMN(©), G) (NE) U.S. Armv CID. Fort Belvoir, VA 22060

DATE EXHIBIT

12 Aug 10 136
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About 1000, 12 Aug 10, SA |

B ccrviewed SPCDIOIDIGS) | B Co, 2"

Brigade Combat Team, 10" Mtn Div, Fort Drum, NY, who stated the “Shared SIPR Server” at Forward
Operating Base Hammer was located on a global network drive and anyone with SIPR account could easily
map it and gain access. SPC however, cautioned that just because one had access to the server
and its contents, he or she should not be doing so. SPC Wstated he had always been vocal and

ad trong network defense and prevention of sensitive information spillage.
SPWt&ted that since he was more computer and network savvy than the assigned S-6 personnel,

he would often “be volunteered™ to scan the network for viruses and patch updates using Retina and Norton
Anti-Virus software.

SPORIOIOIOI®) ccalled his conversation with PFC MANNING about hash table software and stated that
PFC MANNING seemed more interested in marketing and profiting aspects of the software, rather than for
his personal use.

sPCRIGIBIHG hcorized about how PFC MANNING transmitied classified materials: SPC [(SISISIOKS)
stated that PFC MANNING could have copied the data onto CD-RW’s and sent the data either using his
own personnel computer via wireless internet at his room or using one of the Morale, Welfare, and
Recreation (MWR) computers at Forward Operating Base (FOB) Hammer, Iraq. SPC tated the
Non-classified Internet Protocol Router Network (NIPRNet) in the SCIE wag extremely slow and doubted
PFC MANNING used it to transmit a large volume of data. SPC W stated MWR computers
required no username or password and were always available for anyone to use at their pleasure.

SPC Wescribed PFC MANNING as a brilliant individual, who would read a lot of literature to
self-educate, but not “innate”.

security in the housing units, he was talking about the local commercial “Haji” Internet. SPC

stated the local service provider would take first 3 letters of Soldier’s last name, plus room numbers and use
the combination as one’s username. SPC [QIQIOIOI®) stated password would usually be 3 to 4 numbers in
length. SPC tated the local service provider would input everyone’s username and password on
a spreadsheet, an asily look over the provider’s shoulder and see others’ usernames and
passwords. SPC tated due to the simplicity of the user name naming convention, one could
easily guess others’ usernames and passwords and gain access to the local internet service. SPC
stated he did not know after how many failed attempts, the account would be locked, but he was speculating
that it was unlimited. SPC tated Soldiers were given wireless connection, but if one was
already connected, others could not use the same username and password.

SPOSASUCOUIO . ;. that in his previous statement when he mentioned the weak network comﬁuter

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION .
Washington Metro RA, Computer Crime Investigative Unit
oA (b) (6) <b) (7) (C), (b) (7) (E) U.S. Army CID, Fort Belvoir, VA 22060
DATE EXHIBIT
12 Aug 10 139
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SPCQIOIOII® i1 rther added that, to the best of his knowledge, while PFC MANNING was stationed at
FOB HAMMER, Iraq, he had never gone outside the wire.

SPORICIRIOI®) . tioned PFC MANNING became upset after he had found out several foreign journalists
were apprehended by Iraqi police for distributing what they believed to be anti government of Iraq ‘
literature///LAST ENTRY///

TYPED AéENT’S NAME AND SEQUENCE NUMBER - ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
A (b) 6)(b)(7)(C), (b) (7)(E) U.S. Ammy CID, Fort Belvoir, VA 22060
el () (0) (b) (MO, (b) (N(E) " 12 Aug 10 E"”'B'_fl 39
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B)O GO
About 1351, 12 Aug 10, SA-and sA I interviewed lLTW
S-2, Headquarters and Headquarters Company (HHC), 2 Brigade Combat Team (BCT), 10

Mountain Division (Mtn Div), who stated in preparation for the upcoming deployment to Iraq, he had asked
SPC RIOIOIOI® ; ; scan the Prophet operating system with Retina and Norton Anti-virus software.

ILTRIQIOIGI® i § that PFC MANNING was highly motivated before they left for Iraq because he
thought he would jump right into action and do great things in Iraq; however, once he realized he would sit
in front of a computer all day and not go outside the wire, he was disappointed and down. 1LT
stated he would often attempt to motivate PFC MANNING by giving him words of encouragement and
motivational speeches, but PFC MANNING remained “disinterested and not willing”. 1L
recalled that when PFC MANNING first started working in SCIF, he seemed to spend a long time surfing
the Internet on a NIPR laptop computer and he was fascinated by the recent volcano eruption in
Iceland.///LAST ENTRY/// '

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
g (0) (0)(b)(7)(C), (b) (T)(E) U.S. Army CID, Fort Belvoir, VA 22060
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About 1330, 13 Aug 10, SA ISR reviewed the Internet Protocol (IP) addresses that accessed the
Gmail account “bradly.e.manning@Gmail.com”. The following IP addresses were obtained from Google
Inc, after SA this office, served a search warrant on Google Inc. for the information.
SARIRIOII® = rformed a IP whois query for each of the recorded IP addresses and received the
following results:

[P: 82.205.133.8

Resolved to: Horizon Satellite Services FZ LLC, LIR

P.O. Box 502343, Building No.14

Dubai Internet City, United Arab Emirates

Phone: +871 4 391 5122

Fax-no: +971 4 391 2906

Open source searches showed Horizon was a satellite communications provider throughout the Middle
East.

ot P Pt Pt

IP: 82.205.133.9

Resolved to: Horizon Satellite Services FZ LLC, LIR

P.O. Box 502343, Building No.14

Dubai Internet City

United Arab Emirates

Phone: +971 4 391 5122

Fax-no: +971 4 391 2906

Open source searches showed Horizon was a satellite communications provider throughout the Middle
East.

P o it Pt

IP: 82.205.133.10

Resolved to: Horizon Satellite Services FZ LLC, LIR

P.O. Box 502343, Building No.14

Dubai Internet City

United Arab Emirates

Phone: +971 4 391 5122

Fax-no: +971 4 391 2906

Open source searches showed Horizon was a satellite communications provider throughout the Middle
East.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATICN Washington Metro Resident Agency
Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

DATE EXHIBIT

13 Aue 10 141
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Pty o~y

IP: 82.205.133.20

Resolved to: Horizon Satellite Services FZ LLC, LIR

P.O. Box 502343, Building No.14

Dubai Internet City

United Arab Emirates

Phone: +871 4 391 5122

Fax-no: +971 4 391 2906

Open source searches showed Horizon was a satellite communications provider throughout the Middle
East.

P P Pt

IP: 82.205.133.30

Resolved to: Horizon Satellite Services FZLLC, LIR

P.O. Box 502343, Building No.14

Dubai Internet City

United Arab Emirates

Phone: +871 4 391 5122

Fax-no: +971 4 391 2906

Open source searches showed Horizon was a satellite communications provider throughout the Middle
East.

Pt Pt Pt

[P: 109.224.1.70
Resolves to: EarthLink Ltd. Communications & Internet Services
Phone: + 964 790 1946348

e vt Pt

IP: 109.224.6.127
Resolves to: EarthLink Ltd. Communications & Internet Services
Phone: + 964 790 1946348

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION Washington Metro Resident Agency
Computer Crime Investigative Unit

I\(b) (6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060
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EYLSE VPV

IP: 84.11.147.4

Resolves to: IABG Satellite Internet Services
Einsteinstrasse 20

85521 Ottobrunn

Germany

Phone +49 89 6088-0

Fax +49 89 6088-4000

info@iabg.de

Open source searches show IABG offers complete end-to-end communications solutions via satellite, for
services such as the Internet, voice, data and images to customers worldwide.

s ot s ot

IP:214.13.232.180

Resolves to: DoD Network Information Center
DNIC

3990 E. Broad Street

Columbus, CH, 43218

Agents note: All of the above listed IP addresses repeatedly accessed the bradly.e.manning@Gmail.com
account, with the exception of the DoD network IP, which only appeared one time in the logs. /{/LAST
ENTRY//.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION Washington Metro Resident Agency

Computer Crime Investigative Unit
) 0)(B)(N)(©), B) (N(E) U.S. Army CID, Fort Belvoir, VA 22060

g DATE EXHIBIT

N (b) (Gm 13 Ave 10 141
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HA#FHHFHE R B4 * Google Confidential and Proprietary *
HEHHHE G B R4S

GOOGLE SUBSCRIBER INFORMATION

Name: Bradley Manning

e-Mail: bradleyemanning@gmail.com

Status: Enabled

Services: Data summary, Docs, Gmail, Google wave, Mobile, News, Search
history, Talk, Toolbar, Transliteration, Web history prome, Youtube
Secondary e-Mail: bradley.manning®earthlink.net

Created on: 2009/09/09-00:14:38-UTC

IP: 96.231.145.214 on 2009/09/09-00:14:38-UTC

Language Code: en

Other Usernames: bradley.e.manning@gmail.com

Date/Time Event IP
2010/05/28-19:03:13-UTC Logout 82.205.133.9
2010/05/28-18:52:21-UTC Login 82.205.133.5
2010/05/28-07:53:15-UTC Login 109.224.1.70
2010/05/28-07:51:41-UTC Login 109.224.1.70
2010/05/27-09:58:10-UTC Login 82.205.133.9
2010/05/27-03:19:47-UTC Login 82.205.133.9
2010/05/26~23:31:38-UTC Login 82.205.133.9
2010/05/26-20:35:54-UTC Login . 82.205.133.9
2010/05/26-20:33:58-UTC Login 82.205.133.9
2010/05/26-13:32:30-UTC Login 82.205.133.9
2010/05/26-13:22:45-UTC Login 82.205.133.9
2010/05/26-08:23:25-UTC Login 82.205.133.9 /
2010/05/26-08:20:51-UTC Login 82.205.133.9
2010/05/26-04:43:25-UTC Login 82.205.133.9
2010/05/26~04:39:32-UTC Login 82.205.133.9
2010/05/26-03:53:29-UTC Login 82.205.133.9
2010/05/25-20:35:02-UTC Login 82.205.133.9
2010/05/25-20:28:08-UTC Login B2.205.133.9
2010/05/25-20:04:48-UTC Login 82.205.133.9
2010/05/25-19:54:17-UTC Login B2.205.133.9
2010/05/25-19:05:02-UTC Login B2.205.133.9
2010/05/25-18:32:44-UTC Login 82.205.133.9
2010/05/25-17:39:02-UTC Login 82.205.133.9
2010/05/25-17:27:53-UTC Login 82.205.133.9
2010/05/25-16:31:42-UTC Login 82.205.133.9
2010/05/25-15:24:41-UTC Login B2.205.1323.9
2010/05/25-14:56:25-UTC Login 82.205.133.9
2010/05/25-14:37:37-UTC Login 82.205.133.9
2010/05/25-14:24:18-UTC Login 82.205.133.9
2010/05/25-14:22:19-UTC Login 82.205.133.9
2010/05/25-14:21:59-UTC Login 82.205.133.9
2010/05/25-14:21:04-UTC Login 82.205.133.9
2010/05/25-08:40:45-UTC Login B2.205.133.9
2010/05/25-08:40:29-UTC Login : 82.205.133.9
2010/05/25-08:39:48-UTC Login 82.205.133.9
2010/05/25-08:39:43-UTC Login 82.205.133.9
2010/05/25-08:36:58-UTC Login 82.205.133.9
2010/05/24-23:30:44~UTC Login 82.205.133.9
2010/05/24-23:16:18-UTC Login 82.205.133.9
2010/05/24-20:48:08-UTC Login 82.205.133.9
2010/05/24-20:46:51-UTC Login 82.205.133.9
2010/05/24-19:43:20-UTC Login 82.205.133.9
2010/05/24-19:28:50-UTC Login 82.205.133.9
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2010/05/24-19:23:10-UTC
2010/05/24-19:23:08-UTC
2010/05/24-17:20:01-UTC
2010/05/24-16:23:20-UTC
2010/05/24-15:07:28-UTC
2010/05/24-14:58:13-UTC
2010/05/24-14:52:52-UTC
2010/05/24-14:51:41-UTC
2010/05/24-14:35:36-UTC
2010/05/24-14:31:36-UTC
2010/05/24-07:28:15-UTC
2010/05/24-07:20:28-UTC

#H#HHHF G FE# 888 * Google Confidential and Proprietary *

HHHE S E R S HER AR A3

Login
Login
Logeout
Login
Legin
Login
Login
Login
Login
Login
Legeout
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109.224.6.127
109.224.6.127
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109.224.6.127
109.224.6.127
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Subscriber
Email:
Status:
Services:

Name:
Secondary
email:
Created on:
Lang:

IP;:

Logs

Information bradley.e.manning

bradley.e.manning@gmail.com
Enabled

MOBILE, Docs, Gmail, Talk, Search Histery, TRANSLITERATION, YOUTUBE,
DATA_SUMMARY, News, Google Wave, WEB_HISTORY PROMO, Toolbar

Bradley Manning

bradley.manning@earthlink.net

09-Sep-2009 12:14:38am GMT

en

96.231.145.214 on 09-Sep-2009 12:14:3Bam GMT

All times are displayed
bradley.e.manning@gmail

Date/Time

28-May-2010
28-May-2010
28-May-2010
28-May-2010
28-May-2010
28-May-2010
28-May-2010
28-May-2010
28-May-2010
27-May-2010
27-May-2010
26-May-2010
26-May-2010
26-May-2010
26-May-2010
26-May-2010
26-May-2010
26-May-2010
26-May-2010
26-May-2010
26-May-2010
25-May-2010
25-May-2010
25-~-May-2010
25-May-2010
25-May-2010
25-May-2010
25-May-2010
25-May-2010
25-May-2010
25-May-2010
25-May-2010
25~May-2010
25-May-2010
25-May-2010
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07:03:13
06:52:21
06:52:20
06:49:49
06:47:42
06:46:38
06:46:37
07:53:15
07:51:41
09:58:10
03:19:47
11:31:38
DB:35:54
08:33:58
01:32:30
01:22:49
08:23:25
08:20:51
04:43:25
04:39:32
03:53:29
08:35:02
08:28:08
0B:04:48
07:54:17
07:05:02
06:32:44
05:39:02
05:27:53
05:24:07
04:31:42
03:24:41
02:56:25
02:37:37
02:24:18

pm
pm
pm
pm
pm
pm
pm

pm
pm
pm
pm
pm
am

pm
pm
pm
pm
pm
pm
pm
pm
pm
pm
pm
pm
pm
pm

in UTC/GMT.

- COom

GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT

Event

Logout

Login Success

Login Attempt

LOGIN ATTEMPT AND FAILURE
LOGIN_ATTEMPT AND FAILURE
Login Failure

Login Attempt

LOGIN_ ATTEMPT AND_ SUCCESS
LOGIN_ATTEMPT AND_SUCCESS
LOGIN_ATTEMFT_AND_SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT_AND_SUCCESS
LOGIN_ATTEMPT_AND_SUCCESS
LOGIN_ATTEMPT AND_ SUCCESS
LOGIN ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND_SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTENMPT_AND_SUCCESS
LOGIN ATTEMPT_AND_ SUCCESS
LOGIN_ATTEMPT AND_ SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND_SUCCESS
LOGIN_ATTEMPT AND SUCCESS
Login Attempt
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND_SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND_ SUCCESS
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Ip

B2.205.
B2.205.
82.205.133.9
82.205.133.9
82.205.133.9
82.,205.133.9
82.205.133.9
105.224.1.70
105.224.1.70
82.205.133.9
82.205.133.9
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82,205.133.
82.,205.133.
82.205.133
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82.205.133.
82.205.133.

133.9
133.9
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25-May-2010 02:22:19 pm GMT LOGIN_ATTEMET BAND SUCCESS 82.205.133.9
25-May-2010 02:21:59 pm GMT LOGIN ATTEMPT AND SUCCESS 82.205.133.9
25-May-2010 02:21:04 pm GMT LOGIN_ATTEMPT_ AND SUCCESS B2.205.133.9
25-May-2010 08:40:45 am GMT LOGIN_ATTEMPT AND_SUCCESS 82.205.133.9
25-May-2010 0B8:40:29 am GMT LOGIN ATTEMPT BAND SUCCESS 82.205.133.9
25-May-2010 0B:39:48 am GMT LOGIN ATTEMPT AND SUCCESS B2.205.133.9
25-May-2010 0B:39:43 am GMT LOGIN_ ATTEMPT_ AND_SUCCESS B2.205.133.9
25-May-2010 0B:36:58 am GMT LOGIN ATTEMPT AND SUCCESS 82.205.133.9
24-May-2010 11:30:44 pm GMT LOGIN ATTEMPT BAND SUCCESS 82.205.133.9
24-May-2010 11:16:18 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.9
24-May-2010 08:48:08 pm GMT LOGIN_ ATTEMPT AND SUCCESS 82.205.133.9
24-May-2010 08:46:51 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.9
24-May-2010 07:43:20 pm GMT LOGIN_ATTEMPT AND_SUCCESS 82.205.133.9
24-May-2010 07:28:50 pm GMT LOGIN ATTEMPT AND SUCCESS 82.205.133.9
24-May-2010 07:23:10 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.9
24-May-2010 07:23:08 pm GMT LOGIN_ ATTEMPT AND_ SUCCESS 82.205.133.9
24-May-2010 05:20:01 pm GMT Logout 109.224.6.127
24-May-2010 04:23:20 pm GMT LOGIN_ ATTEMPT AND_SUCCESS 109.224.6.127
24-May-2010 04:22:30 pm GMT LOGIN_ ATTEMPT AND FAILURE 109.224.6.127
24-May-2010 03:07:28 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.9
24-May-2010 02:58:13 pm GMT LOGIN ATTEMPT AND SUCCESS B82.205.133.9
24-May-2010 02:52:52 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.9
24-May-2010 02:51:41 pm GMT LOGIN_ ATTEMPT AND SUCCESS 82.205.133.9
24-May-2010 02:35:36 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.9
24-May-2010 02:31:36 pm GMT LOGIN_ATTEMPT AND_SUCCESS 82.205.133.9
24-May-2010 07:28:15 am GMT Logout 109.224.6.127
24-May-2010 07:20:28 am GMT Login Success 109.224.6.127
24-May-2010 07:20:27 am GMT Login Attempt 109.224.6.127
24-May-2010 07:20:18 am GMT LOGIN_ATTEMPT AND_FAILURE 109.224.6.127
24-May-2010 06:20:46 am GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.9
24-May-2010 06:14:07 am GMT LOGIN_ATTEMPT AND_ SUCCESS 82.205.133.9
23-May-2010 07:37:55 pm GMT LOGIN_ATTEMPT AND_ SUCCESS 82.205.133.9
23-May-2010 07:29:48 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.9
23-May-2010 07:12:54 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.9
23-May-2010 07:12:26 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.9
23-May-2010 07:02:55 pm GMT LOGIN_ATTEMPT AND_SUCCESS 82.205.133.9
23-May-2010 06:32:06 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.9
23-May-2010 05:21:26 am GMT LOGIN_ATTEMPT AND SUCCESS 82,205.133.9
22-May-2010 11:16:16 pm GMT LOGIN_ATTEMPT AND_SUCCESS 82.205.133.9
22-May-2010 08:16:53 pm GMT LOGIN_ATTEMPT AND_ SUCCESS 82.205.133.9
22-May-2010 05:21:32 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.9
22-May-2010 03:34:07 pm GMT LOGIN_ATTEMPT AND SUCCESS 214.13.232.180
22-May-2010 10:13:54 am GMT LOGIN_ATTEMPT AND_SUCCESS 82.205.133.8
22-May-2010 10:12:59 am GMT LOGIN_ATTEMPT_ AND SUCCESS 82.205.133.8
22-May-2010 10:12:48 am GMT LOGIN ATTEMPT AND SUCCESS 82.205.133.8
22-May-2010 10:11:00 am GMT LOGIN ATTEMPT AND SUCCESS 82.205.133.8
22-May-2010 10:09:43 am GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
22-May-2010 05:34:24 am GMT LOGIN_ATTEMPT_AND SUCCESS 82.205.133.8
21-May-2010 08:34:48 pm GMT LOGIN_ATTEMPT_ARD_SUCCESS 82.205.133.8
21-May-2010 08:34:41 pm GMT LOGIN_ATTEMPT AND_SUCCESS 82.205.133.8

@

0028

Y

w—IO-CIDZZI-IOIU

10-Cip221- 10117

Google Confidential and Proprietary

exxer_ 344
000980

FOR OFFICIAL USE ONLY

Lew Enforcement Sensitive



21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
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21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
21-May-2010
20-May-2010
20-May-2010
20-May-2010
20-May-2010

Google Confidential and Proprietary

08:04:31
07:58:12
07:54:22
07:46:36
06:39:17
06:38:40
06:26:47
06:24:12
05:07:01
05:04:42
04:01:42
04:01:31
02:14:52
02:14:48
12:31:42
11:54:56
11:47:59
11:33:47
11:06:02
10:27:31
09:49:18
09:14:28
09:09:32
09:08:51
08:56:10
08:55:17
08:55:10
08:55:03
08:54:58
08:54:20
08:50:47
08:50:29
08:50:06
08:49:49
08:31:32
08:31:06
08:30:58
07:45:04
07:38:15
07:38:06
07:38:0S
05:22:10
05:22:03
05:21:55
05:21:50
12:06:40
11:06:50
10:37:42
10:05:22
10:01:22
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pm
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GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT

LOGIN_ ATTEMPT AND_SUCCESS
LOGIN_ATTEMPT_AND_SUCCESS
LOGIN ATTEMPT AND_ SUCCESS
LOGIN ATTEMPT AND SUCCESS
LOGIN ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND_SUCCESS
LOGIN_ATTEMPT_AND SUCCESS
LOGIN_ ATTEMPT AND_SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND_ SUCCESS
LOGIN_ATTEMPT AND_SUCCESS
LOGIN_ATTEMPT AND FAILURE
LOGIN_ATTEMPT_AND SUCCESS
LOGIN ATTEMPT_AND_ SUCCESS
LOGIN ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND_SUCCESS
LOGIN_ATTEMPT AND_SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND_SUCCESS
LOGIN_ATTEMPT AND_ SUCCESS
LOGIN_ATTEMPT_AND_SUCCESS
LOGIN_ATTEMPT_AND_SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND_SUCCESS
LOGIN_ATTEMPT_AND SUCCESS
LOGIN_ATTEMPT AND_SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND FAILURE
LOGIN_ATTEMPT AND FAILURE
Login Attempt
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND SUCCESS
Logout
LOGIN_ATTEMPT AND SUCCESS
Login Failure

Login Attempt
LOGIN_ATTEMPT AND_SUCCESS
LOGIN_ATTEMPT_AND_SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT_AND_SUCCESS
LOGIN_ATTEMPT AND_ SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN_ATTEMPT AND SUCCESS
LOGIN ATTEMPT AND_ SUCCESS
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B2.205.
214.13.
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82.205.
214.13.
214.13.
214.13.
214.13.
82.205.
82.205.
82.205.
82,205,
82.205.
82.205.
82.205.
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82.205.
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20-May-2010 09:34:23 pm GMT LOGIN ATTEMPT AND SUCCESS 82,205.133.20
20-May-2010 09:31:11 pm GMT LOGIN ATTEMPT AND SUCCESS 82.205.133.20
20-May-2010 09:20:24 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.20
20-May-2010 09:06:55 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.20
20-May-2010 08:59:17 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.20
20-May-2010 08:32:52 pm GMT LOGIN_ATTEMPT_AND SUCCESS 82.205.133.20
20-May-2010 08:31:39 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.20
20-May-2010 08:31:22 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.20
20-May-2010 07:59:08 pm GMT LOGIN_ ATTEMPT AND SUCCESS 82.205.133.20
20-May-2010Q 07:58:59 pm GMT Login Success 82.205.133.20
20-May-2010 07:58:58 pm GMT Login Attempt 82.205.133.20
20-May-2010 07:38:54 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.20
20-May-2010 07:36:31 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.20
20-May-2010 07:27:13 pm GMT LOGIN_ATTEMPT AND SUCCESS 82,205.133.8
20-May-2010 07:21:42 pm GMT Login Success 82.205.133.8
20-May-2010 07:21:41 pm GMT Login Attempt 82.205.133.8
20-May-2010 06:48:28 pm GMT LOGIN_ATTEMPT AND_SUCCESS 82.205.133.30
20-May-2010 06:47:39 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.30
20-May-2010 06:05:26 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
20-May-2010 05:57:15 pm GMT LOGIN_ATTEMPT AND_SUCCESS 82.205.133.8
20-May-2010 03:26:39 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
20-May-2010 03:23:22 pm GMT Login Success 82.205.133.8
20-May-2010 03:23:21 pm GMT Login Attempt 82.,205.133.8
20~-May-2010 02:53:29 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
20-May-2010 02:48:42 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
20-May-2010 02:46:38 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
20-May-2010 02:25:00 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
20-May-2010 02:24:54 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
20-May-2010 02:24:48 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
20-May-2010 02:24:33 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
20-May-2010 09:01:06 am GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
20-May-2010 09:00:49 am GMT LOGIN_ATTEMPT_AND SUCCESS 82.205.133.8
20-May-2010 09:00:41 am GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
20-May-2010 09:00:39 am GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
20-May-2010 09:00:38 am GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
20-May-2010 09:00:36 am GMT LOGIN_ATTEMPT_ AND SUCCESS 82.205.133.8
20-May-2010 03:26:22 am GMT Login Success B2.205.133.8
20-May-2010 03:26:21 am GMT Login Attempt 82.205.133.8
20-May-2010 12:17:09 am GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
19-May-2010 11:30:35 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
19-May-2010 11:13:32 pm GMT LOGIN_ATTEMPT_ AND SUCCESS 82.205.133.8
19-May-2010 11:04:13 pm GMT LOGIN_ATTEMPT AND SUCCESS 82,.205.133.8
19-May-2010 10:52:25 pm GMT LOGIN_ATTEMPT_AND SUCCESS 82.205.133.8
19-May-2010 10:49:37 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8 ‘
19-May-2010 10:20:12 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
19-May-2010 09:59:54 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
19-May-2010 09:48:42 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
19-May-2010 09:48:30 pm GMT LOGIWN_ATTEMPT_AND_SUCCESS 82.205.133.8
19-May-2010 09:44:05 pm GMT LOGIN_ATTEMPT AND_SUCCESS 82.205.133.8
19-May-2010 09:38:59 pm GMT LOGIN_ ATTEMPT AND SUCCESS 82,205.133.8
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19-May-2010 09:36:25 pm GMT LOGIN_ATTEMPT_AND_SUCCESS 82.205.133.8
19-May-2010 09:34:06 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
19-May-2010 09:31:56 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
19-May-2010 09:28:46 pm GMT LOGIN_ATTEMPT_AND SUCCESS 82.205.133.8
19-May-2010 09:26:46 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205,133.8
19-May-2010 09:24:07 pm GMT LOGIN_ATTEMPT_ AND SUCCESS 82.205.133.8
19-May-2010 08:58:11 pm GMT LOGIN_ATTEMPT_AND_SUCCESS 82.205.133.8
19-May-2010 08:45:45 pm GMT LOGIN_ATTEMPT_AND SUCCESS 82.205.133.8
19-May-2010 08:08:08 pm GMT LOGIN_ATTEMPT_AND_SUCCESS 82.205.133.8
19-May-2010 06:53:12 pm GMT LOGIN_ATTEMPT_AND SUCCESS 82.205.133.8
19-May-~-2010 06:14:23 pm GMT LOGIN_ATTEMPT_ AND SUCCESS 82.205.133.8
19~-May-2010 06:11:30 pm GMT LOGIN_ ATTEMPT_AND SUCCESS 82.205.133.8
19-May-2010 06:06:59 pm GMT LOGIN_ ATTEMPT_AND SUCCESS 82.205.133.8
19-May-2010 05:57:21 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
19-May-2010 03:09:59 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
19-May-2010 03:04:44 pm GMT LOGIN ATTEMPT AND SUCCESS 82.205.133.8
19-May-2010 02:40:03 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
19-May-2010 02:32:10 pm GMT LOGIN_ATTEMPT_AND SUCCESS 82.205.133.8
19-May-2010 02:31:02 pm GMT LOGIN_ATTEMPT_AND SUCCESS 82.205.133.8
19-May-2010 01:00:07 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
19-May-2010 10;14:06 am GMT Login Success 82.205.133.8
19-May-2010 10:14:05 am GMT Login Attempt 82.205.,133.8
19-May-2010 10:12:55 am GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
19-May-2010 10:01:04 am GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.10
19-May-2010 09:53:43 am GMT LOGIN_ATTEMPT AND_ SUCCESS 82.205.133.10
19-May-2010 09:12:15 am GMT LOGIN_ATTEMPT_AND SUCCESS 82.205.133.8
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18-May-2010 10:21:30 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
18-May-2010 10:21:26 pm GMT LOGIN_ATTEMPT_ AND SUCCESS 82.205.133.8
18-May-2010 09:56:13 pm GMT LOGIN ATTEMPT AND SUCCESS 82.205.133.8
18-May-2010 09:46:43 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
18-May-2010 07:17:51 pm GMT LOGIN_ ATTEMPT AND SUCCESS 82.205.133.8
18-May-2010 07:14:43 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
18-May-2010 07:13:13 pm GMT LOGIN ATTEMPT_ AND SUCCESS 82.205.133.8
18-May~2010 02:46:08 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
18-May-2010 02:40:52 pm GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
18-May-2010 09:10:32 am GMT LOGIN_ATTEMPT AND_ SUCCESS 82.205.133.8
18-May-2010 09:03:34 am GMT LOGIN_ ATTEMPT_ AND_ SUCCESS 82.205.133.8
18-May-2010 09:03:29 am GMT LOGIN_ATTEMPT AND SUCCESS 82.205.133.8
18-May-2010 08:09:43 am GMT LOGIN_ATTEMPT_AND SUCCESS 82.205.133.8
17-May-2010 10:18:23 pm GMT LOGIN_ATTEMPT_AND SUCCESS 82.205.133.8
17-May-2010 03:37:06 pm GMT LOGIN_ATTEMPT AND SUCCESS §2.205.133.8
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Exhibit(s) 143 thru 147

Page(s) 000987 thru 000996 referred to:

Federal Bureau of Investigation

Record Information/Dissemination Section
170 Marcel Drive
Winchester, Virginia 22602-4843
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About 1140, 9 Aug 10, SA QIQIQIGIONORGIS) -nd sA BICIOIGIONORBIE) both assigned to

Washington Metro Resident Aienci i WMRA i, Comiuter Crime Investiiative Unit iCCIU i, Fort Belvoir,

VA 22060, interviewed Mr.
who described PFC MANNING as a “friend, who 1s stationed at Fort Drum.”

5)(b)(7)(C)]

stated he first met PFC MANNING when a mutual friend, Mr. [QICIOIGI®)
oht PFC MANNING to his cottage near Fort Drum, NY,
located at[QIOICIGK®) sometime between the Memorial Dav and the
Independence Day holidays in 2009. Mr(QIOIOIGION stated PFC MANNING and Mr. insited
him two more times, once with a young white male namedWNFI) before PFC MANNING left for
Iraq in 2009. Mr. OIBIBIOL® s 1cd while PFC MANNING stayed at the Cﬁﬁaﬁei he would often attempt to

engage in conversations involving political issues, but each time Mr. stopped PFC MANNING
and told him not to bother him (Mr. Mr. SUSRURII®tated he and Mr. M had been
friends for several years and Mr. knew him well enough to know that he (M. [DICIGIGICON was a

“race car nut” and not someone who was interested in political issues.

Mr. [QRIQIIBL 21 before PFC MANNING left for Iraq, PFC MANNING told him that he had left two
boxes full of his personal property that he did not e at Fort Drum, NY while he was deployed,
but to have sent to his aunt in Potomac, MD. Mr. Wta‘[ed shortly after PFC MANNING departed
for Iraq, he was able to make it to Fort Drum, NY and retrieve the aforementioned boxes. Mr.

described the boxes as full and heavy, one of which had broken open and the other of which remained
sealed.

Mrwwted after he transported the boxes to his residence, he looked into the opened box and
observed several items of military clothing, boots, books, and other miscellaneous items. Mr.
said he attempted to mail the boxes to PFC MANNING’s aunt’s residence per PFC MANNING?s original
request, but when he found out the shipping and handling would cost him a lot of money out of pocket, he
decided not to and later communicated with PFC MANNING and told him that he would just safeguard the
boxes for him instead.

Mr. Mr stated he would chat with PFC MANNING via AOL Instant Messenger (AIM)
(Username: , but discussed nothing out of ordinary or topics involving the war or
classified materials; Mr[QJOIOI@I®] would ask PFC MANNING how he was doing and PFC MANNING in
return would tell him that he was doing well and nothing related to his work or amounting to anything
serious. Mr. stated the last time he chatted with PFC MANNING was prior to his apprehension
in late May 2010. Mr. stated during the last chat, PFC MANNING seemed upset be

not been able to contact Mr. [DIGIOI@I®Yfor several days and asked him to get in touch with Mr.

on behalf of him. Mr.[QIOIOI@I®said his primary method of communication with PFC MANNING was

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
\(b) (6)(b)(7)(C), (b) (7)(E)
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through AIM and he had never received an e-mail, digital media in any form, or a package from PFC
MANNING during his deployment in Iraq. Mr. [QIQIQIGI®Ifurther added he did not think PFC MANNING
knew the address to his residence in Rochester or to the cottage in Worth.

(b) OUOIOI® 2 dded he still had the boxes in his house and invited SA R BRI 11 residence
at [QIOICIGI®

Mr UQUQIGI®) <t ted he had heard of wikileaks.org, but had no interest because he was a "race car nut" and
not interested in political issues. Furthermore, Mr.thed he had never heard of or met anyone
named @m full ID Julian ASSANGE, or persons affiliated with the WikiLeaks.

Mr. RIBIDIOI® ., 1,sented to let SA RIRIOMMS a0 the internal hard drive of his laptop computer, which he
had used to chat with PFC MANNING. Mr QIQIOIGI® 150 mentioned PFC MANNING never used any of
his computers nor did he give PFC MANNING permission to do so.

About 1230, 9 Aug 10, SANN:nd SA RERKRI o cated the boxe rtedly containing PFC

PDUTTO -
MANNING?’s property on the floor of Guest Room upstairs of Mr. KA (b> (7) (C)_‘ residence, located at iR
OO0 privd il SRR 1
through the contents of the open box in his presence and gave them his consent to take the other sealed box
into custody. With Mr. consent, SA nd SA [RERMBRN looked through the contents of the
open box in the presence of Mr. The following items were found and were documented by
exposing several photographs using Canon PowerShot SD 1300IS: Class “A” Jacket with PFC

MANNING's name tag, rank, and unit patch, several books, hand-written notes, games, movics, CDs, and
DVDs. '

A cursory look at the CDs andDVDs did not indicate any items of evidentiary value or contraband;
however, S and SAWIocated one CD-RW labeled “PFC Manning,” which had been
formatted and showed approximately 512MB free space out of 700MB. SA Iso discovered three
classification label ecret and (2) Top Secret) in a book titled, “More than a Carpenter” by Josh
McDOWELL. SAWolIected the CD-RW, the classification labels and the sealed box of PFC
MANNING?’s property as evidence on Evidence/Property Custedy Document (EPCD), Document Number
(DN) 117-10.

About 1200, 10 Aug, SA coordinated with Mr. [QIQIQIOI® ; obtain an image of his personally-
owned laptop computer which was utilized in chat sessions with PFC MANNING.
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Washington Metro RA, Computer Crime Investigative Unit
V& (0) (6)(b)(71)(©), (b) (T)(E) U.S. Army CID, Fort Belvoir, VA 22060
SIGNA DATE EXHIBIT

FOR OFFICIAL USE ONLY
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AGENT’s COMMENT: An attemﬁt to image the hard drive on 9 Aug 10 was unsuccessful because of a

forensic hardware failure and SA urchased a new internal drive for the forensic laptop to fix the
problem.

RICIOIGI®)

Between 1218 and 1308, 10 Aug 10, SA

belonging to Mr{QIOIGIGI®;

obtained a forensic image of the laptop computer

Computer Make/Model: Toshiba Satellite A015

Computer Serial Number: 66232209Q

Hard drive make/model/capacity = Hitachi Travelstar, Model HTS541080G9SA00, 80 GB
Hard drive serial number: XKGYRDKG

Method of imaging: ~ ICS ImageMasster Solo III Forensic device

Type of Image: ' DD

Make and model of write block:  ICS ImageMasster Solo III Forensic device

The image was verified to be an exact, bit-for-bit copy of the hard drive through a comparison of MD5
message-digest algorithm (i.e., hash) values with no errors.

Acquisition Hash: ¢1850b76c36ae5c3e5b13be8f19d8120
Verify Hash: c1850b76c36ae5c3e5b13be8f19d8120

Between 1930 and 2300, 10 Aug 10, SA onducted a conversion from .dd to Encase file format
(compressed) on the image taken from Mr. laptop hard drive, and a hash verification.

Conversion and compression successfully completed with a matching MDS5 hash value. A SHA1 hash value
was obtained during this operation: 593¢39ff4544¢0e0a152615521777638a438a2d6.

Encase image successfully loaded into Encase with a verification of matching MDS and SHA1 hash values.

About 0815, 16 Aug 10, SAWtransferred the Encase image of thlaptop hard drive to a

Western Digital 74.3 GB Hard Drive, SN WMAKE1914292. A copy of the image was placed on the Image
Server for examination. The collection of the WD 74.3 GB drive as evidence was documented on DA 4137,
EPCD, DN 118-10///LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
FAG) ©)B)(7)(C), (b) (N)(E) U.S. Army CID, Fort Belvoir, VA 22060 '
R ‘ DATE EXHIBIT
®)©O)®)(N(C), (b) (N(E) 16 Aug 10 149
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DEPARTMENT OF THE ARMY
UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND
COMPUTER CRIME INVESTIGATIVE UNIT
9805 LOWEN ROAD, BUILDING 193
FORT BELVOIR, VIRGINIA 22060-5698

CONSENT TO SEARCH COMPUTER/ELECTRONIC EQUIPMENT

I, , have been asked to give my consent to the seizure and
subsequent search of my computer/electronic equipment. I have been informed by the undersigned U.S. Army Criminal
Investigation Command (USACIDC) Special Agent that an 1nqu1ry is being conducted in connectmn w1th the following
possible violation(s) of law: Article 106a, UCMJ - Esplonage
18 USC § 1030 Unauthorized access to a US Government computer

n informed of my right to refuse to consent to such a search. I hereby authorize Special Agent
W and any other person(s) designated by U.S. Army Criininal Investigation
Command (USACIDC), to conduct at any time a complete search of:

Davenpoert Machine, Inc.
All computer/electronic equipment located at 167 Ames Streeet

Rochester, NY 14611

These persons are also authorized by me to enter and to take from the above location: any computer hardware and storage
media, including internal hard disk drive(s), floppy diskettes, compact disks, scanners, printers, other computer/electronic
hardware or software and related manuals; any other electronic storage devices, including but not limited to, personal
digital assistants, cellular telephones, and electronic pagers; and any other medna or materials necessary to as31st in
accessing the stored electronic data.

[Description of computers, data storage devices, celtular telephone, or other devices (makes, models, and serial numbers, if available)]

Hard drive, Hitachi Travelstar, Model HTS541080G9SA00, Serial Number XKGYRDKG, from a
Toshiba Satellite A015 laptop, Model PSAA5U-01PO0P, Serial Number 66232209Q, property of Mr.

(b)(6)(B)(7)(C)

)

I certify that I own, possess, control, and/or have a right of access to these devices and all information found in them. 1
understand that any contraband or evidence on these devices may be used against me in a court of law.

I relinquish any constitutional right to privacy in these electronic devices and any information stored on them. I authorize
USACIDC to make and keep a copy of any information stored on these devices. I understand that any copy made by
USACIDC will become the property of USACIDC and that I will have no privacy or possessory interest in the copy.

This written permission is given by me voluntarily. I have not been threatened, placed under duress, or promised
anything in exchange for my consent. I have read this form; it has been read to me; and I understand it. I understand the
English language and have been able to communicate with the agents/officers.

I understand that I may withdraw 1y consent at any time. I may also ask for a receipt for all things turned over.

W (1) (0) () (7) (C) | ) ©) ) () C)
igned: Signature of Witnesses:

Name {DJGIOIIS) | Name: spect rgert [DIOIOIGIS) |
Date and Time: A0G 1O 20/0D Date and Time: Brrosro /31/0//‘*

Law Enforcement Sensitivi 001 OOO !
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DETAILS N - _ .
About 1220, 11 Aug 10, SAR e-interviewed SSG [QICIOIGI®) , S-4, HHC, 2™
i ort Drom, N

Brigade Combat Team, 100 M yho stated he did not know anyone with the names
of (b) (6) (b) (7) (C) and had not had any communication with them.

SSG WAOIOIOI® 4 ted he had never searched for or viewed on his personal laptop computer any videos
titled “Collateral Murder” or any other videos depicting gun camera footage taken by an Apache helicopter
in Iraq.

SSGmtated he had never visited the website “WikiLeaks.org” or any other websites related to or
mentioning WikiLeaks. ’

SSG W'nenﬁoned he had never used his personal laptop computer to create any Twitter accounts
or used, scarched for, or was otherwise aware of the domain name “FriendFee.com”. ‘

SSG NURIRIRIS ¢4 he héd a “Gmail” account, which waiRiSARAY <C)g gmail.com, and further stated he
rarely used it and had last accessed it during his last deployment in December 08-January 09.

SSGWSw&d his personal laptop computer was not password-protected and remained in his office

during the deployment. SSG Wtated to the best of his knowledge, CPL [QIOIGIGI(®)

W{Supply Clerk, HHC, 2" Brigade Combat Team, 10™" Mtn Div, Fort Drum, NY and PFC

" MANNING were the only ones to use the laptop computer besides him; however, PFC MANNING used it -
the most. SSCW stated that CPL[DICIOIGICN had an Internet connection in her room and would
only use his laptop computer to go online occasionally. SSGBICIOIGIORtated the o ne else
could have used his p computer without his knowledge would be if CPW let
someone use it. SSG ted PFC MANNING was most likely the one who used his laptop
computer during the 22-24 May timeframe and further added he had not been in contact with anyone
recently (in the past year), who lived in the Boston, MA area///LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER CRGANIZATICN
' Washington Metro RA, Computer Crime Investigative Unit
4"\ (b)) (6)(b)(7)(C), (b) (T)(E) U.S. Army CID, Fort Belvoir, VA 22060
S (D) (0)(B)(N(C), (b) (7)(E) DATE EXHIBIT
/) 16 Aug 10 150
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Avout | L A INOUBOEMIDNGIE s ofsce ntrviewed s R

( Aua 10 8 A "
iyE (b) (6)(b)(7)(C) S-2, HHC, 2™ Brigade Combat Team, 10™ Min Div, Fort Drum, NY,
who stated Soldiers at Forward Operating Base Hammer would chat in MIRC, an Internet Relay Chat (IRC)
client for Microsoft Windows, on SIPRNet to communicate with one another and often discuss their
personal issues and sometimes blatantly hit on one another, and supervisory Soldiers were not happy about
it. SPCIRIBIRIGIS) stated PFC MANNING told her in passing that she shoul with what she said
because some of the chat was being logged and kept on the “I” server. SPCW‘stated PFC
MANNING’s warning was not without basis, given the fact that several NCO’s and officers gave the same
warning.

DETAILS

SPC RIBIRIGI® st ted she and PFC MANNING were “Fobbits™ and had never gone outside the wire.

16 Aug 10 15_1_

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive Approvew
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About 1430, 13 Aug 10, SA [BISIBIIIS and sA [DICIOIGIONOXGION this office, interviewed LTC
U.S. Army Element - Defense Intelligence Agency, The Pentagon, Washington, DC
20001, as he was identified from emails found within PFC MANNING's Gmail email account which were
discovered as the result of a forensic examination of PFC MANNING's personal laptop computer collected
as evidence by CID at Forward Operating Base (FOB) Hammer, [raq. LTC @I@I@E@ﬁ. who was
interviewed in the presence of his assigned Trial Defense Service (TDS) Attorney, CPTQIOIOIGK®
U.S. Army Trial Defense Service, 9910 Lowen Road, Building 702, Fort Belvoir, VA 22060, provided a
verbal statement in which he related he met PFC MANNING about October 2008, but he only had in-person
contact with PFC MANNING approximately five times since that time. LTC Mstated the last
time he had contact with PFC MANNING was April 2010, and that PFC MANNING did not say or give
LTCBICIOIGION the impression anything was wrong. LTC [(DICIGI@I® cxplained he did not notice
PFC MANNING having any behavioral issues during the time he had known him, with the exception of
talking with PFC MANNING on the phone wherein LTC [QIQIGIGIORdescribed PEC MANNING as
being “flighty” shortly after PFC MANNING arrived in the U.S. from his mid-tour leave from Iraq. LTC
BICIOIGICOMNstated he knew PFC MANNING traveled to Boston, MA during his mid-tour leave in
January/February 2010. LTC [(QIOIOIGI®OR e1ated PFC MANNING had told him previously that he had
planned to take his mid-tour leave from Iraq in the U.K.; however, LTC maid for an unknown
reason PFC MANNING changed his mind. LTCW mentioned PFC MANNING apparently
was going to Boston 1 his mid-tour leave to visit a friend, which LTC [CIQICIGIOM only knew as
WNFI). LTC further related he believed {§iiiMBRattended Brandeis University. LTC
BDICIOIGRI®M c<plained PFC MANNING arrived in the Washington, D.C. area from Irag, spent a short
time at his aunt's home, and then went to Boston, MA shortly thereafter, for what L'TC
described as a long-weekend. LTCW said by the manner in which PFC MANNING talked
about Boston, LT ARIOCILIVIOR o the impression PFC MANNING had traveled to Boston, MA several
times previously. LTC [DICIOIGION said PFC MANNING only mentioned that he had hung around with
Wmd some of RRIBIMIBI riends who were associated with the Massachusetts Institute of Technology
(MIT). LTC{IOIGIBI®)] said he did not know anything else about any the friends of
MANNING mentioned. LTC ((DIQIOIQI®)stated PFC MANNING had never sent him an
Mail or similar type of parcel service while PFC MANNING was assigned in [raq. LTC
explained PFC MANNING had not left any digital media or anv other personal items with LTC
BIOICIWI®)or had PFC MANNING ever sent LTC Wfaﬂy encrypted emails. LTC
BIOIBINI®)<lated PFC MANNING never mentioned the website Wikileaks.org or any videos or
documents of combat operations in Iraq and/or Afghanistan. LTC [(QIQICIGK®Nsaid PFC MANNING did
not express any political or social viewpoints which PFC MANNING seemed passionate about. LTC
BICIOIGIOM: < ated one incident in which PFC MANNING was in the Washington, D.C. area for training
prior to his deployment to Iraq. LTC quﬂhcr explained while PFC MANNING was in the
Washington, D.C. area for training, an unidentified Staff Sergeant in PFC MANNING's training group
wanted to go to a restaurant for lunch which was not reasonably accessible within the time-frame the
soldiers were given for their lunch break. LTC [QIOIOIGI®) said PFC MANNING, who was familiar with
the local area, reportedly told the Staff Sergeant the restaurant was too far away, causing the Staff Sergeant

hat PFC
mg by U.S.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
FAD)(©) (L) (D), (b) (NE) U.S. Army CID, Fort Belvoir, VA 22060
SIGNA DATE EXHIBIT
16 Aug 10 1 LY Z
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to contact PFC MANNING's supervisor at Fort Drum to complain about PFC MANNING. LTC
BIOIGIGI(®R 25 not able to elaborate as to what the result of this reported incident was, LTC

(BIOIOIGIONs2id he did not know of any other disciplinary issues involving PFC MANNING, and stated
he did not know PFC MANNING had received an Article 15 while deployed to Irag. LTC [QIOQIGIGI®)
when asked about 'Annex B’ which was a term that appeared in emails between LTC [(QIOQICIGI®ORnd
PFC MANNING, said Annex B most likely refers to an Intelligence Annex to a mili ations Order
which PFC MANNING may have been working on as a project within his unit. LTC related
he did not have any indication PFC MANNING had any large debts or had come into any money which was
unexplained. LTC[GICICIGIOR-id he knew PFC MANNING's mother was a citizen of the United
Kingdom, but that he did not know of any other friends, associates, or relatives of PFC MANNING that
were non-U.S. Citizens. LTCWCIH% he did not have any contact with anyone associated
with the website Wikileaks.org nor did he have anE knowledﬁe or participation in PFC MANNING's

alleged disclosure of classified information. LTC ould not immediately provide any
additional information related to PFC MANNING.

AGENT’S COMMENT: LTARIOI®) (7) (®vas interviewed i ¢ and with the consent of his
assigned TDS attorney, CPT [DIGIOI@I®)who had advised LTC (b) (6> (b) (7> (O his rights in regard to
being interviewed by CID in relation to this investigation. CPT OIQIQII® e1ated she would prepare a

written memorandum documenting havi ed LTC((QIOIBIGI®)of his rights and would forward this
memorandum to SA [QIQIDIGIS) sA oted during the initial interview of LTC [QIQICIGI®ONHn

2 Aug 10, he was advised of his legal rights in regard to Uniform Code of Military Justice (UCMIJ) Article
134 — Fraternization, as the nature of the content in emails sent between LTC M and PFC
MANNING gave the appearance of a potential inappropriate relationship between a Commissioned Officer
and an Enlisted member. LTC mwsequmﬂy invoked his legal rights during the interview on
2 Aug 10, requesting to speak with legal counsel before making any statements to CID. The 1nd1v1dua1
((C)6 REE - 1. 7C BIOIOGLS during his interview, was previously identified as Mr.
'7 -

About 1428, 16 Aug 10, SA BSOS eceived an email message from CPT (ShARMAIvhich contained
an attached Memorandum related to LTC [QIOQIGIWI®) 2 having been advised of his legal rights

previously and having understood his rights to remain silent and to stop questioning at any time. The
Memorandum further related LTC Wvoluntarﬂy waived those rights in CPTW

- presence and fully cooperated in the interview with CID on 13 Aug 10.
HOHHTH T T T LAST ENTRY  HHATHHI I TR T ]

N

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
YN (b) (6)(B)(7N)(C), (b) (M(E) U.S. Amy CID, Fort Belvoir, VA 22060
SIG DATE EXHIBIT
16 Aug 10 4% 4S2
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About 1205, 17 Aug 10, SA GO G)7)(C)MEEIN (D) (6)(b)(7)(C) ational Security Agency (NSA),

9800 Savage Road, Fort Meade, MD 20755, interviewed SPC [((SIOIGIGI®)] A Company,
741st Military Intelligence Battalion, 9802 Love Road, Fort Meade, MD 20755, as he was identified as a

havige beepy assigned with PFC MANNING while at Forward Operating Base (FOB) Hammer, Irag. SPC
OIOICIBI®: 2tcd he did not know PFC MANNING very well and did not speak with him much during
the time they were both assigned at FOB Hammer. SPC Mted he was deployed to Iraq from
15 Jan 10 through 13 Jul 10, and was assigned to FOB Hammer as part of a Cryptological Support Team
that provided support to the soldiers assigned as Intelligence Analysts to the 2nd Brigade Combat Team
(BCT), 10th Mountain Division. SPC Murther referred to the 2nd BCT personnel working in
the Sensitive Compartmented Information Facility (SCIF) on FOB Hammer as ‘organic’ personnel. SPC
BICIOIGIOM-1atcd he felt PFC MANNING was odd as he noticed PFC MANNING always seemed to
distance himself from other personnel in his unit and/or that worked in the SCIF. SPC m '
explained he would occasionally leave the SCIF to go outside and smoke a cigarette and noticed when PFC
MANNING was also outside, PFC MANNING appeared to make a point of avoiding others who were also
in the area smoking, by standing by himself in a nearby bunker. SPOGIOQIOIGIONE-id he generally tried
to avoid PEC MANNING while at FOB Hammer due to what he felt was odd behavior by PFC MANNING.
SPC elated he had heard of the incidents related to PFC MANNING having damaged a
computer when told to perform some type of duty by SPC (b)(6)(b)(7)(C) who was assigned to PFC
MANNING's unit. He also knew of the incident in which PFC MANNING assaulted SPC [BIOIOIGI®)
OIOIOIBION 2150 assigned to PFC MANNING’s unit, while both PFC MANNING and SPUGIOIOIGI®)
were on duty in the SCIF. SPC Wrelated he did not witness these incidents, but felt PFC
MANNING should not have been working in the SCIF based on these events. SPCWprovided
a list of other personnel who worked in the SCIF during the time he was assigned at FOB Hammer, but
could not immediately provide any additional information related to PFC MANNING or this investigation.
i e LAST ENTRY i i i it i i i

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
N0 6)(B)(N(©), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060
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About 1120, 18 Aug 10, SARICIRIOIS) s A [BIGIOIGICH s office, and SA[DICIDIGIS)

National Security Agency (NSA), 9800 Savage Road, Fort Meade, MD 20755, interviewed U.S. Marine
CPL B Company, Marine Cryptological Support Battalion, 9803 Love Road, Fort Meade,
MD 20755, as he was 1dentified as an NSA assigned service member who was stationed with PFC
MANNING at Forward Operating Base (FOB) Hammer, Iraq. CPLated he was assigned in Iraq
from July 2009 through January 2010. CPLW explained he was aware of the recent disclosure of
U.S. Government Classified materials to the website Wikil.eaks.org, but was unaware PFC MANNING was
involved: however, CPLASRMRMERIfrther remarked that he was not surprised by these circumstances. CPL
xplained he was initially assigned to FOB Lovalty, Iraq for the first month or two of his tour in
Iraq, before being reassigned to FOB Hammer. CPL said when assigned to FOB Hammer he
initially worked with members of the 3rd Brigade Combat Team (BCT) of the 82nd Airborne Division.
CPLWelated PFC MANNING's unit, the 2nd BCT, of the 10th Mountain Division, arrived in Iraq
sometime in November 2009 and that he worked in the same Sensitive Compartmented Information Facility
(SCIF) as PFC MANNING during his assignment there. CPLwSaid he assignment in Iraq ended in
January 2010. CPL |RAMMRx plained because he was the only Digital Network Intelligence (DNI) Analyst
supporting FOB Hammer, he worked a which covered both of the 12-hour shifts worked by the -
10th Mountain Division soldiers. CPL Wlated the shift he worked was generally 1400 to 0200,
each day. CPL [SkiRMARremarked that PFC MANNING seemed to be what he described as 'bi-polar', in that
PFC MANNING's moods each day would seem to vary between being fairly happy; to being sad or angry.
CPLIARRR clated PFC MANNING had issues in getting along with other unit members and knew of at
least one incident in which PFC MANNING allegedly got into some type of physical altercation with
another soldier, SPCIQIQIOIGI® who was assigned to PFC MANNING’s unit. CPILIQIRIQIR:
said he was not a witness to this incident where PFC MANNING apparently damaged some government
property by flipping a table containing computer equipment, but knew about this incident second-hand.

Cp explained SPWW&S formerly a U.S. Marine who had transferred into the U.S.
Army and had mentioned the incident involving PFC MANNING. CPL{QIRIQIRIsaid he was surprised that
PFC MANNING was allowed to continue working in the SCIF after this incideWior like this could

be grounds for eliminating personnel from further access to a SCIF facility. CP said he believed
PFC MANNING would have talked with Senior Airman (SrAIWhalso formerly assigned to

Cryptological Suppo (CSTS5), or himself the most out of any of the CST5 assigned personnel at
FOB Hammer. CPL tated he did not feel SrA (RRARMARDT himself spoke with PFC MANNING
aside from day-to-day greetings and casual passing conversation. CPLW&M he generally did not

have any direct interaction with PFC MANNING while working in the SCIF based on the level of classified
informatio alyst works with, which few personnel assigned to FOB Hammer were authorized to
view. CPWI&ted he could not remember a time in which PFC MANNING asked him any
hypothetical questions which may have been related to PFC MANNING's own alleged unlawful activities;
he was unaware of any computer applications known as 'OTR' or ‘Off-The-Record’; had not heard any
discussions relating to NSA's activities associated with the iPhone device; and did not know about any
naturalized U.S. Citizens being tracked by NS A personnel while at FOB Hammer which PFC MANNING
may have been involved with. CPLWaid he is knowledgeable about the Foreign Intelligence

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
(D) (6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060
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Surveillance Act (FISA), but would have never discussed this type of information with PFC MANNING.
CPLWclated, when asked about comments PFC MANNING made during Internet chat

conversations with Mr. (QIQIOIGK® in regard to recognizing data he saw as '9/11 Pager Messages', he
believed something like what PFC MANNING described may have come from an NSA system which he
provided the name for. CPL ARSI d he would not have disclosed this information to PFC MANNING,
ly making a guess as to where PFC MANNING may have learned of this information. CPL
ated he could not remember any additional personnel he was assigned within Iraq that he would
have described as a friend of PFC MANNING or someone PFC MANNING would have associated with.
CPL KR could not immediately provide any additional information relevant to this investigation.

AGENT’S COMMENT: The NSA system from which CPL [RiRkeRsaid PFC MANNING may have

learned about the '9/11 Pager Messages' mentioned in PFC MANNING Internet chat conversations with Mr.
RIOIOIRI®L 5 not listed here as this system name may itself be classified.

T T ) LAST ENTRY T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER

N (D) (6)B)(7)(©), (b) (N(E)

ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

SIG DATE EXHIBIT
18 Aug 10 1 Y
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* Online (AKO), Security, 1

BOO)NOC)

(b)(6)(b)(7)(C)

About 1233 10, SA opied the header datato a compact disc (CD) for preservation and
analysis. S eviewed LTCGQIOI® AKO account To and From header information and

05.8SA ﬁewewed the email addresses
, one o 1ich match the email address of

greceived an email from Mr. {QIOQIGIGI®) A0 Security, containing

opied the message aid files to CD
nnotated the collection on a DA Form 4137,

)(1)(©)
ascertained the dates provided were from 7 A

of those who sent or received email from LT
PFC MANNING.

About 1049, 18 Aug 10, SA
the AKO logs of PFC Bradley
and collected the CD as evidence. S

2

~ About 1459, 13 Aug 10, SAmreceived an email from Mr [(SICIOIGION A1y Knowledge
0

ach Road, Fort Belvoir, VA 22060-5801, containing an Excel
ing the To and From header information for the AKO account of LTC

AKO account. SARRORE

Evidence/Property Custody Document (EPCD), DN 120-10.

T T T L AST ENTRY T T T T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER

OO B)(N)(C), (b) (N(E)
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U.S. Army CID, Fort Belvoir,

Washington Metro RA, Computer Crime Investigative Unit

VA 22060

DATE
18 Aug 10
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DETAILS

About 1527, 25 Aug 10, Smnducted a telephonic re-interview of MSG (QIOIOIGI®)

Headquarters and Headquarters Company (HHC), 2nd Brigade Combat Team (2 BCT), 10th Mountain
Division (10 Mtn Div), 10112 4th Armored Division Drive, Fort Drum, NY 13602 (FDNY), who stated
SIPR computers used in SCIF at Forward Operating Base (FOB) Hammer, Iraq (IZ), would often
"crash" due to the environmental causes and frequently needed to be either replaced or re-imaged/base-
lined; however, MSG ould not recall whether or not PFC MANNING's computer(s) was
crashed and had to be replaced or re-imaged/base-lined or otherwise repaired. MSG tated he
believed US Ammy CID agents had collected a total of three computers reportedly used by PFC
MANNING; two of which were the property of 2 BCT while the other one was Theatre Provided
Equipment (TPE). MSGtated he believed he had originally signed for approximately 12
TPE computers at FOB Hammer, 1Z. MSG escm’bed the re-deployment process and stated
all of the hard drives from SIPR computers were re: tored in a Pelican-type case and the
case placed in a SECRET-accredited CONEX. MSG stated NIPR and SIPR computers
without internal hard drives were then placed in another CONEX. MS GW stated none of the
hard drives should have been wiped, altered, over-written, and/or modified.

About 1624, 25 Aug 10, SAW:onducted a telephonic interview of CPT BIOIOIGKS) Officer on
Charge (OIC), S-2, HHC, 2 BCT, 10 Mtn Div, FDNY, who stated SIPR computers used in SCIF at
FOB Hammer, IZ, would frequently "crash" and, as a matter of fact, his computer had to be repaired
three different times while he was at FOB Hammer, I7. CPTl:tated Mr. [OICIOIVIO)
fully identified as Mr. [((QIOIGIGI(®)

W was the System Administrator of the Distributed Common Ground System - Army (DCGS-A)
systems at FOB Hammer and was in charge of the system maintenance, operations, and all of its
hardware and peripherals. CPTMtated he believed each time his computer crashed. Mr.
BICIOIGION would either wipe the hard drive and rebuild it or replace the unit. CPTWated

DCGS-A computers were highly temperamental and sensitive vironment. CPTm
stated the DCGS-A computers were strictly maintained by Mr. and no soldiers from the
unit S-6 shop were allowed to have administrator-level privileges to the system and its hardware and
peripherals. CP'[Wtated he believed there were about 10 to 12 DCGS-A computers used in the
SCIF at FOB Hammer and all were stay-behind TPEs and would more than likely have been re-
imaged/based-lined and re-distributed through IZ. CPTWrther stated only two or three 2 BCT
owned SIPR computers were in the SCIF and they should been all backed up on the SIPR server
and then wiped cleaned. CPT] ated in preparation for re-deployment, all SIPR had drives were
backed-up on the SIPR server and wiped clean and only a few SIPR computer hand-carried back
because the sensitive item CONEX had already been sealed and shipped. CP tated the hand-
carried back computers should have been secured in the SECRET vault of each perspective unit. CPT

her mentioned it was the mission of the S-2, HHC, 2 BCT, 10th Mtn Div, while at FOB

Hammer, IZ, to enable Iraqi Security Forces through the Foreign Disclosure process by providing them
with the most timely, accurate, and objective intelligence so that the Iraqi Security Forces could be
successful in their mission.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro R.A, Computer Crime Investigative Unit
U.S. Army CID, Fert Belvoir, VA 22060

DATE EXHIBIT
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DETAILS

About 1700, 26 Aug 10, SA onducted a telephonic interview of Mr {QIQIOIGI®) Contractor,
DCGS-A System Administrator, Camp Ramadi, IZ, who stated he was the DCGS-A system
Administrator for S-2, HHC, 2 BCT, 10th Mtn Div at FOB HAMMER, IZ, for the duration of their
deployment and he specifically recalled PFC MANNING's DCGS-A SIPR computer "crashed" at least
twice from the time PFC MANNING started working in the SCIF to the time he was apprehended in
May 2010. Mr ated Windows Explorer on his computer would frequently lock up and
applications o ould not open. Mr. Med that on one occasion, he asked
PFC MANNING if he was "messing around" on the computer, to which PFC MANNING replied that
he used to work at a computer repair shop (NF1) and was somewhat computer savvy, but denied having
altered and/or modified his computer. Mrmtmed that when he re-imaged "crashed
computers", he would use software to restore current settings and should it fail, he would base-line by
overwriting all previously imaged settings. Mr. stated there were only 10 to 12 DCGS-A
SIPR computers used in SCIF at FOB Hammer, IZ, and when S-2, HHC, 2 BCT, 10 Mtn Div
redeployed, the computers were more than likely wiped clean and redistributed through IZ. Mr.

mrﬂmr mentioned he believed MrM(NFI) would be able to provide
further information pertaining to the current whereabouts of the DCGS-A computers.

About 1835,31 Aug 10, S conducted a telephonic interview of SPC (GIOIOIGI(®)
Provost Marshal's Office (PMO), 2 BCT, 10 Mtn Div, FDNY who stated while he was giving SA

LICILIVI® (US Army CID Agent) a ride to the FOB Hammer]aoding Zan ), he heard SA
Wmemion that she had not bez:n able to locate SPAGIOIIGI®)

talk to her and further take a look at her computer. SP(RARMRMBstated he told SA (RICIRIGKS) that he
knew where SPC SASURIAY |ivcd and drove SADIBIOIAI® o SPADIBIDIGI®IP ace of Dwelling
(POD). SPCRIBIBII stated he walked up to SPARDICIGIGIGNPOD and knocked on her door and was
greeted by SPCIQIOIOIQI®SPC RIBIBIGIS1-1tcd when he told SPC there was a CID agent
looking for her, her face turned red and she told him, "I only checked his (PFC MANNING's) emails...I
was just being his friend." SPCIRBBM rccallcd SPC Wwas obviously nervous and
concerned, but he did not think she was lying or trying to hide something. SPC mstated that
shortly thereafter SPC[QIGIOI@I®Ivas interviewed by Sand since that day he and SPC

had not had any discussion pertaining to PFC MANNING or that encounter. SPC

stated at no time SPC Wlold him that she had mailed any package or ything else
other than checking PFC MANNING's e-mails nor did he tell anyone that SP had sent
and/or received any package for PFC MANNING.
T T T T L ASTT ENTRY T T T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit

INO) (O B)(N(©), (b) (N(E) U.S. Army CID, Fort Belvoir, VA 22060
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DETAILS
About 1604, 23 Aug 10, SA §

oordinated with SA (b) (6) <b> (7) (C)> (b) (7> For Drum CID

Office, 10705 South Riva Ridge Loop, Fort Drum, NY 13602, in regard to classified material
nondisclosure agreements. MANNING signed which should have been on file with PFC
MANNING’s unit. SA eceived from SALIQIOIGI®) the DD Form 1847-1, Sensitive
Compartmented Information Nondisclosure Statement, dated 22 Jan 09, signed by PFC MANNING; and
the Standard Form 312, Classified information Nondisclosure Agreement, dated 17 Sep 08, signed by
PFC MANNING.

AGENT’S COMMENT: The aforementioned documents spell out the obligations to protect classified
information and the potential penalties for wrongful disclosure of classified information. PFC
MANNING was noted to have signed both of these documents prior to his deployment to Iraq.
ST T AST ENTRY T i iy

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
. N Computer Crime Investigative Unit
STy > © OGN, &) (E) U.S. Army CID, Fort Belvoir, VA 22060

SIGN DATE EXHIBIT
' 23 Aug 10 158 1S9
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SENSIN? COMPARTMENTED INFORMATION NO SCLOSURE STATEMENT ,
0172-10-Cils52~

PRIVACY ACT STATEMENT Dy 5L :
.o _10-0ily
AUTHORITY: EO 9397, November 1943 (SSN). D. 4

PRINCIPAL PURPOSE(S): The information contained herein will be used to precisely identify individuals when it
is necessary to certify their access to sensitive compartmented information.

ROUTINE USE(S): Blanket routine uses, as published by Defense Intelligence Agency in the Federal
Register.
DISCLOSURE: Voluntary; however, failure to provide requested information may result in delaying
the processing of your certification.
SECTION A
An Agreement Between  {V¥AW NING . v, QQDLC‘-.) eDwWRLp and the United States.

(Printed or Typed Nams)

1. Intending to be legally bound, I hereby accept the obligations 4. (Continued) have reason to believe are derived from SCI,
contained in this Agreement in consideration of my being granted | that I contemplate disclosing to any person not authorized to have
access {o information or material protected within Special Access | access to SCI or that I have prepared for public disclosure. I
Programs, hereinafter referred to in this Agreement as Sensitive | understand and agree that my obligation to submit such preparations
Compartinented Information (SCI). 1 have been advised that SCI | for review applies during the course of my access to SCI and
involves or derives from intelligence sources or methods and is | thereafter, and I agree to make any required submissions prior to
classified or in the process of a classification determination under the | discussing the preparation with, or showing it to, anyone who is not
standards of Execuiive Order 12356 or other Executive order or | authorized to have access to SCI. I further agree that I will not
statute. I understand and accept that by being granted access to SCI, | disclose the contenis of such preparation to any person not
special confiden all be placed in me by the United States | authorized to have access to SCI until I have received written
Government, W authorization from the Department or Agency that last authorized
my access (o SCI that such disclosure is permitted. (b)©) () (7)(C)

2. 1 hereby acknowledge that I have received a security
Indoctrination concerning the nature and protection of SCI, including 5. 1 understand that the purpose of the review described in
the procedures to be followed in ascertaining whether other persons to | paragraph 4 is to give the United States a reasonable opportunity to
whom [ contemplate disclosing this information have been approved | determine whether the preparation submitted pursuant to paragraph
for access to it, and I understand these procedures. I understand thatl | 4 set forth any SCL. I further understand that the Department or
may be required to sign subsequent agreements upon being granted | Agency to which I have made a submission will act upon them,
access to different categories of SCIL. I further understand that all my | coordinating within the Intelligence Community when appropriate,
obligations under this Apreement continue to exist or not I | and make a response to me within a reasonable time, not to exceed
am required to sign such subsequent agreements. 30 woerking days from dale of receipt. ®EOONO

7)(

3. I have been advised that unauthorized disclosure, unauthorized 6. I have been advised that any breach of this Agreement may
retention, or negligent handling of SCI by me could cause irreparable | result in the termination of my access to SCI and removal from a
injury to the United States or be used to advantage by a foreign | position of special confidence and trust requiring such access, as
nation. I hereby agree that I will never divulge anything marked as | well as the termination of my employment or other relationships
SCI or that I know to be SCI to anyone who is not authorized to | with any Department or Agency that provides me with access to
receive it without prior written authorization from the United States | SCI. In addition, I have been advised that any unauthorized
Government  department or agency (hereinafter Department or | disclosure of SCI by me may constitute violations of Uniled States
Agency) that last authorized my access to SCI. I understand that it is | criminal laws, including the provisions of Sectfons 793, 794, 798,
my responsibility to consult with appropriate manageinent authorities | and 952, Title 18, United States Code, and of Section 783(b), Title
in the Department or Agency that last authorized my access to SCI, | 50, United States Code. Nothing in this Agreement constitutes a
whether or not I am still employed by or associated with that | waiver by the United States of the right to prosecute me f
Department or Agency or a contractor thereof, in order to ensure that | statutory violation. W
I know whether information or material within my knowledge or
contro! that I have reason to believe might be SCI, or related to or 7. 1 understand that the United States Government may seek
derived from SCI, is considered by such Department or Agency to be | any remnedy available to it to enforce this Agreement, including, but
SCL I further understand that I am also obligated by law and | not limited to, application for a court order prohibiting disclosure of
regulation not to disclose any classified information rial in an | information in breach of this Agreement. I have bcen advised that
unauthorized fashion. the action can be brought against me in any of the several

appropriate United States District Courts where the United States
4. In consideration of being granted access to SCI and of being

Government may elect to file the action. Court costs and reasonable
assigned or refained in a position of special confidence and trust | attorneys' fecs incurred by the United States Governm .
requiring access to SCI, I hereby agree to submit for security review | assessed against me if I lose such action.

by the Department or Agency that last authorized my access to such
information or material, any writing or other preparation in any form, 8. I understand that all information to which I may obtain
including a work of fiction, that contains or purports to contain any | access by signing this Agreement is now and will remain the
SCI or description of activities that produce or relate to SCI or that I | property of the United States Government unless and until otherwise
OIOIOIQI® | determined by an appropriate official or final ruling of a

-

o
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8. (Continued) court of law. Sub_,,..;l\,_ )de(erminalion. I

do not now, nor will I ever, possess amy rignt; interest, title or
claim whatsoever to such information. I agree that I shall return all
materials that may have come into my possession or for which I am
responsible because. of such access, upon demand by an authorized
representative of the United States Government or upon the

conclusion of my employment or other relationship with the UniteIt}

be a violation of Section 793, Title 18, United States Code.

9. Unless and until I am released in writing by an authorized
representative of the Department or Agency that last provided me
with access to SCI, I understand that all the conditions and
obligations imposed upen me by this Aﬁreement apply during the
time I am granted access to SCI, and at all times therea.l)t’cr

should find any provision of this Agreement to be unenforceable, all
other provisions of this Agreement shall remain in full force and
effect. This Agreement concerns SCI and dves not set forth such

other conditions and obligations not related to SCI as may now or
hereafter pertain to my employment by or assignment or refationshi
with the Department or Agency.

11. These restrictions are consistent with and do not supersede
conflict with or otherwise alter he employee obligations, rights, or
liabilities created by Executive Order 12356; Section 7211 of Title
5, United States Code (%overning disclosures to Congress); Section
1034 of Title 10, United States Code, as amended by the Military
Whistleblower Protection Act (governing disclosure to Congress by
members of the military); Section 2302(b)(8) of Title 5, United
States Code, as amended by the Whistleblower Protection Act

States Government entity providing me access to such materials.
I do not return such materials upon request, I understand W

10. Each provision of this Agreement is severable. Ij a couri

11. (Continued} (gt M_J}u._L ):losures of illegality, waste, fraud,
abuse or public health or safety threats); the Intelligence Identities
Protection Act of 1982 (50 USC 421 et seq.} (governing disclosures
that could expose confidential Government agents), and the statutes
which protec! against disclosure that may compromise the national
security, including Section 641, 793, 794, 798, and 952 of Title 18,
United States Code, and Section 4(b) of the Subversive Activities Act
of 1950 (50 USC Section 783(h)). The definitions, requirements,
obligations, rights, sanctions and liabilities created by said Executive

Order and listed statutes are incorporated into this agreem
controlling.

. 12.1 have read this Agreement carefully and my questions, if any,
have been answered to my satisfaction. I acknowledge that the
briefing officer has made available Sections 793, 794, 798, and 952 of
Title 18, United States Code, and Section 783(b) of Title 50, United

States Code, and Executive Order 12356, as amended,
read them at this time, if I so choose.

13. I hereby assign to the United States Government all rights, title
and interest, and all royalties, remunerations, and emoluments that
have resulted, will result, or may result from any disclosure,
publication, or revelation not consistent with the terras of this

Agreement. QI

14. This Agreément shall be interpreted under and in confo
with the laws of the United States. O

15. I make this Agreement without any mental reservation or
_purpose of evasion.

16. TYPED OR PRINTED NAME (Last, First, Middle Initial

MALKIN G, BRADLEY €

17. GRADE/|

ER [/ PFC.

NK/SVC | 18, SOCIAL SECURITY NO. [ 19. BILLET NO. (Optional)

22. DATE SIGNED

20. QRGANIZATION 21.

HC, S A ReT 10TH MmN PV

(b)(6) (b)(7)(C)

(YYMMDD)

@931 A

FOR USE BY MILITARY AND GOVERNMENT CIVILIAN PERSONNEL

SECTION B

The execution of this Agreement was witnessed by the undersigned, who accepted it on behalf of the Uniled States
Government as a prior condition of access to Sensitive Compartmented Information.

AME (Last, First, Middle Initial}

24, ORGANIZATION

HHC 2R T

lo® Mo DiJ )

B)OB)(D(C)

26. DATE SIGNED
(YYMMDD)

ST e A

FOR USE BY CONTRACTORSICONSULTANTSINON-GOVERNMENT PERSONNEL

SECTION €

The execution of this Agreement was witnessed by the undersigned.

27. TYPED OR PRINTED NAME (Last, First, Middle Initial)

28. ORGANIZATION

30. DATE SIGNED

29, SIGNATURE

' (YYMMDD)

to Sensitive Compartmented Information.

| SECTION D
This Agreement was accepted by the undersigned on behalf of the United States Government as a prior condition of access

31, TYPED OR PRINTED NAME (Last, First, Middle Initial)

32. ORGANIZATION

33. SIGNATURE 34. DATE SIGNED
(YYMMDD)
DD FORM 1847-1, DEC 91 {BACK)
FOR OFFICIAL USE ONLY EXBIBIT &0
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CLASQI:U INFORMATION NONDISCLO’iE AGREEMENT

AN AGREEMENT BETWEEN JIAANNDO G Rradley . AND THE UNITED STATES

(Name of individual - Printed or typet) 0 17 2 -1 0 - 3“)4 5 g -

1. Intending to be legally bound, i hereby accept the obligations contained in this Agreement in consideration of my being
granted access to classified information. As used in this Agreement, classified information is marked or unmarked classified
information, including oral communications, that is classified under the standards of Executive Order 12958, or under any
other Executive order or statute that prohibits the unauthorized disclosure of information in the interest of national security;
and unclassified information that meets the standards for classification and is in the process of a classification determination
as provided in Sections 1.2, 1.3, and 14{e} of Executive Order 12958, or under any other Executive order or statute that
requires protection for such information in the interest of national security. 1 understand and accept that by being granted
access to classified information, special confidence and trust shall be placed in me by the United States Government.

2. | hereby acknowledge that | have received a security indoctrination concerning the nature and protection of classified
information, including the procedures to be followed in ascertaining whether other persons to whom | contemplate disclosing
this information have been approved for access to it, and that | understand these procedures.

3. | have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of classified

information by me could cause damage or irreparable injury to the United States or could be used to advantage by a foreign
nation. | hereby agree that [ will never divulge classified information to anyone unless: (a) I have officially verified that'the
recipient has been properly authorized by the United States Government to receive it; or (b) | have been given prior written
notice of authorization from the United States Government Department or Agency (hereinafter Department or Agency)
responsible for the classification of the information or last granting me a security clearance that such disclosure is permitted. |
understand that if | am uncertain about the classification status of information, I am required to confirm from an authorized
official that the information is unclassified before | may disclose it, except to a person as provided in (a) or (b), above. |

further understand that | am obligated to comply with laws and regulations that prohibit the unautherized disclosure of
classified information.

4. | have been advised that any breach of this Agreement may result in the termination of any security clearances | hold;
removal from any position of special confidence and trust requiring such clearances; or the termination of my employment or
other relationships with the Departments or Agencies that granted my security clearance or clearances. In addition, | have
been advised that any unautherized disclosure of classified information by me may constitute a violation, or violations, of
United States criminal laws, including the provisions of Sections 641, 793, 794, 798, *952 and 1924, Title 18, United

States Code, * the provisions of Section 783(b}, Title 50, United States Code, and the provisions of the Intelligence Identmes
Protection Act of 1982. | recognize that nothing in this Agreement constitutes a waiver by the United States of the right to

prosecute me for any statutory violation.

5. | hereby assign to the United States Government all royalties, remunerations, and emolurnents that have resulted, will
result or may result from any disclosure, publication, or revelation of classified information not consistent with the terms of

this Agreement.

6. | understand that the United States Government may seek any remedy available to it to enforce this Agreement including,
but not limited to, application for a court order prohibiting disclosure of information in breach of this Agreement.

7. 1 understand that all classified infoermation to which | have access or may obtain access by signing this Agreement is now
and will remain the property of, or under the control of the United States Government unless and until otherwise determined
by an authorized official or final ruling of a court of law. | agree that | shall return ail classified materials which have, or may
come into my possession or for which 1 am responsible because of such access: (a) upon demand by an authorized
representative of the United States Government; (b) upon the conclusion of my employment or other relationship with the
Department or Agency that last granted me a security clearance or that provided me access to classified information; or (¢)
upon the conclusion of my employment or other relationship that requires access to classified infarmation. If | do not return
such materials upon request, | understand that this may be a violation of Section 793 and/or 1924, Title 18, United States

Code, a United States criminal law.

8. Unless and until | am released in writing by an authorized representative of the United States Government, | understand
that all conditions and obligations imposed upon me by this Agreement apply during the time | am granted access to classified
information, and at all times thereafter.

9. Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be unenforcgable,
all other provisions of this Agreement shall remain in full force and effect. '

( Continue on reversa. )

STANDARD FORM 312 (REV. 1-00}
Prescribed by NARA/ISOO

32 CFR 2003, E.O. 12958
D PE v1.00

NSN 7540-01-280-5499
Previous edition not usable.
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10. These restrictions are consistent with «.d . )supersede. conflict with or otherwise ah. <.
rights or ltabilities created by Executive Order 12356; Section 7241 of Title 5, United States Code {govérning disclosures to
Congress); Section 1034 of Title 10, United States Code, as amended by the Military Whistleblower Protection Act (governing
disclosure te Congress by members of the military); Section 2302(b)(8) of Title 5, United States Code, as amended by the
Whistleblower Protection Act {(governing disclosures of illegality, waste, fraud, abuse or public health or safety threats); the
Intelligence Identities Protection Act of 1982 (50 U.5.C. 421 et seq.) (governing disclosures that could expose confidential
Government agents), and the statutes which protect against disclosure that may compromise the national security, including
Sections 841, 793, 794, 798, 952 and 1924 of Titie 18, United States Code, and Section 4(b} of the Subversive Activities

Act of 1950 (50 U.S.C. Section 783(b)). The definitions, requirements, obligations, rights, sanctions and liabilities created by
said Executive Order and listed statutes are incorporated into this Agreement and are contrelling.

oyee obligations, i

11. 1 have read this Agreement carefully and my questions, if any, have been answered. | acknowledge that the briefing
officer has made available to me the Executive Order and statutes referenced in this Agreement and its implfementing

regulatien (32 CFR Section 2003.20) so that | may read them at this time, if | so choose.

SIGNATURE DATE SOCIAL SECURITY NUMBER
(See Notice below

1 stfP of

ORGANIZATION (IF.CONTRACTOR, LICENSEE, GRANTEE OR AGENT, PROVIDE: NAME, ADDRESS, AND, IF APPLICABLE, FEDERAL SUPPLY CODE NUMBER)
(Type or Print}

Meavrane, |, Bralles EA\MQ(&\
IS N Rava K\Abc_ e
U Beuna, v V\3LOD

WITNESS ACCEPTANCE

THE UNDERSIGNED ACCEPTED THIS AGREEMENT ON
T BEHALF OF THE UNITED STATES GOVERNMENT.

THE EXECUTION OF THIS AGREEMENT WAS WITNESSED BY
THE UNDERSIGNED.

OIOICIWI®

DATE SIGNATURE DATE

i Sep oR

NAME AND ADDRESS (Type of print)

(b)(6)(B)(N)(C)
10100 N. Riva Ridge Loop
FT. Drum, NY 13601

10100 N. Riva Ridge Leop
FT. Drum, NY 13601

SECURITY DEBRIEFING ACKNOWLEDGMENT

I reaffirm that the provisions of the espionage laws, other-federal criminal laws and executive orders applicable to the safeguarding of classified
information have been made available to me; that | have returned all classified information in my custody; that | will not communicate or
transmit classified information to any unauthorized person or organization; that | will promptly report to the Federal Bureau of Investigation any
atiempt by an unauthorized person to solicit classifted information, and that I (have) (have not) (strike out inappropriate word or words)

received a security debriefing.
SIGNATURE OF EMPLOYEE ) .

DATE

‘NAME OF WITNESS (Type or prin) SIGNATURE OF WITNESS

NOTICE: The Privacy Act, 5 U.8.C. 552a, requires that federal agencies inform individuals, at the time information is solicited from them, whether the
disclosure is mandatory or voluntary, by what authority siich information is solicited, and what uses will be made of the information. You are hereby
advised that authority for soficiting your Social Security Account Number (SSN) is Executive Order 9397, Your SSN will be used to identify you
precisely when it s necessary to 1) certify that you have access to the information indicated above or 2) determine that your access to the
information indicated has terminated. Although disclosure of your SSN is not mandatory, your failure to do so may impede the processing of

such certifications or determinations, or possibly result in the denial of your being granted access to classified information, Co

.

* NOT APPLICABLE TO NON-GOVERNMENT PERSONNEL SIGNING THIS AGREEMENT.

“ oo POR OFFICIAL USE ONLY STANDARD FORM 31 V. 1-00)
‘ LAW ENFURCEMENT SENSITIVE E)WG;:; PE v1.00

e exuiBiT_16 1.




Exhibit(s) 162 and 163

Page(s) 001018 thru 001024 referred to:

Federal Bureau of Investigation

Record Information/Dissemination Section
170 Marcel Drive
Winchester, Virginia 22602-4843
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CID Regutation 195-1

PAGE 1 OF 4 PAGES

DETAILS

About 1100, 17 Aug 10, SA QIQIOIGIONORQID. . 5 QICIOIGICNONGI® 1, (1, ssioned to

Washington Metro Resident Agency (WMRA), Computer Crime Investigative Unit (CCIU), Fort Belvoir,
VA 22060, traveled to the United States Central Command (CENTCOM), MacDill Air Force Base, FL
33621 (MAFBFL) to image a server reportedly containing some. of the files which were allegedly
downloaded by PFC Bradley E. MANNING. SA Special Agent-in-Charge (SAC),
Digital Forensics and Research Branch (DFRB), CCIU, requested that this agent obtain an EnCase image
of the folder “FARAH”, reportedly located in the files belonging to the Staff Judge Advocate (SJA). SA
lso requested agents from this office obtain the server data connection logs from December
2009 through the present, containing the IP addresses of computers accessing the folder “FARAH” on the
CENTCOM server.

About 0930, 18 Aug 10, S ADISIDIIS - 14 S A .o dinated with Mrs.[(IOIOIGI®) GS-13
equivalent, Branch Chief, Information Assurance (IA) Branch, J6, CENTCOM, MAFBFL, and briefed her
on what information this office was seeking and needed to locate and image. Mrs.tated MG

(b)(6)(b)(7)(C) Chief of Staff, CENTCOM, MAFBFL, needed to approve the request before agents
from this office could conduct aforementioned investigative activities. Shortly thereafter, MrsW
and Mrs., Senior Watch Officer, Network Operations, J6, CENTCOM,

: b)OB)(N)(C) ) (6)H)(N)(©)
MAFBFL, prepared a briefing packet for MG About 1500, 18 Aug 10, Mrs._stated she
hand-carried the packet to her supervisor COL [DIOIOIGION /6. CENTCOM, MAFBFL for his

review.

About 1100, 19 Aug 10, Mrs. assigned Mr. [(DIOIRIVI®R. Scnior INFOSEC Analyst, IA
Branch, J6, CENTCOM, MAFDBFL, to assist agents from this office. As per CENTCOM policy, the two
CCIU SATA hard drives SAbrou ght to collect evidence were scanned by Mr, who
found no signs of malware or viruses on the drives and subsequently approved the drives for evidence
collection.

BICIOHI®]

Between 1300 and 1450, 19 Aug 10, Mr. onducted searches for “Farah”, “Gharani”, “Strike2”
and “BE22” on the CENTCOM web servers and was able to locate the file BE22.zip in a folder belonging
to the CENTCOM Public Affairs Office (PAO). Further investigation revealed that the PAO had been
given copies of the Gharani videos in zip file format in preparation for possible release by the website
Wikil eaks. It was therefore determined that the PAQ folder was not the location from which PFC
MANNING had allegedly downloaded the files. A

B o1sulted with SA on the location of the “FARAH” folder.
SAW@UVided the Uniform Resource Locator (URL)
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www.nonrel.cie.centcom.smil.mil/JADocumentspage/investigations/FARAH.- Mreviewed the
URL and determined that the files were not stored on a traditional web server, but were stored in a '
Microsoft SharePoint, Structured Query Language (SQL) Server database, which was enabled to be
accessible using a web-based portal. The SharePoint servers were identified by the IP addresses
131.240.47.33 (the SharePoint database cluster), 131.240.47.6 and 131.240.47.7 (web portal front end). It
was determined that the folder structure a user saw when accessing the portal was symbolic and did not
actually exist as traditional folders would on a standard Microsoft server.

About 1510, 19 Aug 10, SA nquired about the size of the SharePoint SQL. database, to which
MR 'eplied and stated he did not know the exact size, but at a minimum it was several terabytes
in size. SAO coordinated with Mr (b) (6) (b) (7) (C) Principle TA/Computer Network
Defense (CND) Manager, TA Branch, J6, MAFBFL, in order to determine if the entire database could be
imaged. Mrtated tmaging the database would require taking the SharePoint system off-line,
therefore rendering the entire CENTCOM document library inaccessible by field personnel and for the
imaged database to be meaningful and forensically sound, the image would have to be reconstituted in a
SQL Server database.

About 1600, 19 Aug, 10, SAand Mr. (b)(())a))(/)(qi to copy the entire “FARAH” folder
and move it out of SharePoint onto the local machine; however, because the folders were symbolic, all
attempts to download or save a group of files or an entire folder met with negative results. It was
determined the best course of action, and the most forensically sound method of collection, would be
downloading and saving each individual file and a corresponding screen shot. SA further
coordinated with SASAAMII 1o concurred with the aforementioned collection method and further
opined it would be the mostly forensically sound image available.

About 1704, 19 Aug 10, Mrs.zmd Mrs. (6) (b> (7) (C) Senior Watch Officer
Network Operations, J6, CENTCOM, MAFBFL, notified agents from this office M

Chief of Staff, CENTCOM, MAFBFL, had finally approved the request to image and search the server
and further authorized the release of the data. [AGENT’S COMMENTS: CCIU had forwarded a formal,
written request through the OSJA to the CENTCOM G-6 requesting release of this information on 9 Aug
10.]

About 1730, 19 Aug 10, 'Mr..repared a laptop computer for SA QIQIOUS . M. DI

wiped the laptop’s hard drive and re-installed Windows XP with Service Pack 3. The laptop was identified
as a Dell Latitude, Model D820, Host Name: C058077, IP Address: 131.240.22.118, Subnet:
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255.255.255.224, Mac Address: 00-19-B9-66-5D-47, Serial Number: CN-OJF240-48643-738-0236. The
laptop was then connected to the SIPR network.

USB cable. SA onnected a 400 GB Seagate Barracuda, SATA hard drive (Serial Number:
3NFODYJ1) to the laptop using the drive dock and assigned that drive the letter “X”. Using Microsoft’s
Internet Explorer, SA avigated to the page www.nonrel.cie.centcom.smil.mil. From this
screen, S clicked on “Organization” link. SA [KIQI® reated a screen capture of this page
and saved it in a folder in the Desktop Directory called “screen shots™. From this screen, SAW
clicked on “Special Staff” link. SA Wrcmcd a screen capture of this page and saved it in the
“screen shots” folder. From this screen, SA [QIQIOII®L;cked on “Judge Advocate” link. SA
created a screen capture of this page and saved it in the “screen shots” folder. From this screen, SA
clicked on “JA Document Page” link. SA reated a screen capture of this page and
saved it in the “screen shots” folder. From this screen, S ARIOIOII®) ;-\ 4 on the folder icon
“Investigations”. s RIS creatcd a screen capture of this page and saved it in the “Investigations”

About 1031, 20 Aui, 10, SA OOONC connected a CCIU-issued Voyager drive dock to the laptop via a

folder. From this screen, SA [QIGIOIOI®ickcd on ihe folder icon “FARAH”. SA RIS reated a

screen capture of this page and saved it in the “screen shots” folder. The folder “FARAH” contained the

following sub-folders, “Admin Material”, “Briels”, “Email”, Investigations Tabs”, “Reports and Exsums”
* (h ,1 ( - el 2 2 E 2
(b)(6)(b)(7)(C),

“Timelines”, and “Videos”. SA B avigated to each of the sub-folders and created a screen capture

for each page then saved it in the “screen shots” folder. The screen shots showed how the SharePoint
portal was arraigned and the path to the “FARAH” folder.

About 1232, 20 Aug 10, SANRRMIS - - cated the folder “FARAH” on the Deskto Directory of the
laptop and included all of the subfolders that resided in the “FARAH” folder. SAW@
downloaded each individual file contained in the folder “FARAH” into the same location inside the
recreated “FARAH” folder on the Desktop Directory of the laptop computer. After verifying that all of the
files downloaded correctly, SAstalled EnCase version 6.14.3 on the laptop computer. Using
EnCase, SA |RRRMMMBceated logical evidence file of the folder “FARAH” and all of its sub-folders. The
logical evidence file was named JA-Investigations-Farah Folder.LO1. An MD5 hash of
46e11229a5d678cabfPe31a6839f662¢ was obtained and recorded. The logical evidence file of the folder
“FARAH” was placed in a folder named “EnCase” on the root of the “X” drive connected to the laptop.
SAW\ISO copied the recreated “FARAH?” [older and all of the sub-folders and placed them onto
the root of the “X” drive. Subsequently the folder “Screen Shots™” was then copied by SAd
placed on the root of the “X” drive as well.
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About 1308, 20 Aug 10, SA connected a second 400 GB Seagate Barracuda, SATA hard drive

Serial Number: 3NIFFOHTG4) to the laptop using the drive dock and assigned that drive the letter “Y™. SA
When recreated the process a second time placing the folder EnCase, containing the EnCase
logical evidence file for the folder “FARAH”, the recreated folder “FARAH”, and the folder “Screen
Shots” onto the root of the “Y” drive. The second evidence drive was created as a backup in case the first
evidence drive suffered a failure.

BICIOIVI®)

Between 1307 and 1501 SA ollected as evidence two SATA hard drives, containing images of -
three folders (EnCase, FARAH and Screen Shots), copied from the CENTCOM Sharepoint server 1P
address 131.240.47.33, which was documented on Evidence/Property Custody Document (EPCD),
Document Number (DN) 123-10

6 N(C
OO ollected as evidence one DVD containing the SharePoint usage data logs, from
which was documented on EPCD, DN 122-10.

About 1613 SA
BICICINI®

AGENT’S COMMENTS: It should be noted that when SA [IBIBI@I®h ccessed the URL:
www.nonrel.cie.centcom.smil.mil, there was no login or password window on the main page. SA

mwas able to navigate to any page and access all folders and documents in the document library,
including the SJA Investigations folder and the FARAH folder without ever entering any authentication or
credential information. ////LAST ENTRY///
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About 1455, 24 Aug 10, this office.received a Request For ‘Assistance (RFA) (0028-10- CID221-101 17), from
the Arizona Branch Oﬂlce (ABQ), Computer Crime Investigative Unit (CCIU), Fort FHuachuca, AZ, which
requested the interview of SFC Headquarters and Headquarters Troop
(HHT), 6" Squadron, I* Cavalry Regiment, 1 Armored Division (AD), Fort Bliss, TX, 79916; pertaining to
any knowledge he may have regarding the unauthorized disclosure of information by PFC Bradley E.
MANNING, Headquarters and Headquarters Company (HHC), 2" Brigade Combat Team (BCT), 10™
Mountain Division (MTN DIV), Forward Operating Base (FOB) Hammer, Iraq.

b)(©)B)(N(C)

About 1550, 24 Aug 10, SFQ
name of PFC MANNING. SFC
action/training for violating OPSEC. SF
as a Drill Sergeant,

About 1630, 24 Aug 10, S <‘>><6><b><7><c>;( A(b)(6)(b)(7)(C) Special Agent in Charge, ABO,
CCIU, concerning the interview of SI'C | SA ©IOIBI@I®)tated no further investigative assistance was
required. ///LAST ENTRY/// .

vas interviewed and stated he had no'recollection. of any Soldier by the

AR Urther stated he had no knowledge of a Soldier receiving corrective
L6 B)()O)]

lid verify he was formerly assigned to Fort Huachuca, AZ,
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BASIS FOR INVESTIGATION: This office received a Request for Assistance from the Computer Crime
Investigative Unit, Arizona Branch Office, RFA 0028-10-CID221-10117, to conduct a witness interview of
ISWA Company, 1st Brigade Special Troops Battalion, United States Army Garrison-
Casey, Korea, pertaining to his interactions with PFC Bradley E. MANNING, WHeadquaﬂers
and Headquarters Company, 2d Brigade Combat Team, 10™ Mountain Division, Forward Operating Base

Hammer, Iraq.
b)(6)(b)(7)(C
About 1230, 25 Aug 10, SAIW"terviewed 1SG RARIRI who provided a statement wherein he
C

detailed he was the 1SG of omﬁanii 305th Military Intelligence Battalion, Ft. Huachuca, AZ, of which PFC

MANNING was a trainee. 158G could not recall any specific details of his interactions with PFC
MANNING.///LAST ENTRY//
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CASE NUMBER: 0056-10-CID838

LOCATION: United States Army Garrison-Casey, Korea TIME:W
NAME: [CHOICIGIS)
SSN-QIOIOIGKS);

GRADE/STATUS: E-8/AD
DATE: 25 August 201 (KNS
ORG/ADDRESS: A Company, l"1 Brigade Special Troops Battalion, USAG-Casey, Korea

WI, OIOIOIOK® WANT TO MAKE THE FOLLOWING STATEMENT UNDER
OATH:
Q: Do you know PFC Bradley MANNING?
A: Irecognize the name.
Q: How do you recognize the name?
A: As being the 1SG for D company, 305 Military Intelligence (MI) Battalion. He was one of
the Soldiers that went through the 35F Advanced Individual Training (AIT).
: When was the last time you had contact with PFC MANNING?
It would have to be upon his graduation from AIT.
When did he graduate AIT?
I would have no clue when any individual Soldier graduated.
How many Soldiers went through AIT while you were there?
Approximately 3,200 Soldiers per year.
When were you the 1SG there?
July 07 to August 09.
Are you aware of any security incidents involving PFC MANNING?
No. I'm not tracking any security incidents while he was at the school house or otherwise.
Are you aware of any disciplinary incidents involving PFC MANNING?
Not at this time.
: What do you know about an OPSEC incident in which PFC MANNING posted YouTube
v1deos pertaining to a SCIF?
A: I'vaguely remember things being posted on YouTube or Facebook, but I don't remember any
OPSEC incidents involving PFC MANNING.
Q: What did the things you remember involve?
A: Just young Soldiers doing stupid stuff and posting it to the internet like wrestling in the
barracks and some of the trips they were going on around Ft. Huachuca.
Q: What do you know about an incident in which PFC MANNING stabbed or attempted to stab
another Soldier with a pencil?
A: Thave no recollection of any physical altercation with that Soldier.
Q: Did PFC MANNING ever discuss the unauthorized release of classified information with
you?

RERZOEREREQERR

(b)(6)(b)(7)(C)}
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R 1) (6) (b) (7) (C) taken on 25 August 2010, at USAG-Casey, Korea, continued:”

: No.

Did PFC MANNING ever mention WikiLeaks?

No.

Did PFC MANNING ever say why he joined the Army?

If he did T have no recollection of why he joined the Army.

Did PFC MANNING ever mention any of his friends?

No.

Do you know who PFC MANNING was friends with?

No.

: Was any documentation prepared as a result of conduct, performance or disciplinary issues
pertammg to PFC MANNING?

A: I'm sure there was and it would have been kept in his student record at Ft. Huachuca.

Q: Is there a specific incident you have in mind?

A: No. Just whenever a Soldier is counseled it gets put in their student evaluation folder and
they get counseled for everything.

Q: Is there anything you would hket d to your statement at this time?

A: No.///END OF STATEMENT///|ia.

RERLEZROERERR

AFFIDAVIT

I <b> (6) <b> (7) (C> have read or have had read to me this statement which begins on page 1 and ends on

page 2. I fully understand the contents of the entire statement made by me. The statement is true. I have initialed all
corrections and have initialed the bottom of each page containing the statement. I have made this statement freely
without hope of benefit or reward, without threat of punishment, without coercion, unlawful influence, or unlawful
inducement.

WITNESSES:

Subscribed and swom to before me, a person authorized by law
to administer oaths, 25 August 2010, at United States Army
Garrison — Casey, Eazeas AP0 AP 02024

{Stgnature of Person Administering Oatly)

ORGANIZATION AND ADDRESS

N (b) (6)(b)(7)(C), (b) (N(E)

{Typed Name of Person Adminisiering Oat

10 USC 936
(Autkority ta Administer Oath)
BICIOIVIO) J
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About 1107, 25 Aug 10, SA [ s A DICIOIGIONN:: s» BIOCIOO® both

assigned to the National Security Agenc SA). 9800 Savage Road, Fort Meade, MD 207535, interviewed
U.S. Air Force Staff Sergeant (SSgt) 22nd Intelligence Squadron, 9804 Love

Roa e, MD 20755, as he was identified as having been assigned with PFC MANNING in Iraq.
SSgt statemed he was deployed to

Irag from | Jan 10 through 1 Jul 10, as part of NSA
Cryptological Support Team 5 (CST5). SSgt Wrelated he was the replacement for U.S. Marine
COrporalwmnd was a Digital Network Intelligence (DNI) Analyst at Forward Operating
Base (FOB) Hammer, Iraq. SSchxplained he only spent about a month to six weeks at FOB
Hammer (January to mid-February 2010) as tWan a decision made to have all DNI personnel
moved to a central location within Iraq. SSgt said consequently he spent about four to six weeks
at FOB Hammer to learn what his supported Army Brigade Combat Team (BCT) was doing, but was then
reassigned to a location on Camp Slayer and/or the Victory Base Complex, for the remainder of his tour in

Iraq. SSg QIOIOIBI® «;ted due to his work at FOB Hammer as a DNI Analyst, he really didn't have anﬁ

working contact with the 'Organic' soldiers assigned to 2nd BCT, 10th Mountain Division. SSgt

said this was largely in part due to the nature of his duties and/or databases which only he was cleared to
have access to. SSgtWeseribed his Iraq tour and time at FOB Hammer as "pretty mundane" and
further related he would not have recognized PFC MANNING if shown a picture of him. SSgt

further explained he did not remem ] y interaction with PFC MANNING during his brie
assignment at FOB Hammer. SSgtWIa&d he did not remember anyone on his team being overly
outgoing or talkative, and that he remembered the shift hand-off briefings between the Sensitive

Com Information Facility (SCIF) personnel of 10th Mountain Division running fairly smoothly.
SSgtW explained, when asked about PFC MANNING's mention of the ‘9/11 Pager Messages’
(which PFC MANNING had mentioned during Internet chat conversations found on his personal computer),
that PFC MANNING would have no way of knowing this information and that he was probably making this
information up. SSgt MRARIISL ] in regard to other topics mentioned by PFC MANNING during PFC
MANNING’s chat conversations, he had never heard of the chat encrypti jan ‘OTR’ nor had he
heard of the website Wikil.eaks.org until just a couple of weeks ago. SSWelated he was told by
CW2(RIOIRIGK®NE 1t PFC MANNING had gotten in trouble for disclosing classified information, but
SS[DIOIOIGI®Ksaid he didn't have any details or the specifics of any incidents. SSgtelated he
had not spoken with anyone in PFC MANNING's unit about the subject of the Foreign Intelligence
Surveillance Act (FISA), and would have told anyone that asked he cannot talk about this subject. SSgt
mentioned he had written a report and provided a briefing for other NSA personnel regarding the
iPhone, but PFC MANNING should have never have seen that report or received this briefing. SSgt
QIOIOIQI®)stated the term "reflection” is sometimes used to describe an intelligence indication. SSgt

_ta' ed the other NSA personnel he was assigned with at FOB Hammer during his assignment
in Iraq as: CWARIOIOIGI®] srCPIOIRHI® Mr. [DICIOIGIGM v10 was an
National Geospatial Agency (NGA) employee and dealt with ignagery: 4 Nz -6 who SSgiIOICIQIS
believed was named W and Senior Airman (SrA) (b)(6)(b)(7)(C) who SSgt

RIOIDIGI®) <2id was sent home from Iraq early due to some type of issue. SSgSUCIOMIE <aid he believes
that SrA{GIOICIGIOA 5 currently assigned to NSA, as SSgtQIBIBIGIS) sa1d he saw SrA
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(b) ©) (b) (M (C) ecently on Fort Meade, MD. SSgt OIOIOIQI®) - 114 not immediately provide any

additional information related to this investigation or PEC MANNING.

AGENTS COMMENT: The U.S. Navy personnel SSgt OO initially identified as having bee
assigned with him on FOB Hammer, was later identified as Petty Officer First Class (POI)M

Additionally, the circumstances of SSnghaving been reassigned after a short period of time at
FOB Hammer were also corroborated by other interviews of personnel serving as part of CST5.
Al LAST ENTRY T T

TYPED AGENT’'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
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BASIS FOR INVESTIGATION About 0900, 25 Aug 10, this office received a Category One (CAT 1)
Request For Assistance (RFA) from the Arizona Branch Office, Computer Crime Investigative Unit (CCIU),

Washington Metro Resident Agency, 9805 Lowen Road, Building 193, Fort Belvoir, VA 22060, requesting this
office interview CPM Headquarters and Headquarters Company
(HHC), 22™ Chemical Battalion (BN), Aberdeen Proving Ground-South, MD 21010 (APG-8), in regards to
the "Wikileaks" investigation. '

 About 1144, 25 Aug 10, S AADICIOIOI®) interviewed cpT [BISIBIIS vho provided a Sworn Statement

regarding her assignment as the Commander of the Advanced Individual Tralmng (AIT) unit PFC MANNING
was assigned to. (See Sworn Statement for detalls)

STATUS: This investigation is terminated in the files of this office. No further investigative activity is
anticipated or requested.///LAST ENTRY///

T YPEU_AUI:‘.N I'5S NAME AND SEQUENCE NUMEEK R URUANLLATION
_ Aberdeen Proving Ground CID Office
RFA(b) (6)(b)(7)(C), (b) (N(E Aberdeen Proving Ground, MD 21005

(b)(©)(b) (7) ©) L
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SWORN STATEMENT ' o
For use of this formn, see AR 190-45; the proponent agency is PMG,

PRIVACY ACT STATEMENT
AUTHORITY: Title 10 USC Section 301; Title 5 USC Section 2951; E.Q, 9397 dated November 22, 1943 (SSN) -
PRINCIPAL PURPOSE: To provide commanders and law enforcement officials with means by which information may be accurately identified.
ROUTINE USES: Your social security number is used as an additional/alternate means of Idemiﬁcaﬁ;m to facilitate filing and retrieval.
DISCLOSURE: Disclosure of your social security number is voluntary.
1. LOCATION 2 DATE  (YYYYMVIRR 4. FILE NUMBER
Building 1942E Aberdeen Proving Gound-South 2010/08/25 iy CO2%-\O-a\ Dl - [olh N

5, LAST NAME, FIRST NAME, MIDDLE NAME 7. GRADEISTATUS

B)O)B)(N(©) 0-3/CPT

 WANT TO MAKE THE FOLLOWING STATEMENT UNDER OATH:

How do you know PFC MANNING?

1 was his AIT company commander in Delta Company, 305th MI BN,

‘When was the last time you had any contact with PFC MANNING?

When he graduated from AIT, do not know the approximate date.

Are you aware of any security incidents involving PFC MANNING?

: After reading about him in the news, my old platoon sergeant contacted me via email to remind me that he was the Soldier that received UCMJ
whl[c he was at AIT. [ previcusly administered UCMIJ (can't remember if | admistered a summarized article 15 or company grade) for him posting a
video on YouTube on the topic of his training while at Fort Huachuca. The video was not specific to operational security but talked about how he
missed his family, barracks life, marching to class, how hard PT was, and the different names of the buildings where he was attending class.

Q: Are you aware of disciplinary incidents involving PFC MANNING?

A: Sce above, [ can't remember his punishment but it went through JAG at Huachuca for approval.

Q: What do you know about an OPSEC incident in which PFC MANNING posted YouTube videos pertaining to a SCIF?

A: He received UCM]J, his video was removed the day after it was posted so I only heard about it from the platoon sergeant and never actually viewed
it for myself. I was only tracking that the video contained the names of the buildings and how much he missed his family, that he was homessick etc.
What do you know about an incident in which PFC MANNING stabbed/attempted to stab/assaulted another Soldier with a pencil?

: Nothing, never heard of it.

: Did PFC MANNING ever discuss the unauthorized release of classified information with you? If so explain.

No

. Did PFC MANNING ever mention WikiLeaks? If so, in what context?

No

Did PFC MANNING ever say why he joined the Army? If s0, why?

No

: Did PFC MANNING ever mention any of his friends? If so, why?

No

: Was any documentation prepared as a result of conduct/perforce/disciplinary issues? If so, by who, and where is that documentation located?

: His platoon sergeant was SFCW who was the same NCO that contacted me via email to remind me of the Soldier when he hit the
news. Idid not keep a copy of his UCMYJ but the company records majniai years worth of records in the back of the orderly room (under the
Soldier's name), across from the supply office. To my knowledge SFC is still at Fort Huachuca. He moved to Charlie Company riglit before I
changed out of command but when he emailed me a few months ago he was still at Huachuca.

Q: Do you have anything yq o add to this statement?

A: No///End of Statement//}
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STATEMENT CF CPT TAKEN AT Building 1942E, APG - DATED 2010/08/25

9. STATEMENT {Continued)

(b)(6)(b)(7)(C),

AFFIDAVIT
, CP (b) (6) (b> (7> (C) , HAVE READ CR HAVE HAD READ TC ME THIS STATEMENT ~
WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE 3 . IFULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE

BY ME. THE STATEMENT IS TRUE. 1HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE
CONTAINING THE STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE CF BENEFIT OR REWARD, WITHOUT
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFLUIL INFLUUENCE, OR UNLAWFUL INDU

)

WITNESSES: Subscribed and swom to before me, a person authorized by law to
administer oaths, this 25 dayof August . 2010

* Boiding 194QE, AR6-S  mp_2i010

ORGANIZATION OR ADDRESS
SA
{Typed Name of Person Administering Qathy}
10 USC 936

ORGANIZATION OR ADDRESS (Authority To Administer Oaths)
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AGENT’S INVESTIGATION REPORT [™"™"  s603.10.cipos4

CID Regulation 195-1
PAGE 1 OF 1 PAGE(S)

DETAILS

BASIS FOR INVESTIGATION: This office received a Request for Assistance (RFA) from the United States
Army Criminal Investigation Command, Computer Crime Investigative Unit, Washington Metro Resident

Agency, 9805 Lowen Road, Building 193, Fort Belvoir, VA 22060, to locate, fully identify and interview SFC
B)(©®)()(©C) 66™ Military Intelligence (MI) Company, SSG @I@;éﬂ@_
TF ODIN and 1LT

G Company, 15~ Combat Support
1t Hood, TX 76544 (FHTX).

H)OG)(N)(C)

About 1025, 25 Aug 10, SA| interviewed 1LT
who were the Drill Sergeants of PFC MANNING at the time.

About 1045, 25 Aug 10, SA (b><6><bg}<7>(<§>, coordinated with CSM [QIOICIGIONIN> 15t CAV BDE (Air
Combat), FHTX, who stated SFC |{eSa8 was currently deployed to Camp Spiecher, Tikrit, Iraq.

b)(6)(b)(7)(C)
About 1200, 25 Aug 10, SA [SEEREERnd S A KRN coordinated with sFC (BICIOIGI® (Rear
IDetachment 1SG), 66" MI Company, FHTX, who stated SF CRIQICINIE currently deployed to Kuwait, Main
Body 2-A team, departed from FHTX on 23 Aug 10.

who provided a statement wherein he stated

About 1244, 25 Aug 10, SA coordinated with <b) ©OOGD© Computer Crime Investigative Unit, who
stated there is no further investigation needed.

STATUS: Further activity by this office is not anticipated at this time. This matter is closed within the files of
this office. Additional activity, if deemed necessary, will be conducted under a separate sequence number.
//LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
' : Fort Hood CID Office
Fort Hood, TX 76544

o~ A~ DATE EXHIBIT
OIOIC) il 474
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SWORN STATEMENT

(b)(6)(B)(7)(C)

(OIOIOIVI®)

LOCATIW Office, Fort Hood, TX 76544 DATE: 2010-08-25 TIME: {0OZ <
NAME:

SSN: RICIOIGI®
STATUS: 2LT/AD
ORGANIZATION/ADDRESS: G Company, 3-82" FA, 15™ Combat Support Battalion, FHTX

I_,Mvant to make the following statement under oath:

I would like to complete my statement in a question and answer format as explained by SA OGN
A [(DICIOIQI®)

B)O)(b)(7) (C)
How do you know PFC MANNING? -
I was a Drill Sergea.nt, of D. Company, 305™ Military Intelligence (MI), Battalion. |
What year were you the Drill Sergeant?

2007 through 2008. RN

When was the last time you had contact with PFC MANNING?

It would have been during the time frame October and December 2007,
Are you aware of any security incidents involving PFC MANNING?

C)

Q

A

Are you aware of any disciplinary incidents involving PFC MANNING?

: I remember hearing about he attempted to stab another soldier with a pencil, in the dining facﬂlty
Wouldn’t know personally, because he wasn’t my soldier.

Q: What do you know about an OPSEC incident in which PFC MANNING posted You Tube videos
pertaining to a SCIF? -
A: Idon’t know anything about that. But the SCIF is a high security area located at the school house. (R
Q: Did PFC MANNING ever discuss the unauthorized release of classified information with you? If so,
please explain

PROEREORR ?-?f.C?

D1d PFC MANN]NG ever mention any of his friends? If so, who?

No_ (b)(6)(b)(7)(C)|
Were you part of PFC MANNING?s chain of command?
No.

Do you know who was PFC MANNING’s, ‘( rgeant at the time?
: It might have been SSG DISIRIOI® i sSG RN not sure. I was basically just assisting these

PREROEROEROEO®

guys, because I had already done my two years. So I really didn’t deal with the soldiers too much, I was

(b)(6)(b)(7)(C)

preparing for OCS. I just did physical training with them and marched them to class.
Q: Are there any details you think might help this investigation? OG0

INITIALS OF PERSON MAKING STATEMENT: W Page 1 of 3 Pages
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AKEN AT Fort Hood CID Office, DATED: 2010-08-25

@)

)(N(©)

(b) (6)(E

“Statemnent of #LT BIOIC
Continueds

A No. M

Q: Is there anything else you would Ji dd to this statement?
A: No. ///End of Statement///
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“Statement of ?LT (b) (6) (b) (7) (C) TAKEN AT Fort Hood CID Office, DATED: 2010-08-25

Continued:”

AFFIDAVIT

iy (b)(6)(b)(7)(C) IAVE READ OR HAVE HAD READ TO ME THIS STATEMENT WHICH BEGINS
ON PAGE 1 AND ENDS ON PAGE _3 . [ FULLY UNDERSTOOD THE CONTENTS OF THE ENTIRE STATEMENT
MADE BY ME. THE STATEMENT IS TRUE. 1 HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED
THE BOTTOM OF EACH PAGE CONTAINING THE STATEMENT. 1 HAVE MADE THIS STATEMENT FREELY
WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT THREAT OF PUNISHMENT, AND WITHBOUT

COERCION, UNLAWFUL INFLUENCE, OR UNLAWFUL INDUCEMENT.

WITNESSES:
Subscribed and sworn to before me, a person authorized by law
to administer oaths, this day 25 of August, 2010 at
. '
ORGANIZATION AND ADDRESS " (Signafire of Person Administering Oath)

Special A

ent
(Typed Name lj Eerson ﬂ!ministering Oaji

Title 10 USC, Section 936
(Authority to Administer Oath)

INITIALS OF PERSON MAKING STATEMENT

Page 3 of_3 Pages

FOR OFFICIAL USE ONLY — Law Enforcement Sensitive

=
exuiBIT 175

001052



FOR OFFICIAL USE ONLY
LAW ENFORCEMENT SENSITIVE

AGENT’S INVESTIGATION REPORT
roiNUMBER  0028-10-CID221-10117

0327-10-CID056-

CID Regulation 195-1

PAGE 1 OF 1 PAGES

DETAILS
Basis for Investigation: This office received a Category I Request for Assistance from the Computer Crime

Investigative Unit (CCIU), Washington Metro Resident Agency, 9805 Lowen Road, Building 193, Fort
Belvoir VA 22060, to interview SFC Company (Co), 2
Special Troops Battalion, 2nd Brigade Combat Team, 4™ Infantry Division, Fort Carson, CO 80913 (FCCO),

and SFC [QIOI®INI(®) B Co, Division Special Troops Battalion, 4 Infantry Division,

FCCO, pertaining to their knowledge of PFC MANNING.

(b)(6)(b)(1)(C

About 1417, 25 Aug 10, SA interviewed SF(tho provided a Sworn Statement wherein he
stated he was assigned to Fort Huachuca from Jun 05 until May 08; however he did not remember PFC
MANNING. (See Sworn Statement for details)

About 1424, 25 Aug 10, SA (QIOIOIGIONER i s office, interviewed SFC [(QIOICIGIOME 1o provided
Sworn Statement wherein she stated she did not know PFC MANNING personally while assigned to Fort
Huachuca. (See Sworn Statement for details)

About 1435, 25 Aug 10, SA[RBIRIE- oordinated with SA [(BIOIGIGI(®) Special Agent in Charge,

Arizona Branch Office, CCIU, who stated no further assistance was needed from this office.

]

All requested leads have been completed; this investigation was closed in the files of this office.///LAST
ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
48" Military Police Detachment (CID)

N (6)(b)(7)(C), (b) (7)(E) Fort Carson, CO 80913 ____

25 Aug 10 i 7é
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