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About 1843, 29 May 13, SA SUQUQUOIO) ;- 1: nated with MAT [(DICIOIGIO) Trial Counsel,
Military District of Washington, Office of the Staff Judge Advocate, 210 A Street, Suite 300, Fort McNair,

DC 20319, who provided three (3) pages of Defense Reciprocal Discovery which were received from PEC
MANNING’s Defense Counsel. The three (3) pages of Defense Reciprocal Discovery were identified in
two (2) PDF files, numbered 028711 through 028713, dated 29 May 13, which appeared to depict
communications between PFC MANNING and an individual using the account T'Sb) OIOIGI®N FI),
sent and received within the internal YouTube website messaging system. MAJ [RSSM-quested this office
examine these documents and provide additional information in relation to the Youlube account used by
PFC MANNING, further identified as “bradmanning”, which was previously unidentified during the course
of this investigation.

AGENT’S COMMENT: The Defense Reciprocal Discovery items appeared to depict a screen capture of
PFC M ; uTube account showing selected ‘Sent> and ‘Inbox’ messages; specifically, a message
sent to Wand a message received from [GIOICIGI®) were shown. Tt was noted within the
Defense Reciprocal Discovery document numbered 028711, the screen capture shows seven (7} “Inbox”
messages, one (1) “Shared with You” items, and six (6) “Contact Notifications” within the PFC MANNING
account. However, in the second Defense Reciprocal Discovery document numbered 028713, there are
three (3) “Inbox™ messages, no “Shared with You” items, and three (3) “Contact Notifications”. There was
no information provided to explain the discrepancy between the two documents in relation to the numbers of
messages, contact notifications, and shared items within this account. At the time of this investigation,
YouTube was identified as a video sharing website owned and maintained by Google, Inc.

About 1140i 13 Jun 13, SA [DIGIOIGICNORGION s office, met with the Honorable DSBS

U.S. Magistrate Judge, Eastern District of Virginia, 401 Courthouse Square, Alexandria, VA
22314, and obtained a Federal Magistrate Search Warrant, from the U.S. District Court for the Eastern
District of Virginia, Search Warrant Number 1:13-SW-446, for the YouTube account “bradmanning”
maintained on the computer systems of Google, Inc., 1600 Amphitheatre Parkway, Mountain View, CA
94043. The “bradmanning” YouTube account had been identified as an online video sharing account used
by PFC MANNING and was believed to have information relevant to this investigation as selected
messages had been provided by PFC MANNING’s Defense Counsel as Defense Reciprocal Discovery.

AGENT’S COMMENT: It was noted PFC MANNING’s Defense Counse! only provided selected sent
and received messages, and it was unknown what other communications this account may contain between
PFC MANNING and other individuals. During a review of the publically available information related to
PFC MANING’s YouTube account it was noted some videos were marked ‘Private’ as well as videos
previously uploaded by PFC MANNING that were deleted were not viewable. During the course of this
investigation it was alleged PFC MANNING had previously created and uploaded videos to YouTube
which reportedly contained classified and/or sensitive information about training facilities at Fort Huachuca
AZ, where PFC MANNING attended his Advanced Individual Training (AIT) course.
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About 2147, 17 Jun 13, Smxecmed the Search Warrant by faxing the Search Warrant to
Google’s Legal Department as well as emailed a copy of the Search Warrant to Google’s Law Enforcement

Response email address.

AGENT’S COMMENT: A previous attempt to execute this Search Warrant by fax on 13 Jun 13, was
made; however, subsequent contact with Google, Inc., on 17 Jun 13, revealed this Search Warrant had not
been received by Google, Inc.

About 1701, 19 Jun 13, Google, Inc., provided a response to the executed Search Warrant which consisted
of a two page document which identified: the “bradmanning™ account was associated with PEC
MANNING’s known email account of “bradley.e.manning@gmail.com”; the “bradmanning” YouTube
account was an active account created on 27 Jul 06; and the account contained three (3) messages sent
between 14 Feb 10 and 16 Feb 10, withj : € messaging system to/from the “bradmanning™
account and another user identified as Additionally, the provided Search Warrant results
identified six (6) videos which had been associated with this account between 27 Dec 06 and 26 Apr 08, but
had been deleted; and that the “bradmanning” account had been recently accessed on 23 May 13 and again
on 29 May 13.

AGENT’S COMMENT: A review of the Search Warrant results identified the YouTube communications
showed the “bradmanning” account had contacted W to comment on videos posted by that user;
wherein the “bradmanning” further identified themselves as “Brad”, mentioned they were a soldier assigned
in Iraq, and discussed gender/sexual issues they (presumably PFC MANNING) were experiencing. It was
noted four (4) of the deleted videos identified in the Search Warrant results, were uploaded and/or
assoclated with this account on: 14 Apr 08, 25 Apr 08, and 26 Apr 08, while PFC MANNING was attending
AIT at Fort Huachuca, AZ. While the recent access to PFC MANNING s YouTube account on 29 May 13,
was likely made by PFC MANNING?’s Defense Counsel, it was unknown who had accessed this YouTube
account on 23 May 13; although this was also presumed to be PFC MANNING’s Defense Counsel.

About 1957, 25 Tun 13, Google, Inc., provided a supplemental response to Search Warrant 1:13-SW-446
which contained a listing of the 39 videos associated with the “bradmanning” account. These videos were
listed by time and date the videos were associated with the “bradmanning” account, and a unique eleven
(11) character identifier for each video was provided.

AGENT'S COMMENT: A review of the videos associated with the *bradmanning” YouTube account
identified two videos of interest which were associated as ‘Favorite Videos’ with this account. The first was
the video titled, “Collateral Murder — Wikileaks — Iraq” (YouTube unique identifier “5rXPrfaU3 GO0™)

which had been uploaded by the user “sunshinepress” and contained the content of the Apache Video
believed to have been wrongfully disclosed by PFC MANNING. The second video was titled, “The
Listening Post -- Trading coverage for access?” (YouTube unique identifier “Oi9tf7m7sic™), uploaded by the
user “AlJazeeraEnglish™ and contained news media discussion of the disclosure of the Apache Video. It
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should be noted based on the Search Warrant results provided by Google, Inc., these videos were associated
with the “bradmanning” account on 16 Apr 10 and 19 Apr 10, respectively. It was also noted the youTube

account “sunshinepress™ appeared to be associated with and/or under control of personnel associated with
WikiLeaks.

About 1105, 5 Jul 13, SA |AAAERIm et with the Honorable[DIOIOIGI® U.S. Magistrate

Judge, Eastern District of Virginia, 401 Courthouse Square, Alexandria, VA 22314, and obtained a Federal
Magistrate Search Warrant, from the U.S. District Court for the Eastern District of Virginia, Search Warrant
Number 1:13-SW-492, for the YouTube account “bradmanning” maintained on the computer systems of
Google, Inc. This second Search Warrant was issued in order to obtain copies of the six (6) videos
identified as having been deleted from the “bradmanning” YouTube account and the one (1) video
associated with the “bradmanning” YouTube account which had been marked ‘Private’ and was not
available for viewing by the general public.

AGENT’S COMMENT: A second Search Warrant was obtained as Google, Inc., failed to provide certain
information such as the content of the video associated with the “bradmanning” account which had been
marked ‘Private’, details related to other messages sent/received by the “bradmanning” account within the
YouTube message system, as well as detailed information on the videos identified as having been deleted.
The failure to provide this information was due to a dispute by Google, Inc., in relation to the wording of the
previously obtained Search Warrant obtained on 13 Jun 13,

About 1737, 5 Jul 13, SAercuted the Search Warrant by faxing the Search Warrant to two
separate numbers associated with Google’s Legal Department as well as emailed a copy of the Search
Warrant to Google’s Law Enforcement Response email address.

Between 1030 and 1151, 16 Jul 13, SA SUQIOIOKS) anually downloaded thirty-eight (38) of the thirty-nine
(39) video files associated with PFC MANNING’s YouTube account using the Google, Inc., provided
YouTube unique identifiers.

About 1526, 16 Jul 13, SA collected one DVD disc containing two (2) PDF files, “final prod
331257 (19 Jun 13).pdf” and “final prod 331257 (25 Jun 13).pdf” which were the Google, Inc., provided
Search Warrant results from Search Warrant 1:13-SW-446; and thirty-eight (38) of the identified video files
associated with the “bradmanning™ YouTube account. DVD was retained as Evidence/Property Custody
Document (EPCD), Document Number (DN) 075-13.

About 1645, 16 Sep 13, SA ceived the Search Warrant results from Search Warrant 1:13-SW-
492, from Google, Inc., which contained additional details related to the “bradmanning” YouTube account.
Specifically the provided documents gave additional detail in relation to other messages associated with
PFC MANNING’s YouTube account, associated YouTube Contacts, and dates/times that previously
identified deleted videos had been deleted. The results also included a video file which had been associated
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with PFC MANING’s YouTube account which had been marked ‘Private’. A review of this video revealed
the video contained political content and was titled “Newsom for California” and appeared to be related to
State of California Lieutenant Governor Gavin C. NEWSOM.

About 1710, 16 Sep 13, Scollected one Compact Disc (CD) received from Google, Inc., which
contained seven (7) PDF files related to videos associated with PFC MANNING’s YouTube account that
had been deleted, additional messages related to PFC MANNING’s YouTube account, and one video file
related to the video identified with the YouTube unique identifier as “BHOjnyul1Tg” and marked ‘Private’
within the “bradmanning” account. The CD was retained on EPCD DN 099-13.

I T LAST ENTRY T
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Contact Notificatlons (6) Thank you"(-a"r;l;l”r.r.l;r“s.tory) ---------------------------------------------------------------------- U .2,114]1.0 --------------

Video Responses

Address Book »

Hi Kimber,

! don't normally message pecple on YouTube but I'm going to
make a particular excepticn for you.

KimberATL | just wanted to thank you for having the courage to post your
videos, and tell your story, I've found it very educational and
inspirational, as well as emotional. | mostly admire your honesty
about the situations that you have encountered in over the last
year or $o.

Now for the stereotypical reflective story: !

My name is Brad, I'm 22 years old, and I've had issues with my
gender identity and sexual orientation throughout my life. I've
always known | was "different", but could never pin down what
it was. | was often made fun of at home and in school of for
being "effeminate”, "qgirly", "faggy", etc. just for having different
interests and behaviors. But, as | grew up, | always wanted to
fit in. So, throughout adolescence | tried very hard to fit in, and
| was very successful in doing so: | joined sports and athletic
teams, gained a “charged" and “aggressive” attitude. | avoided,
and over time somehow self-denied my interests in more
"feminine” things. | still very secretly and occasionally cross-
dressed and maintained a few of my interests, but would
somehow deny even to myself that | ever did. This all started to
break away when | finished school and started my cwn life,
however | still wasn't quite sure what it was that was bothering
me so rmuch. [ had admitted and was living openly gay by this
point (4 years ago}, but still didn't quite feel right. 1 don't know
|
|
|

how, cr even why | did, but in a quick few weeks of confusion
and denial, | enlisted in the Army for four vears. It's been over
two years since | did, and now over the last few months of
being deployed in Iraq, I'm finally starting to come to terms with
my own (dentity.

However, figuring cut my identity under my current
circumstances is not a very safe situation to be in. I'm
surrounded by hyper-masculinity and aggression in a
somewhat secured {(compared to 2 years ago), but still
dangerous combat zone in a foreign country. I'm trapped, and
don't know what to do, or who to turn to... I have atleast &
months left in Iraq, and a year and a half in Army. Watching
your videos with my... okayish broadband connection in my
trailer out here, has been a massive relief, and an inspiration
for me, | finally know what | want, and know that... at some
point, it will be achievable and will work cut. |

In fact, while | was oh my mid-tour leave, | finally gained the |
courage to buy a nice natural looking wig (i've got a military |
regulation hair cut), go into Macy's, buy a gorgeous casual
business outfit... a subtle toned set of make up from Sephora,
and a coat from Square One (because its 50 COLD in the
States right now)... spend a few hours getting everything right,
and | actually spent a salid day, in public, dressed a woman...
and PASSED. | was both proud of myself, and refieved. Sadly,
| cleaned up everything, put everything away, and waited a
couple more days, and | gave it another go... and did it one
mare time after that... 3 out of 15 days were spent dressed as
a young twenty-something woman. | knew it felt more "right"
than before. | even think I've found a name for myself:
"Breanna” {or maybe "Breanne", just a syllable difference)

Sadly, | had to head back... and now I'm back in the desert...
alone, and with literally nowhere safe to go.

Anyway, thats just mr little story. it's just o hard because all
the defenses-and walls | put up by denying it have placed me
here, in the middle of nowhere, with no real friends, and no
safe avenues of support, But, yet, somehow, | know it will
probably work out, as long as | den't start denying it all over 1

again.
And again,
‘ 028711 Defense Reclprocal Discovery
EXH|B|T_£;__
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Thank you,
Brad or maybe "Breanna"
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KimberATL

J Subject

B Y L L L L L T e PP PP RN aas i E Y e,

Re: Thank you {and my story)
Omg thank you for that :}

that really meant alot to read and have someone sit down and
write all that.

Everyone's story is different and unigue. Not one person will
live the same life as another. The choice you made to go to
military was out of comfort, there was a future and still is a
future in it for you. Though yes your time is on limit and and
you still have more time to serve in the end you can say that
you completed that part of your life. Dent get to held down, My
drag mother ( Another drag queen) transgender) Sonique, was
in the army to. She is on LOGO on Rupauls Drag Race 2. She
went through the same things you are and she is finally starting
fo transition into a woman, she's 26,

Dont ever let this bring you down, it's not your fault. The fact
that you can accept it is great, | remember in the beginning for
me it was really hard just to accept the fact | was
transgendered and | let it really get to me. But one day things
just made since and | realized that this is me, and actually Im
proud to be me, because Im In the next generation that is
going to make a difference in this world. The transgender issue
is slowly but surely getting more and more open and accepted
but the unfortunate part though is there are people who really
do not want to see us happy and will be the biggest cbstacles.

And dont think your not making a difference on me either.
Sonique's boyfriend Billy Vito just got back from irag maybe a
year ago? He was out there and found me and her on
myspace. they started tatking and he moved to atfanta just to
be with her and got a job as a police officer.

| hope this letter finds you well
Keep your head up my dear, as long as you keep the finish line
in your head then thats all that matters :)

xoxo- Kimber

Date

T — [ I

0211510

(T Tube

| |
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DEPARTMENT OF THE ARMY
UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND
COMPUTER CRIME INVESTIGATION UNIT
DIGITAL FORENSICS AND RESEARCH BRANCH
9805 LOWEN RD
FORT BELVOIR, VA 22060-5536

REPLY TO
ATTENTION OF

CISA-CCI-DF 16 Jun 10
1. Case Number: CAFT 0028-10-CID361/ROI 0028-10-CID221-10117

2. Investigating Office: Washington Metro Resident Agency, Computer Crime Investigative
Unit, Fort Belvoir, VA

3. Date of Report: 16 Jun 10
4, Examiner: SAC [QIOIQIGIONOXOID)

5. Summary of Analysis: The items in question were three Arabic language instruction
compact discs and of no evidentiary value.
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Forensic Report for DN 067-10, Item 6
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Forensic Report for DN 067-10, Item 6

1. Case Number

CAF 0028-10-CID361/ROI 0028-10-CID221-10117

2. Investigating Office

Washington Metro Resident Agency, Computer Crime Investigative Unit, Fort Belvoir, VA

3. Date of Report

16 Jun 10

4. Examiner

SAC [RICIOIGIOROIVID)

5.  Analysis

51 Examination of the Compact Discs

3.1.1 Voucher information

Item 6, Evidence/Property Custody Document, Document Number 067-10,
consisting of three Arabic language instructional compact discs.

5.1.2 Pertinent Information

The three CDs in question were production Arabic language instructional compact
discs and were not of evidentiary value.

6. Summary of Examination

The items in question were three Arabic language instruction compact discs and of no
evidentiary value. The other CD collected under this Item and Document number was of
evidentiary value and was discussed in other forensic reports.

7.  Evidence Disposition:

All evidence was placed into the evidence room of this office.
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Forensic Report for DN 067-10, Item 6

(b)(©)B)(7)(C)

(5)(©)D)(7)(©), (b) (N(E)
Special Agent-in-Charge
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Between 15 and 18 Jun 10, SA [IOICIQIONORGIDN conducted a preliminary forensic examination of
the forensic images of SSG [QIQIGIGI®crsonal laptop computer, which was documented on
Evidence/Property Custody Document (EPCD), Document Number (DN) 073-10, Item 1.

FINDINGS:

Operating System (OS) Information:

Product Name: Windows Vista (TH) Home Premium
Current Version: 6.0

Registered Owner: (b)(6)(b)(7)(C)

Registered Organization: Hewlett—Packard

Syatem Root: C:\Windows

Current Build Numwber: 6002

Path Name: . C:\Windows

Product ID: 89583-0EM-7332157-00061
Last Service Pack: Service Pack 2
Product Kevy:

VersioniNumber:

Source Path:

Install Date: 12/14/08 09:42:58

Last Shutdown Time: 05/28/10 11:14:56

Figure 1 — OS data showing the registered owner as W

Time Zone Information:

All dates and times shown in this report are Eastern Time (GMT -4:00) unless otherwise noted.

Keyword Searches:

Keyword searches for the terms in Figure 2 produced numerous hits that indicated a user utilized the

.{ examined computer to access data related to Mr. [QICIOIGIO ;. OIOIOIGI(OEN - d other items related
to this investigation; however, no evidence of the possession or transmittal of classified material was
identified.
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"Embassy Hannesson

100427 _203012 iceland-profile

12 JUL 07 CZ ENGAGEMENT ZONE

30 GC Anyone.avi icesave

12 JUL 07 CZ ENGAGEMENT ZONE

30 GC Anyone.wmv JONSSON

LOOKING FOR ALTERNATIVES TO

199.56.188.121 AN ICESAVE REFERENDUM

199.56.188.122 Mr. Company Computer Guy

195.56.188.53 ncd.state.sgov.gov

199.56.188.71 Net-Centric Diplomacy Version

199.56.188.73 NOFORN

199.56.188.75 NTNCDDOSWS1SB

199.56.188.76 NTNCDDOSWS2S

199.56.188.79 NTNCDDOSWS3SB

88.80.12.160 NTNCDPRODSTAT

83.80.2.32 NTNCDSQL2S

\\22.225.53.205\QDrive NTNCDSQL4s

\\22.225.53.205\TDrive NTNCDSQLSS

adrianlamo osc_youtube-cm

assange REYKJAVIK

backup.xIsx S//NF

bradass87 schmied|

breanna.jpg SECRET//

collateral murder SIGURDARDOTTIR

dates.csv SIPDIS

dump?2.csv SIPDIS

farah SKARPHEDINSSON

files.zip wget -0

gmail.com wikileaks

Gunnarsson

Figure 2 — Keywords used to search examined drive
R [BICIOIGI® . . . -
eferences to Wnd were found in numerous locations on the disk, such asina
text fragment found in physical sector (PS) 308287239:
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----- 7.8 H.8) /phocos.php?id=64C - -HEEHEND W5k + -htep: / /www. facebook. com/albun. php?id=6428582056ai

d=4297 - -| - -0-#! /photo.php?pid=368644461d=6428582054 fbid=158216673205 -z -P -Pacebook | My Photos -
September 4, 2009----OQ--------- d=4297 -1+ -0 ~#!/phobo.php?pid=3636448&1&"642858205&fbid—lSBZlSGB

3205 -z -P -Facebook | My Photos - September 4, 2009 - OO - ¢ evv e v DDDDUDDDDDDDDDDDDDDDDDDDDDD
c B BED -FRel - chtep: /fvew, facebook . conhedbRyaminn?id=6428582056 aig S R #I/photo php?pid=36
. : \ @ -8 m(b)(())(b )((C ) Z. Faceb
T T A 3 ML : T HCEp: / fwww. LACED00 comfdjbc.l.ar
gl/&jbclark?v—wall&ref-cs Z- i[l' hetp: f/www. faca - -0 - a-'-(

R EHETRE RS- & “SHE IR - R I R R - R LMK L € ERIERGEH I P EL -2 < K A
A-R-B-Lk-E G K-B-R-BE-I-I- I tpH0.6:6:6-0.%x-20.00.0.¢¥-5-4-44"
O90000000000000090C00000C00C0000=1 &= gnu&e1—mS7GSBXuINstQaSSNSmBg&usg-AFQjCNKgN;dN?dBClbjOvanIZ
GogqfgoF—gasigZ=A78Ze—ulWYDuglOUIbInILA - -000 ‘hetp: £ /www. googla. cnm/url‘i sastisourceswebéct=resdcd=l
gved=0CCEQFjALsurl=http%3A%2F%2Fen.vikipedia. ox g 2Fuwi J &g u&el—mS?GSBXuINstQaBSHS
book. comWeﬁts »00R *hetp: //www. facebook. comW —ts#! (b )(©6)(b)(N)(C) Yr=zalliraf=ts -

oa - - 2V PIOIBIWI®=vallserafses - 00" -http: /fwvww. facebook. con/djbeclarkiref=ts

Figure 3 Text showing interaction with the Facebook page associated withW_—

k?

References to [(IOIOIQIOR- < < found in numerous locations on the disk, such as in a text fragment
found in PS 308287245:

-------------- (VTP 3 R 3 ‘Ittp: £/02834626413. 5Z. channel . facebook. con/iframe/l0? r=httpi 3A52F%2F
spacic.ak, fhedn, nett 2Frsre. phpi2Fs6E9642Fhashi 2Fdubgijdp . j=ssr=http¥SAhs2F$2Fstatic. ak. fhodn. nes 2
Frsrc.phpt2Fz5U06% 2Fhashs 2Fdlurknsi. J86r=httpt 388 2F4 2Fstatic. ak. fhedn. U -3J9EE0 -@ER - -heep: /e
Jalbwe. php?id=6428582056aid=4297 - :L - -0-#) /fprofile.phplid=70703%4refsts ‘5 '0 ‘Facabook
v Ge - SR Cr MR T - - -REEERD ERER - cheepr //www. facebook. com/album. php
71d=65 ZU558aid=4297 - -L- -0 -f!/profile.php?id=707039&refsts -5+ - ‘007 ‘hetp: //uwy. facebook. cor/alb
un. php?id=64285820542id=4257 - -00V -http: //www. facebook. comfalbum. php?id=6428882084aid=4237§! /prof
ile.php?id=70703%&ref=ts - ‘00  -§| /profile,php?id=707089%4ref=ts - -007 -http: f/www. facebook. com/albun
.php?id=642858205¢aid=42397

Figure 4 — Text showing interaction with a Facebook page associated with W

References to “Collateral Murder” were found in numerous locations on the disk. In one instance, the
NTUSER. DAT file for the “swamp rat” user showed evidence of the user account having searched for
“collateral murder” on YouTube.com.

SIGNATURE

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Computer Crime Investigative Unit

SA (b) Ol (b) (N(©), (b) (N(E) U.S. Army CID, Fort Belvoir, VA 22060

DATE EXHIBIT

18 Jun 10 Hie

FOR OFFICIAL USE ONLY - LAW ENFORCEMENT SENSOIE)I'12\{%0

Approved

1FEB 77




0P

0028 10-CiD221-101 17

L.

AGENT'S INVESTIGATION REPORT

CID Regulation 195-1

ROINUMBER ARy 0028-10-CID361
ROI# 0028-10-CID221-10117

PAGE 4 OF 9 PAGES
DETAILS

bia's's AL LI n-Z:- Favorite Roomsd ‘ByjfviR - v CC;_Vit:alit.y Compacc. E-l Dy
vk o (i R YInsiderShownTime - -{irirydyyir (}bR: - - -0 - hyyyh- P -n3-- 6-*a 'x0-+3..2
ceBrec{ B2z He B P Pyvy\.-\-S-P-E-A-R-I-N-G'\-S-e-r-i'e-s-\-P-o-r-n-\-H-o-t.- P'r-o-p-
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.%.U- E-R-P'RO'F-IL-E-%\-AppDacarlocal\Microsoft)Windows- \H
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Figure 5 — Text showing a search for “collateral murder” on YouTube.com

Other references to “collateral murder” were found in the system’s restore point files. Two of the more

significant references are shown below.

Figure 6 — Text showing the user

--------------- iH=-Vigitved: swanmp rac@htep:/fgdata youtube_ com/feeds/base/videos?g=collateral mn

rderdclient=ytapi~youtube-searchialt=rsgqv=2 =k vy A -Yo-u-T-u-b:e: --- -¢c-0-1-1-a
“trarrprac]l mruredrery e IH-EiH-PAH-FIH-FiN-BIH-FiH-BPiH-FIi¥H-FiH-FiM-FIiXN-Fi¥H-BiN-PBPi¥N-Fi
H=PiH—BiN~DPURL =+ aGR e uraE 0207 s e e Siechercporeee

isited a YouTube.com page hosting the Collateral Murder video

ijg] YouT ube home

BrowseUpload
Create AccountSign In

“Collateral Murder - Wikileaks

- Iraq™

This video or group may contain content that is inap

Figure 7 — Reconstructed portion of an HTML page referencing “Collateral Murder”

Reference to Mras located in several locations on the disk, including in a rant against Wikileaks
and the Formspring conversation below. Formspring is a social networking site that allows participants to
anonymously ask questions of Formspring users and receive responses. In the conversation below
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(recd from HTML found in unallocated space), the questioner (or questioners) is unknown, but

Mr. ppeared to be providing the answers.

640 PM May 22nd via formspring.me

» Q:What is your views on piracy? AT¥s a justBed assault against a inf lated price mod... hitpiformspring me/disinformation/af582892076 5:23 PM May 22nd via formspring. me

s QDo you code? How does your language leaming history look kke... Aot even alittle bit, http/flormspring meldisinformation/af582885287 5:21 PM May 22nd via formspring me

s QIfyou could change three things in yow... AT read Monkey's Paw. I'm n ot faling for... hitp/fformspring mefdisinformation/a/582884306 5:21 PM May 22nd via formspring,me

o QI just got done watching Hackers Wanted.... AT had nothing to do with t he leak, and c... http/Hformspring. me/disinformation/q/S82600861 4:05 PM May 22nd via formspring me

s QDo you play any video games? And if s6, what's your preferred platfor.. . ADuke Nukem 3d, httpSfformspring ‘mm'disinfonnaiion@582.363 161 3:05 PM May 22nd via formspring me

» Q:Some places say you gave some stuff to wikileaks, What exactly was it7.. . AMoney, bttp://formspring me/disinformation/a/58236 1542 2.05 PM iMay 22nd via formspring.me

+ @Cyantist? W will be receiving a random keepsake; no washing machine. 11:53 AM May 22nd via mobile web

s Arbilrary congrats to @CyanbstPW for being follower # 2K, Not much compared to some, but zppreciated. 11:52 AM May 22nd via mobde web

« Q:Touused to smoke (ricoting patch.} T H.. AT smoke 0-4 cigarettes a d ay. Sometimes ... htpiformepring mefdisinformation/a/5814 54314 11:23 AWM May 22nd via formspring me
o Q:What is your IQ AT did have this tested recently, and don't fee] comfo rtable sharing..,. http:/iformspring me/disinformationfa/581407422 11:31 AM May 22nd via formspring. g

more

3 (1) (6) (b)(7) (C)
Location iFhone: 37.788361,-122.408410

v Weh http Hadridps.net
» Bio Strange luck, hitp Nadrianlamo.com

353 Following 2,033 Followers 66 Listed

« 2,246Tweets< Ispan>
» Favorites

: : : [OIOIOIGL®) -
Figure 8 — Formspring conversation between M H unknown questioner(s)

References to “breanna.e.manning” were found in several locations on the disk, including in the system’s
restore point files. Two of those references provided information pertaining to Gmail and Twitter accounts
are shown below.

Visited:W@https:/}mail. google. com/rail /Ihl=ensshwva=l --F -+ --: .-« 0u. " ...G-m-a-i-l-
- 'C‘D‘n' “1-Yr 'In- 'Y'O'u'r' .T.“.i.c.c.e.r. 'E'C'C'O'u'n't"' 'b'm‘ﬂ'n'n'i'n'g'f'm'!' — .b.r.
grann-a'. e mranhiong@gmrai-le.ccrormeerrr ey IH-FiN-FiW-Fi%-Pi¥W-PiN-Bi¥-PUNL

LIPS RTY UL IS Y s TP ) Y (A LRI R R e e R0 7 I EP R i

Figure 9 — Text referencing Gmail and Twitter accounts believed to belong to PFC MANNING as “Breanna”
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Visited: [(DIOIOIQIOkLcps: //cvittar. com/statuses/user_tineline/147937041 rss - -over i vve v o---

bn-anmn-in-g-Em-' -5+ Twegtis e crner iH=-biH-PURL .-+ B"* k- B2 -Gk -Gaq- - oo oe e
........ S A L LR L L L AR AR I, Y- PRSI ¢ 0 2R LR B () (0) (b) (7) (C)afX 23 E RS R A

er_con/favorites/14793704Ll.rss b - crrsrsscs.8ecbrmrarnnrincgfom-'-s- -F-av-or-i-tee-s-
------------ i¥-Pix-PiH-P://mail. google com!ma:.lf"hl en&shvaul =P o8 chttps: //nail

.google, con/mailfineges/ favicon.ico- v -t R ‘Gm-a-i‘l: -« Con-firm 'yourxr:
‘T'w-i-t:c:e:r' 'a‘cce'o'un't:,: ‘b -m'ﬂ'n-n-l-n-g’-f-m-! ----- brrrera'n'n-a'. e .'mrann-in
gR-gm-arirl-.-@om-- e iH-BiH-BIN-PiN-BiN-PiM-Pid-biN-PiN-BiN-PiN-PEiH-Fi%-biN-BiN-PiN-F

{H=FiMH-PiH-DbiM-PiH-B{H-PURL --- -@-02 .0f @-0% af-O«jg---- - v SRt eaen
SRR =1 ih-}visited:htt.ps: f/tuitter. con/followers ¥-p--- - v-en
----T---https://s3_amazonaws.con/twitter_production/a/1274733546/images/ favicon.dico: - -----+- -
«X---T'wi-tt-er- -/ -P-erop-l-e- 'who- ‘£o0'l'lg:w: Bhm-anm-imng-fm----treeeesos

{H-PiH-PiN-PiN~Pik~Fik~PURL .- &% -GR: &% Gl f<q- - MR T - EEEERE R Y

Figure 10 - Text referencing Gmail and Twitter accounts believed to belong to PFC MANNING as “Breanna”

References to both “bradley.e.manning” and “breanna.e.manning” were found in numerous locations on
the disk, including indications that someone accessed and managed those email account from the
examined system.

References to “wikileaks” were found in numerous locations on the disk, primarily in the Internet history
for the “swamp rat” user. The “wikileaks” references in the active Internet history on the disk all appear
in sites last accessed between 22 and 24 May 10. Many of the pertinent references to “wikileaks™ appear
to relate to searches for or the accessing of stories related to the ((IOIGIGI®)] video release”, as well as
searches for Wikileaks on Twitter and FriendFeed.com.

Examination of the C\Users \DJOIOI@IOM 2orpata\Roaming\Google\Local Search
History\google%2Eweb.w file revealed what appeared to be the content of the user’s Google Web
History file. Google Web History is an add-on function of a user’s normal user account that allows the
user to view and search across the full text of pages they have visited, including Google searches, web
pages, images, and video and news stories. The contents of this google%2web . w file appear to relate to
PFC MANNING’s interests.
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‘nh-onv-er-b-a-l* '‘cromm-un-i-cratriron- rextanp-rl-as:
‘e-x-amnp-le-s- +0'£+ mron-v-e'r-b-a-l' ;crommun-icrat-i-on
‘m-e;an-ing- -0o-fr -hrand: -gre'st-u'r-e's: *in: ‘d-i-f-f-er-emnt- -culturas:
‘m'erah'ing r0o-fr ho-l-d'dim'gr ‘hran-d's: by memn:
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meyp AT
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‘h-on-d:a- am:0't-0'rcyc-les
‘probra-g'sr 's'hop-
‘a-p-fre's-.-crom-
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wrater-trown- catv drararlrexres:
‘w-a‘t-e'rt-own- n‘ew 'york- atv -de-al-exs-
-e'x-am-p-l-e 0o'f- 'ar 'phi:lran-t-hr-opic -bus-in-ess -mo-del-
‘m-e-t'r-i-c+ o R-vV'e'r+s-i-o-n-
il ciclea ks
(b)(0)(b)(7)(C)
IOIOINI®)
(bY(6)(BY(T)(C) £-s-f
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(b)(6)(b)(7)(C) (b)(6)(b)(7)(C)
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Figure 11 — Excerpt from google$2web . w file
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(C)

(b) (6) (b) (7)

(b)(6)B)(N(C) ‘seyr-acceucsta-
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f-orm-2-r- -i-nt-e-l-l-ig-en-c-e- -a-n-a*lys-t-
mehayes s

'-1-6- u-p-p-er- -marcket--g-treet ‘haverfordwes-t H'alesl
‘Z'OLoc "l'ntcs chutdrstonc

‘srou-t-h- -hu-d's:o'n- -0'k-l-a-h-om-a* ‘c-ic-y
‘int-e-l-l-i.g-emn'c-e- :an-a-l-ys-t- -3-5-

-q-p-g-

Lo ctks Il
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Figure 12 — Excerpt from google%2web . w file
.m.h.y.s.
‘h-w-£-f-i-n-g-t-0on- -p-o's t-
'p-a'imn-c: ‘g-h-o'pr :prroc mea-ce .
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“t-a~g- s-i-z=e-
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"k‘E‘V‘W'ﬂ':'d' .f ARt B BT s TR
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TN g . L rnges
'm‘h'}"s‘
‘c-onncece-trliveicteye
‘c-onne-crt-iv-i-t-y- wei-r-e-legeses-
‘Eron R EC - i.f.y.
‘c-onn-e-c-t-i-f-y- -£-0-r- -v-i-st-a-
‘d-owm-l-0-a-d* -¢c-o-n-ne-c-Lt-i-f-y- -f-0-r- -v-i-s-t-a-
T I o W At T » W S ek~ « Kk el o 104 R W+ Wi o It~ I L AR Y - T l ‘g egegc crouctoscr-
!ge-nder “id-en-t-i-t-y dlsorde:}

Figure 13 — Excerpt from google%2web. w file

The google%2web . w file also appeared to contain the “Work Experience” section from a résumé
pertaining to an “Intelligence Analyst (35F)”.
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LEADS:

1. Interview SSG [QUQIOII®, (ctermine if he allowed PFC MANNING to utilize his personal computer
during the 22-24 May 10 timeframe.

2. Interview SSG [QIGIOIBI®)o determine if he is responsible for accessing sites related to or has had
interaction with Mr. RAICIIE) 1 PIOIPIQI®L, - viklcaks.

3. Preserve content of “breanna.e.manning” and “bradley.e.manning” Gmail accounts, and the
“bmanningfim” twitter account.

4. Determine significance of search items shown in Figure 11-13, including “unlocked@mit.edu” and the
address in Wales.

///LAST ENTRY///
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Computer Crime Investigative Unit

RN (b) (6)(b)(7)(C), (b) (M(E) U.S. Army CID, Fort Belvoir, VA 22060
SIGNATURE DATE EXHIBIT
18 Jun 10 His
CID FOR FOR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE
1 EEB 77 002176
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Between 0955 and 1001, 18 Jun 10, SA [DIOIGIGIONOE®I) this office, obtained a forensic image of .
‘the 2GB “Corner Office” thumb drlve (unknown serial number), reported to be property of Mr, QIO

B)6)B)(N(©)

Thumb drive make/model/capacity: Corner Office, 2GB
|

Thumb drive serial number: Unknown
Method of imaging: FTK Imager v2.9
Type of Image: Encase (.EO1)

Make and model of write block: Tableau Ultrabay II hardware USB write-blocker

The image was verified to be an exact, bit-for-bit copy of the hard drive through a comparison of both
message-digest (MDS5) and SHA1 algorithm hash values with no errors.

MDS5 Acquisition Hash: 861e¢9f766235fb17b3d15141970d7810
MDS5 Verification Hash: 861e9f766235fb17b3d15141970d7810

SHA1 Acquisition Hash: a3ee6a82al9408bb4aldel ce2aa3e204498475d2
SHA1 Verification Hash: a3ee6a82a19408b64aldelce2aa3e204498475d2

Between 1006 and 1012, 18 Jun 10, SA [QIOIQIGI®)btained a forensic image of the 2GB “DANE-ELEC”
thumb drive (serial number 2VE029554), reported to be property of Mr.§

Thumb drive make/model/capacity: DANE-ELEC, 2GB

Thumb drive serial number: 2VE029554
Method of imaging: FTK Imager v2.9
Type of Image: Encase (E01)

Make and model of write block: Tableau Ultrabay II hardware USB write-blocker

The image was verified to be an exact, bit-for-bit copy of the hard drive through a companson of both
message-digest (MD5) and SHA1 algorithm hash values with no errors.

MD5 Acquisition Hash: e€63624207afc10{c86be0431164848aa
MD?35 Verification Hash: e63624207afc10fc86be0431164848aa

SHA1 Acquisition Hash: cdbdfb82874030f387cd46b3fffc3d77b2c3f91b
SHAL1 Verification Hash: cdbdfb82874030f387cd46b3{ffc3d77b2c3f91b

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime Investigative Unit

A (D) (O B)(ND(©), (b) (NE) U.S. Army CID, Fort Belvoir, VA 22060

() (6) () (7) (C)

ONLY — LAW ENFORCEMENT SENSITIVE
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DETAILS
1) (6)(b) (1) (C
About 1125, 18 Jun 10, SAQIOIOIGIOMEnsferred the EnCase images pertaining to M} OB thumb

drives to one Digital Versatile Disc (DVD).

About 1128, 18 J ollected as evidence one DVD containing the EnCase images
pertaining to Mr. thumb drives from the forensic computer, which was documented on

Evidence/Property Custody Document (EPCD), Document Number (DN) 085-10.

Between 1145 and 1215, 18 Jun 10, SAWConducted a preliminary forensic examination of each
thumb drive to determine its contents. Both thumb drives were scanned using Symantec Endpoint

Protection, vi1.0.4000.2295r22, but no malicious files were identified.

The “Corner Office” thumb drive contained four (4) user files, all of which are listed below.

I File Created Logical Size

bradass&7.htm! | 5/25/2010 90,314 bytes
18:40

LOG1.RTF 5/25/2010 14,656 bytes
21:55

LOG2.RTF 5/25/2010 37,159 bytes
21:56

otr_print 5/25/2010 36 bytes
18:43

The “DANE-ELEC” thumb drive contained four (8) user files, all of which are listed below.

File Created Logical Size
5-21L0G4.RTF 5/27/2010 1,082 bytes
18:54
5-221L0G3.RTF 5/27/2010 37,155 bytes
18:54
5-23LOG2.RTF 5/27/2010 37,158 hytes
18:53
5-2410G1.RTF 5/27/2010 14,656 bytes
18:53
b-523logX.rtf 5/27/2010 14,656 hytes
19:14
Hackers 5/27/2010 729,574,543
Wanted.mp4.mp4 19:43 bytes
manning_pgp_jan_2010 | 5/27/2010 1,768 bytes
21:53
TYPED AGENT'S NAME AND SEQUENGE NUMBER ORE:‘ANIZATIC():N_ o _
) (©)B)(N(O), (b) ()(E) U5, Ay CID, Fort Betvoir, VA 22060
DATE EXHIBIT
18 Jun 10 H47
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Screenshot-1.png 5/27/2010

19:34

116,127 bytes

this office, on classified media, per his request.

The log files were provided to SAW
/I{LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER

2N (b) (0) () (1)(©), (b) (7)(E)

ORGANIZATION

Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

SIGNATURE

DATE

18 Jun 10

EXHIBIT
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iExamination and Contents:

On 24 Jun 10, SA [DIOIOIGIONONGIDI Digital Forensics and Research Branch, Computer Crime

[nvestigative Unit (CCIU), conducted a preliminary examination of Gmail account information (for the account
bradley.e.manning@gmail . com) provided by Google and documented on Item 1, Evidence/Property
Custody Document (EPCD), Document Number (DN) 089-10.

[Findings:

The email files, bradley.e.manning@gmail .com.mbox and bradley.e.manning@gmail.com
preserved.mbox were converted to Internet Message Format (RFC-2822) using Emailchemy Forensic
Edition. A review of the resulting message files using EnCase 6.16.2 and Mozilla Thunderbird v3.0.5 revealed

99 emails sent to bradley.e.manning@gmail. com from 23 May 10 through 21 Jun 10.

Fxmination of the messages from that time period revealed email from Mr. (b) (6) (b) (7) (C) to members of a

mailing list named kaba-mas@mit .edu on 12 Jun 10 (excerpt shown below).

TR (1) (6) (b)(7) (C)pem ocked®mit.edu> vy [ @.’.EFIX'J i [M forward ]
subject Apache video leaker arrested, WL has US gov’t by the balls 6/12/201012:26 PM

ddmiteduty ather actions ~

Thiz is big.

The ‘people's incelligence service' WikiLeaks just got promoted from 'thorn in
the side' to 'major player' atatus. Notably, they've apprencly done 30 while
waintaining a very high degree of internal operational security.

The Wikileaks Apache Helicopter leaker was e military intelligence officer (and
accaisional MIT wvisitor) named Bradley Manning, who may have leaked 250k
internel State Dept cables to the site as well (with lots of nasty things about
foreign leaders). Manning waa caught wnen he told his story to [DICIOIGION (vou
sheuld know who thia is), andWecided te turn him in. I‘m not even going
to try and selectively quote relevant bits, yon'll just have to read the

linke.

http://www.guardian. co.uk/nedia/20190/jun/1l/wikilenka—founder-asaange-pentagon—manning

htep://www.wired.com/threatlevel /2010/06/1eak/

http://www.thedailybeast.cam/blogs—and-stories/2010-06-08/state—department—-enxious—-about-diplomatic-—
secreta-bradley—manning—allegedly-dowvmnloaded/ ?cid=hp:mainpromol

Figure 1 — Excerpt of email message from Mr. [BICIDIGIONE o (QIOIOIGI® i « . edu list

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION Digital Forensics and Research Branch

Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

I (D) (©) (D) (N)(©), (b) (N(E)
8

DATE EXHIBIT

24 Jun 10 EPR-)

1FEB 77 Law Enforcement Sensitive

ID FORM 94 FOR OFFICIAL USE ONLY m
Approve




0028 10-Cip221-10117

AGENT’S INVESTIGATION REPORT  |™™*™car. suzs.t0.cmae1

ROI: 0028-10-CID221-10117

CID Regulation 195-1 PAGE 2 QOF 2 PAGES

DETAILS

Further examination of the messages revealed a PGP encrypted email from Mr OIOIOIOIS):
bradley.e.manning@gmail.com on 3 Jun 10 (excerpt shown below).

DIOIGIGI® cunlocked@mit.edus T '?:%]“PIY ) ,@.f‘“‘”‘md,

subject the New Yorker on truth and philesaphy 6/3/2010 1:12 AM
to bradley.emanning@gmati.comir: cther actions ~
| =———] BEEGIN PGP MESSAGE-==~= r‘,

Charger: windows-1252
Veraion: GouPG vi.4.28 (Darwin)

RQEMAG+ie/ cKWFETAQUALadRN9a4Q7IxMDIARONIYTX62kY 6l / ZCODgeHN/ 17UD
o/CLzg23dPFatej FYB4tauyeT54 3rNLGwvXrd ETD6GaTe2eCvByTBONvZcn23rygB
SiGU/ InTP1CICmIDEIPMg31 DT i srHiHTLal 3UFFO/ gD EaERMSy 6 9 FP1B15£ASL
GHIRGSS0AXNEURER5585FR16d M VEGL 1 PN 3WCoWwIROShSdoAWEREaREE7ORCOAE
uB2ierc2D3P7EUJaSReTCoBvhXE2 /+Dingd/ y2VhGeRajRe20URa 83 LarQCDa40P

Figure 2 — Excerpt of encrypted email from Mr{QIOIOIGI®OMto bradley.e.manning@gmail.com

INo classified information was discovered.

‘Leads:

1. None.
T T W W N T T T i

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION Digital Forensics and Research Branch

Computer Crime Investigative Unit

IN(b) (6)(b) (M) (C), (b) (N(E) U.S. Army CID, Fort Belvoir, VA 22060

()(6)(b) () ()
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Examination and Contents:

On 21 Jul 10, SA (b) (6> (b> (7) (C) Digital Forensics and Research Branch, CCIU, conducted a preliminary

examination of the Evidence/Property Custody Document (EPCD), DA Form 4137, Document Number (DN)
101-10, Item 2 (consisting of two CD-RW discs) and Item 4 (consisting of eight DVD-RW discs) and it was -
determined they were all blank and of no evidentiary value.

[eads:

1. None.
T T T T L AST BNTRY I T T T

TYPED AGENT'S NAME AND SEQUENGE NUMBER ORGANIZATION
Computer Crime Investigative Unit
IX(5)(0)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060

B)6)B)(N(C) PP O
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Imaging:

Between 0900 and 1000, 26 Jul 10, s RARMRM (o ated an EnCase digital forensic image of the
IBM ThinkCentre PC, which was recorded on the Department of Army Form 4137, Evidence/Property
Custody Document (EPCD)}, as Document Number (DN) 103-10, item #1.

Computer Make IBM

Computer Model ThinkCentre PC

Computer Serial Number KZK85T

Hard Drive Make Western Digital

Hard Drive Model WD1600SB

Hard Drive Serial Number WCAN7K 655403

Image Type EnCase

Acquisition MD5 88a70abc780e54badce5 1 ebab47ebbbb
Verification MDS5 88a70abc780e54badce5 1 ebab47ebbbb
Acquisition SHAI 122880094¢37389cd3caSed5dd3144ca089c4e24
Verification SHA1 122880094¢37389¢cd3caSed5dd3144cal89cde24

IR T T TR AST ENTRY /T i i

TYPED AGENT'S NAME AND SEQUENCE NUMBER

SR (0) (6)(b)(71)(©), (b) (7)(E)

ORGANIZATION
Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

SIG

b)6)B)(T)(C)

DATE EXHIBIT

26 Jul 10 Y21
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bout 0800, 3 Aug 10, SACEIRNES

seized as evidence one DVD-R containing the encrypted file
‘insurance.aes.256" downloaded from the website WikiLeaks.org recorded on the Department of
Army Form 4137, Evidence/Property Custody Document (EPCD), as Document Number (DN) 108-
10, tem A/ T T ASTT ENTRY /T T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

ssARICIDIGIONOIVIC)

Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

DATE
3 Aug 10

EXHIBIT

G422,
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028 10-Cib221-10117

DEPARTMENT OF THE ARMY
UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND
COMPUTER CRIME INVESTIGATIVE UNIT
DIGITAL FORENSICS AND RESEARCH BRANCH
27130 TELEGRAPH ROAD
QUANTICO, VIRGINIA 22134

CISA-CCI-DF 15 Sep 10

1. Case Number: CAF 0028-10-CID361/ROI 028-10-CID221-10117

2. Investigating Office: Washington Metro Resident Agency, Computer Crime Investigative
Unit, Quantico, VA 22134

3. Date of Report: 15 Sep 10

4. Examiner: SACBIOIOIVNS®

5. Summary of Analysis: Examination of the U.S. Government computer (UNCLASSIFIED)
utilized by PFC Bradley MANNING (account name bradley.manning) at Forward Operating
Base (FOB) Hammer, Iraq revealed the following:

A.

B.

Between 7 March and 3 May 10, the user profile bradley.manning searched on the
Internet and visited various websites dealing with the term “wget.exe”.

At 19:51:16, 3 May 10, the user profile bradley.manning downloaded wget.exe, which
was unauthorized software and was the exact same file identified on the classified U.S.
Army computer assigned the Internet Protocol (IP) address 22.225.41.22.

Between 25 March and 4 May 10, the user profile bradley.manning searched on the
Internet and visited various websites dealing with the term “Wikileaks”.

Between 7 and 12 April 10, he user profile bradley. manning searched on the Internet
and visited various websites pertaining to Mr. Julian ASACNGE.

Between 27 March and 4 May 10, the user profile bradley.manning visited the website
schwab.com and conducted various brokerage trading.

For Official Use Only .
Law Enforcement Sensitive ExpiBir 23
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1.

Forensic Report for U.S. Army Computer, IP 144.107.17.139

Case Number:

CAF 0028-10-CID361/ROI 028-10-CID221-10117

2.

Investigating Office:

Washington Metro Resident Agency, Computer Crime Investigative Unit, Quantico, VA 22134

3. Date of Report:
15 Sep 10
4. Examiner:

sAC (RICIOIGIONOIGID)

5. Definitions of Technical Terms:
51 Base64:
Base64 is a method used to encode data to make it faster and easier to transmit. Base64 is
most commonly used to encode attachments in email messages.
5.2 GREP:
Global Recursive ExPression (GREP) is a program written for several different operating
systems that will search a file/folder for a keyword or phrase.
5.3 Host Name: i
A host name identifies a workstation or server on anetwork and (together with a domain
name) can be used in place of an IP address. A host name is often used because it is easier
to remember than an IP address.
5.4 Index.dat File:
Index.dat files are hidden system files that act as indices for a user’s Internet and file
activities. The files are used to record websites and local files accessed by a user to help
speed up the loading of pages in Microsoft Internet Explorer and Windows Explorer. Each
index.dat file contains a /list of locations for cached files, not the actual cached files
themselves. When a user clears Internet activity on a computer system (such as deleting
the Temporary Internet Files cache), the associated index.dat file is not deleted. Each user
of the computer is assigned a separate folder by the system, which contains user-specific
index.dat files.

CAF 0028-10-CID361/ROI 028-10-CID221-10117 Page 3 of 10
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5.5 Internet Protocol (IP) Address:

An IP address is part of the Transmission Control Protocol/Internet Protocol (TCP/IP). A
protocol is the standard language used to communicate over a network. TCP/IP is the most
common “language” that computers use to communicate over the Internet. An IP address
is the method of identifying a specific computer on a network--only one computer can be
assigned a specific IP address at one time. Internet service providers (ISP) typically keep
records showing the dates and times when an IP address was used by each customer
account.

5.6 Message Digest-5 (MD5):

An MDS3 hash value (as used in digital forensics) is a 128-bit (16-byte) number that
uniquely describes the contents of a file. It is essentially the “digital fingerprint” of a file
or an entire disk. The MD5 hash algorithi was developed by RSA Laboratories and is
publicly available. For this reason, the 128-bit MD5 hash is a standard in digital forensics.
The algorithm used to genecrate an MDS5 hash is such that the odds of two different files

having the same hash value are approximately 1 in 2%,

5.7 Secure Hash Algorithm-1 (SHA-1):

A SHA-1 hash value is a 160-bit number that uniquely describes the contents of a data set.
It is essentially a “digital fingerprint” of a file or set of data (e.g., an entire disk). The
SHA-1 algorithm was developed by the National Security Agency (NSA), is publicly
available, and (like the MDS5 algorithm) is commonly used in the forensic community to
calculate hash values. The algorithm used to generate a 160-bit SHA-1 hash value is such
that the odds of two different files or data sets having the same hash value are
approximately 1 in 2160,

5.8 Security Identifier (SID):

The SID is a number most modern Windows operating systems use to identify specific
user accounts. Information regarding the associations between a specific user and his
assigned SID are found in the SAM registry hive.

5.9 Unallocated Cluster:

Unallocated Clusters represent a data area on a disk that does not currently contain active
data. However, remnants of data previously stored in these locations can often still be
found in and recovered from Unallocated Clusters, even after the active data has been
deleted from the disk. This “left-over” data can be useful in an investigation because it
may not be found anywhere else on an examined disk; however, because of the nature of
the data in unallocated space, it can be difficult to attribute data ownership or times and
dates to the information.

5.10  Virtual Computer:

A Virtual Computer or Virtual Machine (VM) refers to a concept where one computer will
run another computer within the memory (RAM) of a host computer. There are several
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Forensic Report for U.S. Army Computer, IP 144.107.17.139

different programs which can allow a VM to run, such as VMware or VirtualBox. Ina
VM the host computer will allocate some physical room on the hard drive and some
memory (RAM). The VM will operate separately of the host computer and could be an
entirely different Operating System. For example, the host computer could be running
Microsoft Windows 7 and the VM would be running Windows XP.

511  Wget:

" Wget is a freely available network utility used to retrieve files from a Web server using
HTTP (Hyper Text Transfer Protocol) and FTP (File Transfer Protocol), two very widely
used Internet protocols.

6. Analysis:

About 1100, 11 Jun 10, SACSUQUCIOIScccived a DA Form 2922, Forensic Laboratory
Examination Request from SA (b) ©) (b) @WI(®R Ceniral Baghdad CID Office, USF-I, Unit
#42232, Camp Liberty, Irag APO, AE (0934 ARIOIOIOIO-quested this office conduct a
forensic examination of the digital media selzed as Item 2, Evidence/Property Custody
Document (EPCD), Document Number (DN) 0585-10.

EXAMINER’S NOTE: Upon receipt by this office, DN 0585-10 was assigned the local CCIU
DN 073-10. These items were collected as evidence pertaining to PFC Bradley E. MANNING
in connection with the following offenses:

-UCM]J Article 106a: Espionage.
-18 USC 793: Gathering, transmitting or losing defense information
-18 USC 798: Disclosure of Classified Information

6.1 Examination of the Hard Drive, Serial Number SMH0TB78:

Examination of the Hard Drive revealed it had the Microsoft XP Professional operating
system installed at 02:52:35, 17 Dec 08. It was assigned the computer name
N2D1OMTNBDE7139 and IP 144.107.17.139. The computer was UNCLASSIFIED.

EnCase file name 2315-27Mayl0
Operating System 17 Dec 08 02:52:35
Installed
IP address 144.107.17.139
Operating System Windows XP (SP3)
Computer Name N2DIOMTNBDE7139
Time Zone {GMT+03:00) Baghdad
Domain 2BCTIOMTN (Primary)
Date 18 Feb 10 04:03:30
bradley.manning first
logged on
Date 7 May 10 17:00:10
bradley.manning last
logged off
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Forensic Report for U.S. Army Computer, IP 144.107.17.139 :
Number of times Unknown
bradley.manning
logged on

Figure 1 - System Information

6.1.1 Imaging Information:

ActualDate 30Mav 1022:30:30

TargetDate 30May1022:30:30

File Path I SourcetWoucher072_073-1012315327TMay1002515-27Mav10 EOL
CaseNumber0160-10-CID899-14463

EvidenceNumber 2313-27Mav10
ExaminerName  SA

Notes This is the HDD serial SMHOTBTS from the Laptop serial 33H4QD1
Model Dizk

Drive Type Tixed

File Integrity Completely Verified, O Emrors

Acquisifon MD5  £fdcbfc918d5cfctb3 fefafl 2053 e06f

VenrficationMD5  ffdcbfc918dcfe6b3 fefafl 205306

Acquisition SHA1  e2b49bd3ed0e2f5d798ahd4febaac3bl 3d0070be
Verification SHAl  e2b49bd3ed0e2f5d798ab44febaac3bl 5d00 #be

Figure 2 - Imaging Information

6.1.2 Voucher information:

Item #1, DA Form 4137, Evidence Property Custody Document (EPCD),
Document Number (DN) 073-10.

6.1.3 Time zone information:

All times shown in this preliminary report are in relation to (GMT-+03:00 UTC)
unless otherwise noted.

6.1.4 A review of the hard drive using Anti-Virus:.

The examined hard disk was scanned using Symantec Endpoint Protection Version
11.0.4000.2295 with Definitions dated August 25, 2010 r40. No malicious files
were located.

6.1.5 Event Logs Examination:

Examination of the N2D10MTNBDE7139 computer’s event logs failed to identify
any pertinent information.

6.1.6 Unallocated Clusters Examination:

Examination of the N2D10MTNBDE7139 Unallocated Clusters for any pertinent
information identified sixteen (16) deleted photographic image files which
appeared to be of PFC MANNING. See Appendix A for the complete files.
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Forensic Report for U.S. Army Computer, IP 144.107.17.139

Flgure'3 ~-Carved 4482 5753069157 5753462110.png

6.1.7 Bradley.manning Internet History Examination :

Examination revealed on 10 Apr 10, there were three (3) Google searches for
base64 and Excel and two (2) web pages concerning base64 encoding. See
Appendix B for the complete file. :

c D )
Date I3 vaL Ei]
2010/04/10 10:18:39 (GMT) Visited: hradley.manning@http://www.google. com/searchPhi=en&source=hp&g=basessexcel dag=ofagl-gloBagl=Eogq=§
2010{04/1!: 10:15:13 (GMT) _,_Vl_slted_hradley manning@hitp://www.google, com/searchPhi=an&ssfe-activelg=hase td+axcel S start=1085a=N
2010/04/16 10:70:06 (GMT) (Vislted: bradiey.manning@http//www.motobit.com/util/hasesd-decoder-encoder.asp
2010/04/10 10:21:27 (GMT) V’slted bradley.manning@nttp://www.thecodecage.com/forumz/excal-vba-programming/168783-convert-image -base64- &

2010/04/10 16:21:44 (GMT) V|s|ted kradley,manning@http://www.gongle. wm/sear:h?hl-en&safa:nlve&q—haseBﬂmxcel&stan.-l[!&sa:!\!
Figure 4 - Keywords base64 and Excel

4

Examination of search term “wikileaks” revealed ninety-three (93) Google searches
and various web sites concerning Wikileaks and or the released U.S. Army Apache
video (Excerpt shown below).

2010/04/07 17:43:07 [GMT) _Visited: bradley.manning@htt pi//www.theatianticwire.cam/opinions/vlew/opinlon/The-Focus-Falls-on-wikiLeaks-3130
2010/04/07 1 %:4310 {GMT) Wisited: bradley.manning@http://thelede.blogs.nytimes.com/2000/04/06/wlkll eaks-¢efends -release-of -vidzo-showlng-kii
2010/04/07 17:49:28 {GMT) Visited: bradley.manning@http://www.goekosystem, com/fwikileaks-vidao-jokes

gnln{u#n? 17:49:50 {GMT) \.ﬂslted bradley.manning@htt pi//news.goog 2. mmfnews/saarm?pz—lacf-all&ned us&hl—ah&q—wlklleaks&l:f—all&start-l
12010/04/07 17:49:55 [GMT) Vsnted bradley.manning@http,//www.theatlantlc.com/intemational /archlve/2010/04/two-reader-respanses-an-the-wikil

2010/04/07 17:58:57 [GMT)_Misited: bradley.mannlng@htt pi//www.natlansireview.com/the-fead/3558/wikileaks-defense-evaryone-irag-has-ak-47
Figure 5 - keyword wikileaks

Examination of search term “Assange” revealed four (4) Google news searches and
various web sites concerning Mr. Julian ASSANGE.

2010/04/07 18:56:04 (GMT) 12010040528100412: bradley.manning@http:/fwww.fastcompany.com/1608468/crib-sheet-)ullan-assange-of -wiklleaks  _
2010/04/1213:31:18 (GMT) 'Vlsited bradley. mannlng@http /fnews, google. ocm/news?pz-l&d=all&ned=us&hl-—~en&q=juIIamassange&dzall&output:r_:

2010/04/12 16:31:18 (GMT) 2010041220100415 bradlev mannlng@httg f,’news google curn/news/search?aq"f&pz-i&cf—all&ned-us&hl@n&q-JuTIan:s
Figure 6 -~ Keyword Assange
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Examination of search term “wget” revealed fourteen (14) Google searches and
various web sites concerning wget.exe.

2010/05/03 16:50:22 (GMT) Visited: bradley. manning@http://www.google.com/search?hl=en&source=hp&g=weet &ag= &aqi=
+2010/05/03 16:51:09 (GMT) |Visited: bradley.manning@http://users.ugent.be/*bpuype/wget i
2010/05/03 16:51:10 (GMT) Visited: bradley.manning@http://users.ugent.be/~bpuype/cgl-bin/fetch. p]?dl—wget!wget exe i
2010/05/03 16:51:23 (GMT) ‘Visited: bradley.manning@http://users.ugent. bef"bpuypefwget/wget axe

Figure 7 - Keyword wget

Examination of search term “grep” revealed thirty-six (36) Google searches and
various web sites concerning grep. NOTE: PFC MANNING owned a Macintosh
computer and the user account bradley.manning viewed websites pertaining to
Windows computers and grep. Further, grep is built into the Macintosh operating
system while it is not built into the Windows operating system.

2010/05/03 18:33:24 (GMT) {Visited: bradiey,manning@http:/fwww.google.com/search?hi=en&seurce=hp&g=grep+exe&ag=Flaql=8aql=8.00=8g;
010/05/03 18:53: 46 (GMT) _Visited: bradley. manning@http://www.wingrep.com/favicon.lco

2um/|:|5/ua 18:53: a6 (GMT) . V!slted bradley. manning@http:, £/ www, wingrep. wm/resources/hlnaries/resoumes/hmaries/WIndnwsGrepzs exe
2010/05/03 lB 5412 (GMT) \fslted bradley. manning@http://www.wingrep.com

Figure 8 - Keyword grép

'Examination of search term “schwab” revealed ninety-nine (99) hits on
schwab.com website. NOTE: The specific account information was identified, but
will not be provided within this report. :

C | , D
Date 1] URL
2010/05/04 17:39:15 (GMT) |visited: bradley. manning@https://client.schwab.com /Accounts/Broker:
2010/05/04 20:39:15 (GMT) |:2010050420100505; bradley.manning@https: /fclient. schwab. com /accot
Figure 9 - keyword brokerage

6.1.8 Examination of the C: \Documents and
Settings\bradley.manning\My Documents\ folder:

Examination revealed the file wget.exe was created at 19:51:16, 3 May 10. Sce
Appendix C for the complete file.

File & Hash
. Name Created ' Yalue
D wget.exe 03 May 10 19:51:16 bd126a7b59d5d1f97ba59a3e7 1425731

Figure 10 — wget.exe file properties

The wget.exe had the same hash value as the wget.exe located on PFC
MANNING?’s primary SIRPNET computer between March and May 2010.
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i i E
a7 Name rosed Vel !
2315-27May10 [ wget.exe . 03 May 10 19:51:16 bd126a7h59d5d1f97bagfa3e71425731
2251-27Mayi [} wgst.exe .04 May 1000:11:18 | bd126a7b59d5d1f97bat0ale71425731
Figure 11 - comparison between the two wget.exe files

Examination of the above (Figure 14) wget.exe file to determine where it was
downloaded from disclosed the identified website
“http://users.ugent.be/~ bpuype /wget/wget.exe” as bemg the
source.

C | D ' |

Date (7] URL [~}

2010/05/03 19:51:23 (GMT) :2010050320100504: bradley.manning@http://users.ugant.be/~hpuype/wget/wget exe

Figure 12 - location where wget.exe was downloaded

Examination of the file C:\Documents and Settings\bradley.manning\Local
Settings\Temporary Internet Files\Content. IES\WCZFP3HB\wget[1].htm revealed
it was the source of the wget.exe which was located on this computer. NOTE: The
web site has the same hash value listed as the one for the wget.exe located on this
computer.

WGET for Windows (win32) - current version: 1.11.4

updated February 18 2010

Read below to download and for some helo with wget, = license

U wpey
license information and comg‘}gr detals LT Qn.ﬁl.
+ where is LI2P
Downloads! - previnsumsions
v - USEE;
* bacic options
Latest version is 1.11.4, compiled with M5 Visual CH- and linkeed with OpenSSL 0.9 8k Page will be update d with new releases of * EIE
waet. Wget tends to see a ecuple of ineremental bugfie releases (Le. 1.11 x). [ am corrently wsing weet 1.11.x on & daily bass. . Eﬁﬁi .

= REl.cenificates
* weotimfile

b wet.exe (401408 bytes) << : win32 binary with OpenSSL support.

HoA: bdl2daThE04541dP TaadPadnTla2$?IL
MAL 43ThlcdSITd0TBalA0cEELLA0n P lBEdaRITID

Figure 13 - Website for wget.exe

7. Non-Lead Obser"vations:

None.
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Forensic Report for U.S. Army Computer, IP 144.107.17.139

8. Summary of Examination:

Examination of the N2DIOMTNBDE7139 U.S. Government computer (UNCLASSIFIED)
utilized by PFC Bradley MANNING (account name bradley.manning) at Forward Operating
Base (FOB) Hammer, Traq revealed the following:

A. Between 7 March and 3 May 10, the user profile bradley.manning searched on the
Internet and visited various websites dealing with the term “wget.exe”.

B. At 19:51:16, 3 May 10, the user profile bradley.manning downloaded wget.exe, which
was unauthorized software and was the exact same file identified on the classified U.S.
Army computer assigned the IP 22.225.41.22,

C. Between 25 March and 4 May 10, the user profile bradley.manning searched on the
Internet and visited various websites dealing with the term “Wikileaks”.

D. Between 7 and 12 April 10, he user profile bradley.manning searched on the Internet and
visited various websites pertaining to Mr. Julian ASSANGE.

E. Between 27 March and 4 May 10, the user profile bradley.manning visited the website
schwab.com and conducted various brokerage trading,.

9. Investigative Leads:

A) None.

10. Evidence Disposition:

All evidence was placed into the evidence room of this office.

REPORT PREPARED \ APPROVED BY:

EPEgEIgL ggggi ;! !LARGE

11. Attachment:

Attachment A, Enclosure 1 (recovered photos from unallocated clusters)
Attachment B, Enclosure 1 (internet history of the user profile bradley.manning)
Attachment C, Enclosure 1 (wget.exe and the website it was downloaded from)
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AGENT’S INVESTIGATION REPORT "™ s sozs.tocinset

ROI: 0028-10-C1D221-10117
CID Regulation 195-1 PAGE 1 OF 1 PAGES

DETAILS

Imaging:

Between 1000 and 1100, 16 Sep 10, SSA Mreated an EnCase digital forensic image of the
US Army computer assigned the Internet Protocol (IP) address of 147.198.178.143 and computer
name DRUMNB22(B50014, recorded on the Department of Army Form 4137, Evidence/Property
Custody Document (EPCD), as Document Number (DN) 132-10, item #1.

Hard Drive Make Samsung

Hard Drive Model HMI121HJ

Hard Drive Serial Number SINSJD0Q800999

Image Type EnCase

Acquisition MD5 26dd11e2758dc187a3fe9efbe3ad47795
Verification MD5 26dd11e2758dc187a3fe9efbe3ad7795
Acquisition SHA1 f59cbee2417¢4d811939bal8587¢7d7b16¢80beb
Verification SHA1 : £5%cbee2417e4d811939bal8587¢7d7b16c80beb

Examination Date and Contents

Between 16 and 17 Sep 10, SSAonducted a preliminary investigation of the computer
assigned the IP 147.198.178.143, belonging to U.S. Army, Fort Drum Department Of Information
Management (DOIM). All times shown in this preliminary report are in relation to Eastern Daylight
Time (EDT -500 UTC) unless otherwise noted.

" | A review of the Hard Drive using Anti-Virus:

The examined hard disk was scanned using Symantec Endpoint Protection, Version 11.0.4000.2295,
Definitions 25 Aug 10, r40. No malicious files were identified.

Pertinent Information:

Examination of the computer assigned the IP 147.198.178.143 disclosed it was an UNCLASSIFIED
U.S. Army computer utilized by the assigned user bradley.manning between 08:47:15, 04 Jun 09 and
14:20:00, 24 Sep 09. An exhaustive search failed to |dent|fy any pertinent mformatlon to this
investigation.

Leads/ Non-Lead Observations:
None

I HLAST ENTRY U T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
b)(6 O, NE Computer Crime Investigative Unit
( )OBN©), B NE) U.S. Army CID, Fort Belvoir, VA 22060
DATE EXHIBIT
(b) <6> (b) (7) <C> 17 September 2010 Y2

URIV] P4
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DEPARTMENT OF THE ARMY
UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND
COMPUTER CRIME INVESTIGATIVE UNIT
DIGITAL FORENSICS AND RESEARCH BRANCH
27130 TELEGRAPH ROAD
QUANTICO, VIRGINIA 22134

REPLY TO
ATTENTION OF

CISA-CCI-DF | 20 Sep 10
1. Case Number: CAF# 0028-10-CID361 / ROT# 0028-10-CID221-10117

2. Investigating Office: Washington Metro Resident Agency, Computer Crime Investigative
Unit, Quantico, VA 22134

3. Date of Report: 20 Sep 10

4, Examiner: SAC (b> (6) (b) (7> <C> > <b> (7> (E)

5. Summary of Analysis: Examination of the DRUMNB22IB50014 U.S. Army computer
assigned the IP Address 147.198.178.143 disclosed it was an unclassified computer utilized by
the bradley.manning profile between 08:47:15, 4 Jun 09 and about 14:20:00, 24 Sep 09.
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Forensic Report for the U.S. Army Computer, [P 147.198.178.143
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Forensic Report for the U.S. Army Computer, IP 147.198.178.143

1. Case Number:

CAF# 0028-10-CID361 / ROI# 0028-10-CID221-10117

2. Investigating Office:

Washington Metro Resident Agency, Computer Crime Investigative Unit, Quantico, VA 22134

3. Date of Report:

20 Sep 10

4. Exéminer:
YXe] () (6)(b)(7)(C), (b) ()(E)

5. Definitions of Technical Terms:

5.1 Host Name:

A host name identifies a workstation or server on a network and (together with a domain
name) can be used in place of an IP address. A host name is often used because it is easier
to remember than an [P address.

5.2 Index.dat File:

Index.dat files are hidden system files that act as indices for a user’s Internet and file
activities. The files are used to record websites and local files accessed by a user to help
speed up the loading of pages in Microsoft Internet Explorer and Windows Explorer. Each
index.dat file contains a list of locations for cached files, not the actual cached files
themselves. When a user clears Internet activity on a computer system (such as deleting
the Temporary Internet Files cache), the associated index.dat file is not deleted. Each user
of the computer is assigned a separate folder by the system, which contains user-specific
index.dat files.

5.3 Internet Protocol (IP) Address:

An IP address is part of the Transmission Control Protocol/Internet Protocol (TCP/IP). A
protocol is the standard language used to communicate over a network. TCP/IP is the most
common “language” that computers use to communicate over the Internet. An IP address
is the method of identifying a specific computer on a network--only one computer can be
assigned a specific IP address at one time. Internet service providers (ISP) typically keep
records showing the dates and times when an IP address was used by each customer
account.
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Forensic Report for the U.S. Army Computer, IP 147.198.178.143

. Message Digest-5 (MD5):
An MD?5 hash value (as used in digital forensics) is a 128-bit (16-byte) number that
uniquely describes the contents of a file. It is essentially the “digital fingerprint” of a file -
or an entire disk. The MD35 hash algorithm was developed by RSA Laboratories and is
publicly available. For this reason, the 128-bit MDS5 hash is a standard in digital forensics.
The algorithm used to generate an MDS5 hash is such that the odds of two different files

having the same hash value are approximately 1 in 212,

5.5 Secure Hash Algorithm-a (SHA-1):

A SHA-1 hash value is a 160-bit number that uniquely describes the contents of a data set.
It is essentially a “digital fingerprint” of a file or set of data (e.g., an entire disk). The
SHA-1 algorithm was developed by the National Security Agency (NSA), is publicly -
available, and (like the MD?3 algorithm) is commonly used in the forensic community to
calculate hash values. The algorithm used to generate a 160-bit SHA-1 hash value is such
that the odds of two different files or data sets having the same hash value are
approximately 1 in 2'.

6. Analysis:

U) About 0900, 16 Sep 10, SACchived a verbal request from S AIDICIOIGIO®)
m Washington Metro Resident Agency, Computer Crime Investigative Unit (CCIU),
Fort Belvoir, VA 22060, to search the digital media seized Item 1, Evidence/Property Custody
Document (EPCD), Document Number (DN) 132-10.

SAW‘equested this office conduct a forensic examination of items collected as
evidence pertaining to PFC Bradley E. MANNING in connection with the following offenses:

-UCMTJ Article 106a: Espionage.
-18 USC 793: Gathering, transmitting or losing defense information
-18 USC 798: Disclosure of Classified Information

6.1 Examination of the U.S. Army computer, assigned the IP 147.198.178.143:

Examination disclosed it was UNCLASSIFIED, part of the North American East (NAE)
domain and utilized the Windows Vista Operating System.

EnCase file name 147.198.178.143
Operating System 25 Nov 08 22:58:52
Installed
IP address 147.198.178.143
Operating System Windows Vista
Computer Name DRUMNB22IB50014
Time Zone (GMT -05:00) Eastern Time
Domain NAE
Date 08:47:15, 4 Jun 09
bradley.manning first
logged on
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Forensic Report for the U.S. Army Computer, [P 147.198,178,143

Date 14:20:00, 24 Sep 09

bradley.manning last

logged off

Number of times Unknown

bradley.manning

logged on
Figure 1 - System Infcrmation

6.1.1 Voucher information:
Item 1, EPCD, DN 132-10.

6.1.2 Verification of imaging:

Evidence Number 14 3

ExaminerName 8 5437, CCIU
Notes SamsungHDD, MD: HM121HJ, SN: SINSID0Q200999
Label eSATA2

Model eSATA-2 HMIZ1IHT

Sertal Numhber = SINSID0QS00989

Drive Type Fixed

File Integrity Completely Verified, O Errors

Acquisition MD5  26ddl 1e2758dc187a3 feDefbe3ad 7705
Verification MDYy 26dd1122758dc187a5 fedefbe3ad 7705
Acquisition SHAL  £359chee2417e4d311939bal8587eTd7b16c30het
Verification SHA1  £39cbea2417e4d811939ba18587e7d7b16c80bet

Figure 2 - Image verification

‘6.1.3 - Time zone information:

All times shown in this report are in relation to Eastern Daylight Time (EDT -4:00
UTC) unless otherwise noted.

6.1.4 Anti-Virus Scan Examination:

The DRUMNB22IB50014hard disk was scanned using Symantec Endpoint
Protection Version 11.0.4000.2295 with Definitions dated 25 Aug 10, r40. No
malicious files were located.

6.1.5 Event Log Examination:

Examination of computer DRUMNB22IB50014’s event log files did not identify
any pertinent information.

6.1.6 Bradley.manning profile Examination:

Examination revealed it was created at 08:47:15, 4 Jun 09 and the last activity was
on or about 14:20:00, 24 Sep 09.

File
e Created |
(£ bradley.manning + 04 Jun 05 08:47:15
Figure 3 - creation date for the bradley.manning profile

Name
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6.1.7 Bradley.manning Internet History Examination:

Examination disclosed the Internet history of the bradley.manning user
account from 4 Jun 09 to 24 Sep 09 time frame revealed the numerous websites
which were visited by this account (excerpt shown below in Figure 4). See
Appendix A, Enclosure 1 for the complete file.

| c | D
Date (<1 URL

2009/06/11 20:26:13 [GMT) | Cookle:bradley.manning@earthlink. net/ -
2009/06/11 20:26:14 (GMT) Cookie:bradley. manning@webmail.earthlink.net/wam/ i

2009/09/11 15:06:34 (GMT) |httg://www.wmdtrainingaids.com/images/daymore_ied.jpg
2009/09/14 09:20:25 (GMIT) |:2009091420090821; bradley.manning@http://wwy.facebaok.cam
2009/03/1409:20:25 (GMT) |:2009091420090921: bradley.manning@:Host: www.facebook.com B
12009/09/14 09;20:38 (GMT) |:2003091420090921: bradley.manning@http://www.facebook.com/home.php?

Figure 4 - file and internet history

7. Non-Lead Observations:

None.

8.  Summary of Examination:

Examination of the DRUMNB22IB50014 U.S. Army computer assigned the [P Address
147.198.178.143 disclosed it was an unclassified computer utilized by the bradley.manning
profile between 08:47:15, 4 Jun 09 and about 14:20:00, 24 Sep 09.

9. Investigative Leads:

None.

10. Evidence Disposition:

All evidence was placed into the evidence room of this office.

REPORT PREPARED \ APPROVED BY:

[(0)6)(B)(7)(©)

SPECIAL AGENT IN CHARGE |
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- 11, Attachment:

Attachment A, Enclosure 1 (File and Internet History for the bradley.manning profile from
the U.S. Army computer assigned the IP 147.198.178.143)
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DEPARTMENT OF THE ARMY
UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND
COMPUTER CRIME INVESTIGATION UNIT
DIGITAL FORENSICS AND RESEARCH BRANCH
27130 TELEGRAPH ROAD
QUANTICO, VIRGINIA 22134

REPLY TO
ATTENTION OF

CISA-CCI-DF 28 Sep 10
1. Case Number: CAF 0028-10-CID361/ROI 0028-10-CID221-10117

2. Investigating Office: Washington Metro Resident Agency, Computer Crime Investigative
Unit, Quantico, VA 22134

3. Date of Report: 28 Sep 10

4. Examiner: SA (b) (6) <b> (7) (C) (b) (7) (E)

5. Summary of Analysis: Examination of the U.S. Government Supply Annex NIPRNET
Computer (UNCLASSIFIED), utilized by PFC Bradley MANNING revealed the following:

A. PFC MANNING communicated with Mr.{QIOIGI@I®)] iz a PGP-encrypted

email.
B. A scanned .PDF file pertammg to the Article 15 of PFC MANNING was located
within the Recvecler folder of thg (b) (6) (b) (7) (C) ler account (primarily
used by SSG
A user of the user account bradley.manning searched for the keyword
“wikileaks™.
A user of the user accoun -(b) (6) <b> (7) (C) arched for the keywords
“wikileaks” and “Julian ASSEEBY
E. A user of the user accoun (b) (6) (b) (7) (C) logged into PFC MANNING’s
AKO account, Gmail email account and Amazon account.
F. There were text files containing extracts from a Defense Global Address List in

the Re cicler folder and the My Documents folder of the user account.

S 0
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Forensic Report for Supply Annex NIPRNET computer
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1. Case Number:

CAF 0028-10-CID361/ROI 0028-10-CID221-10117

2. Investigating Office:

Washington Metro Resident Agency, Computer Crime Investigative Unit, Quantico, VA 22134

3. Date of Report:

28 Sep 10

4. Examiner:

D) OG)()(©), B) (N(E)

5. Definitions of Technical Terms:

5.1 Cookie:

A cookie is a small text file placed on a user’s hard drive by a Web server, commonly used
to record site preferences and usage. A cookie can include usernames, session id, user
preferences and previously viewed web pages.

5.2 Host Name:

A host name identifies a workstation or server on a network and (together with a domain
name) can be used in place of an IP address. A host name is often used because it is easier to
remember than an IP address.

53 Index.dat File:

Index.dat files are hidden system files that act as indices for a user’s Internet and file
activities. The files are used to record websites and local files accessed by a user to help speed
up the loading of pages in Microsoft Internet Explorer and Windows Explorer. Each index.dat
file contains a list of locations for cached files, not the actual cached files themselves. When a
user clears Internet activity on a computer system (such as deleting the Temporary Internet Files
cache), the associated index.dat file is not deleted. Each user of the computer is assigned a
separate folder by the system, which contains user-specific index.dat files.

5.4 Internet Protocol (IP) Address:

An IP address is part of the Transmission Control Protocol/Internet Protocol (TCP/IP). A
protocol is the standard language used to communicate over a network. TCP/IP is the most
common “language” that computers use to communicate over the Internet. An IP address is the
method of identifying a specific computer on a network--only one computer can be assigned a
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Forensic Report for Supply Annex NIPRNET computer

specific IP address at one time. Internet service providers (ISP) typically keep records showing
the dates and times when an IP address was used by each customer account.

5.5 Message Digest-S (MDS):

An MD5 hash value (as used in digital forensics) is a 128-bit (16-byte) number that
uniquely describes the contents of a file. It is essentially the “digital fingerprint” of a file or an
entire disk. The MDS5 hash algorithm was developed by RSA Laboratories and is publicly
available. For this reason, the 128-bit MD3 hash is a standard in digital forensics. The algorithm
used to generate an MD35 hash is such that the odds of two different files having the same hash
value are approximately 1 in 2'%%,

5.6 Non-Classified Internet Protocol Routing Network (NIPRNET):

Information network operated by the U.S. Department of Defense based on the use of IP
addresses for non-classified communications.

5.7  Secure Hash Algorithm-1 (SHA-1):

A SHA-1 hash value is a 160-bit number that uniquely describes the contents of a data set.
It is essentially a “digital fingerprint” of a file or set of data (e.g., an entire disk). The SHA-1
algorithm was developed by the National Security Agency (NSA), is publicly available, and (like
the MDS3 algorithm) is commonly used in the forensic community to calculate hash values. The
algorithm used to generate a 160-bit SHA-1 hash value is such that the odds of two different files
or data sets having the same hash value are approximately 1 in 2'%.

5.8 Security Identifter (SID):

The SID is a number most modern Windows operating systems use to identify specific
user accounts. Information regarding the associations between a specific user and his assigned
SID are found in the SAM registry hive.

5.9 Unalloeated Clusters (UC):

Unallocated Clusters represent a data area on a disk that does not currently contain active
data. However, remnants of data previously stored in these locations can often still be found in
and recovered from Unallocated Clusters, even after the active data has been deleted from the
disk. This “left-over” data can be useful in an investigation because it may not be found
anywhere else on an examined disk; however, because of the nature of the data in unallocated
space, it can be difficult to attribute data ownership or times and dates to the information.

5.10 Windows Registry:

The Windows Registry contains data and setting/configuration information used by a
Windows operating system (OS) to operate the computer, interact with users, and provide a
cohesive computing environment. Information contained in the Registry can include user
information, program data, OS installation data, and passwords. The Windows Registry is
subdivided into smaller parts called keys (e.g., HKEY LOCAL MACHINE, or HKLM) and
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subkeys {(e.g., HKLM\SYSTEM\CurrentControlSet\Control\usbstor). By
following the paths of these keys and subkeys, users (and investigators) can find specific data
stored within the registry. '

6. Analysis:

About 1100, 11 Jun 10, SA OIOIOIWI®) received a DA Form 2922, Forensic Laboratory

Examination Request from SA Central Baghdad CID Office, USF-I, Unit
#42232, Camp Liberty, Iraq APO, AE 09342. SA requested this office conduct a

forensic examination of the digital media seized as Item 2, Evidence/Property Custody
Document (EPCD), Document Number (DN) 0585-10.

EXAMINER’S NOTE: Upon receipt by this office, DN 0585-10 was assigned the local CCIU
DN 073-10. These items were collected as evidence pertaining to PFC Bradley E. MANNING
in connection with the following offenses:

-UCMLI Article 106a: Espionage.
-18 USC 793: Gathering, transmitting or losing defense information
-18 USC 798: Disclosure of Classified Information

6.1 Examination of the hard disk drive (HDD), Serial Number
070817DPOC10DSG2J1DP:

Examination of the HDD revealed it contained the Windows XP operating system. The
HDD was identified on EPCD DN 073-10 as obtained from the U.S. Government computer
(Supply Annex NIPRNET; Computer Name N2D10MTNBDE7019; UNCLASSIFIED),
assigned Internet Protocol (IP) Address 144.107.17.19, property of the Headquarters &
Headquarters Company (HHC), 2nd Brigade Combat Team (BCT), 10™ Mountain Division (10™
Mtn Div).

6.1.1 Voucher information:
Item 1, EPCD DN 073-10

6.1.2 Verification of imaging:

Name 1140-28May10-Item?2

Actual Date 05/31/10 02:52:04PM

Target Date 05/31/10 02:52:04PM

File Path C:\Users\Administrator\Desktop\068-10\1 140-28May10-Item2.E01
Case Number 0160-10-CID899-14463

Evidence Number 1140-28May10-Item?2

ExaminerNeme  SA(DIOIOIGIONN

Notes This is the HDD serial 070817DP0C10DSG2J1DP

Maodel Disk

Drive Type Fixed

CAF#f 0028-10-CID361 / ROI# 0028-10-CID221-10117
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10-Ctb221-10117
.9“" '-J%-

File Integrity Completely Verified, 0 Errors
Acquisition MD5  b0b530ea63552253e0dc814dbdb6 1812
Verification MD5  b0b530ea63552253e0dc814db4b61812
Acquisition SHA1 309d99{068fba2e81aae03d1a93d47 1cded0bfD
Verification SHA1 309df99f068fba2e81aac03d1293d471cde90biD
GUID f5b7f4cb2a3bef408d08ed84es5fdcd23
EnCase Version  6.14
System Version Windows Vista

" Is Physical .
Raid Stripe Size 0
Error Granularity 64
Process ID 0
Index File C:\Program Files\EnCase6.16.2\Index\1140-28May10-Item2-

f5b7fdchb2a3bef408d08ed84e5f4cd23 . Index

Read Errors 0
Missing Sectors 0
CRC Errors 0
Compression None
Total Size 120,034,123,776 Bytes (111.8GB)
Total Sectors 234,441,648
Disk Signature- IDFB1DFB
Partitions Valid

Partitions

Name 1d lType Ssets;-,atl:r ' Total Sectors Size
07 |NTFS 0 234,436,545 111.8GB
Figure 1 - Imaging and verification report for the HDD extracted from the

Supply Annex NIPRNET computer

6.1.3 Time zone information.

All times shown in this preliminary report are in relation to Baghdad Time (+3:00
UTC) unless otherwise noted.

EXAMINER’S NOTE: The time format used for figures/graphic depictions is
MM/DD/YY.

6.1.4 A Review of the HDD using Anti-Virus:

The examined HDD was scanned using Symantec Endpoint Protection Version
11.0.5002.333 with Definitions dated September 19, 2010 r3. No malicious files were located.

6.1.5  Examination of the bradley.manning user account.

Examination of the bradley.manning user account revealed it was assigned
the SID S§-1-5-21-2175376772-4088186718-847205759-4641. The user account was created on
the computer on 21 May 10 and last accessed on 28 May 10.
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User name; bradley.manning
Full Name:
Type of User: Domain User

Account Description:
Primary Group Number:. 0

Security Identifier: 8-1-5-21-2175376772-4088186718-847205759-464 |
Logon Script:

Profile Path: %SystemDrive%\Documents and Settings\bradley. manning
Last Logon:

Last Password Change:

Last Incorrect Password Logon:

Figure 2 — The SID of the user account bradley.manning

B EnCase Law Enforcement

tile Edit View Tools Help

aNe.w < open Save & pring iew Add Device Q,Seard‘l E Refesh
@Casesl @ Keywords _ % l!TabIeI ) Report -Gallery D Timelne fADisk “i8 Code
) Home | Entries| k) Bookmarks : File Last Last
’ l%f-m::-' m . . Name. . Createrd Written _ Accessed
i Q, search Hits o8 Records Devites O 10 { ) admin.sharp 101/01/09 11:56:50A4 |08/11/09 05:02: 10PM 105[2?110 01:21:324M

| ?‘;PSECIJTE Storage ¥ Keywords

s0aFie Extents @ Permissions

! 1 References L4 Hash Properties

G

Adininistrator

153 ADMIN~1~POW

103/22/08 07:16:27PM
'omum 12:13: 37°M
04,(21109 10:56: DEAM

103/22/08 07: 23 zsprv:
'omum 12:13: 37PM
|0-1[21f09 10:55: 104M

}05;27110 11 :58: 3-1PM

105/24/10 09: 16: 15PM
105/27/10 01:21: 35AM

ey 103 141D Alusers 01/30/08 02:52:278M 105}2?{1_9 ) 11:13:44PM }ns;z_;ﬂo_ 1L 1344PH
T epannl— (S EC 101/18/05 03:34:200M (0143309 L5134 |05/27/10 G1:21:36AM
D del 015 01/30/08 10:58:16AM '01/30/08 10:58:20AM 1 05/27/10 01:21:39AM.
165 Documents and Setings! O | 12/11/09 02:47; 247,374 _ 12/14/09 02:47:39PM  05/27/10 11:58:34PM
3BDESGADMIN . |'3 18 |¢= bradiey.manning _{05/21/10 12:28:455M" _05/21/10 13:28:49PM ns/zsfm 12:00:00AM

0 a4 thhet hatndacl 113 :

Figure 3 - Creatlion and access dates for bradley mannlng account

6.1.6  Examination of the Supply Annex NIPRNET computer’s logon policies:

Examination of the Supply Annex NIPRNET computer’s logon policies determined
the policy was not configured for Common Access Card (CAC) login, as the scforceoption
value was not present. The
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ policies\system
subkey was set to display a Department of Defense (DoD) warning banner and DoD legal notice
upon login.
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Forensic Report for Supply Annex NIPRNET computer

D File Edit Report View Window Help

iﬁgam@@@ﬁmﬂWI

| - 1 MSSHA Name Type Data

| | -0 NetCache B2 dontdisplaylastusername  REG_DWORD  mpOGOOOOL (1) . e
g :]sﬁ L : E’ﬂl:ga[noticecaptiun REG_SZ DOD Security Banner
'p_r, p:m:;,o:,’z,';mnd,e, Sitegalnoticetent . REG “ATTENTIONI*THis is.2 DOD, computer system. Sefore p
87 poficies @shutduwr:uwithnutlogun REG_DWORD 0010000001 (1)
T TG bplorer B2 undackwithoutlogan REG_DWORD Gx00000001 (1)
e (2] NonEnum 3 [ dissbtecad REG_DWORD CX00000005 (9)
f ' -{7] Ratings
P

**ATTENTION!** This is a DOD computer system. Before processing classified
information, check the security accreditation level of this system. Do not process,
store, or transmit information classified above the accreditation level of this
system. This computer system, including all related equipment, networks and
network devices (includes Internet access) are provided only for authorized U.S.
Government use. DOD computer systems may be monitcred for all lawful
purposes, including ensuring that use authcrized, for management of the system,
to facilitate protection against unauthorized access and to verify security
procedures, survivability, and cperational security. Monitoring includes, but is not
limited to, active attacks by authorized DOD entities to test or verify the security of
this system.. During monitoring, information may be examined, recorded, copied,
and used for authorized purposes. All information, including personal information,
placed on or sent over this system may be monitored. Use of this DOD computer
system, authorized or unauthorized, constitutes consent to monitoring.
Unauthorized use of this DOD ccmputer system may subject you to criminal
prosecution. Evidence of unauthorized use collected during monitoring may he
used for administrative, criminal, or other adverse action. **Use of this system
constitutes consent to monitoring for all lawful purposes., **

Figure 4 - Logon policy in the Software registry hive and DoD warning banner

6.1.7  Examination of the Supply Annex NIPRNET computer’s policies for
removable media:

Examination of the Supply Annex NIPRNET computer’s policies for removable
media determined the policy was set to disallow the use of USB external media. The
HKLM\SYSTEM\CurrentControlSet\Services\USBSTOR\Start subkey was set to
prohibit the installation of USB drives on the system.

Ay AccessDath Registry Viewer-[system)
. File Edit Repot View Window Help N L . !

IQ@M%BEEW@WF :

-4 USBSTOR Name Type Data
{3 usbuhei B Type REG_DWORD  0x00000001 (1)

@-[] VgaSave

REG_DWORD

g ?:Ilsd:a ¥ ErrorControl ~ REG_DWORD 0x0000001 (1)
S vss P . [abllmagePath  REG_EXPAND_.. system32\DRIVERS\USBSTOR.SYS
5 (] Wa2Time DisplayName REG_SZ USB Mass Storage Driver

-

Figure 5 - Registry key preventing USB device access
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6.1.8  Examination of the Microsoft Outlook Nickname file:

‘ Examination of the file C: \Documents and Settings
\bradley mannlng\Appl:Lcat:Lon Data\Microsoft\Outlook \Outlook.NK2 revealed

o email addresses | both associated with Mr. RERARES
(b)(())(b)( )(®) LIOICINI®

EXAMINER’S NOTE: Microsoft Outlook maintains a nickname list that is used

by both the automatic name checking and automatic completion features, The nickname list
(.NK2 file) is automatically generated when a user sends email with Qutlook.

6.1.9  Examination of the folder C:\Documents and Settings:
\bradley. manning\Recent
The file C: \Documents and Settings\bradley.manning
\Recent\Second Attempt.lnk was created on the computer at 12:45:24, 21 May 10.
This file was a link to the file C: \Documents and Settings

\bradley.manning\My Documents\Second Attempt.txt (detailed in paragraph
6.1.10 below).

———

File I Symbolic
Name | Created Link
[ Desktop.ini .05/21{10 12:29:02PM

29 Second Attemptk 1 05/21/10 12:45:29PM [C:\Documents and Settings \bradley.manning\My Documents\Second Atiempt.txt

Figure 7 - File attributes cof Second Attempt.lnk

6.1.10  Examination of the bradley.manning Recycle Bin:

Examination of the folder C: \RECYCLER\S-1-5-21-2175376772-
4088186718-847205759-4641 revealed the text file C: \RECYCLER\S-1-5-21-
2175376772-4088186718-847205759-4641\Second Attempt. txt. The text file
held the contents of a PGP-encrypted email communication from PFC MANNING to Mr.

ee Attachment A on Enclosure 1 to this report for the complete file.
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Forensic Report for Supply Annex NIPRNET computer

- ~ - 7 -
fome rE.- Entriesl . Name Fila | Flle \

] Created i Deleted
{orne| C1imro2 |05/21/10 07:15:02PM o
=00 %) RECYCLER i mpt,txt  D5/21f10 12:45:21PM  05/21/10 07:15:03PM

-0 62 5-1-5-21-1123561945-1757981266-725345543-500 (][ 3 [ desktop.ini
D 8 5-1-5-21-2175376772-4088 1867 18-847205755-1148
—o0 i 5-1-5-21-2175376772-4088185718-847205758-1161
-] 19 5-1-5-21-2175376772-4083 185718-847205753-2765
D] §2 5-1-5-21-2175376772-4033186715-847205759-4255 |
00 §7) 5-1-5-21-2175376772-4088186718-847205759-4624 | |
D0 §'5-1-5-21-2175376772-4088 185 718847205759 4641, |
Figure 8 - File attributes for the deleted file Second Attempt.txt

'D5/21/10 07: 15:Q2FM |

From: Manning, Bradley SPC 2BCT 10MTN S2

Sent: _Fri 010 12:33 BM
To:
Subject: econ tempt

FCC:
imap://bradley.e.nanning%40gmail .com@imap.googlemail.com/ [Gmail] /Sent Mail
X-Identity-Key: idl
Message-ID: <4BF64BF8.8030901fgmail.com>
Date: Fri, 21 May 2010 12:02:50 +0300
From: Bradley Manning <bradley.e.manningf@gmail.com>
Reply-To: bradley.e.manning@gmail.com
X-Mozilla-Draft-Info: internal/draft; vcard=0; receipt=0; DSN=0; uuencocde=0
User-Agent: Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.6; en-US;
rv:1.8.1.9) Gecko/20100317 Thunderbird/3.0.4
MIME=- i H
To: . Crg>
Subject: Second Attempt
¥-Enigmail-version: 1.0.1
Content-Type: multipart/encrypted;
protocol="application/pgp-encrypted";
boundary="--—--——--—-———- enigBD91D3513DB65SFDSD2053069"

This is an OpenPGP/MIME encrypted message (RFC 2440 and 3156)
—————————————— enigBD91D3513DB65FD5D2053069
Content-Type: applicaticon/pgp-encrypted
Content-Description: PGP/MIME version identification
U) Figure 9 - Excerpt of the PGP encrypted email content in Second

Attempt.txt

6.1.11  Examination of files containing Global Address List (GAL) information:
Previous forensic examination of PFC MANNING’s personal computer by Mr.
OIOIOIGONN-vealed a text fragment detailing the acquisition and exfiltration of a GAL
from the United States Forces — Iraq SharePoint Exchange server. Further examination by Mr.

QIOIOIOIO revealed what appeared to be an extract of an Exchange GAL. (See the forensic
examination report for PFC MANNING’s personal computer for details.)

ipation of the file C: \Documents and Settings
'y Documents\blah. txt onthe Supply Annex NIPRNET computer
revealed a large text file that appeared to be an extract of an Exchange GAL, located in the

peter.bigelow user account (excerpt shown in Figure 10 below). See Attachment B on
Enclosure 1 to this report for the complete file.
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Forensic Report for Supply Annex NIPRNET computer

/0=2BCTLOMTN/ou=First Administrative Group/cn=Recipients/cn—IOIOIOI®) irag.centcom.mil
/0=2BCT10MTN/ou=First Administrative
Group/cn=Recipients/cn=raymond.t.odierno.hood.iraq.centcom.mil
/0=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cniG) ( iraqg.centcom.mil
/0=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn={DIOIOIION irzg.centcom.mil
/0=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn=[QIOIOIGI®] irag.centcom.mil

/0=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn{GIOIONON irzg.centcom.mil
/0=2BCT10MTN/cu=First Administrative Group/cn=Recipients/cnd(YIOIOIGIOM iraq.centcom.mil

Figure 10 - GAL extract contained in blah.txt

_ EXAMINER’S NOTE: Previous forensic examinations of PFC MANNING’s personal
computer and primary SIPRNET computer revealed that “Blah” appeared to be a naming
convention for files commonly used by PFC MANNING.

FullPath -  C:)\Documents and SeniWMy Documents\blah.txt
File Created 05/22/10 07:31:38PM

Logical Size 6,903,830
Hash Value a8e97b3e99d5f0e0618f1 1c0d04fd3a

Permissions
e " [Property [Permissions __
Peter.Bigelow S-1-5-21-2175376772-4088186718-847205755- | Allow [FC] [M] [R&X] [R] [W]
4624 [Sync]
System 8-1-5-18 Allow [FC] [M] [R&X] [R] [W]
: : [Sync]
Administrators | S-1-5-32-544 Allow [FC] [M] [R&X] [R] {W]
[Sync]
Peter.Bigelow S-1-5-21-2175376772-4088186718-847205759- | Owner
4624
Domain Users 5-1-5-21-2175376772-40881867 18-847205759- | Group
513

Figure 11 - File attributes for klah.txt

EXAMINER'’S NOTE: As noted previously, the Supply s PR By gy computer
was not configured to require CAC logon. As such, it is unknown if SSG RIOIOIOI®) as the
actual creator of the files related to the GAL or if PFC MANNING used SSG{®IOI®IVI®)
account,

User name: (b)(6)(b)(1(©)

Full Name:

Type of User: Domain User
Account Description:

Primary Group Number: 0

Security Identifier: 5-1-5-21-2175376772-4088186718-847205759-4624

Logon Script:

Profile Path: $SystemDrive%\Documents and Settings\peter.bigelow

Last Logon: -
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Forensic Report for Supply Annex NIPRNET computer

Last Password Change:
Last Incorrxect Password Logon:

Figure 12 - The SID of the user [(QIOIDIGI®)

Examination of the Recycle Bin for the{SIOIDIW®; user account
(C: \RECYCLER\S-1-5-21-2175376772-4088186718-847205759-4624) revealed

five (5) files related to the GAL, including two (2) text files named blah. txt, two (2) .ZIP
archives named blah. zip, and a text file named tmp. txt. The .ZIP archives each
contained a text file named blah. txt. Examination of the text files revealed what appeared to
be extracts of an Exchange GAL similar to the extracts located in the file C: \Documents

and Settings(QIOIOIGK® My Documents\blah. txt and on PFC

MANNING?’s personal computer. Although the extracts contained in the text files were similar,
all the files were of different sizes and MD5 hash values, indicating that they were not identical.

oNeme | et | oeerd RS
[ blah.txt !05/13/10 08:21:58PM 05/13/10 08:26:09PM "'2_313 1f4abbfcc02ca656a1625804bd7 | 3,051,535
Q) blah.ixt | | 2dd51043dcd1200a289b95c78a43ffB6 | 3,051,520
D) blah.bxt | ngishb_dé?g 12PM ,05/13/10 08: 15:02PM , 316cd22b36ca20d4ae898f65260b082a | 6,906,165
[ blah.txt ;05/22/10 07:31: SBPMu - T ;a8e97b3§§éd_5menfn1s%11codand3a | 6,903,830,
11 blah.txt | B - _ |ob738fefB0fe67e0f4a265037d967 | 6, 905, 855’
| O tmp.txt |05/13/10 07:08:54PM | 05/13/10 08:18: 19PM | bf60b84d3be180d16a059cFIbcad5esc 5,998

Figure 13 - File attributes for the six (6) files related to the GAL on the
Supply Annex SIPRNET computer

Full Path CARECYCLER\S-1-5-21-2175376772-4088186718-847205759-4624\blah.txt
Description File, Recycled, Archive

File Created 05/13/10 08:21:58PM

Logical Size 3,051,535

Hash Value 223 1alf4abbfcc02ca656a1625804bd7

Permissions
Name Id Property. |Permissions
Peter.Bigelow S-1-5-21-2175376772-4088186718-847205759- | Allow [FC] [M] [R&X] [R] [W]
4624 [Sync]
System S-1-5-18 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Administrators | S$-1-3-32-544 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Peter.Bigelow S-1-5-21-2175376772-4088186718-847205759- | Owner
4624
Domain Users S-1-5-21-2175376772-4088186718-847205759- | Group
513
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Forensic Report for Supply Annex NIPRNET computer

Figure 14 - File attributes for blah.txt (MD5:
2231alfdabbfcecl2ca656al625804bd7)

EXAMINER’S NOTE: Figure 15 below shows only an excerpt from the file
C:\RECYCLER\S-1-5-21-2175376772-4088186718-847205759-4624\blah. txt
(MD5: 2231alfd4abbfccl2cab56al625804kd7). See Attachment C on Enclosure 1 to this
report for the complete file.

(
§:0%e1s3) (1) (6) (b) (7)(C) LTG MNC-1 CMD GRP Commanding General
***Delete Duplicate account**{IOIGIGI®)] 585G 128 CSSB SPQ Plans

1 AD STB S3 MAC

10 SBTEB S-1 Customer Service
10 SBTB $3 TOC

100B5B BTL CPT

100BSB Helpdesk

101 ENG BN 86 .
101st FMD Travel Processing
10lst HR CO,

1034 CSSE Battle Captain

Figure 15 - Excerpt of blah.txt (MD5: 223lalfdabbfcc02ca656al625804bd7)

Full Path CARECYCLER\S-1-5-21-2175376772-4088186718-847205759-4624\blah.txt
Description File, Recycled, Archive

File Created 05/13/10 08:06:12PM

Logical Size 6,906,165

Hash Value 316cd22b56ca20d4ae898165280b0e2a

Permissions
Name d . |Property |Permissions
Peter.Bigelow S-1-5-21-2175376772-4088186718-847205759- | Allow [FC] [M] [R&X] [R] [W]
4624 [Sync]
System S-1-5-18 - Allow [FC] [M] [R&X] [R] [W]
[Sync]
Administrators 5-1-5-32-544 : ‘ Allow [FC] [M] [R&X] [R] [W]
[Sync]
Peter.Bigelow 8-1-5-21-2175376772-4088186718-847205759- | Owner
: 4624 _
Domain Users 5-1-5-21-2175376772-4088186718-847205759- | Group
513

Figure 16 — File attributes for blah.txt (MD5:
316cd22b96ca20d4ae898£65280b0e2a)

EXAMINER’S NOTE: Figure 17 below shows only an excerpt from the file
C:\RECYCLER\S-1-5-21-2175376772-4088186718-847205759-4624\blah, txt
(MD35: 316cd22b%96ca20d4ae898f65280b0e2a). See Attachment D on Enclosure 1 to this report for
the complete file.

/0=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn Gﬁ(é)dﬁ(7)“:) .irag.centcom.mil

/0=2BCT10MIN/ou=First Administrative
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Forensic Report for Supply Annex NIPRNET computer

Group/cn=Recipients/cn{BICIOIQI®) ood.irag.centcom.mil
/0=2BCT10MTN/cu=¥First Administrative Group/cn=Recipients/cn=[BIO
/0=2BCT10MTN/cu=First Administrative Group/cn=Recipients/cn={QIOK
/0=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn{CIOIC)
/0=2BCT10MIN/ou=First Administrative Group/cn=Recipients/cn=[{9IOIE
/0=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn= /
/0=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn={{SIOI) (")(C)
/0o=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn{EIOIBIGI®)]
/o=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn= travel processing. 1bct31d army.mil
/0=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn=[Ql Jirag.centcom.mil
/0=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn={{§) 7)(C) iraq.centcom,mil

Figure 17 - Excerpt of blah.txt (MDS: 316cdZ2b96caZ0d4aeB98f6528000e2a)

Full Path CARECYCLER\S-1-5-21-2175376772-4088186718-847205759-4624\blah. zip
Description Folder, Recycled, Archive

File Created 05/13/10 08:14:31PM

Logical Size 485,038

Hash Value f47456b90f199b0eeef59d4ebd 1 a76fe

Permissions
Name  |id " .. L Property - |Permissions L
Peter.Bigelow 8-1-5-21-2175376772-4088186718-847205759- | Allow [FC] [M] [R&X] [R] [W]
4624 [Sync]
System S-1-5-18 Allow [FC] [M] [R&X] [R] [W]
' [Sync]
Administrators | S-1-5-32-544 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Peter.Bigelow S-1-5-21-2175376772-4088186718-847205759- | Owner
4624
Domain Users S-1-5-21-2175376772-4088186718-847205759- | Group
513

Figure 18 — File attributes for blah.zip (MD5:
£47456b30f199h0eeef59ddehdla7éfe)

Full Path CARECYCLER\S-1-5-21-2175376772-4088186718-847205759-4624\blah.zip\ blah.txt
Description File
Logical Size 6,905,856
Hash Value ab738fef80f667e0i4a265a37dfbi967
Figure 19 - File attributes for blah.txt contained in blah.zip (MD5:
£47456b90f199%b0eecf’9d4iehdlacfie)

EXAMINER’S NOTE: Figure 20 below shows only an excerpt from the file
C:\RECYCLER\S-1-5-21-2175376772-4088186718-847205759-
4624\blah.zip\blah. txt (MDS5: ab738fef80f667e0f4a265a37dfbf967). See Attachment E on
Enclosure 1 to this report for the complete file.

/0=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn—[IOIOIGION iraq.centoom, mil
/0=2BCT10MTN/ou=First Administrative

Group/cn=Recipients/cn{QIOIO0IE) hood.irag.centcom.mil

/0=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn=[QIQIOIU ((4) iraq.centcom.mil
/o=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn-{RIOIOIOK iraq.centcom.mil
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Forensic Report for Supply Annex NIPRNET computer

/o=2BCT10MIN/cu=First Administrative Group/cn=Recipients/cn=10sbtbslcustomerserv.iraq.centcom.mil
/0=2BCT10MIN/ou=First Administrative Group/cn=Recipients/cn=10sbtbs3toc.iraqg.centcom.mil
/0=2BCT10MIN/cu=First Administrative Group/cn=Recipients/cn=100bsktbtlcpt.iraq.centcom.mil
/o=ZBCT1OMTIN/cu=First Administrative Group/cn=Recipients/cn=100bsbhelpdesk.iraq.centcom.mil
/0=2BCT10MTN/ou=First Administrative Group/¢n=Recipients/cn=10lengbnsé.mnd-b.army.mil
/0=2BCT10MTN/ou=First Administrative Group/cn=Recipients/cn=travel.processing.lbct3id.army.mil
/o=2BCT10MIN/ou=First Administrative Group/cn=Recipients/cn=10lhrco.irag.centcom.mil
/o=2BCT10MIN/ou=First Administrative Group/cn=Recipients/cn=1034ltfbattlecpt.iraq.centcom.mil

Figure 20 — Excerpt of blah.txt (MD5: ab738fef80f667e0f4a26%a37dfbf967)

Full Path CARECYCLER\S-1-5-21-2175376772-4088186718-847205759-4624\blah.zip
Description Folder, Recycled, Archive

File Created 05/13/10 08:14:31PM

Logical Size 1,114,687

Hash Value 30f1b75288516fd1ab988a203fc2dc75

Permissions ]
Neme . .. |- = L _|Property |Permisgions . |
Peter.Bigelow S-1-5-21-2175376772-4088186718-847205759- | Allow [FC] [M] [R&X] [R] [W]

4624 [Sync]
System 8-1-5-18 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Administrators | 8-1-5-32-544 Allow [FC] [M] [R&X] [R] [W]
[Syncj
Peter.Bigelow S-1-5-21-2175376772-4088186718-847205759- | Owner '
4624
Domain Users 5-1-5-21-2175376772-4088186718-847205759- | Group
513

Figure 21 - File attributes for blah.zip (MD5:
30f1b75288516fd1ab988a203£fc2dc75)

Full Path CARECYCLER\S-1-5-21-2175376772-4088186718-847205759-4624\blah.zip\blah. txt
File Category = Document
Description File

Logical Size 3,051,520
Hash Value 2dd61d43dcd1200a289b95¢78a43ff86
Figure 22 - File attributes for blah.txt contained in blah.zip (MD5:
30f1b75288516fd1ab%88a203fc2de75)

EXAMINER’S NOTE: Figure 21 below shows only an excerpt from the file
C:\RECYCLER\S-1-5-21-2175376772~4088186718-847205759-

4624\blah. zip\blah. txt (MD5: 2dd61d43dcd1200a289b95¢78a43ff86). See Attachment F
on Enclosure 1 to this report for the complete file.

®)6)(B)(7)(C) MSG 330th Trans BN Sr Movements NCO

®)(6)bL)(7)(C) Military Assistance Support Team (MAST} MITT 0800
(b)(6)(b)(7)(C) 55G 2-25 1-14 IN BN HHC THT

(b)(6)(b)(7)(C) SSCHHB 3-133 FA Battle NCO

(b)(©)(b)(7)(C) PT 3-4 HHT XO
I(5)(6)(b)(7)(C) EGT MNC-I 749 ECD
(b)(6)(b)(7)(C) jSG MNSTC~I Force Protection
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Forensic Report for Supply Annex NIPRNET computer

FSG 2-25 1-27 BN PSG

PT MNC-I 54th EN BN 535th ESC

PT USA TF449 HHC PAO OIC

CIV ITT TAC-SWACAA RNOSC Theater VQIP
ﬂv“)bﬂﬁﬂ() CPT 1-27 Redeployment Officer

Figure 23 - Excerpt of blah.txt (MD5: 2ddé61d43dcdl2(00a289b95¢78a43£f86)

Full Path CARECYCLER\S-1-5-21-2175376772-4088186718-847205759-4624\tmp. txt
Description File, Recycled, Archive
File Created 05/13/10 07:08:54PM
Logical Size 5,998
Hash Value bf60b84d3be180d16a059cf1bc395e5¢
Permissions
iName R  C: S S Property |Permissions =~ =~
S-1-5-21-2175376772-4088186718-847205759- | Allow [FC) [M] [R&X] [R] [W]
4624 [Sync]
System 8-1-5-18 Allow [FC] [M] [R&X] [R] [W]
- {[Sync]
Administrators | 5-1-5-32-544 Allow {FC] [M] [R&X] [R] [W]
{Sync]
b b 5-1-5-21-2175376772-4088186718-847205759~ | Owner
4624
Domain Users S-1-5-21-2175376772-4088186718-847205759- | Group
513

Figure 24 - File attributes for tmp.txt

EXAMINER’S NOTE: Figure 25 below shows only an excerpt from the file
C:\RECYCLER\S5-1-5-21-2175376772-4088186718-847205759-4624\tmp. txt.
| See Attachment G on Enclosure 1 to this report for the complete file.

/0=2BCT10MTK/ou=First Administrative
/o=2BCT10MTK/cu=First Administrative
/0=2BCT10MTN/ou=First Administrative
/0=2BCTI0MTN/ou=First Administrative

bucca.irag.army.mil
( irag.centcom.mil
Group/cn=Recipients/cn=[Q ( iraq.centcom.mil
Group/cn=Recipients/cn=[¢ b)(7)(C) iraq.centcom.mil

Group/cn=Recipients/cn{®

/o=2BCT10MTIN/ou=First Administrative Group/cn—Rec1plents/cn(bXG)Gﬂ(D(C) iraq.centcom.mil
/0=2BCT10MTN/ou=First Administratiwve lbct3id.army.mil
/0=2BCT10MTN/ou=First Administrative = ipi (b)(6)(b irag.centcom.mil

/0o=2BCT10MTN/ou=First Administrative = ipi =[OIC ) . irag.centccom.mil

/0=2BCT10MTN/ou=First Administrative @O irag.centcom.mil
/0=2BCT10MTN/ou=First Administrative )(7)(C) .iraqg.centccm.mil
/0=2BCT10MTN/ou=First Administrative Group/cn—Rec1p1ents/cn d)&(bx )(©) mnd-b.army.mil

Figure 25 - Excerpt of tmp,txt

6.1.12 Examination of the file C:\RECYCLER\S-1-5-21-2175376772-
4088186718-847205759-4624\tmp.pdf:
Examination of the Recycle Bin for the user account [QIOIGIGIE)
the file C: \RECYCLER\S-1-5-21-2175376772-4088186718-847205759~-
4624\ tmp. pdf, which contained military documents related to PFC MANNING. The file

revealed
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Forensic Report for Supply Annex NIPRNET computer

contained 18 pages of ents, including the following: DA 2627 (record of UCMJ
action for striking SPC Article 15 Rights; Maximum Punishments and Filing form;
DA 4856 (counseling for assault of SPC five (5) DA 2823 forms (Sworn Statements
in reference to the SP(QIQICIOKS) ssault); DA 3881 (Rights Warning/Waiver Certificate for
PFC MANNING); DA 5248_R (Report of Unfavorable Information for Security Determination
documenting the SPC )OO assault); and PFC MANNING’s Enlisted Record Brief.

EXAMINER’S NOTE: As noted previously, the Supply Annex SIPRNET computer

was not configured to require CAC logon. As such, it is unknown if SSG as the
actual creator of the tmp . pdf file or if PFC MANNING used SS account.
Full Path CARECYCLER\S-1-5-21-2175376772-4088186718-847205759-4624\tmp.pdf

Description File, Recycled, Archive

File Created 05/21/10 10:17:08AM

Logical Size 1,148,809

Hash Value 63e6a3463bb3a%ccel 7ib3fea7b258f

Permissions
Name' -1 Fd e - ' : Property | Permissions :
Peter.Bigelow 8-1-5-21-2175376772-4088186718-847205759- | Allow [FCT [M] [R&X] [R] [W]
4624 [Sync]
System S-1-5-18 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Administrators [ 5-1-5-32-544 Allow [FC] [M] [R&X] [R] [W]
iSync]

Figure 26 - File attributes for tmp.pdf

EXAMINER’S NOTE: Figure 27 below shows only an excerpt from the file

C:\RECYCLER\S-1-5-21-2175376772-4088186718-847205759-4624\tmp . pdf.
See Attachment H on Enclosure 1 to this report for the complete file.

DEVELOFASENTAL COUNSELIMNG FORM
Fer s af s fapm oo FA22: 000, e poopensnt aganoy 1s TRAGOS

DATA REQUIRED BY THE PRIVACY AGT QF 1974

AYTHIRITY: 5 USC 311 NDepartmonial Regulatans: 10 UEC 3013, Secratany af the Army and B0 8367 (35K)
PRINCIPAL PURPOSE: Taasssl legoers ir purdusting and fesandag cosnseling &t perlaining K dubordinala s
Hquz[‘pqg USES: P g3 Eans encor cove apmend By FIA 22100 [AAgars shousd Lan tis (om 24 nesudnary.
DIZCLDSURE! Urzclozurs i woiuniary.

PART | - ADIIGISTRATIVE DATA

Naws [Last Fresd &1 LankiGrale Sacial Becurity Ha. Date of Counsalmg
g e e | e 7MY 10

Organizaton Nama and Tulky of Counselst

HAC 2BCT. J0th MTN DIV (LI 561 [DICIOIQIONE <=

PART Il - BACKGRQUND ENFORMATION

Purpone of Goenseding: (Londar stiles the reesan fiv (g Cownaehon, @ 5, porfonmaneefrof $30nal groin of ewantonionren caunxeiing
e ICIAIGS Tha FRanec's Mo arg ohaenalicts 9nge ' Ihe Counsaneg )

Loveut-Finesbed o saalt ol Hatgen
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10 CID221-1011?

Figure 27 - Excerpt of tmp.pdf displaying PFC MANNING’s DA Form 4856

6.1.13  Examination of the Internet History files for the user account

bradley.manning:

Examination of the file C: \Documents and Settings

\bradley.manning\Local Settings\History\History.IE5\index. dat
(numerous excerpts shown in the figures below) revealed it was a list of local files viewed and
web pages visited by a user of the user account bradley.manning. This file would have
only captured activity if either Microsoft Internet Explorer or Windows Explorer were used for
viewing the file or URL, See Attachment I on Enclosure 1 to this report for the complete file.

Further analysis of the C: \Documents and Settings

\bradley.manning\Local Settings\History\History.IE5\index.dat file

revealed the following:

A user of the user account bradley.manning viewed Second
Attempt. txt while it was located in the account’s My Documents folder.

_ url
Neme ! [Name

Y

md&x dat lﬁle J{Ci Documents and Settings/bradley. manning/My Documents/Second Attempt, txt

105/21/10 07:14:38PM

Last
Accessed

Figure 28 - Index.dat entry for Second Attempt.txt

A user of the user account bradley.manning visited the website

http://news.google. comand searched for “wikileaks”.

url

| Nam.e Mame

|_

Last
Accessed i

|
l 0O iz_'lffex.dat http:ffnews. google comfnewsisearchhq:f&pz 1&:f—a|]&ned~us&hl-en&q—wdq]eaks

index.dat httq;f{news.gongle.a_Jm[news?pz=1&:f=aﬂsned=us&fﬂ=en&q=wildleaks&cf=a!l;&gu§put=rss

) index.dat http l[news google. cum[news{seardu?pznl&cf aﬂ&nedws&H—en&qamhleaks&cF—aﬂ&as qdr=d&as _drtb=g
[N ndex.dat http: ![_news google. cgmlnews?gz _1&:_:f—a1l&ned~£:st?;hl-en&q wlh}eaks&as_qdr“d&as drrb=q&cf4|]&nufput=rss 05/21/10 02:23:25PM
05/21/10 02:23: 16PM

05/21/10 02:23: 17PM
0S/21/10 02:23:48PM

Figure 22 - Index.dat entries for http://news.google.com reiated to

“wikileaks”

A user of the user account bradley.manning visited the website
http://usmilitary.about. com for information regarding Non-Judicial Punishment

(Article 15).

Url
Neme

Mame l

Last
Accessed

A |ndex dat |htm {fusmahtary about mmfod,’jushcglawleglslahun;’a{ar'ade152 htm

mdex dat Ehttp Jusmilitzry, about comfodfjusticelawlegislation fafarticde 152_2. htm

05!21{ 1001 OD 43PM

05/21/10 01.02.57PM

Figure 30 - Index.dat entries for http://usmilitary.about.com related to

Article 15
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A user of the user account bradley.manning visited the website
http://www.google. com using the search terms “closed open article 15 hearing”,

Url Last .
Name l Mame l Accessed |

[ index.dat s htip: [faww .google. com/search?hi=endsource=hp&n =dosed +open +artide +15+hearingdaq=o8aci=... 05/21/10 01:00:35PM
Figure 31 - Gocgle search for “closed open article 15 hearing”

A user of the user account bradley.manning visited the websites
http://www.google. com, https://www.google. com, and
https://mail.google. com for Gmail email account access.

ur . Last
Name I Name ‘ Accessed

mdex dat ‘Lhttps ;’fmaﬂ google comfmaﬂﬁ'ur 2&1k—eccd5dd524i&nd-mnul dad le 2 0&v1ew tl&start |05!21f10 12:50:45PM

mdex dat https Ifma[[ google. com[mallj'-‘m-2&1k-eccd5dd524&nd-maxl fe 1e,3, 0&wew —’d&start—... fOSfZl!lU 12:51: 03PM

DI lndex dat https Ifmaﬂ google comfmallﬁ’m—2&1k—-e0cd5dc[524&nd-mall lc. le 4 G&Vlew—ﬁ&siart— 05[21!10 12:55:58PM

O mdex dat https /fmall gtmgle com!mad!?ul 2&1k—eccd5dd52-‘}&nd—mall Ic 22,1,0&view= tl&c.tart—-... 05/21}10 02:09:29PM

lndex dat ihttps ﬂ'mall google cnmfmallf?ui—Z&Jk—eccdsdd524&nd—mall Ic 23 1 0&wew—t|&start—... '05!2{!}9 02:42:30PM

D Jndex dat Ihttps !,"mall google comfmallPun—2&1I'-ea:d5dd524&nd—mall le.23. 2 U&wew ﬂ&start- |05f21!10 02:46:06PM

D index.dat "http: {fmail.google, com[manl}'?hl—en&tab—wm 05/2é,{10 06:33:53PM
D index. dat—-r;ttps ffaww.aoogle, cnmfacmumsfSerwceLog|n7sennce —mnnl&passwe—true&rm—ﬁlse&. U§f22!10 06:33:59PM
i mdex &at hitps: ﬁu'..w;';r_g-c;c;éle comfaccnuntsfSerwceLoglnAuth?serwce—mall :05}22,{11_3 66:34:02PM
D mdex dat lh’m:ls. tffmail, google. mm{mallffeedjamm B T '05/22,(16 d6:34:09PM
D mdex dat https ﬂmall goog!e mm[mallffeedlatnm o o o IOSIZZIiD 0;5'34- ISF;M
) index.dat_ https:/fmail.google. comfmailfthi=endsafe=ongshva=1  105/22/1006:34:15PM

[N mdex.dat https Hmall google cum,.'maanun~2&1k-eccd5dd524&nd-mall ex_ 29 2, l&wew—cv&th 1. |05j22f10 06:34:28PM
O mdex dat https !fmall goagle comfmaﬂﬁ'm—z&k eccdedSZ*-‘r&nd~maﬂ ex.29.3, 0&vrew—cv&ﬁ’1 =1, ,05/22]10 06:34:36PM

O [ndex dat hrtps ﬁmaﬂ google comfma&l[?m—2&1k-eccd5dd524&nd—mall ex.29.3, 0&v1ew—cv&ﬁ1 1.. ’05/22]10 06:3%:37PM

Figure 32 - Index.dat entries for Gmail account access

6.1.14  Examination of the Internet History files for the user account
(b)(6)(b)(7)(C)

Examination of the file C: \Documents and Settings

(b)(6)(b)(7)(C) Local Settings\History\History.IE5\ index.dat
(numerous excerpts shown in the figures below) revealed it was a list of local files viewed and
web pages visited by the user accounml‘his file would have only captured
activity if either Microsoft Internet Explorer or Windows Explorer were used for viewing the file
or URL. See Attachment J on Enclosure 1 to this report for the complete file.
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Further analysis of the C: \Documents and Settings

(b)(6)(b)(7)(C) [ocal Settings\History\History.IE5\index.dat file

revealed the following:

A user of the user account{DIGIOIGKS) viewed the files
blah.txt and tmp.pdf while they were located in the account’s My Documents folder.

Name | Ng:.rlxe - t] Acgaa:;ed ]
index.dat | file:/f{C:/Documents and Setiings/peter.bigelowMy Documents/blah, tet 0542210 07:32:00PM
index.dat |file:/f/C:/Documents and Settings/peter.bigelow/My Documentsfmp.pdf ~ |05/21/10 10:41:18AM
Figure 33 - Excerpt of the index.dat file for user peter.bigelow
EXAMINER’S NOTE: Examination of the Internet History for the user
GO ocstcd that PFEC MANNING had access to memmer

account. The Internet History contained web pages displaying the logged-in user as PFC
MANNING. The file index. dat contained logins to PFC MANNING’s Army Knowledge
Online (AKO) and Gmail accounts, as well as visits to the Google Search page using search
terms such as “wikileaks™ and “julian assange”. See Attachment K on Enclosure 1 to this report for
examples.

Examination of the file C: \Documents and Settings
PO oc2! Settings\Temporary Internet Files
\Content.IE5\R1S3NL33\ref=ox signinddec9057[1].htmrevealed an
Amazon.com checkout page. The page displayed “Bradley Manning, 1492 Selworthy Road,
Potomac, Maryland 20854” in the “Shipping to” section. The second half of the page showed
the same information in the “Billing” section.
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our Order - Amazon.com Chec...j - 11 !

E Place Your Order - Amazan.com Checkout

Please review and submit your order
By placing your arder, you agree to Amazon.com’s privacy notice and conditions of use.

Shipping Options: [Learn more)

FREE Two-Day Shipping on this Order: Bradley Manning, you can save $
with a free trial of Amazon Prime" below.

» Sign up for free trial

|

i

1

| Choose a shipping speed:

f EFREE Supaer Saver Shipping (5-9 business days)

! EFREE Two-Day Shipping with 3 free trial of [ 1 —get it Tuesday, May 18! (Le;
[r]standard Shipping (3-5 business days)

} IBTW'D"DEV Shipping —get it Tuesday, May 18!

i [rlona-Day Shipping —get it Monday, May 171

|

Need to [ Phanon sunntitine 2

Estimated delivery date for this fterm: May 20, 2018

Fadial Feminization Surgery: A Guide for the Transgendered Woman - Douglas K. Ouste:
| 54995 - Quantity: I - In Stock - Eligible for Amazon Prime shipping rates: join now
| Condition: New
|  Sold byt Amazon.cem, LLC
L
1

Edit Gift Info Gift options Mone [y =1
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hJR(acelycurlordery
. B |- h Order Summz;rv E
—— — R -
! ttems: $49.95 i
| Shipping & Handling: $3.39
|
Estimated Tax: £0.00

Order Total: 553.54

Save on shipping! Select FREE Super Saver
Shipping as your shipping speed, and we'll
irenove the shipping fees on the eligible
'items in your order.

R

3 (Learn more]) Have any gift cards, gift tﬁ
certificates or promotional claim

Icodp_-;? {Leam mare) il
L ! Enter them here {(one at a time)! i
! 1 |
| -y i

,‘ Payment Method:

s mm_J

Justerhout MD CfiWisa 1 TEE-7216
. =4 Expt D5/2013

. i Biling Address:
‘ Bradley Mannin

we $3.99 on this order by selecting "FREE Two-Day Shipping

|
1
|
[
!
)
I
Total Before Tax: 4£53.94 i
i
1
|

Iji

= e piac afyouord o .
Figure 34 - Excerpt of the file ref=ox signinddec8057[1].htm {(Amazon order
page)
Full Path C:\Documents and SeﬂingWocal Settings\Temporary Internet
Files\Content JES\R183NL93\ref=0x_signinddec9057[1].htm

File Created 05/15/10 01:52:08PM
Last Accessed  05/15/10 01:52:12PM
Hash Value c0752751fce3b4cbbedf4e79b4b008dbf

Permissions
Name Id Property Permissions
Peter.Bigelow S-1-5-21-2175376772-4088186718-847205759- | Allow [FC] [M] [R&X] [R] [W]
4624 : [Sync]
System 8-1-5-18 Allow [FC] IM] [R&X] [R] [W]
[Sync]
Administrators | 8-1-5-32-544 Allow [FC] [M] [R&X] [R] [W]
[Sync]
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Peter.Bigelow S-1-5-21-2175376772-4088186718-847205759- |Owner
4624

Domain Users 5-1-5-21-2175376772-4088186718-847205759- | Group
513

Figure 35 - File attributes for ref=ox_signinddec:9057[1]'.htm

EXAMINER’S NOTE: Figure 34 above and Figures 36, 38, 45, 47, 49, 51 and 53
below show only excerpts of each file. See Attachment L on Enclosure 1 to this report for the
complete. files.

amination of the file C: \Documents and Settings

Ex
(b)(6)(b)<7)((:) focal Settings\'Temporary Internet

Files\Content.IE5\A7GI1ULY9\ref=kinww ddp{1].htmrevealed an Amazon.com
web page displaying a logged-in user of “Bradley Manning”.

;ncﬁznn:am: Kindle DX Wirel23s Rea ing Dewice (9,7 Display, Global Wirsless, Latest Generatron): Kindle Store - Mozilla Firefox

IR—

« G ) £y ([ filesr/CyProgram Files/EnCaze6.16.2/ Temp/ref=kinww_ddp{1].htm

Aost Visited |;] Getting Started % Latest Headlineg
Amazoncom: Kindle DX Wireless Rea' " N )

Hella, Bradley Manning, (We have recommendations for you. (Mot Bradlay?)
Bradlev's
Erparon.com

Fdh View History Bookmarks Tools Help - 1

L}
Today's

Deals |
Gifts & Wish
Lists | Gift
rzon.comCards,
p.alt : -
e mantsTearch Kindle & Accessories  ~!

ndle Storg Buy A Kindle Kindle Books MNevwspapers Blogs Magazines Accessories Discussions Manage Your Kindle Kindla Support

FREE Two-Day Shipping on Kindle DX
Select Two-Day Shipping at checkout. See details

Kindle DX Wireless Reading Device (9.7" Display,
Wireless, Latest Generation)

Other products by Amazon
3.9 out of 5 stars See all reviews {1,562 customar raviews)
Pricer $489.00 FREE Two-Day Shipping from Amazon Details

Wirelocs Labe*E Spnerdr ¢m In Stock,
Ships from and sold by Amazon Digital Services. Gift-vwap available.

ale DX Wiktlesr RExding Basfe 3 7' Qaglyy Cahal

‘Want it delivered Friday, May 217 Order it in the next 5 hours and 40 minutas, and choose One-Dar
checkout. Details
£2 used from $445.00

FREE Two-Day Shipping on Kindle DX
Kindle DX ships for free with Temn-Day Shipping. Select Two-Day Shipping at checkout, See details.

Figure 36 - Excerpt of the file ref=kinww ddp[l].htm

Full Path C:\Documents and Settings\peter.bigelow\Local Settings\Temporary Internet
Files\Content. IES\A7TG1ULY9\ref=kinww_ddp[1].htm
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File Created 05/20/10 08:49:54PM
Last Accessed  05/20/10 08:57:27PM
Hash Value 70941022a81b424 1ebdf4a7b59557743

Permissions
Name Id Property Permissions
Peter.Bigelow 5-1-5-21-2175376772-4088186718-84720575%- | Allow [FC] [M] [R&X] [R] [W]
4624 [Sync]
System 8-1-5-18 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Administrators | S-1-5-32-544 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Peter.Bigelow §-1-5-21-2175376772-4088186718-847205759- | Owner
4624
Domain Users S-1-5-21-2175376772-4088186718-847205759- | Group
513

Figure 37 - File attributes for ref=kinww ddp[1l].htm

Examination of the file C: \Documents and Settings
D)O)B)(NC) pAYeEm Settings\Temporary Internet Files
\Content.IE5\RJJUEUUU\search[3].htmrevealed a Google search web page where
the logged-in user was displayed as “bradley.e.manning@gmail.com”.

[ [ PAC-MAN 20th Anniversary - Google ... = e L —
Web |mages Videos Maps Mews Shopping Gmail more v ‘ bradley.e.manning@gmail.com |
i .
PAC-MAN 30th Anniversary ? Search l SafeSesrch stict v
About 43,100 reauls (0,12 secends) Advanced scarch
1 Everything News for PAC-MAN 30th Anniversary
News ] Pac-Man 38th anniversary marked by Google Doodls - 30 minutes aga
. By Claudine Beaumant, Techrology Editer Google has unveiled a Pac-Man doodla ta
Shopping celebrate the game’s 30th anniversary. You can play the game on the Coogle ...
M \ Telegrapl:.co.uk - 53 related articles »
ore What Pac-Man means at 30 - CHET - 40 related aficles »
- Swinden to celebrate 30th Pac-Man anniversary with ‘human Pac-Man' -
| Apy time Matrg - 3 refated anticles »
't Lates! )
i Past 2 days Google ce!ebrateTq Pac_Man's 30th anniversary with playable logo ...
21 May 2010 ... Thatl's exactly what web giant Google has teday, in cefsbration of the 30th
[l Al results anniversary of Pac-lan’s Japanese releass. ...
|| _Fewar shapping sites v joystig.coml.. fgoogls-celebrates-pac-mans-3hth-with-playabledogof - 27 minutes ago
Figure 38 - Excerpt of the file search[3].htm
Full Path C:\Documents and Semocal Settings\Temporary Internet

Files\Content.IES\RJJUEUUU\search[3].htm
File Created 05/21/10 07:04:31PM
Last Accessed 05/21/10 07:04:31PM
Hash Value 769d1a985b9f26ced0492d51 1accadba

Permissions
| ‘Name | ‘ ‘ CId | Property | Permissions |
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Peter.Bigelow 5-1-3-21-2175376772-4088186718-847205759- | Allow [FC] [M] [R&X] [R] [W]

4624 [Sync] .
System S-1-5-18 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Administrators | S-1-5-32-544 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Peter.Bigelow 8-1-5-21-2175376772-4088186718-847205759- | Owner
4624
Domain Users | 8-1-5-21-2175376772-4088186718-847205759- | Group
513

Figure 39 - File attributes for search[3].htm

Examination of the file C: \Documents and Settings

BIOICIGIOBN: 2! Settings\History\History.IE5 \index.dat
revealed a user of thdGIOIOIGI®) user profile visited the AKO website

https://www.us.army.mil logged-in as “Bradley.Manning”.

Date
Uniform Resource Locator (URL) Visited

OIOIOIGI®)7 https://www.us.army.mil/suite/portal/index.jsp;jsessionid=28703 12C297E74A5575518 | 05/19/10
DFOCA030BD.appd06 1-b----crcaveeeeene 8- --https://www.us.army.mil/suite/login/favicon.ico--------- 16:38:58
------- X-Krmy Knowlédge ‘Online -« bradley . manning

Figure 40 - Excerpt of the index.dat file for user profile peter.bigelow

Examination of the file C: \Documents and Settings

IOILIVI®) Local Settings\History\History.IE5 \index.dat
revealed a user of thdQIOIOIGK®) user profile visited the Gmail website
https://mail.google.com logged-in as “bradley.e.manning(@gmail.com”,

Date
Uniform Resource Locator (URL) Visited
(NOIOIBIO: :1p5://mail. google.com/mail/ 2shva=1-- -+ oeeeereee. §-https:// 05/21/10
mail.google.com/mail/images/favicon.icg:------------- - h--G'm-ail - Inbox -(-3) - 10:44:45
- bradley.e. manning@sgmail.com

Figure 41 - Excerpt c¢f the index.dat file for user precfile (b)(6>(b)(7)(c>

Examination of the Unallocated Clusters revealed a remnant of an index.dat

Internet History file where a user of the [BIGIOIGIO) ser profile visited the Gmail
website https://mail.google. com logged-in as “bradley.e.manning@gmail.com”.

11 Path \Unall d Cli Date
Full Pa C:\Unallocated Clusters fel
1
File Offset 25131711345 Visited
Whnps://mail.google.com/mail/?shva=1 ----------------- 8---https:// 05/13/10
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mail.google.com/mail/images/favicon.ico-:- =2 heGrmeasiclioe- -In-brosxy (-2 - 20:17:24
- bradley e manning@gmail. com
Figure 42 - Excerpt of the index.dat file remnant for user profile

(b)(6)(b)(N(C)

Examination of the file C: \Documents and Settings

(b)(6)(b)(7)(C) Cookies \(QIOIOIVK® fmail.google[2].txt revealeda

cookie for Gmail listing the email account as “bradley.e.manning@gmail.com”.

gmailchat bradley.e.manning@gmail.com/493521 mail.google.com/mail

Figure 43 - Excerpt of the (b)(G)(b)(7)(C) mail.gocogle[2].txt

Full Path C:\Documents and Settings\peter.bigelow\Cookies\peter.bigelow@mail.google[2].txt
Description File, Deleted, Archive, Not Indexed

File Created 05721710 07:01:47PM

Logical Size 112

Hash Value 0c937a620aed442252a7cacla97ccfdl3

Permissions
Name Id Property | Permissions
Peter Bigelow 8-1-5-21-2175376772-4088186718-847205759- | Allow [FC] [M] [R&X] [R] [W]
4624 : [Sync]
System S-1-5-18 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Administrators | 8-1-5-32-544 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Peter,Bigelow S-1-5-21-2175376772-4088186718-847205759- |Owner
4624
Domain Users 5-1-5-21-2175376772-4088186718-847205759- | Group
513

Figure 44 - File attributes for the file [HICIOIGI®) imail.google[2].txt

jpation of the file C: \Documents and Settings
Local Settings\Temporary Internet Files
\Content.IE5\NGI46Z208\search{11].htmrevealed a Google News search page with
results for searching “wikileaks”.
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Maps Hews Shopping Gmail more v

X Advsnoed news search
wikileaks ) .| Search Proferences

| WikiLeaks works lo expose government secrets, but Web site's sources are a mystery
Washington Post - Joby Wanmick - 10 heurs ago

BERLIN - For an osganization dedicated to exposing sacrets, WikiLeaks keeps a close hald on its own affairs.
lts Web site doesnt list a ...

Wikileaks Founder Thinks Everyone's Qut to Get Him: Don't Buy it
Gawker - 9 hours ago

Wikileaks founder Julian Assange claims that Australian officials canfiscated his passport. He added,
omingusly, that Australian police questioned him about ...

5 pioneering Web sites that could totally change the news
Mew York Daily News - Paulina Reso - 3 hours ago

WikiLeaks accepts submissions of confidential pofitical docu'menls. reviews them to determine accuracy and
relevance, then publishes them for mass ...

WikiLeaks founder has his passpott confiscated
Szlon - Glenn Greenwald - May 19, 2010

» The Australian founder of the whistleblawer website Wikileaks had his passport confiscated by palice when he
amrived in Melbourne last ...

Figure 45 - Excerpt of the file search[1ll}.htm

Full Path C:\Documents and SeﬂWocal Settings\Temporary Internet
Files\Content.IES\NGI46Z08\search[11].htm

File Created 05/20/10 02:36:23PM

Last Accessed  05/20/10 02:36:28PM

Hash Value b1056fb1af8c0f00b48acd27aled29df

Permissions
Name 1d Property | Permissions ‘
Peter Bigelow §-1-5-21-2175376772-4088186718-847205759- | Allow [FC] [M] [R&X] [R] [W]
4624 [Sync])
System S5-1-5-18 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Administrators | S-1-5-32-544 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Peter.Bigelow S-1-5-21-2175376772-4088186718-847205759- | Owner
4624 .
Domain Users . |8-1-5-21-2175376772-4088186718-847205759- | Group
513

Figure 46 - File attributes for search([ll].htm

Examination of the file C: \Documents and Settings

BICIOIVI®) Local Settings\Temporary Internet Files
\Content.IE5\EN6P6BCB\search[3].htmrevealed a Google search page with results
for searching “julian assange™.
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[:f} ulian essange - Gaogle Search {__'_i__ . L . 3 B ]
Web !mages Videos Maps Mews Shopoing Gmail more v

Gﬂﬂgl& T T/ s = =" - - - = -

{ julian assange Search
Arout 637,008 resuls (0,34 setonos) Agvancrd search
Everything Julian Assange - Wikipedia, the free encyclopedia
News Julian Assange (English pronunciation: /o'sa.n3/; bom in the 1970s) is an Austialian

joumalisl, programmer and Intemet aclivist, best known for his ...
More en.wikipedia. orghrikifJulian_Assange - 13 hours age - Cached - Similar

oo = e Wikileaks - Wikipedia, the free encyclopedia
Any time Wikdleaks editor Julian Assange said thal some details in the Ammy report ..... Presentation
Past month by Wikileaks representatives Jutian Assange and Daniel Schmitt ...
More search losle on wikipedia org/wiki"W.ideaks - Cachad - Similar
. Profile: Julian Assange, the man behind Wikifeaks - Times Onling
. 11 Apr 2010 ... Julian Assange dreamt tha! one day the internet would streamline the leaking
of state secrels.
technotogy.timesonline co ukitolnews/ech_and . fanicleT094231 ece

Julian Assange | April 12, 2010 - Julian Assange | ColberNation.com

. 12 Ape 2016 ... ColbertNation.com video - Jullan Assange entitled the Apache helicopter
vidao '‘Calateral Mutder in order to get maximum palitical impact.
www colbennation.comthe-colber-repedt . Japril.. Jjulian-assange - Cached

Exclusives - Julian Assange Unedited Interview | April 12, 2010 .

12 Apr 2010 ... Colbertilation.cam video - In this complete, unedited inteniew, Julian
Assange defends the decision to expose the Apache helicopter attack ...

wew colbertnation.com/  fexclusies—ijulian-assange-unadited-4interiew - Cached

Julian Aesange - New Media Days
JULIAN ASSANGE is a journalist, programmer and activist. He sits on the Advisory Board of
WikiLeaks and acts as their spokesperson, ,..

. newmediadays dkfjulian-assange - Cached - Similar

Figure 47 - Excerpt of the file search[3].htm

Full Path C:\Documents and Setting{CIOIOIGI®) ocal Settings\Temporary Internet
Files\Content. [IES\EN6P6BCB\search[3].htm

File Created 05/14/10 01:06:39PM

Last Accessed  05/14/10 01:06:40PM

Hash Value 8ba2c875381a2db64e27351e2815ed21

Permlssmns _

CoeriName' L S e d s T Property” | T Permissions i 6
Peter.Blgelow 8-1-5-21-2175376772-4088186718-847205759- | Allow [FC] [M] [R&X] [R] [W]
4624 [Sync]

System 5-1-5-18 , Allow [FC] [M] [R&X] [R] [W]
[Sync]
Administrators | 8-1-5-32-544 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Peter.Bigelow S-1-5-21-2175376772-4088186718-847205759- | Owner
4624
Domain Users 8-1-3-21-2175376772-4088186718-847205759- | Group
513

Figure 48 - File attributes for search[3].htm

Examination of the file C: \Documents and Settings

(b)(6)(b)(7)(C) Local Settings\Temporary Internet Files
\Content.IE5\EN6P6BCB\search[1].htmrevealed a Google search page with results
for searching “global address list microsoft excel macro”.
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EXAMINER’S NOTE: As noted previously, files were contained on the Supply
Annex NIPRNET computer that appeared to contain extracts of a GAL from the United States
Forces — Iraq SharePoint Exchange e-mail system. The search phrase results (shown in Figure 49
below) appeared to lead to instructions for exporting a GAL to a searchable format.

:;; global address Est microsoft excel m‘ <

Weh Im as Vidaps Ma Nows Shc Gmail moew

GDDg|ﬁ i - ToTSTTTTE o oS mme— e T T e s f rch .
! | global address list microsoR excel macro Searr.hJ SafeSearEh sl
About 153,000 regus (023 seconda) Advanced search :
Everything i Looking Up Names In A Global Address Book - Excel Help & Exce! ...
M © 14 May 2008 ... GIVE YOURSELF OR YOUR COMPANY FREE 24/7 MICROSOFT EXCEL
are SUPPORT & QUESTIONS FOR LIFE ... AddressLists("Glebat Address List") Set M = olApp.

Show search oels i ;:\‘M.ozgnd.com ) ... s HELP FORUMS ; Exce! and'cr Email Help - Cached

Glghal Address List Lookup From Within Workbook - Migrosoft Excel .., - 8 Sep 2007
J tobal address list in Tisthox - Exeal Help & Excel Macro Help - 20 Apr 2006

Opep Outlook & Glohal Address Book - Microsofi Excel® Training .., - 1 Sep 2005

Address Book in a List/Cambebox - Microsoft Excel® Training. Excel ., - 3 Aug 2004

Mare results from ozgnd.com »

. \/BA Expiress : Excel - Extract Email Data From Qutlock Global ...

| Dumping the GAL ta Excel provides an fist in a form that can be sasily searched or ... While

1 in the VBE, choose Taols - References and put a check in MicroSoft CDO ... Rua the macro
by going to Tools-Macto-Macses and double-click GetGAL ...

" www vbaexpress comfkbigetaiticle. php?kb_id=222 - Cached - Similar

Free excel macro pull giobal address hook Download - excel macro ...
Related searches: dawnioad global atdress bock excel macro ping ip address ....
ExcelReport is a report generator for Microsoft excel that uses Microsoft ...

software nformes. comdgetfree-excel-macro-puli-global-address-bosk! - Cached

In Blacro Name list, click the name of Lthe macro that you recorded, ... For more information
abat recording macros, click Microsoft Excel Help an the Help ...

| How to record a macro using relative cell references in Exce!
1
il support microsoft.com&b/213740 - Cached - Similar

Converfing Addresses
cc:PAafl distribution Ests, Micresoft Exchange Server GAL, Excel Nacro for Migration of
chazr Distribution Lists. ee:Mai! directory and address Jists ..

Mogo elinztiet paenfenpfint Adchica Carhad . Similag

Figure 49 - Excerpt of the file search{l].htm

Full Path C:\Documents and SettirWocal Settings\Temporary Internet
Files\Content.IES\EN6P6BCB\search[ 1].htm

File Created 05/11/10 03:28:35PM
Last Accessed  05/11/10 03:28:36PM
Hash Value 5988cfY2bf5120b4caasSc839bceasla

Permlssmns
ame GO0 [ e Td 7 | Property [ Permiissions”
S-1-5-21-2175376772-4088186718-847205759- | Allow [FC] [M] [R&X] [R] [W]
4624 [Sync]
System S-1-5-18 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Administrators | §-1-5-32-544 Allow [FC] [M] [R&X] [R] [W]
[Sync]
BIOIPIGI®; 8-1-5-21-2175376772-4088186718-847205759- | Owner
4624
Domain Users S-1-5-21-2175376772-4088186718-847205759- | Group
513
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Figure 50 - File attributes for search[l].htm

tion of the file C: \Documents and Settings

Local Settings\Temporary Internet Files
\Content.IE5\A7G1ULY9\search{Z2] .htmrevealed a Google search page with results
for searching “global address list macro outlook™.

a global address list macro outlook - G... | - |
Web |mages Videos Maps MNews Shopping Gmail more v

Goegle | - o -
; global address list macro outlook Search
About 174,000 resutts 10.32 seconds) Advanced seaich
Everything VBA Express : Excel - Extract Email Data From Qutiook Global ...
Hore ! Extract Email Data From Outlook Global Address List - GAL Extracts the detailed ... Run

| the macra by going to Tools-Kacro-Iacros and double-click GetGAL ...
- o weew vbaexpress. conmvib/gelarticle. php?kb_id=222 - Cached - Similar

Show search tools
ISOLVEDI Read details from Global Address Book in Outlook into ...
B posis - 2 authors
AddressList Set sutApp = CreateObject("Outlook Application™) Set outNS = cutApp.
GetNamespace{MAPT") Set myAddressList = cutNS.Session.AddressLists{"Global ...
t woorw excelforum.com/. /715857-read-details-from-global-address-buok-in-cutiook-
inte-excel html - Cached

Outlook Macro to get Exchange Info from Mail,_help, FAQ, forums ...
13 Apr 2010 ... Hi, I'ra wodking on a macro in Gutlook 2003 SP3 that, when stasted, ... You
can get the Exchanpge Glohal Address List as a member of the _..

! us_generation-nl.com/outiook-macro-get-exchange-info-mail-help- 197240591 html

Outlook - New Message with Completed From Field | Amset.info

Creating Macros in Outlook is very easy. Choose Tools, Macro, Macres, ... is visible in the
Global Address List OR is in the users personal contacts. ...

waw. amset. infafounlook/imewme ssagemacro.asp - Similar

oullook global address list in listbox - Excel Help & Excel Macro Help

v 20 Apr 2006 ... Im looking to import rames from my outlock globatl address list, into a list or
o ALWAYS nm an up-to-date virus scan and disable macros. ...

www ozgiid.coms  » Excel end/er Email Help - Cached - Similar

oukmg UE Namgs In A Global dufdress Book - 14 May 2008
| - 16 Aug 2006
i §2pgg Oullook & Glnbal Address Book - Microsoft Excel® Tralnnug - T Sep 2006
impert outlook contact objects from gloabal address listte ... - 16 May 2005

Mare results trom ozgrid com »

Figure 51 - Excerpt of the file search{2].htm

Full Path C:\Documents and Seﬂmgsmmcal Settings\Temporary Internet
c

Files\Content.JES\A7G1UL .htm
File Created 05/11/10 03:33:19PM
Last Accessed  05/11/10 03:33:46PM
Hash Value cb6c9250e419851873a3585b1aa5b92b

Perm:ssmns
Name O o 1@ T 'P'rjople_lfy" . e —
Peter.Blgelow S-1-5-21-2175376772-4088186718-847205759- | Allow [FC] [M] [R&X] [R] [W]
4624 [Sync]
System 8-1-5-18 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Administrators S-1-5-32-544 Allow [FC] [M] [R&X] [R] [W]
[Sync]
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Peter.Bigelow 5-1-5-21-2175376772-4088186718-847205759- | Owner
4624

Domain Users S-1-5-21-2175376772-4088186718-847205759- | Group
513

Figure 52 - File attributes fcor search{2].htm

Examination of the file C: \Documents and Settings
Local Settings\Temporary Internet
1les\content. lES\A7GIULYS\search({1].htm revealed a Google search page with
results for searching “vba outlook write text file”.

ifite - Google ... { T{ e ) 1
faps News Shopping Gmail more v
{ vba outlook write text file Search
About 231,000 resutts (028 seconds) Advanced seqrc

VBA create .txt file and field lengths - Excel Help & Excel Macro Help

26 Apr 2006 ... Count " Write current celf's text 1o file with quotation marks. ... Quilook RSS
Feed Discussions, Optimizing VBA Code, PowerPoint RSS Feed ..,

v ozgrd.com» .. » HELP FORUMS » EXCER HELP - Cached - Similar

Write Array To Text File On Single Line - 14 Apr 2008
Manipulate text file using YBA - 15 Jul 2006

[Soived] VBA: write a Yine fom Excel 1o a text file - 6 Oc1 2003
VBA: Writing to disk - 3 Aug 2003

Mare results from czgrid.com »

. Writing email messages (o flat files in Outlook with VBA - Siack ...

+ OpenTextFile{"C:\Outputfile.tat”, ForAppending. True) ts Write{obiMail. ... Browse cther
fuestions tagged outlook vba flat-file email or ask your ovm ...

stackoveflow cory.. Avriting-email-messages-to-flat-filessn-outlook-with-vba -

Cached - Simitar

Writing VBA code for Microsoft Outiook

Among the usefi] procedures that you ean write with Outlook YDA are; ..., for text file
manipulation; How to Send a Range of Cells Using VBA -- using the ...
wivw.outlookcede.comfarticle.aspx7D=40 - Cached

Code Samples

£9, V8S, VBA, Importing Contacts from a Text File into Outlook. Updated ... The TypeText
method is used to write data to the letters. ...

wwny helenfeddema. com/CedeSamples htm - Cached - Similar

QCutlook Tips: Using VBA to Manage Your Outlook Email Attachments

Outtook VBA code ¢an be distributed using COM Add-ins but this is beyond the ..... You can-
dowmload & text file that can be imported into your kost progeam .,

www fontstuff. comfouticokfoltut01.htm - Cached - Stmilar

Outlook VBA brings up addin error, help, FAQ, forums_question..,

7 May 2010 ... Outlook VBA brings up addin error : | know that it is bad form to post a
question ... TXT file an the desktop. It runs OK on my Outtock 2003, but when run on my ...
‘write Lhe unsubs to text file ObjFile.WriteLine ob}. ...

us.generation-m.com/outtook-vba biings-up-addin-error-help-51868212.htm!

All projects - outlook vba mailitern text file body - Freelancer,com

See more: outlook vba extract text, vba mesge text file, read email body outlook vba, ...
Winor change to write text file {asp or other), 2, $39 , ...

wevvy freelancer cory. Joutlook-vba-mailtem-text-file-body htmi - Cached

Saving Outlook Email As Text Fite Extract in Programming-VBA
3 pasts - 2 suthors - Last post: 6 May

Figure 53 - Excerpt of the file search([1l].htm
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Full Path C:\Documents and Setting ocal Settings\Temporary Internet
Files\Content IES\A7TG1U earch|I].

File Created 05/13/10 07:05:38PM
Last Accessed  05/13/10 07:09:46PM
Hash Value e9beed2fd3552448c07e19701610ef49

Permissions ‘
~ Name d " Property Permissions
Peter.Bigelow S-1-5-21-2175376772-4088186718-847205759- [ Allow [FC] [M] [R&X] [R] [W]
4624 [Sync]
System $-1-5-18 Allow [FC] [M] [R&X] [R] [W]
[Sync]
Administrators | S-1-5-32-544 | Allow [FC] [M] [R&X] [R] [W]
: [Sync]
Peter.Bigelow 8-1-5-21-2175376772-4088186718-847205759- | Owner
4624
Domain Users S-1-5-21-2175376772-4088186718-847205759- | Group
513

Figure 54 - File attributes for search[l].htm

7.  Summary of Examination:

Examination of the U.S. Government Supply Annex NIPRNET Computer (UNCLASSIFIED),
utilized by PFC Bradley MANNING revealed the following:

A. PFC MANNING communicated with Mr. (SIOICNIE®I(®)} ia 2 PGP-encrypted email.

B. A scanned .PDF file pertaining to the Article 15 of PFC MANNING was located
within of thel(IOGIGIGI(®) user account (primarily used
M) 0)) C) |

C. A user of the user account bradley.manning searched for the keyword
“wikileaks”.

D. A user of the user accoun{()[(NSIEHI(O)IE 2rched for the keywords “wikileaks”

and “Julian Assange”.

E. A user of the user account[QIOIOIWIO) ogged into PFC MANNING’s AKO
account, Gmail email account and Amazon account.

F. There were text files containing extracts from a Defense Global Address List in the

RECECl er folder and the My Documents folder of the user account
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8. Investigative Leads:

A) Contact Mr obtain any private keys from his PGP key ring to attempt to
decrypt the PGP en ail.

} B) Interview SSG OIOIOIGIOM o determine if he created the files tmp. pdf,
tmp.txt,blah.txt and blah.zip. Determine if llowed PFC

| MANNING access to his user account and if SS access to PFC MANNING’s

AKO, Gmail and Amazon accounts.

9. Evidence Disposition:

All evidence was placed into the evidence room of this office.

Report Prepared By: Report Approved By:

(b)(6)(b)(M)(C) (5)(6)(b)(7)(C)

Forensic Examiner

CAF# 0028-10-CID361 / ROI# 0028-10-CID221-10117 Page 34 of 35
For Official Use Only
Law Enforcement Sensitive

Exhibit 4285
002749




o vbecos T10+-CiD221-10117

Forensic Report for Supply Annex NIPRNET computer

10. Attachments:

Attachment A, Enclosure 1 (PGP encrypted email - Second Attempt. txt)
Attachment B, Enclosure 1 (blah. txt - GAL extract fron{(SIOIOIGI(ONN -
Documents folder) .

Attachment C, Enclosure 1 (blah. txt - GAL extract, MD5-
2231alfdabbfcc02ca656a1625804bd7)

Attachment D, Enclosure 1 (blah. txt - GAL extract, MD5-
316¢d22b96ca20d4ae898f65280b0e2a)

Attachment E, Enclosure 1 (blah. txt - GAL extract, MD5-
ab738fef801667e0f4a265a37dfbf967 and blah. zip, MDS5-
{47456b90f199b0eeecf59d4ebd 1 a76fe)

Attachment F, Enclosure 1 (blah. txt - GAL extract, MD5-
2dd61d43dcd1200a289b95¢78a43{f86 and blah. zip, MDS5-
30f1b75288516fd1ab988a203fc2dc75)

Attachment G, Enclosure 1 (tmp. txt - GAL Extract)

Attachment H, Enclosure 1 (tmp.pdf — Scanned documents related to PFC MANNING’s
Article 15) :

Attachment I, Enclosure 1 (Internet history for the bradley.manning user account)

Attachment J, Enclosure 1 (Internet history for the[(S)I(QIG)ESI(®MMse account)

Attachment K, Enclosure 1 (Web pages from the bradley.manning user account)

Attachment L, Enclosure 1 (Web pages from thd(SIOIGIGI®] ser account)
Attachment M, Enclosure 1 (Timeline of events for the Supply Annex Computer,

MM/DD/YYYY format)
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AGENT’S INVESTIGAT'ON REPORT ROl I\HJIIVIIBERCA'\F: 0028-10-CID361

ROI. 0028-10-CID221-10117
CID Regulation 195-1 PAGE 1 OF 2 PAGES

DETAILS

maging:

etween 1000 and 1100, 4 Oct 10, SAC RIQIQIGI®:1atcd an EnCase digital forensic image of the US Army
computer assigned the Internet Protocol (IP) address of 148.17.172.115 and computer name
S2D10MTNBDES133, recorded on Item #3, Evidence/Property Custody Document (EPCD), Document
Number (DN) 147-10.

Hard Drive Make Hitachi

Hard Drive Model HTS721010G9SA00

Hard Drive Serial Number MPC2N7Y0J9JMRL

Image Type EnCase

Acquisition MD5 ctb89bafd9ca87c0cc6254ab30efV1£2
Verification MD5 cfb89bafd9ca87c¢0cc6254ab30ef9112
Acquisition SHAI f1fefe31c34c30edb60879891982db422fea808a
Verification SHA1 flfefe31c34¢30edb60879891982db422fca808a

Between 1100 and 1200, 4 Oct 10, SAC RIORIOIS) - ated an EnCase digital forensic image of the US Army
computer assigned the Internet Protocol (IP) address of 22.225.28.54 and computer name CPOFBDE66DC,
recorded on the Item #2, EPCD, DN 147-10.

Hard Drive Make Hitachi

Hard Drive Model Unknown

Hard Drive Serial Number 070714DP1D00ODGGO8K6G

Image Type EnCase

Acquisition MDS5 3f0b0535507dfd2d539800118934b9al
Verification MD5 3f0b0535507dfd2d539800118934b9al
Acquisition SHA1 881270a483{96396c0537e34f2aaab281e66240¢
Verification SHA1 881270a483196396c0537e34f2aaab281e66240¢

| Between 1200 and 1230, 4 Oct 10, SACthempted to created an EnCase digital forensic image of the
| hard drive, recorded on the Item #1, EPCD, DN 147-10. However due to a hardware failure on the hard drive,
mo image was taken.

Hard Drive Make Hitachi
| Hard Drive Model Unknown
: Hard Drive Serial Number K3HBYIJDH
| Image Type EnCase
Acquisition MD5 N/A
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Digital Forensics and Research Branch
Computer Crime Investigative Unit
;T (b) (6) () (7)), (b) (T)(E) U.S. Army CID, Fort Belvoir, VA 22060

b)) B)(N)(C) 4 Cct 10 T 2o

CID FORM 94 FOR OFFICIAL USE ONLY m—
1 FEB 77 Law Enforcement Sensitive Approve
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AGENT'S INVESTIGATI

CID Regulafion 195-1

ON REPORT

ROI NUMBER
CAF: 0028-10-CID361
ROI: 0028-10-ClD221-10117

PAGE 2 OF 2 PAGES

DETAILS
Hard Drive Make Hitachi
Verification MD35 N/A
Acquisition SHA1 N/A
Verification SHA1 N/A

T T T L AST ENTRY T T T T T

| TYPED AGENT'S NAME AND SEQUENCE NUMBER

38 (0) (6) (b)(7)(C), (b) (7)(E)

ORGANIZATION

Digital Forensics and Research Branch
Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

BYO) BT

DATE
4 Oct 10

EXHIBIT

Y30

CID FORM 94 FOR OFFICIAL USE ONLY m
Approve;
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AGENT’S INVESTIGATION REPORT [ "o . sozn.10cioe

. ‘ROI: 0028-10-CID221-10117
CID Regulation 195-1 PAGE 1 OF 1 PAGES

DETAILS

Imaging:

Between 0822 and 0824, 27 Oct 10, SAC A reated an EnCase digital forensic image of the

Compact Disc (CD), recorded on Item #1, Evidence/Property Custody Document (EPCD), Document
Number (DN) 153-10. .

Item Description CD

Image Type EnCase

Acquisition MD5 31132753dd762dca2a8dd186243a398d
Verification MD5 31132753dd762dca2a8dd186243a398d

Between 0825 and 0830, 27 Oct 10, SAC QIOJOIOKS) reated an EnCase digital forensic image of the
-Digital Video Disc (DVD), recorded on item #1, Evidence/Property Custody Document (EPCD),
Document Number (DN) 154-10.

Item Description DVD
Image Type - EnCase

'| Acquisition MD5 bee4b292a10ed4572121611a2¢74ccal
Verification MD35 bee4b292a10ed457212f611a2¢74ccal

L T N W SN S i

TYPED AGENT’S NAME AND SEQUENCE NUMBER ORGANIZATION Digital Forensics and Research Branch

C ter Cri )i tigative Unit
B O BL)ND©), b) (N (E) U.S. Army CID. Fort Beaeoty. VA 22060

0) O B)(7)(C) om0 L

CID FORM 94 FOR OFFICIAL USE ONLY
- Ao OS]
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DEPARTMENT OF THE ARMY
UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND
COMPUTER CRIME INVESTIGATION UNIT
DIGITAL FORENSICS AND RESEARCH BRANCH
9805 LOWEN RD
FORT BELVOIR, VA 22060-5536

ATTENTION OF

CISA-CCI-DF 30 Oct 2010
1. Case Number: CAF # 0028-10-CID361 / ROI # 0028-10-CID221-10117

2. Imvestigating Office: Washington Metro Resident Agency, Computer Crime Investigative
Unit, Fort Belvoir, VA

3. Date of Report: 30 Oct 2010

4. Examiner: Mr.[QIOIGIGI®);

5. Summary of Analysis: The three NetApp arrays and domain controllers were reassembled
into a working network by members of the 10™ Mountain Division (10™ Mtn Div) S-6 staff
and inspected by the examiner for the presence of shadow copies or any other pertinent
information. The items examined provided no evidentiary value.
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I v.v.s5ic Report DNs 131-10 Item 1, 133-10 Item 17@nd 145-10 Item 1

1. Case Number

CAF # 0028-10-CID361 / ROI # 0028-10-CID221-10117

2. Investigating Office

Washington Metro Resident Agency, Computer Crime Investigative Unit, Fort Belvoir, VA

3. Date of Report

30 Oct 2010

4, Examiner

Mr. [(OIOIOIGI®)

5. Analysis

5.1 Examination of the NetApp drive arrays and Domain Controllers

5.1.1 Voucher information
NetApp Disk Chassis:

Item 1, Evidence/Property Custody Document (EPCD), Document Numbers (DN)
131-10

Item 1, EPCD DN 133-10

Item 1, EPCD DN 145-10

Two Sun and one Dell servers hard drives:
Items 2 — 4, EPCD DN 145-10

5.1.2 Pertinent Information

The three NetApp arrays were reassembled by members of the 10" Mt Div S-6
staff and inspected by the examiner for the presence of shadow copies which were
not found. The items in examined provided no evidentiary value.
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Forensit neport DNs 131-10 Item 1, 133-10 Item 1, and 145-10 Item 1

6. Summary of Examination

The three NetApp arrays and domain controllers were reassembled into a working network by
members of the 10™ Mtn Div S-6 staff and inspected by the examiner for the presence of shadow
copies or any other pertinent information. The items examined provided no evidentiary value.

7.  Evidence Disposition:

All evidence was placed into the evidence room of this office.

Report Prepared By: Approved By:
I (b) (6) (b)(7)(C)
Forensic Examiner pecial Agent in Charge
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AGENT'S INVESTIGATION REPORT ROINUMBER  Gar, 0026-10.GID3GH

ROL -10-CID221-
CID Regulation 195-1 0026-10-CID221-10117

PAGE 1 OF 1 PAGES

DETAILS

Examination Date and Contents:

On 8 Nov 10, Mr. BIOIOIGION rorcnsic examiner, this office, conducted a preliminary investigation of
forensic image of one hard disk drive (HDD), belonging to PFC Bradley MANNING and recorded on DA
Form 4137, Voucher Number 086-10. All times shown in this preliminary report are in relation to
Universal Time (UT) unless otherwise noted.

Pertinent Information:

Review of the hard disk drive identified the computer was likely installed on 2 Feb 10 and used IP address
192.168.1.25, a non-routable address. The computer had files modified only between 2 Feb 10 and 10 Feb
10 indicating the use only during this period. Connections were identified via Secure Shell (SSH) from
another computer connected to the same local area network (LAN) using IP address 192.168.1.3. The
Rivest, Shamir, Adleman (RSA) key used by the SSH services matches the SSH key identified on PFC
MANNING’s MacBookPro laptop.

Only minimal log information was available during the timeframe noted. No other information of interest
was identified

Non-Lead Observations:
Internet Protocol (IP) address 192.168.1.3 was likely used by PFC MANNING’s MacBook f’ro.
I T T TLAST ENTRY T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION Digital Forensics and Research Branch
Computer Crime Investigative Unit
M. [QIOIOIGK® U.S. Army CID, Fort Belvoir, VA 22060
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DEPARTMENT OF THE ARMY
UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND
COMPUTER CRIME INVESTIGATION UNIT
DIGITAL FORENSICS AND RESEARCH BRANCH
9805 LOWEN RD
FORT BELVOIR, VA 22060-5536

REFLY TO
ATTENTION QOF

CISA-CCI-DF 12 Nov 10
1. Case Number: CAF 0028-10-CID361/ROI 0028-10-CID221-10117

2. Investigating Office: Washington Metro Resident Agency, Computer Crime Investigative
Unit, Fort Belvoir, VA

3. Date of Report: 12 Nov 10

4, Examiner: SAC [QIOIGIGI(ORORGIE)

5. Summary of Analysis: Item 1, Evidence/Property Custody Document (EPCD), Document
Number (DN) 165-10, consisting of various log files from various Combined Information
Data Network Exchange (CIDNE) database servers from Iraq was of no evidentiary value.
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CAF 0028-10-CID361/R0OI 0028-10-CID221-10117

2. Investigating Office

Washington Metro Resident Agency, Computer Crime Investigative Unit, Fort Belvoir, VA

3. Date of Report

12 Nov 10

4. Examiner

Nl (D) (6)(b)(7)(C), (b) (7)(E)

5.  Analysis

51 Examination of the Compact Discs

5.1.1  Voucher information

Item 1, EPCD, DN 165-10, consisting of various log files from various CIDNE
database servers in Iraqg.

5.1.2 Pertinent Information
The item in question was not of evidentiary value.

6. Summary of Examination

The item in question was of no evidentiary value.

7.  Evidence Disposition:

All evidence was placed into the evidence room of this office.

Report Prepared/ Approved By:

)» (0) (N(E)

Special Agent-in-Charge
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