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About 0932, 7 Dec 10, SA [RUQIQIOI® - |1ected as evidence one Seagate

500 GB hard drive, Serial Number

)

nternational Security Assistance Force (ISAF) Headquarters, CJZ-Systems - Combined
Information Data Network Exchange (CIDNE), APO AE 09356, via United States Postal Service Registered
Mail # RE 531 100 529 US. The hard drive purportedly contained log files pertaining to the CIDNE
database system. The collection of evidence was documented on DA Form 4137, Evidence/Property

ESNE # 2GE7HPOD, and one Universal Serial Bus (USB) cable, both sent to this office by Mr. Rk

Custody Document (EPCD), Document Number (DN) 172-10.
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About 1545, 9 Dec 10, SA OG0 obtained a Federal Magistrate Search Warrant from the Honorable
Ivan D. DAVIS, U.S. Magistrate Judge, U.S. District Court, Eastern District of Virginia, 401 Courthouse
Square, Alexandria, VA 22314, for conducting a seizure and search of a cardboard box sent from the
Kuwait Theater Confinement Facility (TCF), bearing U.S. Certified Mail Label/number "7008 1300 000
2028 4546"; one (1) hard disk drive; six (6) memory cards; sixteen (16) optical media discs; and a paper

disc envelope. All of the aforementioned items had been collected as evidence during a search of the home
ot M (IO TDT A N . > o 10. This search

and collection of ﬁroserti items belonging to PFC MANNING, was conducted under a written consent

executed by Ms, These items had been retained on Evidence/Property Custody
Document (EPCD), Document Number (DN) 162-10.

AGENT’S COMMENT: The mentioned cardboard box, which was sealed at the time of collection, had
been sent from the Kuwait TCF to Ms. home, as her address was listed as PFC
MANNING’s Home of Record address. The facts and circumstances related to this sealed container and the
collection of the other items of evidence were previously documented in another Agent’s Investigative
Report detailing the search of MsMresideme and evidence collected.
T TR T ) LAST ENTRY T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER. ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
S/ (b) <6) (b) (7) (C>’ (b) (7> (E) U.S. Army CID, Fort Belvoir, VA 22060
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CID1 ';SBFﬁV' o4 FOR OFFICIAL USE ONLY - LAW ENFORCEMENT SENSITIVE

001676
Approved




Exhibit(s) 262
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Between 1130 and 1515, 11 Dec 10, SA[BIOIOI@I®@ccorded PFC MANNING’s visitation period at the

Marine Corps Brig - Quantico, Quantico, VA. Upon completion of the visitation period SA B)EOEMNE)
was informed by brig personnel that PFC MANNING was visited by his cousin Mr. (QIOIQIGK®

WIOIOIV®

Between 1130 and 1515, 12 Dec 10, SA recorded PFC MANNING’s visitation piﬁi@d st iﬁe
Marine Corps Brig - Quantico, Quantico, VA. Upon completion of the visitation period SA

was informed by brig personnel that PFC MANNING was visited by his friend Mr. ((SIOIEGIGI®)
() (6)(b)(N(©)

About 1230, 13 Dec 10, SA [RIRIOIOI® o llccted as evidence, one Compact Disc (CD), which captured the
recording of PFC MANNING’s 11 Dec 10 and 12 Dec 10 visitation periods at the Marine Corps Brig —
Quantico. The collection of evidence was documented on a DA Form 4137, Evidence/Property Custody
Document (EPCD), Document Number (DN) 177-10.

IR T T AST ENTRY T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
AL OGO, B) (DE) U.S. Army CID, Fort Belyoir, VA 22060
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About 1620, 15 Dec 10, SA OGN collected the following items as evidence from Mr,

ssistant General Counsel, Central Intelligence Agency (CIA), 930 Dolly Madison Blvd, McLean,
VA 22101: :

One Compact Disc - Recordable (CD-R) marked SECRET//NOFORN//ORCON containing files
reportedly accessed by PFC MANNING from computers/websites owned and or operated by the CIA.

One document printed on CIA letterhead addressed to {EIOQIOIBI®I aptain, Chief, Military Justice
and marked SECRET//ORCON//NOFORN.

One document marked with “Attachment A", "Attachment B", and "Attachment C" containing log file
information related to systems accessed by PFC MANNING from computers/websites owned and/or
operated by the CIA. Document marked SECRET//ORCON//NOFORN.

The collection of evidence was documented on DA Form 4137, Evidence/Property Custody Document
(EPCD), Document Number (DN) 184-10.
I T T L T T L AST ENTRY T T T LT i

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
SA BO®GN©), (b) (NE) U.S. Army CID, Fort Belvoir, VA 22060
DATE EXHIBIT
15 Dec 10 264
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Page(s) 001686 thru 01686b referred to:

Office of the Staff Judge Advocate
Joint Forces HQ-NCR/US Army
Military District of Washington
103 3rd Ave SW
Fort McNair, DC 20319-5058
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About 1500, 17 Dec 10, S ARISIDIS rT BICIOIGI® and CPT [(DICIOIGI®) both

assigned or attached to the Office of the Staff Judge Advocate, Military District of Washington, 210 A
Street, Suite 300, Fort McNair, DC 20319, interviewed CW2 Headquarters and
Headquarters Company (HHC), 2nd Brigade Combat Team (BCT), 10th Mountain Division, 10200 North
Riva Ridge, Fort Drum, NY 13602, as he was identified as one of the officers in charge of the All-Source or
‘FusiWhich PFC MANNING worked while at Forward Operating Base (FOB) Hammer, Iraq.

Cw2 stated while deployed in Iraq he was resme technical aspects of compiling
and creating intelligence products within his Brigade. CW2

explained this did not include
being responsible for the personnel who worked in the S-2 section. CW2 m stated the S-2

Section was roughly divided into two sub-elements: Current Operations and Future Operations. CW2
OIOIGIBI(®):<atcd that Current Operations was located in the Brigade Tactical Operations Center (TOC)
and was involved in providing quick answers and intelligence products needed nearly immediately for
operations. CWZW said Future Operations was the sub-element where PFC MANNING
worked, which generally involved more long-term planning and/or historical intelligence products. CW2
Wstmed Future Operations was further divided into Shia and Sunni elements with a day and
night shift for both groups. CW2 OIOIOIOI®) -xplained he initially reported to MAJ OIOIC) @ ©)
BIOIOII®)] 10 was the Brigade S-2; however, two or three months into the deployment CP T iR
BRI ho was then the Assistant Brigade S-2) replaced MAJBICIOIOI®: 1, 1is position. CW2
OIOIOIBI®):stimated this happened around December 2009, CW2 [(®) (é)(b) WIOX:rther explained
taskings for intelligence products would come from Operations or CPT |jiienerally. CW2 m
said PFC MANNING was good at analysis, but was one of the best personnel for putting together targeting
packets and creating diagrams. When asked about how well he knew the various personnel he deployed
with and what training had preceded the deployment, CW2 Wrelmed he had been out of the unit
due to ankle surgery on both feet and didn't join the unit until about three months prior to the deployment,
and consequently he could not speak in a lot of detail about personnel prior to getting back to the unit after
his medical leave. CW2 W’nemioned personnel in the S-2 Section attended "Top-Off"
Intelligence, Surveillance, and Reconnaissance (ISR) training which was given by a Mobile Training Team
(MTT) prior to the deployment. CW2 Wsaid this training included the use of the Combined
Information Data Network Exchange (CIDNE) database, but did not include real data related to this system.
Cw2ICIOIOIGI®] <:atcq all of the analysts should have received this training together. CW2
related, in regard to whether PFC MANNING had access to the Secure col
m network prior to deployment, that only CPT (b) (6) (b) (7) (C) MAJ Wnd
himself routinely, ior to deployment; and that PFC MANNING was not on SIPR prior to being
deployed. CW2 W said once in theater unit members would have received individual and/or
additional training, but because he was three weeks late in arriving to Iraq, he could not elaborate on
training analysts received during that time. CW2 (b)(©)(b)(7) (®Fxplained he arrived at FOB Hammer the
same day members of the 3rd Brigade Lomhat Tears of the 82nd Airborne Division, who his unit was
replacing, were departing Iraq. CW2 OIOIOIG) (C). he knew there had been refresher training related to
working in the Sensitive Compartmented Information Facility (SCIF) on FOB Hammer as well as classified
information handling procedure training conducted which all of the analysts would have attended. CW2

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
JN(b) (6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060
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BICIOIGI®-id that MSGBIOIOIGI®] s in charge of this training. CW2 (B)(6)(b)(7)(C) e

related he believed all personnel had attended a Foreign Disclosure Officer (FDO) training class which was
provided by the Ist' Armored Division. CW2 mxplained this FDO training would have
covered topics such as what information was releasable to Iraqi Gayergmentpersonnel, who could
downgrade classified information, and other related topics. cwICUOIOIOIS 4 1e belicved the
Division office which provided this training kept a sign-in roster of the attendees of this training -
specifically in the event someone did not do wha osed to, it could be determined whether
this person had attended the FDO training. CWWI&M when asked about websites analysts
could access for producing intelligence products, he believed in Advanced Individual Training (AIT)

" analysts were given a list of the best sites and/or on-line resources to access data; and that he saw a

document containiné this type of information while at a Warrant Officer training course at Fort Huachuca.

Cw2 ated the document contained the names of sites such as the CIA WIRe, InteLink, FBI
sites, etc., and that there was no limit as to what sites or systems could be used by analysts to get data. CW2

Msaid PFC MANNING would have had the opportunity to brief the Brigade Commander, but
felt PFC MANNING was otherwise unknown to the Brigade Staff; however, Cwmmd PEC
MANNING was well known to personnel in the S-2 Section due to his computer skills and previous '
computer background. CWM

elated in regard to Future Operations. big projects were usually
completed on the night shift as the day shift tic. CW2 Waid PFC MANNING was
art of the Shia/Night element and that MS d assigned personnel to their roles, CW2

WXplained personnel would be moved around from time to time to cover vacant positions due
to mid-tour leaves of other unit personnel. CW2 OIOIOIQI®)atcd the Shia groups, which intelligence
analysis activities would have been conducted on, were the most active in the 10th Mountain Division
opergtj aid he felt PFC MANNING was good at worWown, but had

SPCW%eNiSOL Ccw2 (QIOCIOIOI®:xplained SPC was not

always there, as SPC [QIQIQIQI®) was periodically reassigned per the needs of the Military Intelligence
Company (MICO) he belonged to. CW2 Wrelated an incident which he witne i i

PFC MANNING flip over a table containing and electronic equipment. CW2

explained this incident was the result of SPC Wumseling PFC MANNING for being late to work.
Cw2 Wid this incident occurred in front of him and that he put PFC MANNING into a head-
lock and escorted him out of the SCIF. Cwmenﬁomd PFC MANNING was given quarters
after being slightly injured during the incident and was also referred to Mental Health for about a week.
CW2m said this incident should have been documented in both PFC MANNING's counseling
and medical records. CW2 [OIOQIGI®I® v ent on to discuss the physical layout of the SCIF, which he
described as the entire area in which PFC MANNING normally worked and alsg included an area in the
back room where the Cryptological Support Team personnel worked. CW2 OIOIOIOI®.. i | \whenever
anyone who was uncleared entered this area (such as workers who would fix the gir-condifioning systems),
documents, maps, etc., would have to be covered up or secured. Cw ARIOIOIGIONR <.id three personnel
that he knew of, SPC [(DICIBIGI®) ssG [DIOIRIVION -1 MSGMould have
had access to the Joint Personnel Adjudication System (JPAS) database to look up clearance information on
personnel entering the SCIF. CWMelated, when asked about what tasks PFC MANNING

TYPED AGENT’'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
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should have been conducting while working in the SCIF, that PFC MANNING would have generally been
conducting "data pulls" to gather as much information as possible on an action or event as directed by his
leadership. CW2 [BIGIOIGI®P cnt on to say that PFC MANNING knew how to produce various types of
intelligence products, such as Excel spreadsheets, PowerPoint presentations, story boards, map overlays, etc.
CW2W stated he could not immediately see a need for PFC MANNING to have accessed the
Afghanistan CIDNE data. CW2 [OIOIOI®I®:-id PFC MANNING may have occasionally found data
related to GTl\/Whowever, there would not be g need to access these GTMO documents
directly. CW2 elated he felt SPC d/or 8SG may know more about
PFC MANNING. CW2(GIOIBI®I®]could not immediately provide additional information related to this
investigation.

AGENT'S COMMENT: CPT il mwere involved in this interview as the Military
Prosecutors in this case as there were several questions they needed clarification on; specifically getting a
better idea of what PFC MANNING was supposed to be working on while assigned in Iraq and the general
organization of the SCIF and the personnel working within it. All personnel unless otherwise mentioned,
were assigned to the 2nd Brigade Combat Team, 10th Mountain Division, during the time of PFC

MANNING's was deployed to Irag.
T i i LAST ENTRY AT T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
IN(b) (6)(b)(7)(CO), (b) (N)(E) U.S. Army CID, Fort Belvoir, VA 22060
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About 1604, 17 Dec 10, S RISIBIG crT DICIOOIS) nregea (0) (0) (b) (7)(C) both
assigned or attached to the Office of the Staff Judge Advocate, Military District of Washington, 210 A
Street, Suite 300, Fort McNair, DC 20319, interviewed WO! mﬁ-(fomerly SSG
W, Headquarters and Headquarters Company (HHC), 2nd Brigade Combat Team (BCT), 10th
Mountain Division, 10200 North Riva Ridge, Fort Drum, NY 13602, as he was identified as the Fusion Cell
Noncommissioned Officer in Charge (NCOIC) and Shia Threat Group Senior Ana : e time PFC
MANNING was assigned to Forward Operating Base (FOB) Hammer, Iraq. WO1 related he
had been assigned to the Intelligence Master Analyst Course (IMAC) for several months and up to three
weeks before his unit's deployment to Iraq. WO1 Waid consequently he could not readily
answer questions about things that occurred in his unit prior to its deployment; however, he believed PFC
MANNING had gone to one or both odeeployment rotations at the Joint Readiness Training
Center (JRTC) at Fort Polk, LA. WOI 1so explained he believed PFC MANNING would have

received pre-depl ing on a system known as the Distributed Common Ground System-Army
(DCGS-A). WO W&ﬁher described this system as a suite of various software products which

included the Combined Information Data Network Exchange (CIDNE) database, Multi-Function
Workstation (MFWS), ArcGIS, and other software/database systems used for intelligence analysis. WO1
stated he believed everyone who was in the rank of Staff Sergeant or higher recetved Foreign
Disclosure Officer (FDO) trainine, but did not believe Sergeants in grades E-5 and below would have
received this training. WOIWelated that prior to his units' deployment, there were weekly
meetings on the Secure Internet Protocol Router (SIPR) network with personnel from the 3rd Brigade
Combat Team of the 82nd Airborne Division, as this it which WO 1 [QIQIOION®) .1 prC
MANNING?’s unit would be replacing in Iraq. WO1 Wsta&d because of the limited number of
SIPR workstations his unit had at Fort Drum, only one or two soldiers could be using a SIPR computer at a
time. WOI said PFC MANNING had a couple of tasks requiring SIPR access prior to
deployment, but could not immediately elaborate on what specific tasks these were. WO1
stated when asked about PFC MANNING's analytic strengths and weaknesses while in Iraq, he felt PFC
MANNING was very good at pulling data from various systems, compili i sing various
computer programs, making products and graphs of data; however, WOlW){plained PFC
MANNING was bad at figuring out what the data meant and in communicating his thoughts to others.
WOl said he did not know much about PFC MANNING's personal life or the activities PFC
MANNING engaged in while on his mid-tour leave taken while deployed to Iraq. WO 1tated
he did think that PFC MANNING was often volatile and would get a crazy look in his eyes. WOI1
QIOIOIOI®~id PFC MANNING seemed to be very interested in ﬁolitics and computers, and liked to

interject his thoughts and not let the subject drop. WOl xplained overall he felt PFC
MANNING was a better than average Intelligence Analyst, but was not a very good soldier. WOI
OIQIOIBI®:id PFC MANNING was assigned as a Shia Analyst within the S-2 Section. WOl
BICIGIVI® urther explained the Sunni Groups in the 2nd BCT area of operations were focused on
attacking civilians, while the Shia Groups focused on attacking coalition forces. WOI eIated
MSG [QIOIGIGKS) as the person responsible for coming up with the teams and/or work schedule and
that WO [QIOIQIGI®bclicved MSG Wut PFC MANNING on the night shift as PFC MANNING

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGE.:\NIZATION
Washington Metro RA, Computer Crime Investigative Unit
() (6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060
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was believed to be a self-starter who would not need a lot of supervision. WO [CIQIOIGI® |t after
returning from his own mid-tour leave in Jan-Feb ound things did not appear to be getting done
during PFC MANNING's night shift. WO1 W@la&:d PFC MANNING seemed like he was side-
tracked and/or it seemed as if PFC MANNING was doing unnecessary tasks which had seemingly already
ted; however, WO1 OIOIOIQIGL. s unable to readily provide any examples, WOI

then asked about various types of data involved in this investigation and whether PFC
MANNING would have needed to access this type of data in his daily work, WO1 QIOIOIQIO) | 2tcd PFC
MANNING would have likely accessed the CIDNE-Iraq data, and possibly State Department data. WOl

BIOIGIGI®; i d however he did not personally feel the State Department had relevant data in relation to the
2nd BCT mission, even though there may have been Provincial Reconstruction Teams (PRTs) operating in
the 10th Mountain Division area. WO Mated he did not think analysts needed to be on CIA
WIRe, accessing documents related to Guantanamo Bay detaj t accessing CIDNE-Afghanistan
data was questionable given the unit's mission in Iraq. WOl entioned several things that were
especially noteworthy when asked if PFEC MANNING had ever been 'Outside the Wire' in Iraq as PFC
MANNING claimed in one of his chat conversation - which was that PFC MANNING would not have left
FOB Hammer duging his tour in Iraq with the only exception of when PFC MANNING went on his mid-
tour leave. WOW explained when asked about other systems or information PFC MANNING
may have accessed, that it was somewhat common knowledge that a Staff Judge Advocate folder on the
network was unsecured and could be accessed by anyone on that network. WO1 {QIQIOIGI®)- 1,14 not
immediately provide additional information related to this investigation, but felt 1LT (b) (6) (b) (7) (C) or
PFCMX&I@_ both previously assigned with PFC MANNING in Irag, may be able to provide
more information about PFC MANNING. WO! [DIQIOI@I®)vas not immediately able to provide
additional information related to this investigation.

AGENT'S COMMENT: During the interview WOI1 QICIQIGI® - ntioned an additional SIPR system he
believed PFC MANNING may have accessed known as “QueryTree”. WOI1 related he
believed this system required a login to access. All of the personnel mentioned in this interview, unless
otherwise stated, were assigned to the 2nd BCT, 10th Mountain Division. :

I T T D LAST ENTRY T i i

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
s4 QICICIGIONOIVIC) U.S. Army CID, Fort Belvoir, VA 22060
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Between 1130 - 1330, 18 Dec 10, SA [(QIOQIGIGI(®) recorded PFC MANNING's visitation

period visitation period at the Marine Corps Brig - Quantico, Quantico, VA 22134. Upon completion of
the visitation period, SA (SOOI 25 informed by brig personnel that PFC MANNING was

visited by Mr. [((IOQIGIGI®)

A subsequent review of the recording revealed at PFC MANNING could be heard very clearly but that
v

his visitor, previously identified as could not be heard clearly. The recording indicated that
Mr. seemed to ask a large number of questions of PFC MANNING pertaining to the conditions
of his incarceration. PFC MANNING responded with considerable good humor and laughter. PFC
MANNING discussed medications he was taking, his receipt of a new mattress with a built-in pillow, and
travels outside of the confinement facility “in a motorcade”. PFC MANNING and Mr.

discussed his confinement conditions and PFC MANNING specifically stated, “Kuwait was ten times
worse” and that he was, “happy to be here.”

AGENT’s COMMENT: Due to clarity problems with certain parts of the recording, it was difficult to
determine the purpose of PFC MANNING’s travel outside of the confinement facility via “motorcade™
but it is believed the travel was to meet with his defense counsel.

About 0925, 20 Dec 10, SA (b) © (b) WI(OWollccted as evidence one compact disc (CD) which
captured the recordings of PFC MANNING's 18 Dec 10 visitation period at the Marine Corps Brig -

Quantico. The collection of evidence was documented on DA Form 4137, Evidence/Property Custody
Document (EPCD), Document Number (DN) 187-11.
W T L AST ENTRY T T i

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
. Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060
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Between 1145 - 1510, 19 Dec 10, SANSrecorded PFC MANNING's visitation period at

Corps Brig - Quantico, Quantico, VA 22134, Upon completion of the visitation period, SA as
informed bi bﬁﬁ iersonnel that PFC MANNING was visited by Mr.M

About 1447, 20 Dec 10 SAmcollected as evidence one compact disc (CD) which captured the recording
of PFC MANNING's 19 Dec 1U visitation period at the Marine Corps Brig -Quantico. The collection of
evidence was documented on DA Form 4137, Evidence/Property Custody Document (EPCD), Document
Number (DN) 188-10.

Between 1507-1807 ec 10, Bl cvicwed the digitally recorded conversation between PFC
MANNING and MIW/hich took place on 19 Dec 10. The review of the conversation revealed
nothing of evidentiary value.

T T T T T T AST ENTRY T i i i in

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA Computer Crime Investigative Unit
N (6)(B)(7)(C), b) (N(E) U.S. Army CID, Fort Belvoir, VA 22060
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Between 1140 and 1515, 25 Dec 10, SSA conducted monitorjpe g M
visitation period at the Marine Corps Brig - Quantico, Quantico, VA. SA BO®MC)
brig personnel that PEC MANNING was visited by his cousin, Mr. {(QIOIGIGI®)

SSAW also noted that PFC MANNING was allowed to
make an outgoing phone call to someone not on his approved list between 1257-1312, 24 Dec 10. The

brig guards indicated the recipient of the call was{RARAMERNTT), who was likely Mr. [(BIGIGIGI®)
(b)(6)(b)(7)(C) PFC MANNING's(IOIOIGI(ON The

call was made from brig phone number 703-784-6516.

About 1230, 27 Dec 10, SSA[QIQIOIGI®collected as evidence one compact disc (CD) which captured the
recordings of PFC MANNING's 25 Dec 10 visitation period at the Marine Corps Brig -Quantico. The
collection of evidence was documented on DA Form 4137, Evidence/Property Custody Document (EPCD),
Document Number (DN) 192-10.

I T T T L AST ENTRY T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime Investigative Unit
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About 1337, 30 Dec 10, SASISAGIOIES A (BICIOIGIONOIGIE) this office, and CPT |FERNEN

Wand gl (b)(6)(b)(7)(C) both assigned or attached to the Office of the Staff Judge
Advocate, 210 A Street, Suite 300, Fort McNair, DC 20319, interviewed CPT (QIQICIGK®) Headquarters
and Headquarters Detachment, 1st Army Division East, 4550 Parade Field Lane, Fort Meade, MD 20755
(formerly assigned to Headquarters and Headquarters Company, 2nd Brigade Combat Team (BCT), 10th
Mountain Division, Forward Operating Base (FOB) Hammer, Ir, O AFE 09308), as he was identified as
having been assigned with PFC MANNING while in Iraq. CPT as also identified as having been the
Assistant S-2 Offi t was selected to be the 2nd BCT S-2 Officer about three months into his Iraq
deployment. CPTﬂelated about December 2009 — January 2010, MAJ{QIOIOIVI®; who
was the 2nd BCT 82 Officer, was sent to be part of a Military Transition Team (MiTT) by the 2nd BCT
Commander. R 1) i prior to that time he was the Assistant S-2 Qfficer, but then became the
S-2 Officer once MAJ (6> QU - 1 17-psferred into the new position. CP elated he did not know
all of the details as to why MAJ RARURI =5 moved into another position during the deployment, but
believed the BCT Commander felt MAJid not provide brieﬁngs very well and/or the BCT
C clated he felt MAJ

(E)) ©) (b) (7) (C)l issues speaking 1Wle which was the problem with his briefings; however, CPT

: ceived any adverse personnel actions as the re e

change in position. CPT xplained he consequently became the S-2 Officer and CPTW
W became the Assistant S-2 Officer. CPT elated he was the Commander of B Company, 2nd
Brigade Special Troops Battalion (BSTB), 10th Mountain Division, which he also referred “Military
Intelligence Company” or “MICO”, leading up to the 2nd BCT’s deployment to Iraq. CP plained
consequently before the deployment, he was mainly worried about issues involving pany, training
unit personnel, and other issues associated with the unit’s deployment to Iraq. CPT lated in regard to
training related to classified information, he believed all of the intelligence personnel received Foreign
Disclosure Officer (FDO) training while in Iraq; and that a handful of the leadership personnel assigned to
the Sensitive Compartmented [pfarm. tion Facility (SCIF) on FOB Hammer were further certified on
conducting FDO duties. CPT|
Army (DCGS-A) training prior to eployment which included training on many of the systems and/or
software products central to this ipvestisation; such as the Comblned Information Data Network Exchange

guse of the personnel
who provided the training, but not necessarily due to the presentation itself. CPT Bid this training
should have been received by one hundred percent of the personnel who deployed. CPT Wjd he also
believed the entire 2nd BCT went to int Readiness Training Center (JRTC) at Fort Polk, LA, twice
prior to the deployment to Iraq. CPTWaid he out 95-percent sure PFC MANNING should have
been part of both training rotations to JRTC. CPT ated, when asked why the 2nd BCT went to JRTC
twice, that the unit was originally assigned to deploy to Afghanistan, but the location of their deployment
changed to Iraq as their deployment date got closer. CPT ted that consequently the unit went to
JRTC again for training which was more Irag-focused. CPT |ll-elated before his unit’s deployment to
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Iraq, the S-2 section had used one Secure Internet Protocol Router (SIPR) network computer within the
Headquarters SC rt Drum, to conduct classified information tasks in support of their upcoming
deployment. CP aid CW2 Maﬂd PFC MANNING seemed to have conducted
a majority of this work which involved preparing briefings and other documents related to the current
gperations of the unit they would be replacing in Iraq, the 3rd BCT of the 82nd Airborne Division. CPT
Wﬁmher added in regard to pre-deplqyp apalysts have also received professional
development training provided by MSG (b) (6) (b) <7> <C> CPTW&]&ted upon deployment his unit
essentially fell-in on the 3rd BCT of the 82nd Airborne Division and appear to have adopted the same
roanizational structure within the SCIF in regard to the way the 3rd BCT had organized personnel. CPT
Wexplained the major organizational s which was retained was the division of analysts into
‘Shia’ and ‘Sunni’ analytical groups. CP Iso explained the SCIF that his unit inherited from the 31d
BCT was accredited as a SCIF for processi to, and including, Top Secret - Sensitive Compartmented
Information (TS-SCI) classified data. CP elated this accreditation of the SCIF was granted by their
higher echelo ial Security Officer (SSO) while in Iraq, who would have been from the 1** Armored
Division. CP tated this accreditation had occurred with the 3rd BCT prior to his unit’s arrival in
theater, and that during the Replacement in Place/Transfer of Authority (RIP/TOA) process, the SCIF
itation paperwork was re-done reflecting the 2nd BCT having assumed duty at FOB
elated that this SCIF was also referred to as a “1-SCLF” (for ‘“Temporary-SCIF*). CP .
was not a Command Inspection Program (CIP) whilg i g, but that 1st Armored Division, specifically the
G-2 SS0O, would conduct surprise inspections. CPTﬂ-entioned that there were at least two inspections
conducted that he remembered. CP tated once in theater, analyst personnel also received training
on: the Biomeitric systems used in theater such as the Biometric Automated Tool-Set (BATS) and Handheld
Interagency Identification Detection Equipment (HIIDE) systems; information collection management; as

well as Information Assurance (IA), and other training which was necess taining email and/or
network accounts within the Central Command (CENTCOM) theater. CP xplained, when asked

about network systems, that the 2nd BCT S-6 Section was generally responsible for ensuring that Secure
Internet Protocol Router (SIPR) network connections and the majority of Theater Provided Equipment
(TPE) worked, but the S 6 Section was not responsible or had authority for dealing with the DCGS-A

(b)(6)(b)(7)

computers. CP f:lated DCGS-A computers were taken care of by two government contractors who
were deployed to Ira

jor to the 2nd BCT arriving, and were j e entire time of his unjt’

d me PT entified these two contractors as MrW and M‘TW

ho he believed worked for the company L-3 Communications Co ion, 600 Third
Avenue, New York, NY 10016; but were based in Charlottesville, Virginia. CPT tated due to the heat
and dust in Iraq, as well as the computers used for DCGS-A were Alienware brand computers, the DCGS-A
computers were always crashing and that he personally went through three or four computers that had to be
fixed or replaced. CPTm(plamed due to this fact, and issues related to the computer(s) PFC
MANNING used for his work on the SIPR netwo elieved Mr. [DICIOIOIO):d/or M. (RICIOIGI®)
would be important personnel to speak with. CP aid, when asked about whether and/or how
intelligence analysts would access various information systems, that personnel would often access the
CIDNE database system directly via their web browser as going through the DCGS-A system to access this
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same resource was usually slower. CPTmelated PFC MANNING would not have likely had any
mission requirements for accessing CIDNE Afghanistan related information; however, PFC MANNING
ave had some exposyre to the U.S. State Department Net-Centric Diplomacy (NCD) database. CPT
prlained there had been requests of the analysts to identify how tactical information fit larger
picture of political issues within the 2nd BCT area of operation, and within Iraq overall. CP
consequently said the information related to where the NCD database could be found on the SIPR network
was disseminated amongst the analysts i r for them to have a source for gaining political insights into
events occurring in Iraq; however, CPTW&tcd there should have been n for PFC MANNING to
be accessing NCD documents related to areas of the world except Iraq. CPT aid he did not know
anything about the use of the CIA WIRe website by analysts and that PFC MANNING should not have had
any need to be accessing documents related to detainees being held at Guantanamo Bay, Cuba. CPT [RARkRMAR
explained websites related to other units, specj y units operating in areas adjacent to the 2nd BCT in
Iraq, were also a source of information. CPT elated the 2nd BCT Cominander wanted to have
situational awareness of adjacent units, and reports and other documents produced by adjacent U.S. Army
units were one method of finding this information. CPT aid by examining shared folders on the SIPR
ne ecifically on the SharePoint system that was set up, was one way of obtaining this information.
Cp ated that overall, there was no limit as to what sources of information analysts could use on the
SIPR network in order to answer questions and/or obtain information for producing intelligence products.
CPT xplained, when asked about the general mission areas the 2nd BCT was involved in while in
Iraq, that analysts were typically working on the analysis of Improvised Explosi vices (IEDs), Iraqi
Police Assassinations, and Improvised Rocket Assisted Mortars (IRAMs). CPTﬁfuaid PFC MANNING
would have appreciated the potential damage of disclosing to the public Tactics, iques and Procedures
(TTPs) related to IEDs, as PFC MANNING would have known 10th Mountain Division units were hit about
four or five ti eek by IEDs and this was one of the aforementioned missions of the unit in conducting
analysis. CP Iso explained another mission of the unit was to train their Iraqi counterparts on
analysis and mentioned nearly every intelligence product produced needed to be Releasable to Iraq (REL
TO IRAQ), and would be included as one of the caveats to the classification markings. CPT tated this

was one of the reasons personnel had attended and/or certified on the FDO training and also explained why
some removable media was in the SCIF. CPT elated when intelligence products were produced that
would be disseminated to Iraqi forces, a supervisor would review the products on the optical removable
media (CDs, DVDs) to ensure it did not have any information Wthh was deemed too sensitive for release to

(b)(6)(b)(7)(C)

the Iraqi forces. CPT plained at which point the optical ntaining the specified intelligence
product could be released to the appropriate Iraqi authority. CPT her stated that optical media was
absolutely necessary due to the transfer of information to Iraq which he referred to as ‘Partnered Intelligence
Training’; but admitted, to his know ere was no process to control and/or account for recordable
optical media within the SCIF. CPT aid PFC MANNING never left FOB Hammer with the exception
of when he went on his mid-tour leave, wherein he would have left FOB Hammer to get to Kuwait in order
to fly back to his leave destination. CPT rther related aboyt an incident mentioned by
PFC MANNING in his Internet chat conversations with Mr (b> (6) (b) (7> (C) that he knew of the incident
in which PFC MANNING referenced Iraqi personnel being arrested. CPT{xplained the incident
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which occurred, sometime prior to the Iraqi entary Elections held in the first week of h2010
involved numerous Iraqi civilians who CPT escribed as members of a Shia group. CPTHR

CPT tated the Shia men who entered the printing facility were essentially arrested for burglary and/or
breaking and entering, and that a report was disseminated within the 2nd BCT which identified a large
propaganda cell had been found and the Shia personnel involved had been apprehended ldiers from the
2" Battalion of the 15™ Field Artillery Reglment — also a unit within the 2nd BCT. CPWd he was
surprised to have read about this informati in the Internet chats of PFC MANNING after they had
been published in the news media, as CPT d this incident did not have any impact within personnel
ing in the SCIF and he felt it was a fairly small and/or petty thing to have occurred while in Iraq. CPT
further said he could not remember PFC MANNING mentioning this incident to anvone as was
claimed in the published Internet chats he had read related to this investigation. CPT ent on to
discuss PFC MANNING, specifically that PFC MANNING was not the greatest intelligence analvst as he
couldn’t put the pieces together to know what was goi appen in a given situation. CP d
mention PFC MANNING was very good at what CPT]| alled *Statistical Analysis’ - which CPT ||l
further described as being take large amounts of data, and manipulate it to create numbers and
figures from the data. CPT) aid PFC MANNING was initially assigned to work on the night shift

within the SCIF, which appeared to be a decision ma d/or during MAJ Wtime as the S-2
Officer during the beginning of the deployment. CPT related PFC MANNING had 1ssues with SPC
ING’s own rank, was his supervisor, and she

presumably as she was PFC AAN

was difficult for PFC MANNING to work with. CPTj said PEC MANNING was consequently moved
to a day shift due to a poor working relatlonshlp with SPC [QIQIOIGI®) 1,.t PFC MANNING later claimed
to be having issu his sleep — in that PFC MANNING apparently preferred to work during the night-
time hours. CPTWid he could not offer any information as to PFC MANNING?’s personal life, but did
mention PFC MANNING always seemed to be alone while in Iraq. CPT ded he could not remember
seeing PFC MANNING with other people even in the dining facility. CPT jga1ated he onl remembers
PFC MANNING by himself smoking cigarettes outside of the SCIF and drinking soda. CP e
mentioned PFC MANNING was transferred back to the night shift again and that CPT (b) (6) Ga) (7) (C)
who was the plans officer and Assistant S-2 Officer, would often task PFC MANNING aQUE O 1
work with statistical and number related tasks. CPT |jjiilidescribed CPT [QIQIRIMIQs someone who had
come from Fort Bragg, NC, and was good at her job. CPT Bliso mentioned CPT |§ ad been
late to the deployment as she had just traw to Fort Drum, NY, after completing her Officer Advanced

Course right before the deployment. CP xplained CPT Was consequently one o te lst
ive to FOB Hammer due to these circumstances. CP'1jAME

of the main-body 2nd BCT pe:

stated, when asked about CPT apparent reluctance and/or avoidance in speaking with CID and
the military prosecutors in regard to this investigation, that CPT RICIOIIE) lways seemed nervous and/or
anxious, and believed because PFC MANNING had reportedly shown her the Apache air-strike video which
had been published on the Intern she was the Officer in Charge (OIC) of the SCIF when all of
these issues came to light — CPTWMS probably even mg I ] sometime

in January 2010, PFC MANNING was being counseled by SPC <b> (6) <b> (7) (C)

the IWad reportedly broken into a printing press facility and had subsequently printed protest materials.

for having been late
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to work for his assigned shift in the SCIF. CPT [lltated he was not present when the incident occurred,
but it was later reported to him that PFC MANNING got upset during the counseling session and
subsequentlﬁ ﬂiﬁﬁed a table containing computers and/or other items. CPT elated CW2 () (©)(B)(N)(C)

and SPC ealt with this incidWediately, and that MSG (R R later counseled PFC
MANNING because of the incident. CP ent on to mention the incident involving PFC MANNING
punching SPC (bl) OIGIQI®) hile in the SCIF, which occurred while CPTMad been on his own mid-

[OIOIOIVI®)

tour leave. CP elated that upon returning from leave, he counseled MSG [RIQIQI@Hn the issue of

PFC MANNING’s behavior problems and began to initiate action in relation to PFC MANNING being

m from the SCIF and subsequent measures to suspend PEC MANNING’s security clearance. CPT

I id as a result of the inci involving SPC WPFC MANNING was transferred into the
supply section of the unit. CP plained he did not find out until later that the supply section also had
a SIPR network computer, and that PECMANNING’s access to SIPR computers should have been

terminated earlier than it was. CPT stated he knew MSGEISIRINS - 4 premeemorandums

For Record (MFRs) to document hehavioral issues of PFC MANNING, and that CP ad retained
copies of these documents. CPT Bt e MFR’s had been created at or shortly after the
occurrences mentioned in each MFR. CPT Iso stated he was awa MANNING had been
counseled prior to deployment and was getting some form of help. CP aid that even tho C
MANNING was having issues, he was still good at being a ‘Data Manager® while in Iraq. CPT ded
that PF ING was bad at briefing intelligence information as PFC MANNING had a nervous stutter,
and CP elieved PFC MANNING had problems in talking in front of other people to include his
peers. CPIMMFemarked PFC MANNING did not appear to handle stress very well, in that PFC
MANNING gave the impression he thought others were asking to from him,; although CPT
he did not feel PFC MANNING was given difficult taskings. CP elated once PFC MANNING was
work in the supply section after the incident in which PFC MANNING assaulted SPC

which occurred on or about 7 May 10, PEFC MANN s intellisence is work was
completed by SSGQIOIOIGK® pnd/or SPC CPT hen asked
whether his unit was adequately resourced to achieve the unit’s mission, related the situation was

manageable, but the unit could have used two or three more Noncommissioned Officers (NCOs). CP

stated, when asked if he believed his unit would have received a replacement for a 35F Intelligence Analyst
if one was lost during the deployment, that he did jeve the unit would have recetved a backfill for any
lost analyst personnel during the deployment. CP er provid ils in regard to the
organizational structure of the personnel who worked in the SCIF. CP ould not immediately provide
any additional information pertinent to this investigation or PFC MANNING.
G T i LAST ENTRY ST T i i i
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% (D) 0)(b)(N(©)

001-11. ///LAST ENTRY///.

Between 1125 and 1530, 2 Jan 11, SANNSRSII ccorded PFC MANNING's visitation period at the
Marine Corps Brig - Quantico, Quantico, VA, . During visiting hours, PFC MANNING had two visitors,

(b)(©)B)(7)(C) he (QUIOIOICI(OREisited with PFC

MANNING for approximately 28 minutes.

About 1235,3 Jan 11, SA AR o lected as evidence one CD which captured the recording of PFC
MANNING’s 2 Jan 11 visitation period at the Marine Corps Brig — Quantico. The collection was
documented on DA Form 4137, Evidence/Property Custody Document (EPCD), Document Number (DN)

and her son, Mr. b)(6)(B)(N(C)
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About 1510, 3 Jan 11, SAKRIQIQIRIGE. 1 5 A [DICIOIGIE) this office, traveled to the

residence of Ms. [((QIOIGIGI(®) located at ((QICIOIGKS; Ms.
OIOIOIGKONN . s informed that SARKIOIOI®yanted to search her residence for any cameras that PEC
MANNING had stored at her residence. Ms [GQIOUDIGI(GIE 25 also informed that the cameras would
be tested to see if they were used to produce pictures that had been recovered on a prior search. Ms.
agreed to let SA Wand SA [QIOIOIGION scarch the residence for PFC

M ING's cameras.

About 1542, 3 Jan 11, SA [QIBIRIGIR obtained Consent to Search from Ms. (b) (6) (b> (7> (C> authorizing a

search of her residence for any cameras that PFC MANNING may have stored there. (See Consent to
Search)

About 1552, 3 Jan 11, SA (b) ©) (b) (NH(©C) located a Kodak EasyShare digital camera, plastic and metal

construction, gray and silver in color, serial number "KCKDC42407837", in unknown working condition.
The camera was located in a cardboard box along with miscellancous cords a iaequipment on a shelf
ated on the right side (as you walk in) of the basement. SAWsked
. (b) (6) (b) (7> (®) the location of the Nikon camera and bag she had identified as belonging to PFC
MANNING on a prior visit. Ms. OICIOIGI®) stated that she last saw the camera prior to Christmas in
the bd SA [PIOIPIVI®) continued to search the basement with assistance
from{QIOIOIGIONE :t the camera was not located at that time. Ms, MOntacted her
son M. [(BICIOIGIC N tlcphone who related the camera was now in his bedroom, under
his bed. Ms. [DICIOIGIONE»<nt to the bedroom and retrieved and camera bag and turned it over to SA

OIOIGIGN®);

About 1630,3 Jan 11, SA inventoried the contents of the bag and found one Nikon D-40 digital
camera, plastic and metal construction, black in color, serial number "3448911", in unknown working
condition. Also found in the bag was a Nikon battery charger, a spare Nikon camera battery, a receipt for
the purchase of the camera at the Fort Drum Post Exchange (PX), a Trailways Bus receipt for $99.90, dated
26 Nov 2008, issued for travel from Watertown, NY to Washington DC for Manning, Bradley and two
books from Nikon.

Between 1552 and 1647, 3 Jan 11, SAW:ollected as evidence one Kodak EasyShare DX7630
digital camera, serial number KCKIDC42407837; one Nikon D40 digital camera, serial number 3448911,
one Nikon Quick Charger MH-23, serial number 0710043406G; one Nikon Lithium Ion Battery, serial
number 817A; one AAFES receipt dated 14 Sep 08; one Adirondack Trailways receipt dated 26 Nov 08;
one book “The Nikon Guide to Digital Photography With the D40 Digital Camera™; one book “Nikon
School, Guide to Digital SLR Photography™; and one Nikon camera bag, from Ms. [QIOIOIGI®)
residence. The collection was documented on Ev1dence/Property Custody Document (EPCD), Document
Number 002-11.//LAST ENTRY///
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A ‘ IUSACIDG Suppicment 110 AR 180-22
1. Name of person consenting to the searcn: 2. Organizalion and losation:

N A -

. Thave been | ormed Dy ne undorsigned UsA ipecial Agent that an inguiry is being conducted In connecken with the following possible violation(s) of law

‘g PDSC |00 UNBUTHORTIZD Acrc £5S

4. | have been requested by lhe undersighied USACIDC Special Agent to give my consent lo a search of my person, premises, aor property as
indicated below, Ihave been advised of my right to refuse a search of my person, premises, or property, {if you do not give your consent, do not
sign this form.) S

USACIDC Supplement | to AR 190-22

Date:

§. { hereny authesize the undersigned USACIDEC Special Agent andior ofher Authorzed Law Enforce ment Offizials assisting the undersigned USACIDC Special Agent to
cenduct a search of: (initial and sign applicable blocks)
1

Initials | Signature
a. My Person
N-A .
Initials | Signature
b.
My Cuarters N A
Located At:
Initials | Signature
< My Vehicle
Located At:

Describad As:

3, il DICOR®

s (b) (6)(b)(7)(C)
e D00

} am authorizing the above search{s) for the foliowing general types of propeny which may be removed by the autharized law enforcement persanngl
and retained as evidence under 1he provisions of Army Regulatian 195-5, or other applicabte laws or regulations:

PFC Mawave's ComeRAS

6. Ths writien permission is given to the undersigned USACIDC Special Agent freely. voluntarily and without threats or pramises of any kina:

ignature of Person Grariting Consent

SA.

C1D Form 87-R-E PREVIOLUS EDITIONS OF THIS FORM ARE OBSOLETE
1 Jan 0D
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1120, 5 Jan 11, SARIQICIGIE) 5 A (BIOIOIGIONOIGID) is office, CPT IR (NMN)

and CPT{BIOIGIVI(®; both assigned or attached to taff Judge Advocate,
210 A Street, Suite 300, Fort McNair, DC 20319, interviewed MSG Headquarters and

Headquarters Company (HHC), 2nd Brigade Combat Team (BCT), 10th Mountain Division, 10112 4th
Armored Division Drive, Fort Drum, NY 13602, as he was identified as the Noncommissioned Officer in
Charge (NCOIC) of the 2nd BCT Sensitive Compartmented Information Facility (SCIF) while in Iraq and

was noted to have had numerous interactions with PFC MANNING by other personnel interviewed. MSG
Wtated, when asked about memorandums he had authored documenting behavioral incidents PFC
MANNING presented both before and during PFC MANNING’s deployment to Iraq, that he had indeed
created these documents. MSG er related the memorandums he had prepared related to
incidents involving PFC MANNING were created at or immediately after these incidents involving PFC
MANNING occurred. MSG xplained the purpose of this documentation was not to protect
himself or other members of the unit at a later time, but was created for the purpose of allowing PFC
MANNING’s mental health providers to see what type of incidents PFC MANNING was involved so that
they could get a full appreciation for any behavioral problems he may be experiencing. MSGid
not provide any additional information as CID and SJA personnel present were satisfied by his response and
did not have any further questions for MSGt this time.

AGENT’S COMMENT: It was noted by CID investigators and SJA personnel currently involved in this
investigation that MSdocumentation of incidents involving PFC MANNING were very
thorough and consequently somewhat unusual to have been created at the time these incidents took place.
Based on the circumstances involved in this investigation it was suspected this documentation may have
been created subsequent to the initiation of the criminal investigation involving PFC MANNING’s activities
and wiul disclosure of Classified U.S. Government materials. Based on the statements made by
MS n addition to further interviews of other personnel who described MSG
leadership style and confirmed MSGW‘I&MG to document incidents like those involving PFC
MANNING - the explanation provided by'MSGppeared to be reasonable. At the time of this
interview a full review of PFC MANNING’s medical and/or mental health records had not been conducted
due to on-going discussions regarding the legal process for obtaining access to PFC MANNING’s records.
Mttt LAST ENTRY 0TI i i g
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About 1138.5Jan 11, SA

McNair, D.C. 20024, interviewed CW2

6))(N)(C) _
Cwo AR . . i e did

any training with him. CW2

BIOIOIG®);

CW

the SCIF. According to CW2
not unheard of. Regarding the use o

MANNING never left the FOB.
H/LAST ITEM///

(JRTC), Fort Polk, LA, which occurred prior
PFC MANNING looked visibly upset. CW2

HOGOC)

training; however, he stated there wasno t
procedures. During the deployment, CW2

and S A [DICIOIGIONN this office; CPT (UM i cpT
M both of the Office of the Staff Judge Advocate, Military District of Washington, Fort
MSQX section, Headquarters and
Headquarters Company (HHC), 2™ Brigade Combat Team (BCT), Fort Drum,
arrived at the brigade in Aug 09 and did not know PFC MANNING well. CWW]ated PFC
MANNING worked in the fusion cell during the unit’s deployment to the Joint Readiness Training Center

' oyment to Iraq. He recalled an incident in which
Wpulled PFC MANNING aside, spoke with him, then
referred the matter to PFC MANNING’s Non-Commissioned Officer (NCO) support chain.

not have a lot of interaction with PFC MANNING and did not participate in
called receiving Information Assurance and Operations Security
raining on Secure Compartmented Information Facility (SCIF)
Wrecalled receiving one day of foreign disclosure
training from a team that came to Forward Operating Base (FOB) Hammer to conduct the training.

-elated that PFC MANNING worked the night shift. CW2
abnormal about PFC MANNING’s visits with the Signals Intelligence personnel, who were co-located in

nalysts visiting web sites on Afghanistan would be unusual but
s within the SCIF, CW2 stated that documents releasable to the
Iraqis were regularly transferred to them on CDs.

CW2Mated that PFC MANNING was “such a loner” and “socially weird,” e noted that
PFC was good at his job and was computer savvy. According to CW2 PFC

NY 13602, who related he

did not notice anything
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_About 1330, 5 Jan 1 1i SA w sA {QICIOIDIONOROIE) s oftice, CPT REMMENMN)

B and CP both assigned or attached to the Office of the Staff Judge Advocate,
210 A Street, Suite 300, Fort McNair, DC 20319, interviewed 1LT {QIOIOIGI(®) B Company, 2nd
Brigade Special Troops Battalion (BSTB), 10124 4™ Armored Division Drive, Fort Drum, NY 13602, as she
was identified as having initially been assigned as the Security Manager and Assistant S-2 for Headquarters
and Headquarters Company (HHC), 2nd Brigade Combat Team (BCT), 10th Mountain Division, but later
worked as an Intelligence Analyst while at Forward Operating Base (FOB) Hammer, Iraq with PFC
MANNING. 1LT tated that in April 2009, she was initially the Security Manager and Assistant
S-2 assigned to HHC, 2nd BCT; however when deployed to Iraq 1LT OO rels
an Intelligence Analyst focused on Sunni Groups operating in Iraq. 1LT R
deployment to Iraq, the S-2 Section consjsted of:
prior to the deployment: MSG{(DIQIQIGI®)] Prc DIOIOIGIS) e () (©)(b)(7)(C)
SPC [RICIOIGI(®) PFC MANNING; CW2(QIOIOIVI®) who left before the H_
deployment and was replaced by CW2 [(SIOICNEI(®)] -nd ¢ W2 BICIGIGIC NN 11 TR
related she attended the Joint Readiness Traming Center (JRTC) rotation at Fort Polk, LA that the 2nd BCT
went on in July 2009; and that PFC MANNING had also gone to JRTC during this training rotation. 1LT

xplained PFC MANNING used the Secure Internet Protocol Router (SIPR) network a few times

after the JRTC rotation and before the deployment to Irag, in preparation for their unit’s deployment. 1LT
related PFC MANNING's work on the SIPR network would have included work related to Iraqi
information briefs and data relating to Sunni and Shia Groups in Iraq. 1LT OOGME) xplained the Joint

Worldwide Intelligence Communications System (JWICS) was not used by their unit while at Fort Drum.

1LT (R stated PFC MANNING was very good at certain portions of his job and/or computers, and

mentioned PFC MANNING taught her how to use more advanced functions of Microsoft Excel. 1LT

RIRIRIRY ther related SPC Wwas shown by PFC MANNING how to put together link diagrams.

1L TR reiterated PFC MANNING was good at computers and would help people in using various

software applications such as ArcGIS, PowerPoint, and Excel. 1LT IR e lated she did not believe

PFC MANNING was a good analyst although she didn't work with him directly and stated different people

had different opinions of PFC MANNING’s abilities. 1L T RN Blcxplained she remembered an incident

where PFC MANNING froze and/or was unable to speak for approximately two or three minutes during a

briefing he was giving to a group of personnel in their unit; however, lLTWrelated PFC MANNING

did not have a problem talking with people individually. 1LT R <l ated taskings for intelligence

products would initially come from MAJ and thep | T ho arrived

in Iraq about two months into their unit’s deployment. 1L id taskings would generally involve

the use of Google on the SIPR network r systems for answering the 5 W's (Who, What, Where,
Why, and When) of a given issue. 1LT

related she did not use the Combined Information Data
Network Exchange (CIDNE) Afghanistan data; she was not aware of the Net Centric Diplomacy database
operated by the U.S. State Department; but did mentj CIA website/system would publish Human
Intelligence (HUMINT) reports she would use. ILWelated she received i isclosure
Officer (FDO) training while in Iraq along with the other soldiers in her unit. 1LT elated this
training was provided from the division (1st Armored Division) the 2™ BCT reported to, and believed the
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trainers for this course were Air Force personnel. ILWaid personnel who completed this course

should have been issued a certificate showing their completion of the training, 1LT Eb) R c1ated CPT
(b)(6)(b)(7) (C) P lL’[Wwere certified as FDO's. 1LT AmktaRelated during
conversations she had with PFC MANNING, he mentioned having been homeless at one point prior to
joining the U.S. Army and claimed to have lived in his car at O'Hare International Airport in the Chicago,
IL area. 1LT aid that based on statements PFC MANNING had said, she thought he was
knowledgeable abo k market, and that PFC MANNING had also mentioned having come from a
broken home. lLTprlained a situation while in Iraq whergj MANNING received a small
television which had reportedly been sent to him by his father. 1LT] remembered PFC
was frying to give the television away as he apparently didn't want any gifts from his father. ILW
related PFC MANNING mentioned having visited the Washington, DC area a lot. that he was a Democrat,
and he would meet political figures while in Washington. DC; however, 1L hought PFC
MANNING may have been exaggerating, IL]‘prlained upon deploying to Iraq, she felt PFC
MANNING had started to become more angry, whereupon 1LT entioned an incident where PFC
MANNING had flinped a table while in the Sensitive Compartmente ormation Facility (SCIF) they
worked in. 1L TN S0 mentioned an incident where PFC MANNING started yelling for some
reason, and that MSGAMMSIvas involved in this incident. 1LT plained another situation in
which MSG Rk new of PFC MANNING being in a supply room and that PFC MANNING was
reportedly just rocking back and forth for what she believed was over an hour, lLTmstated she
believed PFC At ulln7 [N (3 associated with SPCmnd that the two of them would often go to lunch
together. 1L TIRARARARRR < | ted, when asked about the change in S-2 Section leadership during the
deployment, that MA JOIQIOIGIO) who was the S-2 Officer at the beginning of the deployment, was very
smart but did not communicate his thoughts well. 1LT rther related MAJ Wwas
consequently moved out of his position as the S-2 Officer during the unit’s deployment in Iraq. LT
xplained while on her mid-tour leave, which she took from late March to mid April 2010, she saw
the Apache video involved in this investigation on television and/or in the news media; however 1LT
[RIOIOIGI®): < ] 2ined she believed she had seen this video prior to it being released by the media. 1LT
RICIQIQI®) <1ated she t remember PFC MANNING's reaction to either the Apache video or its release
by the media. lLTW related CPT [QICIOIGICON 1o artived in Iraq at the same time as CPT
Wwas the SCIF Night Shift Officer in Charge (OIC), but he was reassigned in January or February
0 , to another unit within the 2nd BCT. 1LT Welated that after CPTWeassi nment,
his duties as the OIC of the Night Shift in the SCIF were assumed by MSG 1LT melated,
when asked about something mentioned by PFC MANNING in his Internet chat conversations about the
reported arrest of Iraqi civilians for distributing political leaflets, that PFC MANNING never left FOB
Hammer aside from taking his mid-tour leave. 1L T [RRMMRL:id the issue of soldiers leaving the FOB was
an ongoing argument within the unit as some personnel believed the soldiers should ﬁet out to see Iraqis

and/or Iraq in order to know what was going on in the country; however, ILT lated generally the
soldiers in her unit never left FOB Hammer. 1LT [QiQIMM - plained she would travel to other FOB’s two
or three times a week in order to meet with other units and/or Iraqi personnel, but this travel to the other
FOB’s was by helicopter. 1LT RIRIIOIE v ther explained she did not know or remember any incidents
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(b)(6)(b)(7)(C)

involving Iraqis being arrested in regard to printed propaganda material. 1LT clated she was
puzzled about why PFC MANNING wasn't removed from the SCIF after previous behavior incidents
occurred with SPC [QIQIOIVK® who was one of PFC MANNING’S supervisors, as well as
incidents involving MSG MM 11 T (b)@(l))(”)((:)l clated MSG [RIQIDIOIE ~id he would take care of
incidents involving PFC MANNING, but 1L T[RRIl ¢licved PFC MANNING was probably allowed
latitude regarding his behavior due to his computer abilities and the man-power of the SCIF. 1LT} OOBOO
related around the December 2009 timeframe is when she noticed PFC MANNING's attltude change, but
could not explain or identify any specific reason for change in his behavior. 1LT RRIRIGIS | 2ted PFC
MANNING seemed more isolated while on the deployment. 1LT QIR clated a situation that was told
to her by another soldier in which PFC MANNING was on Temporary Duty (TDY) in the Washington, DC
area prior to the deployment to Iraq, and was reportedly seen kissing a male civilian in front of the hotel
PFC MANNING and other soldiers were staying. 1LT AR < ated this information was mentioned to

her by SSG but couldn’t be sure of the truthfulness of this information as SSG |RARARNAR!
was himself involved in disciplinary/integrity i r reportedly having worm a Special Forces tab on
his uniform which he was not authorized. 1LT explained, when asked about removable media

being present in the SCIF, that rewritable optical media (CDs and DVDs) had been in the SCIF as their unit
produced intelligence products which were later releasable to Iragi Army personnel as part of an on-going
partnered training mission of her unit’s Iraqi counterparts. ILTMIated, when asked about
documents related to SCIF procedures, that she had never seen a SCIF Standard Oﬁeratinﬁ Procedure

stigation involving PFC MANNING began, 1LT ad searched for

(SOP), and that
a SCIF SOP. 1L ould not immediately provide additional information relating to this
investigation.

AGENT’S COMMENT: All personnel, unless otherwise mentioned, were assigned to the 2nd BCT, 10th
Mountain Division during the deployment of PFC MANNING’s former unit in Iraq. Incidents involving
PFC MANNING’s behavioral outbursts have generally been acknowledged in other documents and
interviews and the mentioned incidents by lLTWmatch previously identified incidents. 1LT
Welated she remembered the details of PFC MANNING saying he lived in a car in the Chicago, IL
area as she is originally from this same area; further this information was also substantiated by interviews of
PFC MANNING’s family members. SA Woted that during forepsi inations of computers
used by PFC MANNING, documents related to an Article 15 which SSG W::eived while in Iraq for
the unauthorized wear of a Special Forces Tab on his Army Combat Uniform (ACU) were found on the
SIPR network computer used by PFC MANNING. It is unknown why these disciplinary documents would
have been present on a computer used by PFC MANNING and associated with PFC MANNING’s user
profile. It is suspected these documents may have been contained i etwork folder PFC
MANNING accessed. lLTWid not identify whether levcr found a SCIF SOP.
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About 1613, 5 Jan 11 SA DICIOIGIONOXGIEN s office, crT (QIOICIGI®
and CPT{GIOIGIGI® both assigned or attached to the Office of the Staff Judge Advocate,
210 A Street, Suite 300, Fort McNair, DC 20319, interviewed CPT [(QICIOIGI(®) Headquarters
and Headquarters Company (HHC), 2nd Brigade Combat Team (BCT), 10th Mountain Division, 10112 4th
Armored Division Drive, Fort Drum, NY 13602, as he was identified as the Assistant S-6 Officer and was
one of the personnel involved in the initial response to PFC MANNING’s alleged unlawful disclosure of
Classified U.S. Government materials while his unit was deployed to Iraq. CPT [QIQ OIQI®:(~tcd he was
a ‘late deployer’ to Iraq as he had arrived to the unit at Fort Drum on 1 Oct 09, approximately eleven days
before the unit’s deployment to Iraq. CPT 0)(6)(b)(71)(C) elated, when asked who would have created
accounts, to include PFC MANNING's network accounts, that CW2{IOIEOIGI®) the 2nd BCT
Systems Tech, would have created these accounts. CPT OIOIOIOI® e rclated 2 signed user
agreement for each user was required prior to cither a Secure Internet Protocol Router (SIPR) and/or Non-
secure Internet Protocol Router (NIPR) network account being created for ecach user. CPT
explained after PFC MANNING was apprehended CID investigators asked for the user agreement related to
PFC MANNING’s account; however, this user agreement could not be found. CPT mxplained
PFC MANNING's user agreement was not the only one missing and he did not feel there was any type of
suspicious actions involved in relation to this missing paperwork. CPT OIOIOIOI®) - atcd he may have
other previous copies of user agreements and/or blank and signed versions of the same agreement PFC
MANNING would have signed; and that he would attemﬁt to ﬁrovide these agreements to investigators for

review of the language contained in them. CPT aid, when asked about computers that CID
had previously collected as evidence, that CID had not collected: the unit’s SharePoint server containing
SharePoint related data; a SQL database server which runs the backend for the SharePoint system; and the
Microsoft Exchange e-mail servers used by the unit. CPT Welmed while he was deployed in
Iraq he was generally concerned about three things: security, stability, and survivability of their network and
computer systems. CPT{CIOIOIGI®clated, when asked about security permissions on shared folders,
that he was advised by the S-6 Officer to not change security permissions on shared folders and/or other
resources as open or less restrictive permissions helped in the sharing of information amongst 2nd BCT
ersonnel. CPTQICIOIGI®Ruther identified the S-6 Officer during the deployment as MAJ
PTIQIOIOIGIOME ¢ |ated he arrived at FOB Hammer the day after the Relief in Place/Transfer
of Authority (RIP/TOA) process was completed, arriving on approximately 14 Nov 09. CPT (b)(6)(B)(7)(C)
explained, when asked about what networking and computer equipment his unit had brought with them, that
the “T-Drive” was in existence when his unit arrived and had reportedly been there ﬁrior to the arrival of the

unit they were relieving (3rd BCT of the 82nd Airborne Division). CPT er explained
other computers and network equipment was brought with the 2nd BCT for the deployment. CPT

lated the 2nd BCT SharePoint server and/or associated portal site was not open to access
outside the 2nd BCT with the exception of the period when the 2nd BCT was being relieved by the unit
which too er (the 1st BCT of the 3rd Infantry Division) when the 10th Mountain departed
Iraq. CPTWMIZ@ when asked about access to the Joint Worldwide Intelligence

Communicat] WICS) network on FOB Hammer, that FOB Hammer did not have JWICS
access. CP related he knew this for a fact as providing this type of network connection
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~access and/or bandwidth would have been his job. CPT bH)OB)T) (C). : in FOB Hammer
did have access to the National Security Agency Network (NSANet). CP related he did not
know PFC MANNING at all and only saw PFC MANNING for the figstdj e was being removed
from the Sensitive Compartmented Information Facility (SCIF). CPT rovided a personal

observation in ING was probably a smart kid; however, what he did was not ‘rocket
science’. CPT elated all computers on both the SIPR and NIPR networks used a username

and ﬁassword as a logon mechanism; versus using Common Access Cards (CAC) for logging in. CPT

aid, when asked about why computers forensically examined during this investigation may
ave numerous user profiles present within the operating system, that the process for imaging computers
(installing the required operating system and software on the computer) was to first identify the brand and
model of the computer which needed to be imaged. CP’IWelated personnel in his section
would then find the same brand and model of computer, matching the co imaged, which already
had the current software versions and up-to-date patches installed. CPT W S ~ el
would use the updated computer as the basis for creating a new hard drive image. CPT
explained it was this newly created imag be used for imaging any computers of that make
and model which required imaging. CP]WZM this process saved a lot of time compared to
trying to create hard drive images from scratch and i y so many user profiles were on various
| computers examined during this investigation. CPT er explained profiles belonging to
personnel in his office could be fairly easily identified as these profile names would have started with the
name “admin” at the beginning of the user profile name. CPT mmher explained that due to the
nature of the communications while his unit was in Iraq, most users had a SIPR network computer (versus
NIPR network computer), which maW why a SIPR network computer was located in the

HHC, 2nd BCT Supply Section. CP ould not immediately provide any additional
information pertinent to this investigation.

AGENT’S COMMENT: All personnel, unless otherwise mentioned, were assigned to the 2nd BCT, 10th
Mountain Division during the deployment of PFC MANNING’s former unit in Iraq.
W T LAST ENTRY I T T
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About 1715. 5 Jan 11

M OCIDCFIYDH)(6)(b)(7)(C)  RINEE eI (b) (©) (b)(7)(C) and
CPT (b) ©) (b) (7 (C) both assigned or attached to the Office of the Staff Judee Advocate, 210 A
Street, Suite 300, Fort McNair, DC 20319, interviewed CPT <b> (6) <b> (7) (C) Commander,
Headquarters and Headquarters Company (HHC), 2nd Brigade Combat Team (BCT), 10th Mountain
Division, 10112 4th Armored Division Road, Fort Drum, NY 13602, as he was identified as PFC
MANNING’s Company Commander at the time PFC MANNING was apprehended by CID in Iraq on or
about 27 May 10. CPT [QIQIOIGI®) <::tcd he arrived at Fort Drum in June 2009, from Fort Bliss, TX and
that he was an Air Defense Artillery Officer. CP QIOILIVI® explained he took command of HHC, 2nd
BCT, which was his first command, in April 2010; which was approximately four weeks prior to issues
involving PFC MANNING first came to his attention. CPT Mm‘[ed his first time interacting
with PFC MANNING was during his reading of PFC MANNING's Article 15 to PFC MANNING. CPT
CIOILIVI® explained he was scheduled to take command of HHC, 2nd BCT, but due to numerous
property book issues involving the unit, this change of command was postponed several times in order to
allow the property book issues to be corrected. CPT{GIOIOIWI®:-id the amount of property book
accountability concerns were in excess of $3.1 million dollars worth of property. CPT M
explained the aforementioned property book issues took up a majority of his time and attention prior to him
assuming command. CPTCIOICHOI®)ciated the previous Company Commander of HHC, 2nd BCT,
MAJ (BIOIOIGI®) finished his command on-time, after serving 12 months in command. CPT

RIOIOIVI®) added this was not a situation in which the previous commander was beine elieved of duts
CPTQIOIOIGI®N rclated the incident where PFC MANNING assaulted SPC [IOIOIGI(®)
while in the Sensitive Compartmented Information Facility (SCIF) on Forward Operating Base (FOB)
Hammer occurred the first week of May 2010. CPTWelated as a result of this incident he was
advised by MSG (b) (6) (b) (7) (C) that PFC MANNING no longer needed to be working in the SCIF. CPT

said that consequently arrangements were made to have PFC MANNING transferred to
working in the HHC Supply Section. CPT OIOIOIOI®: 2t the circumstances of PFC MANNING's
behavioral issues were not completelv known by him, but if PFC MANNING had problems as mentioned to
him by other personnel, CPW explained his intended course of action was to pursue chapter

(discharge) action with PFC M ING upon completing the Article 15 process. CPTWeIated
he did not remember telling PFC MANNING whether he was going to be chaptered from the U.S. Army,
but CPT{QIOIGI®I®ncntioned he had directed the HHC Supply Sergeant to begin making appointments
for PEC MANNING to obtain a physical(s) and to conduct other required chapter process activities. CPT
OIOIOIOI®): - ]:tcd the mental health paperwork he received regarding PFC MANNING did not really say
much detail in regard to PFC MANNING's behavioral issues; however, CPT [QICIOI®I®)1atcd PrC
MANNING had a thick company-level personnel file which contained various documents. CPT

(b)) (b)(T) (Ot provided CID investiﬁators the opportunity to review the documents contained in PFC

MANNING's personal file. CPT said, in his opinion, MSG ied to help soldiers and
gave them multiple chances; however, CPTIQIGIOIGIOM-id it seemed a little shocking about PFC
MANNING's behavioral issues at the time PFC MANNING received an Artjcle 15, that more serious
disciplinary actions had not been taken prior to that time. CPTWrelated, when asked about
personnel who may have more information regarding PFC MANNING, that the previous HHC, 2nd BCT
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First Sergeant prior tg him taking command was 1SG (b) (6) (b) (7> (C) who had been reassigned to
Fort Polk, LA. CPT QIOIOIOI®; 1 ated there was also MSGLIOIOIM®) who was the First
Serﬁeant after 1SG BICIOIGICONNNNE. 1o was now working in the 2nd BCT, S-3 Section. CPT

also mentioned, when asked about an Equal Opportunity (EQ) complaint that had been lodged
during the time his unit was deployed to Irag, that he did not know the details of that EO complaint; but felt
the EO Representative from that time, SFC (b)(6)(b)(1)(C) may be able to provide additional
information regarding the complaint and/or its resolution. CP OICIOIGIOR - i he W
W@had transferred to another assignment in England several weeks ago. CPT related
he had learned from another soldier in the unit, SPCMthat three out of the four male
e

soldiers working in the SCIF had behavjera es durip nit’s deployment to Irag. CPT [(QIOIOIGKS)!
related these personnel included SGT (b)(6)(b)(7)(C) , SPC M and PFC

MANNING. CPT elated one of the personnel, SGT ans presently incarcerated due
to other criminal issues. CP ould not immediately provide any additional information
pertinent to this investigation.

AGENT’S COMMENT: All personnel, unless otherwise mentioned, were assigned to the 2nd BCT, 10th
Mountain Division during the deployment of PFC MANNING?’s former unit in Iraq. Given the nature of the

HHC, 2" BCT as a company level element, noting that CPT OIOIOIGI®) eportedly only held a Secret
level security clearance, and i1ni PT{OIOIOIOI®):2ving taken command of PFC MANNING’s

unit; it appears unlikely CPT ould have been in a position to have known detailed
info 1 FC MANNING’s behavioral issues prior to the initiation of this investigation and/or that
CPT ould have had limited knowledge of day-to-day issues occurring with the 2" BCT SCIF

which are central to this investigation. Further checks related to SGT vealed he was currently
incarcerated by local civilian authorities in the Fort Drum, NY area, and was pending a criminal trial in
relation to the offense of Reckless Endangerment — 2™ Degree, involving his dependent infant child, which
is further documented in USACIDC Report of Investigation file 0365-10-CID452-19643.
T TR T LAST ENTRY [T
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1 SAMSA Wm office, and CPT [IOIOI@I®nd CPT
W both of the Office of the Staft Judge Advocate, Military District of Washington, Fort
McNair, D.C. 20024, interviewed cm@l@l@ﬂ@ﬁ (formerly[BDICIOIOIS) Wé’
Assistant S-2, Headquarters and Headquarters Company (HHC), 2™ Brigade Combat Team (BCT), Fort

Drum, NY 13602, CPTelated she arrived to the unit just prior to the deployment and was
assigned as the assistant S-2. During the two weeks prior to the deployment, there was minimal Secure
Internet Protocol Router Network (SIPRNET) access, and she went to ILT HIIC, ond
BCT, 10" Mtn Div, Fort Drum, NY 13602, to get a “picture of the enemy.” The analysts in the S-2 section
pointed to PFC MANNING as someone who knew what was going on. CPTW(ated that her initial
impression of PFC MANNING was of a motivated analyst; however, she later noted that PFC MANNING’s
analysis missed the “so what” factor. CPT{IGIQI@I® ated she subsequently used PFC MANNING for
computer specific tasks at which he excelled, and she once sent hjm “plans” to help them with a
computer issue and to make a program work. According to CPThWPFC MANNING’s work
product was good when he was given a specific task to do.

Cp OGN elated she deployed with the “trail” element and arrived at Forward Operating Base
Hammer about the time of Transfer of Authority (TOA). which occurred on 15 Nov 09; however, she was
originally supposed to be there on 15 Oct 09. CP’W\U&S assigned as S-2 Plans in the Secure
Compartmented Information Facility (SCIF) until the S-2 was replaced by CPT (b)(6)(b)(7) (C)pgi3 (el A
" Mtn Div, Fort Drum, NY 13602, who was “thrown into” the S-2 position. At that time, CPT
Welated she became the Assistant S-2 and continued on in S-2 Plans until Feb 10,

CPelated that PFC MANNING was an all source analyst focused on the Shia threat groups and
assigned to the night shift. According to CPT PFC MANNING’s duties included “pulling
names” in response to Requests For Information (RFI) received by the day shift. CPT Wlariﬁed
that “pulling names” equaled receiving a report an ' er reports for additional information on
name(s) included in the report. According to CP he intel analysts used the Combined
Information Data Network Exchange (CIDNE) -Iraq database but had no need to use CIDNE-Afghanistan,
with the exception of use for personal or professional develop alysts also used QueryTree,
which permitted SIPRNET searches using Boolean logic. CPW&:Iated the S-2 section might have
used the State Department’s Net-Centric Diplomacy (NCD) database, and she would have encouraged its
use for review of information originating from the U.S. Embassy Baghdad, particularly during the elections
in Mar 10.

CPWela‘wd PFC MANNING asked her questions about Afghanistan, ostensibly because she had
previously deployed there. Further, PFC MANNING pulled up at least one paper or article on Afghanistan
in response to their conversations. Although this did not specifically further the 2nd BCT mission, she
viewed it as professional development and thought “more people should be interested.” CPT
related she never saw any classified documents relating to Guantanamo Bay detainees in the brigade area.
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b)(6)(b)(7) (C
CPT OB rclated unit members could access other unit’s Sharepg , and she had used
Sharepoint portals at the corps and possibly the division levels. CP oted that information

sharing was required to fulfill their mission. She also noted that CD burning was permitted as there was a

requirement to share information with their Iraqi counterparts.
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sADICIONIE) is office; and CPT (OIOIOIGI®). i cpT

ANaTa 04 6 Ian A

LICILIVIS), both assigned to Office of the Staff Judge Advocate, Military District of
Washington, Fort McNair, DC 20024, interviewed SPCW_ S-2
section, Headquarters and Headquarters Company (HHC), 2" Brigade Combat Team (BCT), Fort Drum,
NY 13602. SP related she arrived at the unit on 28 Apr 08. According to SPCWPFC
MANNING arrived at the unit in Aug 08, and she knew him as “Brad.” Prior to the deployment, SPC

RIOIOIOI® - 1ated she often gave PFC MANNING rides to Syracuse, NY, or to the bus station. SPC

BICIBIWI®)related that during one triE to Syracuse, PFC MANNING picked up a “Zip Car” near Syracuse

DETAILS

b)(6)(b)(7)(C)

University. According to SPC PFC MANNING told her he had friends in Boston. MA, and

b)(6)(b)(7)(C)

Washington, DC. SP stated PFC MANNING told her about his boyfriend and that he
associated with Massachusetts Institute of Technology (MIT) students. According to SPC US PrC
MANNING enjoyed talking to students at MIT, and others, and was pleased when he influencéd someone to
change their opinion because he felt they were better informed. He also stated he got beat up in school
because he was a “scrawny little gay dude.” SPdescribed PFC MANNING as more “vibrant”
when he went out. SPC Wrelaﬂ:d that she listened to PFC MANNING and believes that is why he
talked to her.

SPelated during the Easter weekend of 2009, she accompanied PFC MANNING to the DC
area, and PFC MANNING took her to the mall where he previously w tarbucks where he had
worked, and his neighborhood (his aunt’s neighborhood in MD). SPC elated PFC MANNING
told her he went to functions in DC that certain famous people also attended; however, she was not sure if
he ac ed the functions or simply went to the same locations where the functions were being held.
SPCWted she took his claims “with a grain of salt.” She further observed that PFC MANNING

invested his money.

SPCWrelated PFC MANNING often talked about computer programming and politics. e
thought Mac computers were better; i.e., more secure from worms and viruses and had fewer “loopholes.”
PFC MANNING told her about being able to hide files and that he could make a second hard drive that was

hidden. SPCWI_&:O recalled PFC MANNING mentioning Zoosk (an online dating service) and
Facebook (a social networking web site) and that he was once a paid employee of Zodo.

AGENT’S COMMENT: The second hard drive may refer to a Macintosh “disk image™, which is a file that
can be mounted like a virtual hard drive. .

Regarding politics, PFC MANNING ofien discussed homosexuals in the military, and SPC
believed that he referenced an article that Secretary of State Hillary CLINTON wrote on the subject. SPC

further described PFC MANNING as “fast-track” and “high speed” and that he wanted to be in
the middle of everything. SPC [[QIBIQI@Ilelated PFC MANNING told her he was unofficially diagnosed
with Attention Deficit Disorder (ADD) or Attention Deficit Hyperactivity Disorder (ADHD). SPC
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RIS observed that PFC MANNING was never wrong and would argue or leave a discussion. He also
did not like criticism, and SPC QISIRIMI@ stated she witnessed this behavior at work.

SPC AR < 12 tcd she completed annual Subversion and Espionage Directed Against the U.S. Army
(SAEDA) and Operations Security (OPSEC) training during the winter of 2008. SPC ORISR i | not
recall any formal training on Sensitive Compartmented Information Facility (SCIF) operations and related it
was mostly onthe job training. SPCWescribed PFC MANNING as the “go to guy” for Secure
Internet Protocol Router Network (SIPRNET) information prior to deployment. SP tated she
utilized the SIPRNET about once a week prior to deployment, whereas PFC MANNING utilized the
SIPRNET every day or every other day. SPC Walso noted that MSG ((SIOIGIGI®)S-2 Non-
Commissioned Officer in Charge (NCOIC), HHC, 2" BCT, Fort Drum, NY 13602, was responsible for
inspecting SCIFs and arms rooms within the brigade.

Further, SPCWeIa‘ted PFC MANNING havioral incident prior to the deployment
where hie “spazzed out or had a “hissy fit”. SPCWelieved these incidents occurred with MSG

BOGENC) N possibly with another Non-Commissioned Officer (NCO) and that there were at least two
separate incidents; however, she did not think he was punished (by Article 15) for the incidents.

SPstated that during the deployment, PFC MANNING had a problem with taking too many
smoke breaks and instead of going to breakfast, he would sometimes go back to his Containerized Housing
Unit (CHU); she believed to check email. SPC mmemioned an incident during a shift change
briefing when PFC MANNING froze with a pointer in his hand, which she had never seen before.

SPCRURIRIRI) (cd that after PFC MANNING returned from Environmental and Morale Leave (EML), he
became more isolated, more weird, and paranoid, and “acted like he was always up to something.” She
noted he was also upset abou SP noted PFC MANNING told her something
was going to happen to him and that his career was ending, which she thought at the time related to him
either “coming out or being found out.” PFC MANNING showed her another Soldier’s chapter paperwork
that he pulled from the sh tve, in the SJTA or Commander’s folder, which he was interested in because
of his own situation. SPCWelated she started distancing herself form him because she had other
“drama” in her life. ‘

Regarding her duties in Iraq, SPClated she used the Combined Information Data Network
Exchange (CIDNE)-Iraq but had no use for CIDNE-Afghanistan. Further, she used Intelink occasionally, as
well as Query Tree, and she possibly visited the CIA web site (i.c. Worldbook) for documents related to the
2" BCT area of operations. SPCWHO recollection of using the State Department’s Net-Centric
Diplomacy (NCD) database. Regarding Query iree and CIDNE, SPC clated a Comma
Separated Value (CSV) file could be exported from Query Tree and CIDNE, and she was taught the
difference between CSV and EXCEL files during Distributed Common Ground System training and by PFC
MANNING.
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SPelated she never saw the Apache video in the SCIF, although there were music and movies
on that drive. Further, neither she nor PFC- MANNING ever left the Forward Operating Base, and although
she had requested to, MSG AR o uld not permit it. Regarding the arrest of civilians for distributing
propaganda (whi ING claimed in online chats to have been a precipitating factor in his
disclosures), SPW}Eculated PFC MANNING might have picked up the information on
NIPRNET or SIPRNET after his return from EML. Although SPC escribed PFC MANNING’s
alleged disclosures as “stupid,” she believed he had the technical skills to do it.

H/ILAST ENTRY///
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About 1428, 6 JW \(b)(6)(D)(N)(C), (b) (N(E) [N IEGIN (b)) (b)(7)(C)

and CPT both assigned or attached to the Office of the Staff Judge Advocate,
210 A Street, Suite 300, Fort McNair, DC 20319, interviewed CPTI{QIOIOIGKS®) Headquarters and
Headquarters Company (HHC), 4th Battalion/31st Infantry Regiment, 2nd Brigade Combat Team (BCT),
10th Mountain Division, 10230 North Riva Ridge Loop, Fort Drum, NY 13602 (formerly assigned to HHC,
2nd BCT), as he was identified as having worked with PFC MANNING and as having been the Sensifj
Compartmented Information Facility (SCIF) Night Shift Officer in Charge (OIC) while in Iraq. CPT
related he got to Fort Drum, NY in October 2009, after having finished his Officer Advanced Course. CPT

tated he was supposed to have become the S-2X within the 2™ BCT; however, he was instead

assigned to be the Night Shift Officer in Charge (OIC) within the SCIF while at Forward Operating Base
(FOB) Hammer. CPTIRRARMR]ated he arrived in Kuwait and was delayed approximately three weeks
before being able to get to FO er. CP id he arrived at FOB Hammer about the middle to
end of November 2009. CPT xplained his arrival was after the Relief in Place/Transfer of
Authority (RlP/TOAi irocess had been completed with the previous unit, the 3rd BCT of the §2nd Airborne

Division. CP elated he was at FOB Hammer until 1 Jan 10, whereupon he was reassigned to the
4th Battalion/31st Infantry Regiment which was based at Combat Out Post (COP) Carver — where CPT
QRIS came the Battalion S-2 Officer. CPTi kMM ated when he arrived at FOB Hammer he began
ing with CP BIOIOIVI®)] who he described as working multiple positions within the uni .
: (b)(©)(B)(7)(C)

m as ‘whining and crying’ and that it was not just PFC MANNING who was complaining.
CPT further related his previous deployment in Iraq with an infantry unit and compared that with the
tuation in the SCIF, in that during his previous deployment the conditions were much more difficult. CPT
W:tated he felt PFC MANNING was go 15 job; however, PFC MANNING should not have been
a soldier as he seemed to act like a child. CPl?prlained you could not demand things from PFC
IR 150 mentioned PFC
entioned he was impressed
d he believed PFC MANNING tried to avoid him
because CPT ended to ask a lot of questions to understand how the SCIF functioned. CPT RISk
subsequently theorized PFC MANNING m. elt these questions were an interruption from his work
and would cause him to get frustrated. CP explained at shift change briefings PF ING
would choke in front of other personnel while providing briefings in a group setting. CP xplained
he was in the Sgwme incident where PFC MANNING flipped over a desk containing computer
equipment. CP escrib R FES GMANNING as a “weird kid®, but noted that PFC MANNING did
not act out in front of him. CPT|jlexplained PFC MANNING may have been selective as to who he
acted out in front of; althou u v(_y(‘<b‘)(b)(b) - ould not identify a reason for PFC MANNING?’s pattern of
behavioral problems. CPT |iilllirelated people in the SCIF otherwise got along well. CPTWelated
he did not have any interaction with PEC MANNING outside of the SCIF and that he bWC
uld not

MANNING as he had a ‘soft skin’ and was not receptive to commands_(-F
MANNING having several outbursts while W(Ww SCIF. CPT
with PFC MANNING's computer skills. CPT

®)6)b)(7)(C)

(b)(6)(b)(7)(C)

MANNING would associate with SPOSIQIINIEIH SPCBICIOIOIO) P
elaborate on the nature of SPCWnd/or SPCOIOIBIBI®) association with PFC MANNING.
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crrEEREe

SCIF. CPT [

‘read-on’ for access to classified materials upon arriving in Iraq; however, CP

remember receiving any Foreign Disclosure Officer (FDO) training. CPT

an incident in which PFC MANNING mentioned Iraqis being arrested for puting printed “

containing propaganda, that PFC MANNING did not leave FOB Hammer during the time CPT |- a5

i there and CP not remember any incidents involving the arrest of Iraqi civilians. CPT

Welated that within the unit there was an argument about whether analysts should be given the
opportunity to leave the FOB and interact with personnel outside their unit and/or Iraqis while deployed.
CPTWtated id not leave FOB Hammer for mission related duties during the time he was
assigned there. CPT xplained he never saw PFC MANNING use the CIDNE database in any way
he thought was unusual. CP RIS xplained the CIDNE data related to Afghanistan was not looked at
unless people were bored. CPT RRMelated he personally used the Central Intelligence Agency (CIA)
“WIRe” website, but did not remember usin . State Department Net-Centric Diplomacy database
for accessing State Department cables. CPTWelated he personally would not have looked at any
documents relating to Guantanamo Bay detainees while in Iraq and that he could not provi
information as to the sites or systems PFC MANNING may have used while in Iraq. CPT aid when
he heard of the incidents and/or invesfioatian involving PFC MANNING he was surprised, but he related
the allegations were believable. CPWould not immediately provide any additional information
related to this investigation.

xplained he was supposed to be replaced by 1LT JOBNC

elated, when asked about additional briefings and training ed, that he was

AGENT’S COMMENT: All personnel, unless otherwise mentioned, were assigned to thgZndH
Mountain Division during the deployment of PFC MANNING?’s former unit in Iraq. CPT | made the
comment that PFC MANNING was a non-smoker, which was in sharp contrast to numerous other personnel
interviewed who made specific comments about PFC MANNING having hecn what many personnel
described as a frequent smoker. Further, based on this statement by CPT | it is believed his
knowledge of PFC MANNING was limited to his time within the SCIF with PFC MANNING as he stated.
Due to the timing of CPTmrﬂval to FOB Hammer and his reassignment to COP Carver, CPT

ould have only likely have worked with PFC MANNING at FOB Hammer for about four to six

weeks.
it i LAST ENTRY AT i i i
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About 1528, 6 Jag IND)©)B)NORIN (D) (6) (b)(7)(C), (b) (7)(E)finy office, CPT (b> (6) (b) (7) (C)
W&nd ogy(b) (0)(b)(7)(C) both assigned or attached to the Office of the Staff Judge Advocate,
210 A Street, Suite 300, Fort McNair, DC 20319, interviewed SGT [IOIOIGQI(®) B Company, 2nd
Brigade Speci ion (BSTB), 10124 4th Armored Division Drive, Fort Drum, NY 13602
(formerly SP as he was identified as having known PFC MANNING while they were both
assigned at Fort Drum and they worked together during their unit’s deployment to Iraq. SGTM
state i t Fort Drum in November 2007, and that his most recent deployment to Iraq was his first.
SGT said he initially met PFC MANNING in a smoking area outside their barracks building on
Fort Drum, red PFC MANNING seemed to be interested in talking about U.S. politics at the
time. SGT elated he later went to the Joint Readiness Training Center (JRTC) at Fort Polk,

LA for the second time in July 2009, and during this rotation at JRTC, PFC MANNING and himself worked
opposite shifts. SGTmelated he generally only saw PFC MANNING at handoff meetings
during thetr time at JRTC. SGMxplained while at JRTC, PFC MANNING was the person
who was in charge of making sure all the computers worked and that PFC MANNING was very good with
computers. SGTgWstated he is not a ‘computer guy’ and didn't know much about computer
systems beyond operating them. SGT QIQIRIQI®) =150 mentioned having attended a Distributed Common
Ground System — Army (DCGS-A) course with PFC MANNING on Fort Drum prior to the deployment to
Iraq. SGT xplained he didn't interact with PFC MANNING prior to their unit’s deployment
to Irag with the exception of the times mentioned, and those interactions were somewhat limited. SGT
elated, when asked about what other types of training he remembered receiving prior to
deployment, that MSG (b) ©) (b) (7) (C) had also given English and/or writing classes to personnel in order
to help them in producing their future intelligence products. SGTW&XpIaiHed he was part of the
advance-party from his unit (B Company) which he described as the Military Intelligence Company or
“MICO”, and that he had departed Fort Drum for Irag in Oc 2009; arriving at Forward Operating Base
(FOB) Hammer about 14 Oct 09 or 15 Oct 09. SGT 1so related he remembered conducting
Information Assurance training, when asked about other training he received related to Operational Security
(OPSEC) and information handling; hosaid he did not remember whether it was
prior to or during the deployment. SGT{QIQIOIOI®related personnel from the 3rd Brigade Combat Team
(BCT) of the 82nd Airborne Division, the unit his unit was replacing, brj the current situation
and other useful information upon his arrival at FOB Hammer; but SGT tated there was no
ining on the Sensitive Compartmented Information Facility (SCIF) rules and regulations. SGT
elated while in Iraq he worked as an Intelligence Analyst focused on Shia Groups operating in
Irag, and that he primarily worked on the day shift opposite of PFC MANNING, who worked at night. SGT
related he went on his mid-tour leave approximately a week after PFC MANNING went on
leave around the end of January 2010, but SGT Wcould not provide any information related to
PFC MANNING’s leave activities. SGT [(QIOIOIGI®)]clated PFC MANNING was having outburst
problems while in Iraq and mentioned an incident in which PEC MANNING flipped a table containing

computer equipment while being counseled by SPC (b) ©) (b) (NH(©) who was his supervisor at the
time. SGTWrelated he also witnessed an incident with PFC MANNING in which MSG
QIQIRIOI) <k cd PFC MANNING to move a projector screen. SGT OIOIOIOI®) [ ated this caused PFC
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MANNING to become upset and wa e area. SGT [DICISIBI®)rclated MSG (RN
G and believed MSG erbally counseled PFC MANNING outside; however, SGT
id not witness what happened after PFC MANNING walked out of the building they were in
at the time. SGT [QIOIOIGI®):1ated he believed other unit members were afraid PFC MANNING might
do harm to others. SGTPICIOIBI®) related CPT [BIOIGIGI(®) ould ta NNING to do
work, but the work often would not get done. SGT{QIOICIOI®)cxplained CPT ould leave
issues involving PFC MANNING up to the Noncommissioned Officers (NCOs) to take care of, but SGT
RICIOIGION -t that generally, on a nightly basis, assigned tasks were still not getting completed by PFC
MANNING. SGT Melated although the majority of work was not getting done by PFC
MANNING, sometimes PFC MANNING would do something impressive. SGTMrelated he
thought PFC MANNING was a good analyst when he wanted to work and that PFC MANNING could do
excellent work. SGTDICIOIGI®Nlated that while conducting intelligence analysis activities in Iraq, he
had personally used: InteLink; QueryTree; ArcGIS; the Combined Information Data Network Exchange
(CIDNE) - Iraq database; and generally anywhere else on the Secure Internet Protocol Router (SIPR)
network that was available — such as shared network folders or the SharePoint portals of other U.S. Army
units which were accessible. SGT elated he did not use the CIDNE - Afghanistan database;
information from U.S. State Department sites; nor did he access any documents related to detainees held at
Guantanamo Bay while he was deployed in Irag. SGT Wmentioned remembering an Apache-
like video on the 2nd BCT shared network drive which was similar to the video released on the Internet, but
SGT could not make any conclusions as to whether it was the same video. SGT [BICIOIGI(®)
said, when asked about his office’s workflow procedures, that he would get his intelligence analysis
taskings from CPT OIOILIBI®) the S-2 Officer, or SSGW the S-2 Fusion NCO in
charge. SGT [QIOIGIGN® statcd, when asked about an incident mentioned by PFC MANNING during his
Internet chat conversations which discussed Iraqi civilians being arrested in relation to printed materials,
that he did not remember any incidents involving Iraqis being arrested in regard to propaganda. SGT
(b)(6)(b)(7) xplained PFC MANNING did not speak well during the briefings he would have to give at
change-over meetings, in that PFC MANNING would stutter and/or have a difficult time in communicating.

SGIOICIDIRI®): tated PFC MANNING was a “disaster” at briefing others. SGT [QIQIQIGIOF1ated
MSG QIQIRIGI®H1owed Specialists (Pay Grade E-4) to be in charge at night as both SPCW&DCI
himself were eligible and waiting be to promoted to Sergeant. SGT mxplaine

MANNING and himself both used the same computer: a Dell laEtop computer, upon first arriving in Iraq

and working on opposite shifts of one another. SGT elated the computer would work fine for
himself, but by the next morninﬁ after PFC MANNING had used it, the computer would run slow and

would need to be fixed. SGT elated PFC MANNING switched to using his own Alienware
brand computer at some point during the deployment. SGT [OIOIOI®I®)aid, when asked about SPC
W that PFC MANNING and SPARIOICIGIOME 2 have worked together on
creating some intelligence products while in Iraq and that he believed SPC [CUQIGI@N®w s also
interested in politics. SGT coulq o (b )(-70) (.C). as to whether PFC MANNING and SPC

ay have been friends. SGT ®)(©) ould not immediately provide any additional
information pertinent to this investigation.
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AGENT’S COMMENT: All personnel, unless otherwise mentioned, were assigned to the 2nd BCT, 10th
Mountain Division during the deployment of PFC MANNING’s former unit in Iraq. SPC M
personal email address was recently identified as having been hand written on a piece of notebook paper
found within a box of PFC MANNING’s belongings sent from the Kuwait Theater Confinement Facility
(TCF) to PFC MANNING’s home of record in Potomac, MD. The aforementioned box was sent as the
result of out-processing procedures that occurred upon PFC MANNING?s transfer from the Kuwait TCF to
the Brig at Quantico, VA. It was further noted that InteLink, QueryTree, ArcGIS, and CIDNE are all
computer software systems or SIPR network-based websites involved in this investigation and are managed
by various U.S. Government agencies.
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1842, GJA B)(6)(B)(7)(C), (b) (7)(E) e (D) (6) (b) (7)(C)

and CPT [(QIOIGIGI(®) both assigned or attached to the Office of the Staff Judge Advocate,
210 A Street, Suite 300, Fort McNair, DC 20319, interviewed SPC [QIQIOIGKS®) B Company, 2nd
Brigade Special Troops Battalion (BSTB), 10th Mountain Division, 10124 North Riva Ridge Loop, Fort
Drum, NY 13602, as he was identified in previous interviews of 2nd Brigade Combat Team (BCT)
personnel as being a potential friend and/or associate of PFC MANNING due to his reported technical
knowledge of computers. SPC related he'd been assigned to B any, 2nd BSTB the entire
time he was in the 2nd BCT after arrtving at Fort Drum May 2008. SPC ) (6) <b) (7) elated Fort Drum was
his second duty assignment in the U.S. Army as he had served a tour in Korea. SPC [QUQIOI®c]ated he
first met PFC MANNING at a rotation to the Joint Training Readiness Center (JRT ort Polk, LA, in
June 2008, where the 2nd BCT was training for deploying to Afghanistan. SPOSAUUIrclated he was a
Signals Intelligence (SIGINT) analyst during this JRTC rotation. SPC{QIQIQI@I®related he remembered
PFC MANNING telling him he was rich and/or had rich parents, and that PFC MANNING had also lived in
England. SPCWrelated PFC MANNING seemed to be cocky and was really into knowing what
other people were doing and what things were going on. SPCW related he did not know if PFC
MANNING was good at his job. SPMlated PFC MANNING would ask him various random
questions while he was walking into and out of the barracks on Fort Drum. SPCxplalned this
would occur when PEC MANNING was outside smoking cigarettes and usually talking about current
events. SPABIOIOIWI®)atcd he never had any political discussions with PFC MANNING. SPC

OIQIOII®: 1ated he had no other interactions with MANNING after JRTC and before the de loyment to

Iraq. SPC[QIOIBOI@I®related while in Iraq PFC MANNING mentioned what SPC Wpdescnbed as
a ‘stupid business plan’ about creating hash tables. SPC[U xplalned the idea PFC MANNING
briefly discussed with him was to rewrite a program to essentlally reverse engineer hashes in order to
identify passwords related to those hashes. SPC[QIOIGI@I®)xplained he talked about LM Hashes
(sometimes referred to as ‘LanMan’ or ‘LAN Manager’ Hashes) with PFC MANNING, but does not
remember PFC MANNING asking about specific ﬁﬁes of hashes - Message Digest 5 (MD5) or Secure

Hashing Algorithm 1 (SHA1) hashes. SPC related PFC MANNING further appeared interested
in potentially building a computer to operate this proposed business, wherein people would send passwords
and/or hash im to figure out how long would take to find the corresponding password or hash
value. SPC ld PEC MANNING this had already been done and was not a viable business plan
as hash tables were already commercially available and it didn't really make sense as to what PFC
MANNING was trying to accomplish. SPC related he had no idea why PFC MANNING asked
him other than SPC [QIGIOI@I®being known as the computer guy’ within the unit. SPC
mentioned PFC MANNING may have been trying to find someone else interested in the idea and/or PFC
MANNING may have thought SPC Wwould have volunteered to work on this proposal; however,
SPC related he did not express any interest in the idea. SPC Wrelated he did not talk
extensively with PFC MANNING about this idea and in retrospect it was a minor discussion. SPC

related PFC MANNING never asked him about other programs for downloading information
and SPC| said PFC MANNING never gave him the impression PFC MANNING knew anything
about programming or scripting knowledge. SPC rclatcd he and PFC MANNING sat together at
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dinner in the dining facility while Iraq several times, but the conversation was otherwise unremarkable.
SPrther recalled a time in which a recruiter at division was trying to recruit people for some
type of advanced Information Technology assignment and was handing out a test to be taken by potential
applicants. SPC OIOIOIGI®11tcd he was accepted to apply after taking a test, which contained guestions
on computer knowledge, but does not know if PFC MANNING took the test or not. SPCWrelated
BOEN©) FI) may have more information as to the test and whether PFC MANNING took it. SPC
again related PEC MANNING seemed to know what he was talking about in regard to
computers, but commented that if a person knows this information why would they be talking about it. SPC
CICIOIGIOM:-id he thought PFC MANNING's knowled[ie of comﬁuters was questionable and PFC

MANNING may have been trying to impress him. SPC lated PFC MANNING seemed like he
often tried to i one. SPC anher said PFC MANNING was always intense and very
serious. SPC lated he'd heard through intelligence channels about what PFC MANNING was
alleged to have done in regard to the unlawful disclosure of Classified U.S. Government materials
mentioned in this investigation. SPC [(QIQIOI@I®)1ated he not believe this at first; however after thinking
about it, he came to believe PFC MANNING could have done this, SPC Wid he remembered
seeing PFC MANNING with a command prompt window on PFC MANNING’s computer screen at some
point, but PFC MANNING would ‘lock® the computer wh around so SPC said he
could not see what PFC MANNING was working on. SPQ said he believed PFC MANNING
could have brought in software tools and/or other items into the SCIF very easily based on the atmosphere
in the SCIF, and in a related comment, SPC entioned an unidentified person he remembered
listening to an iPod while in the SCIF. SP elated he never discussed any scripting or
programming with PFC MANNING other than what he has already mentioned. SPC OIOIOIGIO - .
PFC MANNING was very good with the software application ArcGIS and SPC [QIQIOIQI® i even gone
to PFC MANNING to figure out a task using ArcGIS at one point. SPC OIOIOIQY - (e he felt PFC

MANNING was able to {rain on the software systems in use within the SCIF all day prior to deployment,
whercas SPC{QUUOIBI®; § he was not provided this opportunity in his unit. SPC{W&IM& an
incident whigB BCEWTCT B ior to the parliamentary elections being held in Iraq (the first week of March
2010). SPC QIOIO) (7) & plained PFC MANNING had found a report that apparently upset PFC
MANNING. SPCIQUQIOII® e 1ated the information PFC MANNING found in the report related to Iraqgis,
or possibly some Moroccans, being arrested at a printing press facility. SPC Welated that
attached to the report was some evidenge of some type of propaganda which had been collected; however,
this information was in Arabic. SPC Wrelated his unit had made a report about foreigners being
arrested while he was working in the Current Operations section, SPC Waid PFC MANNING

came into the Tactical Operations Center (TOC) and had apparently had a translation of j
mpleted by a Category 2 translator, which PFC MANNING showed to SPCW SPC
Waid he read the evidence and ially said, ‘so what?’ as the translated message did not seem
o0 be very remarkable i SPW stated PFC MANNING was very upset and outraged
about the issue. SPC thed in looking back that if there was a moment in which PFC
MANNING may have snapped, this would have been it. SPC OIOIOIOIS), i cd everyone stonewalled
PFC MANNING on the issue as no one thought was a big deal. SPCQUQUOIOI®c|ated that according to a
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Wikipedia article on the Internet which has been written since this investigation began, PFC MANNING
reportedly told an officer about this report issue. SPC OIOIOIOI®): v ained the Wikipedia entry that
mentioned this incident related PFC MANNING reportedly brought the report to the ion of an Army
officer, who reportedly told PFC MANNING to go find some others to arrest. SPC Wted he did
not know whether this information posted in the Wikipedia article was true, but suggested this was the type
of comment he believed would have been said ILTWr possibly CPT GOE)MN©)
RICIOIGIOR: P COICIOIRI®)rclated PFC MANNING never came to him for anything else after this point.
SPC RIOIOIOI®) c]ated, when asked about PFC MANNING's abilities in being able to export data from
military computer systems, that PFC MANNING was leaps and bounds ahead of him this aspect of working
in the SCIF, although SPCBIGIOI@I®) drmitted he did not have proof of this. SPC W said he
believed PFC MANNING was trained how to export data as part of PFC MANNING’s Advanced
Individual Training (AIT) where he was taught Intelligence Analysis techniques; however SPC
related he was a different Military Occupational Sﬁecialty (MOS) as PFC MANNING and consequently did

not learn this while at his own AIT. SPC clated PFC MANNING he felt had more book
oe_about computers versus himself, who had more hands-on experience with computers. SPC
explained he had never been in PFC MANNING's barracks room while they both resided on

Fort Drum, nor had SPC ver visited PFC MANNING’s Containerized Housing Unit (CHU)
while in Iraq. SPCRIGIPIBI®) made a comment that he believed PFC MANNING was probably using the
LINUX operating system on his personal computer, as PFC MANNING seemed like an open-source kind of
guy. SP(Wrelated he thought everyone had to go through various Operation Security (OPSEC)
and/or country briefings while in Kuwait and prior to moving into Iraq. SPC{OIGIOIGI®N related he noted
that PFC MANNING was always drinking Coke when it was available. SPC [DIGIOI@I®F~hen asked about
the Apache video involved in this investigation, related he once searched for and later found a lot of games
on the SIPR network, as well as an Apache-like video on the network shared drive after it had been released
on Internet. SPC elated other people were talking about the video and believed he found the
video in a folder marked ‘Public Affairs’. SPC related he never heard PFC MANNING talk
about the video. SPCated that at some point during the deployment, games were not allowed

IPR network and consequently games started disappearing from computer systems. SPC

lated that computers that ran the SIPR network were not locked down in that users had either
local ‘Power User’ and/or ‘Local Admin’ rights on those machines. SPlastly mentioned he has
spoken with CID investigators about PFC MANNING during the course of this investigation more than he
has actually ever spoken to PFC MANNING. SPC could not immediately provide any
additional information pertinent to this investigation.

AGENT’S COMMENT: Several minutes after the conclusion of the interview, SPC OIOIOIGI® (1, e d
and briefly spoke with S herein he related having been presented by PFC MANNING a business
card for someone who worked for the Free Software Foundation. SPCW said he did not remember
the individual’s name that appeared on the card, but mentioned that he had researched the individual on the
Internet after PFC MANNING had given him this card. It is noted that Mr [GQIOISIGI(®) anon-
Department of Defense civilian and a person of interest within this investigation, is associated with the Free
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Software Foundation which is mentioned on his website, “freedomincluded.com™. Further follow up
investigation in regard to the Wikipedia site where SPC Wrelated he read comments in regard to
an incident involving Iraqi civilians being arrested which upset PFC MANNING — the Wikipedia page
published on PFC MANNING (http://en.wikipedia.org/wiki/Bradley Manning) contained a link within the
‘References’ section of that page leading to a Wired.com article titled, “I Can’t Believe What I’m
Confessing To You: The Wikileaks Chats® (http://www.wired.com/threatlevel/2010/06/wikileaks-chat/).
Within this article are what appears to be a reproduction of Internet chat logs between PFC MANNING and
Mr (b) ©) (b) GO More specifically was an excerpt dated 25 May 10, 02:35:46 PM, wherein PFC
MANNING reportedly makes statements relating to an incident where 15 detainees are being arrested by the
Iraqi Federal Police for printing anti-Iraqi literature, and that an “officer” reportedly tells PFC MANNING
how to assist in helping the Iraqi Federal Police find more detainees.
T D LAST ENTRY [T T T
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About 1046, 7 Jan 11 SAm N ) (6)(D)(7)(C) this office; and CPT [IOIOII®): nd crT

W both of the Office of the Staff Judee Advocate. Military District of Washington,
Fort McNair, D.C. 20024, interviewed SSG M S-2 section, Headquarters
and Headquarters Company (HHC), 2™ Brigade Combat Team (BWomtain Division (10" Mtn
Div), Fort Drum, NY 13602. During the deployment to Iraq, SSG as the Current Operations
Non-Commissioned Officer in Charge (NCOIC), and she worked in the Tactical Operations Center. SSG

IRVING related her shift was initially 0800-2000, but that changed to 1000-2200.

b) (6)(b)(7)(C
SSG ( YOO elated she was first introduced to PFC MANNING while at the Joint Readiness Training

Center (JRTC), Fort Polk, LA. Accordmg to SSG WF C MANNING was good at running data and
using the computer(s), and he was “awesome” at analysis, but he was not good at speaking about his results.

She related that he focused on something and got tunne] vision, and that he would “space out” or “50 off on

FC MANNING 1efed the 2"

Accardine to SSG B (6)(b)( O
b)(6)(b)(7)(C)ms
BOB descﬂbed as “slightl

l_' q SSG
(b)((])(b( )(©)

a tangent” when one spoke with him. BCT
leadership while at JRTC, which SSG ainful.” SSG AAARMARid not recall
him ever briefing the Brigade Commantey scribed an incident at JRTC when
PFC MANNING “flipped out” on her. SSG related she told him to steg) out of the TOC for a
minute then come back in. MSG[BIOIGIGL®); NCOIC S-2 Section, HHC, 2™ BCT, 10" Mtn Div, Fort
Drum, NY 13602, said he would to talk to ?1) Bmrele S point, PFC MANNING told her he was stressing out
because he had so much on his plate. SSGJi related they had PFC MANNING building various

products, and she thought the taskings were stressing him out.

(b)) (b)(1)(C)

SSG related she conducted Relief in Place (RIP) with a CPT and SSG; however, she was the only
person working in the section until a junior Soldier who had been disciplined was assigned to her.

SSCURRMMMRY < |ated an incident in which unit personnel were waiting around for shift change briefings and
PFC MANNING took out the trash. The unit personnel were expecting someone else when PFC
MANNING walked in the door. Everyone started laughing itnation, but PFC MANNING thought
they were laughing at him and began to get agitated. MSGWOK him outside, and he came back in
a bit calmer.

According to SSG <1’>((’>“’><7><C>s , 2™ BCT, 10" Mtn Div, Fort Drum, NY
13602, was a stickler for military protocol an G often talked to other Soldiers as if they

were hxs frlends Regarding the incident in which PFC MANNING assaulted SPC OIOIOIVI®) ssG
related she did not realize he was that stressed.

SS G(b) QIRIC) lescribed PFC b)OG)N©) as a “weird kid” and related he was consistent with his

“weirdness.” _She did not recall a change in his behavior after his return from Environmental and Morale
Leave. SSG [RAIOMUOL - il,ed PFC MANNING's shift change briefings as consistently bad and related he
was the worst. SSG RIOIOIBI® called watching the Apache video in the Secure Compartmented
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their unit in [raq.
/I/LAST ENTRY///

Information Facility (SCIF) because someone found it while going through the “T” drive deleting unneéded
information, which occurred before the video was released by WikiLeaks.

HY(6) (b)) (7)(C
According to SSG )(b)(N)(C)B

for printing literature but provided no further information. SSG) OBOE
his computer, if he did no

Internet Explorer). SSG

confirmed there was no Joint Worldwide Intelligence Communication System (JWICS) access for

e computer or lock the screen, there would be bunch of windows open
id not recall anything that resembled a command prompt window. SSG

CID FORM 94
1 FEB 77

TYPED AGENT'S NAME AND SEQUENCE NUMBER

A 0) (O)B)(7)(C), (b) (N)(E)

SIGNATURE C DATE EXHIBIT
OIOIOIOIS - DB

ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

FOR OFFICIAL USE ONLY

‘Law Enforcement Sensitive Appi§)R4.728




AGENT’S INVESTIGATION REPORT N 028.10.CID221.10117

CID Regulation 195-1

PAGE 1 OF 1 PAGES

DETAILS

About 0800, 4 Jan 11, SA [(BIOIOIGIOME - ccived an email from Mr.[GIOICIGI®)] Distributed
Common Ground System — Army (DCGS-A) Fusion Branch Tech Lead, Science Applications International
Corporation (SAIC), 1710 SAIC Drive, McLean, VA 22102, in response to a previous reque
information regarding PFC MANNING's potential use of Query Tree on the SIPRNET. Mr.
related that PFC MANNING did have a Query Tree account but that no logs were available as the Query
Tree system that was in place when PFC MANNING was in theater had been "decommissioned" and
replaced with a newer system.

Wsw, 13 Jan 11, SAWordinated with GS-13 [DIOIOI0IE)]

hief, Information Assurance Division, Network Enterprise Center (NEC), Fort Drum, NY 13602
regarding any Acceptable Use Policies (AUP) PFC MANNING may have signed while assigned to Fort
Drum, NY. Mr. MEIMM the current AUP was promulgated in February 2010 while PFC
MANNING’s unit was in Iraq and, thercfore, would not have been signed by PFC MANNING or other
members of his unit while deployed as AUPs are site/location specj if AUPs signed by PFC
MANNING prior to his unit’s deployment might be available, Mr. Wdated the previous
version of the AUP was a digital version signed via Common Access Card (CAC) and, in October 2009, the
Office of the Inspector General, Department of the Army, informed his office that a CAC-signed AUP was
unacceptable, Mr, @Wtated his office then stopped using the digital version as instructed and
that it was no longer available. Mr. [DIGIOIGIONMltated each unit was required to maintain copies of the
AUPs signed by their assigned personnel, but he had spoken with CPm - 1 RCT,
10" Mtn Div and determined that they had failed to maintain copies as required. Mr. stated
the current AUP was much more extensive than the old one that would have been in effect prior to the
deployment of the 2" BCT as the older AUP primarily consisted only of standard Department of Defense
wording whereas the current agreement included telework information, handling of certain types of media,

appropriate use of computing resources, and more.
T T L T T T ASTT ENTRY T T T
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About 0955, 14 Jan 11. SA[SICIOIICTE SAW this office; and CPT KN
) and CPT [DIOIOIGK® both assigned to the Office o Wﬁeet,

Suite 300, Fort McNair, DC 20319, telephonically interviewed MS

Operations Sergeant Major, 4th Battalion, 31% Infantry, 2" Brigade Combat Team (BCT), 10" Mountain
Division, Fort Drum NY 13602, who was assigned as the First Sergeant, Headquarters and Headquarters
Company (HHC), 2" BCT, prior to his current assignment.

Msmat prior to the unit’s deployment to Iraq, he received occasional comments from
MS Headquarters and Headquarters Company (HHC), 2nd Brigade Combat Team
(BCT), 10th Mountain Division (10th Mtn Div), 10112 4th Armored Division Drive, Fort Drum, NY
13602regarding PFC MANNING’s attitude and personal problems but that PFC MANNING was not much
of a problem prior to deployment to Iraq. MS tated that PFC MANNING appeared to have no
trouble during the initial month of the deployment to Iraq (October 2009) but that in November he started to
“get worse”, MSG as told by MSG W%

‘not sleep much and drank lots of caffeine. MSG also stated that PFC MANNING appeared to

have difficulty adjusting to a deployed environment which was common with some of the younger soldiers |

who had not yet experienced a dep
PFC MANNING came from MSG

MSG Wstated that sometime in November or December 2009, PFC MANNING appeared to be
“ t”, was not sleeping regularly, and then began to be late to work because of oversleeping. MSG
stated that PFC MANNING flipped a table over out of anger while being counseled by his

WSG AURIU-1ated that most of his information regarding
W

ho he saw on a daily basis.

Wbad to be restrained by a warrant officer. MSG(RIOIDI®I®tated that he, along with SPC

ounseled PFC MANNING for about 45-60 minutes and referred him to Mental Health
(Combat Stress) for evaluation. MSGSUOIOIOI® ould not recall if the referral was command-directed or if
PFC MANNING volunteered.

" . . ) (6)(b)(7)(C)
PFC MANNING went on mid-tour leave in January 2010 but MSG R could not state whether PFC

MANNIN G’s attitude changed upon his return as MSG went on mid-tour leave immediately after
PFC MANNING’s return. MSG [RIGIQIOI®}ated he believed PFC MANNING’s mid-tour leave was
“bumped up” due to stress but could not recall if PFC MANNING may have also asked to go on leave early.

TED he had considered a “fit for duty” evaluation of PFC MANNING and discussed it
Mbut could not recall if they had moved forward with scheduling the evaluation. MSG
BIOIOIOI® (.t he planned for mental health counseling first to see if that would help prior to the “fit for
duty” evaluation,

MSGWelated he returned from mid-tour leave on 4 Mar 10 and checked to see if PFC MANNING
had gone to Mental Health for an evaluation as directed. MSG QIOIOIGI® - 5vered that PFC MANNING
had not gone for an evaluation and passed that information along to MS (0)(6)(B)(7N)(C) ncoming

at after his 12-hour shifts, PFC MANNING did
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| replacement, 1S (b) (6) (b) (7) (C) for action. MSGelt he had given PFC MANNING the

opportunity to WOI‘an his problems but that PFC MANNING did not take the opportunity,
indicating to MSG hat PFC MANNING did not have the desire to fix those issues that were
preventing him from becoming a successful soldier.

MS tated he had he, il eaks prior to the allegations against PFC MANNING but had
never visited the website, MSG rther stated he had always viewed PFC MANNING as an “odd
guy” but “not in a malicious or cagey way .
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o About 1035, 14 Jan 11. SAGIOIDIGIS) SA (QICIOIGIONE this office; and CPT [DIOIOIGI®)
VOO PRl (b) (6)(b) (7)(C) both assigned to the Office of the Staff Judee Advocate, 210
A Street, Suite 300, Fort McNair, DC 20319, telephonically interviewed SPCW
Headquarters and Headquarters Company (HHC), 2™ Brigade Combat Team (BCT), 10™ Mountain
Division, Fort Drum, NY 13602, who was identified as having been PFC MANNING’s roommate in Iraq.

POBOO stated he did not know PFC MANNING personally prior to the deployment and that his only

previous interaction with PFC MANNING was velling at him during the unit’s rotation to the Joint
Readiness Training Center (JRTC). SPWela‘ted PFC MANNING was carelessly bumping
sleeping soldiers in the head with his rifle while they were sleeping in a tent, SPCWrelated PFC
MANNING “clearly stayed away from everyone in the smoking area.”

BICICINIE)

. further related PFC MANNING was his roommate from October 2009 until his arrest. SPC

Wrelated he had heard rumors that PFC MANNING was gay prior to the deployment and that he
made an initial effort to talk to PFC MANNING when they first became roommates (within the first week of
the deployment) but PFC MANNING “shut him down™ with a comment about two boyfriends having an
argument.

commented that PFC MAG rarely took showers and stayed up the whole night when not

(b)(6)(b)(7)(C)

. mostly on his computer. SPC | Wstated they were both assigned to night shifts untj] SP
returned from mid-tour leave in early March 2010 and was assigned to a day shift. SPC

said he never borrowed CDs from PFC MANNING and that PFC MANNING had many CD-RWs in thelr
Containerized Housing Unit (CHU) along with a microphone and expensive headphones. SPC
specifically related an instance in which he picked up the headphones that were lyi or which
prompted PFC MANNING to get upset with him because they were expensive. SPIWtated he
noticed PFC MANNING had a removable hard drive and iPod Touch prior to PFC MANNING’s mid-tour
but that he did not see them upon PFC MANNING’s return.

[BIOIOIGI®)

him that he could not wait to get out of the Army. SPC elated MSG b) OIQIOI ften came to their
CHU looking for PFEC MANNING. SPC ate the only person he saw PFC MANNING associate

with was Ppwm would accompany C MANNING to the chow hall. SP(QIRIRIA® - ted he

had never heard of WikilLeaks
T LT LT L I ETLAST ENTRY T

stated PFC MANNING was always mad W a poor attitude. PFC MANNING told
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About 1215, 14 Jan 11, SAIQIOICIGIONE S A (DIOIRIGION (s office; and CPT{RIGIOIGI® |

"OCOCOREERIN(b) (6)(b)(7)(C) both assigned to the Office of the Staff Judge Advocate, 210
A Street, Suite 300, Fort McNair, DC 20319, telephonically interviewed MAJ W
GOGOChy eputy Director, National Radio Frequency Communications, Buckley Air Force Base, CO

80047, who was previously assigned as the S-2, o0 Brigade Combat Team (BCT), 10" Mountain Division,
Fort Drum, NY 13602. MAJ Wmlmd he t met PFC MANNING in January 2009
when he was first assigned as the brigade S-2. MAJ described PFC MANNING as “bright” and
“high-strung”. . -

MA JQIOIOII®) e scribed the pre-deployment mission of the S-2 section as maintaining awareness of

current hot spots across the globe in support of the 2nd BCT’s mission as the US Army’s conting
brig ime, the S-2 section was comprised of 11T [HESNIC w2 (QIOIOIOKS) 115G W
SSG SPC{QIOIOIGI®):d Prc RISIRINIS MA QIOIOIOI®related that he had PEC

MANNING brief the brigade staff regarding the general world-wide situation on one occasion and that PFC
MANNING had difficulty providing the briefing. MAJ surmised the difficulty was because
PFC MANNING tried to think of everything in advance of saying it which caused him difficulty while
briefing. MA JGIOIOIGI®: - ted he could relate as he experienced similar difficulties while briefing. MAJ

onsidered PFC MANNING to be the “numbers/data guy”. MAJ ated he went to
the Joint Readiness Training Center (JRTC) with the unit (and PFC MANNING) but did not have any “one-
to-one” interaction with PFC MANNING while at JRTC.

MAJRIQIBIOI®) <14 tcd he never observed any behavioral problems with PFC MANNING, although he was
told of “anger control” problems. MAJ QIOIOIQION .11 ot remember any details but believed it was a
single instance prior to deployment to Iraq. MAJ OIOIOIOIS) . ¢ that his general impression was that
PFC MANNING had self-control problems and acted inappropriately when presented with stressful

situations.

MAJ] stated he was deployed to Iraq around 15 or 16 Oct 2009 and functioned as the brigade S-2
until CPT ook over as S-2 in the December/January timeframe_ MAJ BYO)B)(7)(C) Sut nothing
“sticks out” about PFC MANNING during that time period. MAJ (b) @ (b)(7)(C) ey taskings for the
analysts would go from him to either CWZW 1L TR or MSG who would then
i ] them to the appropriate personnel. Taskings would not go directly to analysts. MAIJ
Wsaid he spent most of his time in the Tactical Operations Center (TOC) and not in the SCIF but
was present for shift changes and would occasionally stop by the SCIF. He was not aware of any security
incidents involving PFC MANNING during that time period. MAJ [(QIGIQI@I®:d comment that PFC
MANNING had difficulties briefing during shift change and, as previously mentioned, believed PFC
MANNING “overthought things” which led to his difficulties.

MAJ RIOIRIOI®)  ffered that he knew PFC MANNING was once a barista as that had been mentioned prior
to the JRTC deployment by someone who joked that PFC MANNING would be the “coffec person”. MAJ
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never heard PFC MANNING say anything negative about the United States and that the only
thing that stood out to him was PFC MANNING’s “anger control issues.” MAJ OICIOIBI®)id hear that
PFC MANNING punched PSC [(QIOIDIGI®N:t had no direct knowledge of the incident as MAJT
RICIPIBI®) had already been reassigned at that point as was no longer in the TOC or SCIF on a regular
basis.

MAJ (URUCOIDIO). . | 12t he never heard PFC MANNING discuss Wikileaks and that the first time he
saw the “Apache video” was when he saw it on the television with his Iraqi counterpart. MAJ
did not know at the time that the 2 BCT had a copy of the video until PFC MANNING was arrested.
T T T T L AST  ENTRY T T T
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About 1355, 14 Jan 11. SA [DICIOIGIONS s GICICIGIONEN s officc; and CPTRIREEINMN)
HOO0CNERegl(b) (6)(b)(7)(C) both assigned to the Office of the Sia gcate 210

(1o A (]
Street, Suite 300, Fort McNair, DC 20319, telephonically interviewed SPC (b)(6)(b)(7)(C)
Headquarters and Headquarters Company (HHC), 2" Brigade Combat Team, 10™ Mountain
Division, Fort Drum, NY 13602 as she was identified as having served with PFC MANNING during, and
prior to, his deployment to Iraq. SPCWelated that she arrived to the unit in March 2009. Her
initial impressions of PFC MANNING were that he was “different”, “uppity”, and “not very social”
although she indicated that the initial impression was not a strong one. SPC [OIOIGI®I®clated she did
not go to the second Joint Readiness Training Center (JRTC) rotation due to medical reasons and could not
comment on the training received at JRTC or on PFC MANNING’s performance.

A

SPC OGN related that when the unit initially deployed to Iraq, she was the night shift
Noncommissioned Officer in Charge (NCOIC) and supervised PFC MANNING but sometime in mid
December 2009 — early January 2010, she was switched to days to fill the role of Targeting Analyst. At that
time, SPC Wcame the night shift NCOIC. SPARICICIGIONE:tated PFC MANNING liked to
search through the various computer databases and share what he found with fellow analysts. She also said
he often had multiple instances of Internet Explorer open which frequently caused “hang ups” of his
computer.

SPARIOICNB®.icscribed PFC MANNING as very confrontational and said he liked to debate with
Sensitive Compartmented Information Facility (SCIF) personnel, sometimes about the United States
Government policy, but that she would not engage because she felt that she did “not have much to offer.”
SPCWM;tated that if she ha ize his political views, she would describe him as on the
“very extreme Democratic side.” SP described PFC MANNING as “intrigued” about the
culture in Afghanistan, specifically about grown men having sex with boys. :

SPC [DIOIBIGIONescribed the incident in which PFC MANNING assaulted her. She described PFC
MANNING as having a “fuse” and that it normally takes a bit to set him off but felt that the events leading
up to the assault happened in such a short time which may have caused him to react in the way that he did.
SPCIQIOIOIBI®tated she was assigned to the day shift and was sleeping when the unit needed to find a
specific file during the night shift. She stated she was awoken and went to the SCIF to locate the missing
document. SPC [QIOQIOIGIOR-]ated she was asking questions of SCIF personnel about where they had
already looked for the file and PEFC MANNING started pacing, saying he had already looked for the file
where she was looking. SPCsubsequently found the file for which she was searching and PFC
MANNING began to argue with her. She responded with “fix your own shit™ at which point PFC
MANNING screamed, “No!” and charged her, punching her in the face. SPC mubsequenﬂy
got out of her chair and tackled PFC MANNING. :

SPC QIQIOIIS) stated that she was not overly surprised that the-incident occurred as prior to shift change,
she found PFC MANNING in the fetal position. At the time, she told MSG [QIOIOIQI®: nd CW2
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DIOIOIBI®)] “to be ready” because she knew some sort of incident was going to occur. SPC
related she believed something would occur as, on a previous occasion, she had found PFC MANNING
curled into a fetal position. Later in that day, SPC Mw&s counsehng PEFC MANNING for being
late when PFC MANNING screamed and “went after” SPC (@ SPC efendcd himself

NNING looked at an M-4 rifle about two feet away before turning his attention back to SPC
o) (b) (6)(b)(7)(C) | mtervencd and put PFC MANNING in a headlock.

SPC{QICIOIOI®); < atcd that PFC MANNING seemed more agitated prior to his mid-tour leave but upon
his return, he seemed more friendly and talkative. She stated that he joked around about an Equal
Opportunity complaint that had been made about the use of the terms “faggoty” and “gay”. She also
described him as beW”, using inappropriate sexual jokes and being more inclined to debate
with officers. SPC id caveat her statement by stating that sexual humor was common in the
SCIF but that PFC MANNING began to take a more active role in the use of inappropriate humor,

acord in a network folder. She related that she called CW2 SG and CW2

bver to see the video. She did not believe that PFC MANNING reviewed the video with them at
that time. SPC [QUQIOIQI®stated that for the next few days, there was discussion amongst various SCIF
personnel about whether the video showed a camera or Rocket Propelled Grenade (RPG) launcher and
whether the actions of the Apache crew were appropriate. SPC Wtatcd she could not guarantee,
but believed PFC MANNING engaged in the discussions and was of the view that the actions of the crew
were inapprqQ he object seen in the video was a camera and not an RPG. SPC [QICIOIGOION- rther
related CP <P> ©) (b) U 1d her that after the “Apache video” was put on the news, PFC MANNING went to
CPTIRARMBRR 1 d 101d her it was the same video as the one found on the network drive. CPT (QIQIQIGIS
responded with, “prove it” and PFC MANNING then compared the video shown on thc news with the video
found on the network (which SPC [QIOIOI@IOMescribed as the “N-drive™).

SPCIBIOIGIBI®) c1icved she was the first in the SCIF to see the “Apache video™ W}Wd of her

SPC{RIOIOION®).. 14 not recall an incident regarding multiple arrests at an Iraqi printing press as
described in PFC MANNING?’s chat logs.
T T T T TTTTILAST ENTRY T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATICN
Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060
DATE EXHIBIT
14 Jan 11 24 1.
FOR OFFICIAL USE ONLY - LAW ENFORCEMENT SENSITIVE

001736
Approved




AGENT’S INVESTIGATION REPORT RO N 028.-10-C1D221-10117

CID Regulation 195-1

PAGE 1 OF 1 PAGES

DETAILS

11505, 14 Jan 11. sA [BICIOIGIO) s+ (BICIOIGIOM.:s ofsice: and cPT S
Wand el (b) (6)(b)(7)(C) both assigned to the Office of the Staff Judge Advocate, 210

A Street, Suite 300, Fort McNair, DC 20319, telephonically interviewed MAJ (b)(6)(b)(7)(C)
BN Student, C Company, 442" Signal Battalion, Fort Gordon, GA 30905. MA JOIOIOIG® was formerly
assigned as the Commander, Headquarters and Headquarters Company (HHC), 2" Brigade Combat Team
(BCT), 10" Mountain Division, Fort Drum, NY 13602,

MAJ tated he took command of HHC, 2™ BCT, 10" Mtn Div, in May 2009 and knew of PFC

MANNING as one of his soldiers but did not have any personal interaction with him until they both flew

back from Iraq together for mid-tour leave. MAJmlated they discussed PFC MANNING’s future

and MAJ ouraged PFC MANNING to complete his education as PFC MANNING indicated a

desire to become a math or science teacher. During their flight, PFC MANNING indicated to MAJ
hat he had saved a sum of money (NFI).

MAJRIRIOIOI® ;14 he recalle some disciplinary issued involving PFC MANNING but was unable to
provide any details. MA QIR thought PEFC MANNING may have received non-judicial punishment
under Article 15 of the Uniform Code of Military Justice (UCMY) for being “out of control” in the SCIF.

March 2010. CPT placed him as the Commander, HHC, 2" BCT, 10" Mtn Div.
W, HITIIHTTLAST ENTRY /T T

MAJIRIOIRIS . ; 1, ofﬁciaHF left command in May 2010 butwas essentially out of command as of
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About 1551, 14 Jan 11. SA [ESIBIBIR o11ected one (1) Compact Disc - Recordable (CD-R) disc from Ms.
(b)(6)(B)(N(C) Incident Management, Office of the Director of National Intelligence/Chief
Information Officer (ODNI/CIO) Intelligence Community Enterprise Solutions, 304 Sentinel Drive,
Annapolis Junction, MD 20701, which contained the Intelink log files containing the keywords "Assange",
"Birgitta", "Iceland", "Jonsdottir", "Julian", "Reykjavik", "wget", and "Wikileaks" between October 2009
and June 2010. The evidence was collected on Evidence/Property Custody Document (EPCD), Document

Number (DN) 005-11.
HHRHTHTHH T LAST ENTRY HHHHHHTHTHTTTTEIEET T T T T
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About 0812, 21 Jan 11, SANEEEERnd Cv 1 {DICIBIGKS) - crr{OICIOIGIOM voth assigned to
Office of the Staff Judee Advocate, Military District of Washington, Fort McNair, D.C. 20024, interviewed
CPTMﬁ)rmerly assigned to B Co, 2" Brigade Special Troops
Battalion, 2™ Brizade Combat Team (BCT), 10™ Mountain Division (Mtn Div), Fort Drum, NY 13602.
CPTWelated he arrived at the unit on 6 Feb 08 and was assigned as the Signals Intelligence

(SIGINT) Platoon Leader and had little interaction with PFC MANNING prior to the deployment, which he
described as “general Soldier interaction.”

CPT related that during the deployment, he was assigned as a collection manager and worked in
the Secure Compartmented Information Facility (SCIF), although he was sent to Baghdad as a liaison on
multiple occasions. He described PFC MANNING as good with computers but not a good analyst;
however, PFC MANNING’s analysis was on par with other Soldiers. After CPT MHHC, 2nd
BCT, 10™ Mtn Div, Fort drum, NY 13602,became the S-2, all the officers sat down to discuss Soldier
standards; however, MSG [(DIOIDIGIOGMM 111C, 2 BC, 10" Mtn Div, Fort Drum, NY 13602, objected

ionj t changes due the Soldiers already being stressed by the deployed environment. CPT
pined that PFC MANNING was MSGWpet project.”

cPT NUSURUUY 1 tcd he did not have a lot of interaction with PFC MANNING but described PFC
MANNING as a “meticulous Coke drinker.” He further recalled that PFC MANNING often checked his
stocks on the Non-secure Internet Protocol Router Network (NIPRNET) computer. CPT elated
he worked on all his vehicles himself, and PFC MANNING once told him that he travelled across the
country and worked on his own vehicle as well. CPTWM not believe PFC MANNING, which
upset PFC MANNING.

According to CPT PFC MANNING was generally uncomfortable speaking in front of people,
and he was a target for “sharpshooting”; however, during one conversation among four or five Soldiers on
the volcanic eruption in Europe, PI'C MANNING became animat to discuss volcanoes. PFC
MANNING was able to speak clearly about the subject, and CPT Wela&:d he actually learned
something about volcanoes.
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About 1004, 21 Jan 11, SANNEEand CPT [QICIRIGID) - crT [BIOIOIGIOM ot of the Office
o ili District of Washington, Fort McNair, D.C. 20024, interviewed SGT
B Co (Military Intelligence Company (MICO)), 2™ Brigade Special
" Brigade Combat Team (BCT), 10" Mountain Division (Mtn Div), Fort Drum, NY

Troops Battalion, 2
13602.

SG b)6)B)(7) U clated that he arrived at the MICO in Jun 08, and the first time he worked with PFC
MANNING was at the Joint Readiness Training Center (JRTC), Fort Polk, LA, during the unit’s second
deployment there in Jul 09. SPCescribed PFC MANNING as an outstanding analyst, who
was good with computers but timid and not good at public speaking.

SPCRUCUOIOIS .| 1¢cd he arrived at Forward Operating Base (FOB) Hammer, Iraq, in Oct 09. Though he
Wsign&d to the brigade, the brigade had tactical control over the MICO analysts, SPC

related he was assigned as the night shift Non-Commissioned Officer in Charge (NCOIC), with
NNING and SPC{QIOIIQI(®) CPTRIOIOIBI®) the Assistant S-2; CW2
and MSGIQIOIOIVI®) all of Headquarters and Headquarters Compan
(HHC), 2 BCT, 10th Mtn Div, Fort Drum, N'Y 13602,0ften stayed late until CPT @I@I@EX@HHHC,

2" BCT, 10" Mtn Div, Fort Drum, NY 13602,arrived and assumed duties as the night Officer in Charge
(OIC).

SPABIOIOIBI®) < 1atcd lie had problems with PFC MANNING personally and as a Soldier. After issues
developed, CW2 OIOIOIOI®)01d SPC could counsel PFC MANNING. During one '

Wssion, PFC MANNING was staring at SPC OIOIOIE) appropriately (aggressively). SPC

Id PFC MANNING not to sit there and stare at him and that they to do the
counseling correctly. PFC MANNING grabbed the table and flipped it. SPC Welated that PFC
MANNING did not approach him, but he was concerned because PFC MANNING was about two arms

lengths from a weapons rack. PFC MANNING began to calm down, but then became upset again, SPC
lated that he then moved PFC MANNING away from the weapons rack and CW2
BIOIOIBIO®):2bbed PFC MANNING from behind and held him until he calmed down.

AGENT’S COMMENT: There was no evidence that PFC MANNING attempted to grab a weapon.

SP RIRICIUIE) related that he left for Baghdad, Iraq, for liaison duties shortly after the incident but
understood that PFC MANNING subsequently received a command referral to mental health. According to
SPC [RICIBIBI®PFC MANNING later apologized to him and indicated he did not realize what he was
doing. SPAPIOIOIWI@)believed that PFC MANNING should have been removed from the SCIF after the

incident.

spORICIRIRIO) - 1icved PFC MANNING spent too much time on research and not enough time on
product. He described PFC MANNING as “socially inept” and said his conversations with PFC
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MANNING involved either politics or computers. SPC RIS PFC MANNING
exhibit odd behavior on the computer or use a command prompt. SPC id that personnel in the

SCIF were told they could listen to music CDs that could not be written to, and he noted that PFC
MANNING did listen to music in the SCIF. He stated that he never saw the Apache video.

SPCRUOIOIOIG) | ot that in Advanced Individual Training (AIT), he was taught Operations Security

(OPSEC), classification level and marking of classified material and destruction requirements and that the
SCIF had burn bags and boxes for Secret materials.

/ITLAST ENTRY///
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About 1400, 21 Jan 11, SA [QIOIOIGIONE:<c<ived an email from Mr. (BIOIOIGI®)

President/CEO, NACON Consulting, LLC, 418 Third Street, Annapolis, MD 21403-2560 regarding PFC
MANNINGS Information Assurance (IA) training. NACON Consulting, LLC was the Department of the
Army (DA) contractor which provided the on-line U.S. Army Information Assurance Virtual Training
Classroom (IAVTC) that DA soldiers and employees utilized to complete non-mandatory IA training.
Mr indicated he researched NACON s databases and determined PFC MANNING began
the 2010 annual IAVTC training on 22 Apr 10 but did not actually complete the training.

He further researched the 8570.1 database which was used to track the required annual IA testing
(administered by the Information Assurance Branch, Schoolhouse Information Technology, 15™ Signal
Brigade, Fort Gordon, GA 30905). The database revealed PFC MANNING completed the required
annual IA testing on 5 Sep 08 and 31 Oct 09. _

T T T T TLAST ENTRY T T i
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About 1106, 28 Dec 10, SAmollected as evidence one DVD (SECRET), purportedly containing
classified files pertaining to the Gharani airstrike previously hosted on the SJA section of the U.S. Central
Command Sharepoint server, which was documented on DA Form 4137, Evidence Property Custody
Document (EPCD), Document Number (DN) 193-10.

About 1319, 24 Jan 11, SAIR collected as evidence one CD containing Open Source Center (OSC)
audit logs, obtained from Mr. (b)(6)B)(7)(C) Central Intelligence Agency (CIA), McLean, VA
20505, which was documented on DA Form 4137, EPCD, DN 009-11.

///LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
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Between 1100 —-1500, 23 Jan 11, SA jecorded PFC MANNING?’s visitation period at the Marine
Corps Brig — Quantico, Quantico, VA. SA MMM bsequently determined PFC MANNING’s only visitor
was his cousin, Mr. b)(6)(b)(7)(C)

About 1000, 24 Jan 11, Sllected as evidence one compact disc (CD) which captured the
recording of PFC MANNING’s 23 Jan 11 visitation at the Marine Corps Brig — Quantico. The collection of
evidence was documented on DA Form 4137, Evidence/Property Custody Document (EPCD), Document
Number (DN) 008-11.

About 1100, 25 Jan 11, SA reviewed the recording and determined both PFC MANNING and Mr.
(b)(6)(b)(7)(C) ould be heard. The following is a brief summary of the recording: When asked how he
was doing, PFC MANNING replied, “I’m fine.” Asked again, PFC MANNING stated: “Despite what...I

don’t know.” PFC MANNING later stated he was being treated “all right.” During one exchangse, PE
MANNING and Mr.moked about the possibility of monitoring when Mr.

read out loud the monitoring noticed located inside the visitation booth.

JHLAST ENTRY///
TYPED AGENT'S NAME AND SEQUENGCE NUMBER ORGANIZATION
: Washington Metro RA, Computer Crime Investigative Unit
IN(b)(6)(b)(7)(C), (b) (T)(E) A U.S. Army CID, Fort Belvoir, VA 22060
SIGNATURE (b) (6) (b) (7) (C DATE EXHIBIT
25Jan 11 Zq q

ICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE

b)) B)(7)(C)

00 Rea



AGENT’S INVESTIGATION REPORT e - CID221.10117

CID Regulation 195-1
PAGE 1 OF 2 PAGES

DETAILS

About 0800, 25 Jan 11, SA MUl c viewed the voice recording collected as evide
Evidence/Property Custody Document (EPCD), Document Number (DN) 177-10. S reviewed

the recording of the visitation period from 11 Dec 10, wherein a conversation between PFC MANNING and
- OGS N - ----rc: . Th. following

information was noted and may or may not be germane to the investigation moving forward:

- Mr. [OIOICIGION i cdiatcly inquired how PFC MANNING was doing. PFC MANNING related he
was good and was being treated very well. PFC MANNING related “it’s not that bad” presumably referring

to the USMC Brig. PFC MANNING specifically states “it’s not a Russian gulag™ and laughed jokingly.
- PFC MANNING indicated he was allowed to watch television
- PFC MANNING re-iterated he was doing OK and his last visitor was two or three weeks prior

- At one point while describing the USMC Brig, PFC MANNING stated “This is nothing like jail”;
suggesting conditions at the USMC Brig were better than a typical jail. PFC MANNING further related the
USMC Brig was nothing like the show “Lock Up™ and that they were treated far better. PFC MANNING
indicated because the guards were dealing with a population of individuals who have already been
conditioned to take orders and do as they were told the guard’s job was fairly easy.,

- PFC MANNING and Mr.[QIOIOIGI®) spent a considerable amount of time discussing politics and
the mid-term elections.

- PFC MANNING indicated he was running low on money and seemed irritated he was required to spend
$8.25 every week for a haircut.

- PFC MANNING related he recently watched a couple of football games. PFC MANNING related there
was a schedule for television viewing and another prisoner was watching the games.

- PFC MANNING specifically stated he had no fear of “being shanked”. PFC MANNING related the
military justice system had its upsides. PFC MANNING related he showered alone and was alone in his
cell and was therefore not in any danger

- PFC MANNING made a comment to Mr,[(QIOICIGIOMlnot to travel internationally with his laptop in
a joking fashion. PFC MANNING specifically stated “Think you heard about what happened”, presumably
referring to the incident where Mr. Wwas stopped and searched pursuant to crossing the border

between the U.S. and Canada.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
I (D) (6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060
DATE EXHIBIT
25Jan 11 2OO0
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AGENT’S COMMENT: SA RAQIQIUSL. . 10t aware of any connection between Mr. [CIOIIGI(®)

and any of the individuals from Boston. This may or may not be relevant to the investigation.

- PFC MANNING discussed the process for accepting and rejecting mail. PFC MANNING indicated he
could only accept mail from return addresses he could identify. PFC MANNING related he got a lot of mail
from people he doesn’t know and if he could not identify the return address the USMC Brig required the
mail to be rejected and returned to sender

- PFC MANNING seemed to be in good spirits throughout the visit with Mr. (b) (6) <b> (7) (C) d was

regularly laughing and telling jokes.

- PFC MANNING seemed lucid throughout the visit and seemed to have a firm grasp of recent political
events.

W v @ S L il

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
FACOE)NC), B) (NE) U.S. Army CID, Fort Belvoir, VA 22060
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About 1230, 25 Jan 11, SAWevicwod the Quantico Brig recording related to monitoring activities
that occurred on 12 Dec 10, which was collected on Evidence/Property Custody Document (EPCD
Decoument Number 177-10. The recording contained a conversation between Mr.

(b)(6)(b)(7)(C) and PFC MANNING during visiting hours. Throughout the
recording, Mr RN c0uld be heard clearly; however much of PFC MANNING’s half of the
conversation could not be heard.

b)(©)b)(7)(C)

Throughout much of the recording, Mr| discussed how PFC MANNING had reached mythical
status, and several times asked him to give a quote that could be related to his supporters. PFC MANNING
did not give a quote that could be heard, and said something to the effect of “I’'m not quotable yet”.

Several minutes of the conversation were devoted to how PFC MANNING became involved in politics and
how he obtained political information from lobbyists and Washington, DC insiders. Much of the
conversation was unintelligible but it seemed as if PFC MANNING used sex to get close to people in the
know. This was determined primarily from Mr. OOGNO) response “It’s harder for me to just sleep with
people, because I’m hetero”, and some other similar comments.

BB kcd PFC MANNING if he would like to hear national news related to his situation PFC
MANNING instructed him not to use names. Mr SANARE then began to speak about “Dr. No” who he said
had recently be 1. He related that Dr. No’s “lunar base” had been mirrored by numerous
supporters. Mr. continued to describe Dr. No’s mythical status on the internet and related that as
people began to understand Dr. No, they want to know more about Bradley Manning. He then pressed PFC

MANNING again for a quote. No significant response from MANNING could be heard.

AGENT’S COMMENT: It was apparent [rom the conversation that “DR No” and his “lunar base” were |
pseudonyms for Julian ASSANGE and Wikileaks, who was arrested a few days prior on 7 Dec 11.

(BICIOIUI®) .
M also asked PFC MANNING how upset he was about not having a pillow, to which PFC
MANNING gave a partially unintelligible reply which sounded like “I’ve gotten used to it”. Mr
told PFC MANNING that some people considered his treatment as torture; PFC MANNING’S response
was not understandable.

PFC MANNING’S demeanor throughout the conversation was upbeat and relaxed, and he was often heard
joking and laughing with Mr. WWLAS T ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
IN(D) (6)(D)(7)(C), (b) (7)(E) U.S. Ammy CID, Fort Belvoir, VA 22060
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About 1500, 31 Jan 11, SA [QIOICIGIOMER - <ived the results for DODIG Subpoena 2011072-10771
served on Zip Car Inc. regarding PFC MANNING’s Zip Car account (See Zip Car Account Information for
details). The results indicated PFC MANNING had a Zip Car account from 3 Jan 09 - 26 Apr 10 and that
the following Zip Car vehicle usage was associated with the account:

14 Feb 09
15 Mar 09

10-12 Apr 09

6 May 09

8-10 May 09

13 May 09

15-17 May 09
18-19 May 09
21-23 May 09
12-14 Jun 09
19-21 Jun 09
25-26 Jan 10
26-27 Jan 10

1 Feb 10
2-3 Feb 10
3 Feb 10
3-5Feb 10
8-9 Feb 10

1800-2230
1730-2200
1400-1400
1800-2200
1800-2200
1800-2230
1430-1430
1730-2400
2000-0800
1500-2000
1200-1600
1100-1100
1600-1600
1000-1800
1200-1130
1300-1700
1700-2200
1200-1900

Rockville Metro

Stoneman Campus

Shady Grove Metro
Franconia-Springfield Metro
Twinbrook Metro
Franconia-Springfield Metro
2010 Crystal Dr
Franconia~Springfield Metro
Van Dorn Street Metro

Waverly Lot

St. Paul/Thatcher

Maryland Ave/East Middle Lane
328 Bordley/Prudential Center
Maryland Ave/East Middle Lane
Twinbrook East

Rockville Metro

Maryland Ave/East Middle Lane
Maryland Ave/East Middle Lane

Rockville, MD

Brandeis University, Waltham, MA
Gaithersburg, MD

Springfield, VA

Rockville, MD

Springfield, VA

Arlington, VA

Springfield, VA

Alexandria, VA :
Syracuse University, Syracuse, NY
Brookline, MA

Rockville, MD

Boston, MA

Rockville, MD

Rockville, MD

Rockville, MD

Rockville, MD

Rockville, MD

T T T T TLAST  ENTRY T T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER

L ) OBN©), B) (DE) |
OIOICIWI®
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Washington Metro RA, Computer Crime Investigative Unit

U.S. Army CID, Fort Belvoir, VA 22060

DATE
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Between 1100 and 1600, 30 Jan 11, SASUSASMUSIccorded PFC MANNING's visitation period a

Manne Corps Bng Quantico, Quantlco VA. Upon completion of the visitation period, SA as
onpel tha MANNING was visited by his friend, Mr. [(3)) (6) b)(7)(C)

)6 () ()

About 1000, 31 Jan 11, SA [DICIOIGION 1 cted as evidence one compact disc (CD) which captured the
recording of PFC MANNING’s 30 Jan 11 visitation period at the Marine Corps Brig — Quantico. The
collection of evidence was documented on DA Form 4137, Evidence/Property Custody Document (EPCD),
Document Number (DN) 010-11.

Between 1200 and 1600, 1 Feb 11, SA eviewed the voice recordings collected as evidence on
EPCD DN 010-11, Item 1. Although the recording device seemed to be working properly, no
understandable conversation between Mr.Md PFC MANNING could be detected.
i) TRY /T T i ]

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION Digital Forensics and Research Branch
Computer Crime Investigative Unit
Iy (b)(6)(b)(7)(C), (b) (7)(E) U.S. Army CID. Fort Belvoir. VA 22060
SIGNATURE 6 7 C . : DATE . EXHIBIT
HO®DC) .
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(b)(6)(b)(7)(C) during a visitation on 5 Feb 11, at the Marine Corps

Quantico, VA. S AR the collection on DA Form 4137, Evidence/Property Custody
Document (EPCD), Document Number (DN) 013-11. A review of the recorded conversation revealed
nothing of evidentiary value.

AGENT’S COMMENT: It was noted that prior to the Brig recording made on 5 Feb 11, Brig security

personnel advised Mr. PFC MANNING's attorney) that visitation periods with PFC MANNING
were being audio recorded. Mr. greed to allow the visitation between PFC MANNING, Mr.
mwm- and himself to be audio recorded by waiving his right to a privileged conversation with his

client. Subsequently, M{QIOIOI@K®;-d an unmonitored and unrecorded conversation with PFC
MANNING in a separate room at the Brig.
i i e WAST ENTRY AT T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ‘ ORGANIZATION
A 6 N(O), NE Washington Metro RA, Computer Crime Investigative Unit
S (b)( )(b)( ) (b) (&) U.S. Army CID, Fort Belvoir, VA 22060
DATE ' EXHIBIT
® ® 7 Feb 11 305
CID FOR
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About 1020, 7 Feb 11, SA [DIOIP) (7 ©) re-intewiewed SFC(R)(QIOCILIGI®)

LIOIIVI®) former drill sergeant of PFC MANNING)
to follow up upon statements made on 2 Sep 10 by SFCWD Co, 305" Military
Intelligence Battali Bn), Fort Huachuca, AZ (also a former drill sergeant of PFC

MANNING). SFC had related he overheard a conversation between SFC(R)
and other platoon sergeants intimating the chain of command should revoke PFC MANNING's
| security clearance and have him reclassified to another Military Occupational Specialty (MOS).
| SFC(R)QIQIRIGI®called the conversation and described it as a casual conversation in the

| office with other non-commissioned officers. SFC(R\QIQIQIOI® scribed PFC MANNING’s
behavior as a “red flag” and stated the gist of the discussion was that “when they were
privatesi theﬁ would have been sent to be a cook” if they had engaged in similar behavior.

SFC(R) ould not recall what other NCO'’s were present at the time of the
conversation and stated that he did not remember the conversation being brought to the
attention of the command. When asked to describe PFC MANNING, SFC(R) Wtated
he was “really outspoken” and “seemed like he had something to prove”.

W T HLAST ENTRY T i

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime Investigative Unit
575 (0) (0 (B)(N(©), (b) (N(E) U.S. Army CID, Faort Belvoir, VA 22060
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Between 0850 — 2230, 2 Feb 11, SA (b) (6) (b) (7) (C) reviewed the recordings of PFC MANNING's

visitation period at the Marine Corps Brig - Quantico, Quantico, VA, as indicated below:

R Sen 10 — PEC MANNING was visited by Mr. [BICIOIVI®)

(b)(©)(B)(N(C) and Mr. (IGIOIGIS)

It should be noted that it was difficult to hear the visitors’ side of the conversation. PFC
MANNING was asked about conditions at the brig and responded with, “Not bad...It is not 0z”
(an apparent reference to the former HBO series about prison life). PFC MANNING said he saw
his psychiatrist three times per week and talked to his attorney via phone. PFC MANNING
related he read a lot but was not yet allowed to write whenever he wanted because of “caution,
precautions”. PFC MANNING stated it was “unusual” but that his “‘circumstances are not -
common” and that “they are not too bad”; he “understand[s] it all”. He stated he noticed a sense
of “institutionalization”; such as “why would you want to escape” when you get “free food”.
PFC MANNING stated he still received caffeinated beverages and seemed to be generally in a
good mood and in good humor. He stated he did a lot of meditating, stretching, yoga, and
breathing exercises. When asked how he was doing, he responded with, “emotionally, mood-
wise...have not noticed a significant difference”. PFC MANNING stated he got to watch
television 2-3 hours per day, six hours on weekend, but did not necessarily get to choose what
was on. When asked about the food, he said “it’s not bad”, “not gourmet level” but “above
standards of a school cafeteria”. When asked about the facility, he responded, “this is not that
bad” and from what he understood, “this facility is a lot more strict than other facilities since it is
Marine Corps”. PFC MANNING stated said he would hopefully not have to go somewhere clse
and that “I would rather stay here for a year”. PFC MANNING asked if he had become an
internet meme (a term used to describe a r idea spr i Internet). The response
from his visitors was unintelligible. Mr. and/or M:Wasked PFC MANNING if
he needed or wanted anything. PFC MANNING requested additional shampoo and also
requested some books. He informed his visitors that it would be better and easier if they
coordinated with his attorney. PFC MANNING commented that he paid his attorney a
considerable amount and that if he told his attorney “to jump, he’ll jump.” PFC MANNING
later said he was not directly paying his attorney but the attorney was getting paid. He also said
his attorney’s “future career” depends on the case. PFC MANNING stated his attorney was very
smart and that he had “complete trust” in him. PFC MANNING further informed them that he
did not receive any letters that were not privileged communication or from someone who was on
his approved list. He stated that he would receive a notification for each of these types of letters
and then decide whether to have them returned to the sender or destroyed. PFC MANNING
stated that if he recognized the sender and wanted the letter, he could ask for it but that had only
occurred on a couple of instances. He told his visitors that he could have all privileged mail so if
they wanted to send him something, they should have their attorneys send it to him. One of the
visitors discussed correspondence and/or online postings that he was archiving for PFC
MANNING and PFC MANNING said that if it was getting to be too large of a volume, to get a

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060
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storage unit for which PFC MANNING would reimburse him. The visitor responded that he
already had a storage unit and PFC MANNING stated he could “totally reimburse you later” as
he had “no funding issues whatsoever” and “there was no concern about raising enough money”.
He also discussed fundraising briefly. PFC MANNING discussed media relations and how the
media will use public information and come to inaccurate conclusions and then use that
information as “bait” to get information from individuals who have access to accurate
information. He also discussed the history of media campaigns and efforts associated with
modern conflict (WWII — present). L

19 Sep 10~ PFC MANNING was visited by Mr. || Rend Mr. [N 1t should be noted
that it was difficult to hear the visitors® side of the conversation. The discussion had little to do

with the investigation or his conditions at the brig and revolved mostly around hj al
history, people he knew, and his philosophical views on a variety of topics. Mr. and/or
MrWdiscussed what they viewed as lacking public relations efforts on behalf of PFC

MANNING, specifically by his attorney. PFC MANNING told them that the lack of a public
relations effort was by design and that he trusted in his attorney. PFC MANNING appeared
circumspect in his statements and mentioned that he hoped he was not “discuss[ing] too much.”

conversation could not be heard. The remaining conversation was also difficult to hear at times.
The conversation did not appear to discuss matters of interest to the investigation.

Between 0825 —1245,3 Feb 11, SA Wﬂﬂiewed the recordings of PFC MANNING's
visitation periods at the Marine Corps Brig - Quantico, Quantico, VA, as indicated below:

OIOIOIGIS);

19 Dec 10 — PFC MANNING was visited by Mr Due to surrounding noise at the time
of the recording, the audio was difficult to hear at times but it appeared that the conversation did
not discuss matters related to the investigation.

2 Jan 11 - PFC MANNING was visited by [BIOIOIGI®)
(b)(6)(b)(7)(C) The conversation was

limited to family matters and did not discuss matters related to the investigation.

Between 0830 — 1130, 12 Feb 11, SA{QIOIOIGIORE < vicwed the recording of PFC MANNING's
visitation period at the Marine Corps Brig - Quantico, Quantico, VA, on 25 Dec 10. PFC MANNING
was visited b . The
audio recording of PFC MANNING was, at times, difficult to hear although Mr. side
of the conversation was generally clear. Mr. [(QIOIOIGKOMIE asked how everything was in _]all to which

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
S /-1<b) (6) <b> <7) (C> ’ (b) (7) (E> U.8. Army CID, Fort Belvoir, VA 22060
SIGNA (b) (6) (b) (7) (C) DATE 12 Feb 11 EXHIBIT_S o7
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PFC MANNING responded that it was “dull”. Mr. [(QIOICIGQION commented on Mr. RN
RICIOIOI®) comments to the media said that they were Mr{(SIOIGIGKS); (PFC MANNING’s lawyer)
talking points. PFC MANNING responded with laughter. Mr. [QIQIQIGKS) old PFC MANNING

that he had a lot of supporters on line and also stated that Mr. Julian ASSANGE did as well. PFC
MANNING related that he had called R nd spoke to him for ten minutes (presumably in reference
to his 24 Dec 10 phone call to Mr.[(8)](®) (b) (7) (C) Mr. [RIOIOIGKS) old PFC
MANNING to keep his spirits up to whic ANNING responded, “I have been through worse.”
Mr. Welaed to PFC MANNING that he watching the television show “Lockup” (a
reality show depicting the inner workings of correctional facilities) with his girlfriend and told her,
“Bradley says it is better than Lockup. There is more control” in reference to PFC MANNING’s
detention conditions. PFC MANNING stated that just because there is more control does not mean that
the people are less “anti-social”. PFC MANNING and Mr. [(QIOIOIGIONR!iscusscd Mr. QIOIOIQI®)
and both agreed that he was a good choice as PFC MANNING’s lawyer. The conversation primarily
revolved around family, television shows, weather, and regional-crime trends and was not specifically
related to the investigation.

I T L AST ENTRY T T T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
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Between 1100-1500, 12 Feb 11, SA recorded PFC MANNING’s visitatio i e Marine
Corps Brig - Quantico, Quantico VA. Upon-completion of the visitation period, S as informed

by brig personnel that PFC MANNING was visited by Ms
(b)(6)(b)(7)(C) and Ms A

subsequent review of the recording revealed that PFC MANNING could be heard clearly, however his
visitors could not be heard at all. Near the ¢nd of the conversation, PFC MANNING stated several times
“I’m alright”, “I’m fine”, “No Issues”. Nothing else of significance was heard.

BIOIOIVIE®)

Between 1100-1500, 13 Feb 11, SA IR e corded PFC MANNING’s visitation period at the Marine
Corps Brig - Quantico, Quantico, VA. Upon completion of the visitation period, SA W‘Nas informed
by brig personnel that PFC MANNING was visited by, Mr. [(QIOIGIGI(®)
Mand A subsequent review of the recording revealed PFC
MANNING could be heard clearly however his visitors could not be heard. Much of the conversation
revolved around money, PFC MANNING repeatedly told Ms. [BIGIOI@I®Ithat he had plenty of money and
that he had over $150,000. PFC MANNING also asked [(QIOIOIGICTIIIEIEGEGEE 2t was asked of her
when individuals visited her last swinmer, apparently referring to investigators contacting her in reference to
this investigation. Near the end of the recording, PFC MANNING answered an unheard question with “I'm
good, it’s very very clean here”.

About 1005, 14 Feb 11, SWollectcd as evidence one compact disc (CD) which captured the
recordings of PFC MANNING?’s 12 and 13 Feb 11 visitation period at the Marine Corps Brig — Quantico.
The collection of evidence was documented on DA Form 4137, Evidence/Property Custody Document
(EPCD), Document Number (DN) 019-11.///LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER . ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
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About 1524. 11 Feb 11, SA R obtained two Federal Magistrate Search Warrants from the
Honorable[((QIQIGIVI®) U.S. Magistrate Judge, U.S. District Court, Eastern District of
Virginia, 401 Courthouse Square, Alexandria, VA 22314, in relation to digital media that was previously

collected by written consent and was found to contain possible child pornographic material during the initial
forensic examination of these items. The original written consents obtained from Mr. @m-

b)) B)(N(C)

not expressly include offenses related
¢ scope of oftenses under investigation. Consequently the following Federal Magistrate Search Warrants
were obtained:

Federal Magistrate Search Warrant, Search Warrant Number 1:11SW-47, was obtained for conducting/
continuing the forensic examination (search) of a hard disk drive, Maxtor brand, Model 5T040H4, Serial
Number "T4J8XNLC", which had been collected on 2 Nov 10, and retained as Evidence/Property Custody
Document (EPCD), Document Number (DN) 162-10, Item 1. This item had been collected from the home
of Ms.Mper her written consent, after being identified as the property of PFC MANNING.
Previously on 9 Dec 10, a Federal Magistrate Search Warrant was issued for conducting a search of a sealed
container and digital media (which included this item) collected during the 2 Nov 10 search. Subsequently
on 14 Jan 11, during the initial forensic examination of the abovementioned hard disk drive, a digital video
file containing suspected child pornography was identified on this digital media. Because the previously
obtained Search Warrant specified an examination of the drive for evidence related to the unlawful
disclosure of classified information and related crimes, the examination was halted pending additional legal
authorization(s). The Search Warrant, issued on 11 Feb 11, includes authorization to further seize and
search for violations under 18 USC Section 2252, related to the receipt and possession of material involving
the sexual exploitation of minors on the mentioned hard disk drive.

Federal Magistrate Search Warrant, Search Warrant Number 1:11SW-89, was obtained for conducting/
continuing the forensic examination (search) of a hard disk drive, Western Digital brand, Model Raptor
WD740, Serial Number "WMAKE1914292", which contained the forensic image of a hard disk drive,

Hitachi Travelstar brand, Model HTS541080G9SA00, Seri "XKGYRDKG", the property of Mr.
OIOIIOI® This forensic image was obtained from Mr. ersonal computer with his written

consent on 10 Aug 10, and was retained as EPCD, DN 118-10, Item 1. Subsequently on 6 Dec 10, during
the initial forensic examination of the mentioned forensic image, it was found to contain five files (four
digital video files and one digital photographic image) which were suspected to depict child pornography.
Because the previously obtained written consent specified an examination of Mr.w hard disk
drive and/or forensic image of that drive for evidence related to espionage and unauthorized access to a U.S,
Government Computer, the examination was halted pending additional legal authorization(s). The Search
Warrant, issued on 11 Feb 11, includes authorization to further seize and search for violations under 18 USC
Section 2252, related to the receipt and possession of material involving the sexual exploitation of minors
on the mentioned hard disk drive.
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About 1731, 11 Feb 11, SA |RERERMEE notified both SA BIGIDIGKS) ind Mr.[DICIOIGIO)

both assigned to the Digital Forensics and Research Branch (DFRB), CCIU, 9805 Lowen Road, Building

193, Fort Belvoir, VA 22060, that additional search warrants had been obtained j o the halted
forensic examinations related to the digital media of PFC MANNING and Mr. ey had
previously been conducting.

About 2135, 13 Feb 11, SAQIOIOIQI®) s\ bmitted an amended Forensic Examination Request to the DFRB
in order to conduct/continue the forensic examination of the hard disk drive pursuant to the authority of

umber 1:11SW-47, the property of PFC MANNING, collected from the home of Ms.
with her written consent on 2 Nov 10.

About 1138, 14 Feb 11, SA [QIOIOIGI®Isbmitted an amended Forensic Examination Request to the DFRB

in order to conduct/continue, pursuant to the authority of Search Warr -1 1SW-89, the forensic
examination of the hard disk drive containing the forensic image of Mr. personal laptop

computer, collected from Mr. ith his written consent on 10 Aug 10.
U T, 11 LAST ENTRY [T i i
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About 0748, 17 Feb 11, SA [KAAME

TYPED AGENT'S NAME AND SEQUENCE NUMBER

ollected as evidence one digital versatile disc (DVD) containing the
document “us-intel-wikileaks.pdf” purportedly obtained from WikiLeaks, and the files “RB08-0617.pdf”

and “RB08-0716”, from the forensic computer via an email. The collection was documented on
Evidence/Property Custody Document (EPCD), Document Number 020-11.//LAST ENTRY///
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Between 0905 — 1035, 24 Feb 11, SA[QICIOIGIOHE: » BICIOIOI®) this office, CPT
b)(6) b)) |

and CPT {QIOIOIGI(®) both assigned or attached to theOfﬁc _
of the Staff Judge Advocate, 210 A Street, Suite 300, Fort McNair, DC 20319, interviewed Mr.

(b)(6)(b)(7)(C) formerly a Distributed Common
Ground System- Army (DCGS-A) contractor for L-3 Communications. Mrm related he was

stationed at Forward Operating Base (FOB) Hammer, Iraq from July or August 2009 to December 2010
and was responsible for hardware, firmware, and software support for the DCGS-A systems at FOB
Hammer.

Mr. SUCIOIGIG - (hat when he first got into theatre, he was shocked about the lack of security in
the Sensitive Compartmented Information Facilities (SCIFs) to include the FOB Hammer SCIF initially
having a plywood door with only a standard doorknob (later replaced with a cipher lock). He also related
that everyone had compact discs, cameras and iPods in the SCIF; this included both 2" Brigade Combat
Team (BCT), 10" Mo in Division (MTN DIV) and its predecessor, 3" BCT, 82™ Airborne Division
(82" ABN DIV). MrWrelmed per ter told not to bring these items into the
SCIF but that the policy was not enforced. Meroticed there was no Non-Commissioned
Officer (NCO) leadership on the night shift when 2™ BCT, 10™ MTN DIV was deployed at FOB
Hammer. He stated the unit eventually assigned a female staff sergeant as the night shift Non-
Commissioned Officer In Charge (NCOIC) but was not sure if that was before or after PFC MANNING

was arrested. Mr. did state that he saw no noticeable difference between the security
posture of the 2™ BCT, 10" MTN DIV and the security posture of the 3" BCT, 82" ABN DIV.

Mr [QIOIOIQI®} clatcd there were 44 DCGS-A computers at FOB HAMMER and that they were used
as the primary Secret Internet Protocol Router Network (SIPRNET) computers by the analysts and other
personnel. The users would log in and authenticate with the network via Active Directory which was
created and maintained by the unit G-6 which would provide access to domain and network resources
(i.e. network backbone). They would then have to log on to the DCGS-A server with a different login
and password. Mr. mscribed the functionality of the DCGS-A system and related that each
installation had a local server that was replicated to the “brain™ which was located at Camp Slayer, Iraq.
The replication process had a delay so users would often just use the internet browser to directly access
the various available databases and information sources on the SIPRNET rather than using DCGS-A to
do so. Local users could not store information directly on the DCGS-A servers so any such information
would be stored either on the users’ local drives or.on local servers maintained by each unit. In the case
of the 2" BCT, 10" MTN DIV, the local server was the “T-drive”. MLr. sted some of the
databases available via DCGS-A which included Qil for Food and the Combined Information Data
Network Exchange (CIDNE) but stated it did not include the Net Centric Diplomacy (NCD) database of
the US State Department.

Mr. BYOB)T) estimated that one DGCS-A computer would need to be rebuilt each month due to
various issues. He further related some users would work in a DOS window because some of the earlier
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generation laptops had problems with the CD drives and soldiers would access the drives via DOS rather

than Windows Explorer. Mr. (QUQICIGI®<tated he did not recall PFC MANNING ever using a DOS
prompt, Mr.mrelated that soldiers could not install software on the DCGS-A systems as they
were not administrators. Only a DCGS-A administrator could install additional software that had not
been pre-installed. Users could request non-authorized software be installed and occasjonally would do
50, but it would have to be approved by Mr. [QIQIOI@I®Ohefore it was installed. Mr. Wstated
he was never asked to install wget and did not install it on any DCGS-A systems.

Mr JQIQIOION®) -« cribed PFC MANNING as a “stereotypical social invert” “trying to fit in”. Mr.
elated PFC MANNING would often make an “off comment” that would cause
conversation to stop when he tried to participate in group discussions and that PFC MANNING was a
“different dude” who did not have many friends. He related PFC MANNING did not appear to have any
real friends and that “no one refused to talk to him but no one went out of their way to talk to him” either.
Mr [QIOIOIQI®; tated he believed SPC ould have been PFC MANNING’s closest
friend “if [he] had to guess”. Mr. ard of PFC MANNING’s “outburst” (the incident in
which PFC MANNING flipped over the table) but did not witness it. He characterized PFC
MANNING’s briefings as “short and to the point” and that PFC MANNING did not seem to be nervous
while briefing. PFC MANNING was one of the better analysts from what Mr. [QIQIOI@I®heard from
others and the unit sought out PFC MANNING'’s expertise at manipulating data extracted from the
various systems and databases. Mr. QIOIOIGI®) <o related PEC MANNING told him he had a
computer repair business prior to joining the US Army. Mr. OIOIOIOIOR:-her described PFC
MANNING as a “self-professed computer genius” and related PFC MANNING said, on several
occasions, that “people would be amazed if they knew what I could do” in reference to his computer

skills. This statement was made several times both before and after the Marc tions in Iraq.
Mr. (QICIOIGI®)-1t that PFC MANNING was “talking out of his butt”. Mrwwglmd he did
not notice a change in behavior after PFC MANNING’s Environmental and Morale Leave (EML) but
that PFC mf‘d BCT, 10® MTN DIV, did notice a change in behavior and brought it
to the attention of the unit leadership and also asked to be moved to the day shift, away from PFC
MANNING. Mr. [(QIOIOI®I®O)clicved the change in behavior was brought to the attention of MSG oo

LICIOIVI®) or cw:2 [BICIOIGIE®

Mr. [QIOIOIOI®) s:atcd he had to re-image PFC MANNING’s computer more often than other computers

at FOB Hammer because SGT [QICIOIQI®) who worked the OﬁﬁOSite shift of PFC MANNING

and shared the computer, asked Mr.[QIQIOIGI®k do so. Mr. lated that PFC
MANNING or SGT [(QIOIOI®I®F:1d complain that the computer was “too slow” and Mr.
OIOIOIGIOME ould then ask them if they wanted him to try to fix the computer or rebuild it. PFC
MANNING never asked him to rebuild the computer to his recollection. SGT [GUQICIGI®would often
ask him to just re-image the computer because PFC MANNING was always “tinkering with the
computer” and “doing stuff”. Mr. (QIOIGIGI®)tated that “on the whole”, PFC MANNING did not act
any more suspicious than anyone else and that his use of CDs and an iPod was not out of the ordinary.
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Mr. QICIOINS) elated there was one laptop configured for the National Security Agency Network
(NSANET) that was actually outside of the Sensitive Compartmented Information (SCI) area of the
SCIF, Mr.[QIOIOIQIOME: ated the computer was a DCGS-A laptop that was connected to the NSANET

via a cable that went into the SCI area of the SCIF. The laptop was on a table just outside of that area. _
Mr(DICIOIGIOMN: t<d that the computer was used by 1LT Mnd “Chief (KA
(NFI). Mr. related he had created local user accounts on the computer for the two users but
that they would need actual NSANET domain accounts to be able to access and utilize the NSANET and
its resources. Mr. elated he was not responsible for NSANET user accounts and believed
the users would have to request them through the unit G-6. Mr. (QIQIOIQI®)-iated the computer was
powered off “99% of the time” and that IL;FLmEmed it more often than Chief m

T T T T LT ] NG I
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Between 1315 - 1415, 24 Feb 11, SA [GIOIGIGION s A [DICIOIGICON s office, CPT
D)OOMNO©  EEKedE(b)(6)(b)(7)(C) , both assigned or attached to the

Staff Judge Advocate, 210 A Street, Suite 300, Fort McNair, DC 20319, interviewed SFC
(b)(6)(b)(7)(C) Headquarters and Headquarters Company (HHC), National Ground Intelligence
Center (NGIC), Charlottesville, VA 22911 as SFC RARMMAR 25 PFC MANNING’S squad leader while
he was stationed at Fort Drum, NY (FDNYQ. SFCRBBBIIS! c1ated he arrived at the 2™ Brigade Combat
Team (2BCT), 10™ Mountain Division (10™ Mtn Div), Fort Drum, NY (FDNY) in June 2006 and
departed FDNY via a Permanent Change of Station (PCS) move in July 2009.

e

BN < 121 that PFC MANNING arrived at the unit sometime in 2008 and SFC [iRERRERhen

AR b ccame his squad leader. The squad consisted of PFC MANNING, PFC DISIBIGNS)
) OGO , SPC m and SP later married and became SPC QAN
SPC RRIBIIBIP CS’d before the unit was deployed to Iraq. '

SFCWelated that company in-processing consisted of interviews with the unit commander and
first sergeant and issuance of a barracks room and linen. There was essentially no in-processing of the S-
2 section until the deployment of the Distributed Common Ground System- Army (DCGS-A) systems at
which point soldiers needed to obtain a login and password from the Division System Security Officer
(SSO). In order to receive such an account, users had to be “read-on” and watch the requisite security
videos for each classification of information. SFso related that DCGS-A users underwent a
formal, two-week course provided by a Mobile Training Team (MTT) for which each student received a
certificate. There was no Combined Information Data Network Exchange (CIDNE) training provided at
the unit as SFC Wndicated that training was provided “downrange”. SFC lated the unit
recetved one 16-hour Counter-Improvised Explosive Device (IED) training course that was provided to
the unit by an MTT from the Joint IED Defeat Organization (JIEDDO) and that he believed PFC
MANNING attended the course.

SFC R = ted that the section did not use the Secret Internet Protocol Router Network (SIPRNET)
often except for monthly Military Occupational Specialty (MOS) 35F training where he would task
members of the section to prepare products based upon information pertaining to possible areas of
operation (Afghanistan and Iraq). PFC MANNING occasionally had to provide briefings to S-2 section
personnel but never to the BCT commander, COL [(SIOI®IGI®) srC BRI 12ted PFC
MANNING got better with his briefings as he conducted more. He described PFC MANNING as an “IT
freaking genius” and a “data mining fool”, but that his analytical skills were “not great”. SFC OIOOO©
related the unit never used the Net Centric Diplomacy (NCD) database of the US State Department or the
CIAWire while he was assigned to FDNY. '

SFCW:&M he heard of PFC MANNING “flipping out” but never witnessed such an occurrence
although he was instructed to a FC MANNING to behavioral health on one occasion, believed to be
around January 2009. SFCescribed PFC MANNING as “anti-social” and said other soldiers
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were ﬁvert about giving PFC MANNING *a hard time” because of his sexual orientation but SFC

felt it was more due to PEC MANNING’s behavior than being gay. While PFC MANNING
SFC BICIOIVI®).

experienced difficulty, lated there was another gay soldier who was respected by his peers
and explained the difference was that PFC MANNING was “annoying”. As an example, SFCW
related that PFC MANNING and the other gay soldier “hung out” together a couple of times and, despite
the fact that the other soldier was known as a guy that anybody would get along with, the soldier related
PFC MANNING was too annoying and he could not stand him.

SFC ated he had discussions with MSG (b> (6) (b> (7) (C) on-Commissioned QOfficer In
Charie ﬁcom), S-2, 2" BCT, 10"™ Mtn Div, FDNY, about whether to deploy PFC MANNING. MSG

ked him if he felt PFC MANNING was “ready for deployment” and SFold MSG
hat PFC MANNING was getting better analytically but that there was still the potential for
roblems. Overall, there was nothing to prevent PFC MANNING’s deployment at that time.
he was not surprised about PFC MANNING “wigging out” in Iraq as he had heard
incidents, both in garrison and when the unit was deployed, from other unit members.
SF lated he knew PFC MANNING had certain “buttons that could be pushed”, e.g.
challenging him about his computer skills. However, SFCated there were no indications PFC
MANNING ever wanted to subvert or undermine the United States or to hurt himself or others. SFC
aid he was “not shocked” that PFC MANNING used his computer knowledge to

get around security measures”.

SFC (b)(())(bx/xc)- he had asked PFC MANNING numerous times why he had joined t ince
PFC MANNING led unit members to believe he was from a family “with money”. SFC elt he
never received a good answer and that PFC MANNING acted as though he felt “something was owed to
him by everyone”. '

T T T T ITLAST ENTRY T i e
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Between 1100 and 1500, 26 Feb 11, SA [QIOIOIGIONOROGUD] recorded PFC MANNING's visitation
period at the Marine Corps Brig - Quantico, Quantico, VA. Upon completion of the visitation period, SA
RS a5 informed by brig personnel that PFC MANNING was visited by Mr. (SICIOIGICHIN
b)(6)(b)(7)(C) A subsequent review of the recording on 26 Feb 10,
revealed PFC MANNING and his visitor, previously identified as Mr. could both be heard
clearly. The following is a brief summary of the recording: PFC MANNING indicated he was not feeling
very well and had a cold; PFC MANNING and his father discussed his mother’s previous visit; Mr.
Wdiscussed his efforts to find an Information Technology job in the D.C. area; PFC MANNING
indicated he was financially fine and that his net worth was $100,000.00; PFC MANNING indicated he was
physically fine and not whining about his conditions at the Quantico Brig; and PFC MANNING and Mr.
BIOIBIBI®liiscussed all the inaccurate information being reported in the various news outlets.

Between 1100 and 1500, 27 Feb 11, SA
Corps Brig - Quantico, Quantico, VA. Upon completion of the visitation

ANNING was visited by Mr. (BIOIOIGI®)
%8l (D) (6)(b)(7)(C) President, Fitzgibbon Media, 1022 Spring Rd
NW, Washington, DC 20010, and Mr.[{SIOQIEGIGI(®) A subsequent revi the recording on 27
Feb 10, revealed PFC MANNING and his visitor, previously 1dentified as Mr. Mr. m
and Mr. [QIGIOIGI® .1 all be heard clearlﬁ. In the first part of the recording, PFC MANNING was

visited by Mr QRIOII&Ind Mr, The following is brief summary of the recording: PFC
MANNING indicated he was not feeling very well and had a cold; Mr. minformed PFC
MANNING that he had launched the Bradley Manning Advocacy Fund; Mr.{QIOIOIGKON -nd Mr.
RIRIOIIS iscussed PFC MANNING’s various supporters; they asked if PFC MANNING wanted any

changes to his visitation list to which he replied he did not require any changes right now; they discussed
news and politics; and PFC MANNING related the food at the brig was good and that he got to exercise. In

the second part of the recording, PFC MANNING was visited by Mr.[QIOIOI®I®;:t which time Mr.
Mnd Mr. Weparted. The following is brief summary of the recording: PFC
MANNING indicated he was still not feeling well, and they discussed miscellaneous topics including

_movies, jobs, gas prices, and bowling.

DI1LO )

(b)(6)(b)(7)(C)

About 0930, 28 Feb 11, SA ollected as evidence one compact disc (CD) which captured the
recordings of PFC MANNING's 26 and 27 Feb 11 visitation periods at the Marine Corps Brig — Quantico.
The collection of evidence was documented on DA Form 4137, Evidence/Property Custody Document
(EPCD), Document Number (DN) 023-11.
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On 16 Feb 11, SA [QICIOIGIOME rcceived the results of DODIG Subpoena 2011073-10771 which
was served on the Washington Metropolitan Area Transit Authority (WMATA), 600 5th Street NW.
Washington. District of Columbia 20001, for records pertaining to the WMATA SmarTrip card found in
PFC MANNING’s possessions. The subpoena results indicated the card was not a card registered to a
specific person but did show records of its usage in the DC Metropolitan area (See Subpoena).

Between 1140 - 1505, 19 Feb 11, SA [CUOIGI@I®) -corded PFC MANNING's visitation period at
i Brig - Quantico, Quantico, VA. Upon completion of the visitation period, SA

was informed by brig personnel that PFC MANNING was visited by his cousin Mr.

(b) (6) (b) (N(C) and his mother
last known addresSGIOIGIGI®)

Between 1145 - 1505, 20 Feb 11, SA| (b)O)(B)(T)(C)  PEn PFC MANNING's visitation period at
an Quantlco Quantico, VA, Upon cornpletlon of the visitation period, SA
was informed by brig personnel that PFC MANNING was visited by his cousin Mr.
and Mrs [QICIOIGI®] Brig

personnel also indicated that two other individuals (possibly with British accents) attempted to visit PFC
MANNING but that they were not on the approved visitors list and were denied access. The two
individuals were identified as Mr.W’NFD and Ms. [(QIOI®IGI®) D).
About 1036, 22 Feb 11, SA (QIOIQIGK®) ollected as evidence one Digital Versatile Disc (DVD)
which captured the recordings of PFC MANNING's 19 and 20 Feb 11 visitation periods at the Marine

Corps Brig - Quantico. The collection of evidence was documented on DA Form 4137, Evidence/Property
Custody Document (EPCD), Document Number (DN) 021-11.

Between 0935 — 1530, 1 Mar 11, SA <b> <6> <b> (7) <C> reviewed the digital recordings of PFC
MANNING's 19 and 20 Feb 11 visitation periods at the Marine Corps Brig Quantico, VA. The review
revealed the following:

19 Feb 11 - Mr. (QIOIOIGI®) stated PFC MANNING looked “darker” to which
PFC MANNING responded that he had been outside the past two days. Mr. LICIOIVI®
asked what he was doing outside and for how long to which PFC MANNING responded,
“walked around” “for perhaps an hour.” PFC MANNING said he could “disclose that” when
pressed further for how long he was outside and what he did. Mr. OIOIOIGIONE- < d if
PFC MANNING had been watching TV to which he responded “of course”, “local stuff”,
“whatever is on”. When asked about his money situation (in reference to his account at the brig),
PFC MANNING responded “very good”; he did not need “to be replenished”. Mr iRk
[IGIOIBI®) < ed if PFC MANNING had any books and PFC MANNING said he had “about
ten books” to read so he had something to do during the day. They also discussed other issues
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not pertinent to this investigation. There was no apparent discussion or disclosure of classified
information. Mrsmid not participate much in the conversation.

20 Feb 11 — PFC MANNING’s side of the audio recording was difficult to hear but it appeared
that he and Mr.[QIOIGIGI®); discussed issues not pertinent to this investigation.
There was no apparent discussion or disclosure of classified information. Mrs. Wdid
not participate much in the conversation.

i e w e S QA

TYPED AGENT'S NAME AND SEQUENCE NUMBER

ORGANIZATION ‘
Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

DATE ' EXHIBIT
! Mar 11 3¢
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DETAILS

Between 1100 —1500, 21 Nov 10, SA
Corps Brig — Quantico, Quantico, VA. Upon completion of the visitation period,

briﬁ Eersonnel that PEC MANNING’s only visitor was Mr.[(IOIOIGI®)

About 1205, 23 Nov 10, SA collected as evidence one DVD, which contained the recording of PFC
MANNING’s 21 Nov 10 visitation period at the Marine Corps Brig — Quantico. The collection of evidence
was documented on DA Form 4137, Evidence/Property Custody Document, Document Number 169-10.

recorded PFC MANNING?’s visitatigp period at the Marine

. _v -
(5)(6)(B)(7)(©)

(b)(6)(b)(7)(C)

On2 Mar 11, SA ompleted the review of the recording of PFC MANNING’s visitation, which
disclosed nothing of probative value. Mr. R /i< 11ssed a border search conducted by Customs and
Border Protection i curred on or about 3 Nov 10, at Chicago O’Hare International Airport). During
the discussion MrWamemed that fact that his computer and digital media were detained, and he
discussed the fact that he needed to find a way to get a computer back into the country. He went on to
suggest pre-positioning “a computer for each continent” and a “lock-box in Prague.”

AGENT’S COMMENT: It was unclear if MrWWas joking; however, it appeared that he considered
implementing the courses of action to some degree.
/ILAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit

A (B)(6)(B)(N(©), (b) (N)(E) U.S. Army CID, Fort Belvoir, VA 22060

SIGNATURE (b) (6) (b) (7) <C> > 2 Mar 11 EXHIBIT31€>
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DETAILS

About 1000, 8 Mar 11, SA (b) (6> (b) (7> (C> coordinated with Mr. (QIOICIGK®) Database

Engineer, Information Assurance Branch, Schoolhouse Information Technology, 15" Signal Brigade,
Fort Gordon, GA 30905, who was identified as the point o Department of Defense
(DOD) Information Assurance (IA) training database. Mr. related that US Army users
who needed to complete annual IA training would complete the training module provided by the
Information Assurance V1rtua1 Training Classroom (JAVTC) and receive a certificate from the IAVTC
for completion of the aodule. Users would then have the opportunity to take the certification
test, hosted by Mr (b) (6) (b) (7) rganlzatlon which was a requirement for all DOD personnel.

Mr. [DIOIOI®I®) c1ated users would authentic via Single Sign-On meaning, for example, that US Army
personnel would be required to log in to their Army Knowledge Online (AKO) account in order to
complete the test. The process would appear to be seamless to the user as they would enter their
credentials on the testing website and it would then authenticate to the AKO server. The authentication

either via AKO username and password or Common Access Card (CAC). Mr.

elated it could not be determined which method was used by PFC MANNING for
authentication and also that his organization did not maintain logs of the Internet Protocol (IP) addresses
of individual users connecting to the training database.

Mr. [QIOIOIGI®) cscarched the training database and provided PFC MANNING’s IA training history:
'‘Exarn Start 10/31/2009  10:53:10 PM'  Score of 80 'Exam End 10/31/2009 11:04:51 PM'

‘Exarn Start 8/5/2008 11:25:03 AM'  Score of 76 'Exam End 9/5/2008 11:36:37 AM'
T T T L AST ENTRY T T T i i

TYPED AGENT’S NAME AND SEQUENCE NUMBER _ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
L) O B)(N)©), (b) (7) (E) U.S. Army CID, Fort Belvoir, VA 22060

DATE EXHIBIT
8 Mar 11 3 i‘ﬁ
94 FOR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE
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DETAILS

Between 1100 and 1600, 13 Mar 11, SA recorded PFC MANNING?s visitatio iod at the Marine

Corps Brig - Quantico, Quantico, VA. Upon completion of the visitation pericd, SAWV&S informed by

brig personnel that PFC MANNING was visited by Mr. (b)(6)(b)(7)(C) resident. 'itzgibb

Media, 1022 Spring Rd NW, Washington, DC 20010, and Mr. (b)(6)(b)(7)(C)
WEIQE A subsequent review of the recording on 13 Mar 11, revealed PFC MANNING

and his visitors, previously identified as Mr. OIOIGIONS), . d M. mcould all be heard

clearly. PFC MANNING reassured Mr. (QIOQIGCIGI(®hnd M. [(QIOIGIGION:hat an examining

Psychiatrist at Walter Reed Medical Center, Washington, DC, told PFC MANNING that if there were any
concerns PFC MANNING would be in Ward 54 and not Quantico.

About 1800, 13 Mar 11, SAREEIEoltected as evidence one compact disc (CD) which captured the
recording of PFC MANNING’s 13 Mar 11 visitation period at the Marine Corps Brig — Quantico, VA. The
collection of evidence was documented on DA Form 4137, Evidence/Property Custody Document (EPCD),
Document Number (DN) 030-11.

I T T T T LAST ENTRY T T T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION |
Washington Metro RA, Computer Crime Investigative Unit
A D) O)B)(7)(C), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060
DATE EXHIBIT
13 Mar 11 320
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About 1122, 28 Mar 11, this office received a Request For Assistance (RFA) from the Washington
Metro Resident Agency (WMRA), Computer Crime Investigative Unit (CCIU), Fort Belvoir, VA 22060
to attempt to locate a “Cheat Sheet” reportedly provided to Advanced Individual Training (AIT)
students attending the Intelligence Analyst course at the U.S. Army Intelligence Center. & Center Of
Excellence (USAIC&COE), Fort Huachuca, AZ 85613.

About 1155, 28 Mar 11, SA (R intcrviewed CW4 [(DICIOINI®)

Officer In Charge (OIC), Intelligence Analyst Course, USAIC&COE, Fort Huachuca, AZ 85613 who
related there was no "Cheat Sheet” provided to students of the course, however there was several
slides in the current Plan Of Instruction (POI) which provided information on useful websites. The
students are free to copy down the material and utilize for their benefit. CW4 WICIOIBI®: rovided
copies of the pertinent slides via SIPRNET e-mail as some of the slides were classified.

About 1230, 28 Mar 11, SA SIRIQII®interviewed Mr. [QICIOIGI®) Contract

Instructor, Intelligence Analyst Course, U OE, who was an instructor during the period of time

PFC MANNING attended the course.. Mrwwated that even at the time PFC MANNING :
attended the course there was no “Cheat Sheet’ provided to students however they were given in

class demonstrations of beneficial websites which would be useful during the course of their job

(b)(6)(b)(7)(C)

related activities. Specifically Mr. related they were shown the CENTCOM, Afghanistan, Iraqg
and NGA websites. He could not recall if the State Department website was visited but it would not
be outside the realm of possibility for that site to be visited to demonstrate the type of material
available to the students./IHHIIIHIHIITIIHITELAST ENTRY I

Arizona Branch Office, Computer Crime Invéstigati\}e Unit

IO (bl(7) ©), (b) (H(E) U.S. Army CID, Fort Huachuca, AZ 85613

GO0 C I

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION ‘ L
|
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DETAILS

About 1040, 5 Apr 11, SA <b> (6) (b) <7> (C) received an email from Mrm{nformation

Assurance Branch, Schoolhouse Information Technology, 15th Signal Brigade, Fort Gordon, GA 30905, |
containing the pool of test questions that those who took the mandatory annual Information Assurance (1A) |
exam would have been presented with. Mr. dicated that the pool of questions provided was C
the same for both the 2008 and 2009 dates upon which PFC MANNING completed his mandatory annual ‘
IA exam. The questions were provided in a spreadsheet format.

About 1042, 8 Apr 11, SA (b)(6)(B)(7)(C) | eceived an email from Mr. (REUOIIO.. +i 1 contained a

screenshot of the IA exam questions in the order and format that would have been presented to test takers
(See Exam Questions for details). '
T T L T T HHILAS T ENTRY/THHTTHITHHH T i

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
A Washington Metro RA, Computer Crime Investigative Unit
ﬂ<b> <6) <b) <7) <C)’ <b) <7> (E) U.S. Army CID, Fort Belvoir, VA 22060
DATE EXHIBIT
8 Apr 11 322
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Information Assurance User Portal

DoD Information Assurance Awareness Exam

Answer the questions lo the best of your ability, Do your own work.

1. Which of the following statements best describes IA?

a. ~ Awareness of potential threats to information systems

b. 7 Integrated capability to detect and react to threats in a timely manner

c. ~ Measures that protect and defend information and information systems
d. T Maintaining a consolidated telecommunications infrastructure

2. A document repository Is down when you attempt to access it. Which IA principle is being violated?

a. — Confidentiality
b. 7 Authentication
c.  Integrity

d. T Awvailability

3. If your coworker is able to access your 401K account to check your balance which secure system property is being
violated?

a. ~ Confidentiality

b. — Authentication

c.  Integrity

d. T Availability )

4. Which term refers to a secure system's ability to protect against the unauthorized modification or destruction of
information?

~ Confidentiality
~~ Authentication
~ Integrity

" Nonrepudiation

poow

5. According to the U. S. Department of Justice what type of fraud is one of the fastest growing white-collar crimes?

a. ~ Pyramid schemes

b. = Internet fraud

c. ~ Online gambling

d. = Telephone transfer fraud

6. Both internal and external threats can bring down a system. Which of the following represents an internal threat?

a. ~ Hackers

b. T Terrorist group
c. ~ Disgruntled user
d. 7 Protesters

7. One easy way to protect your computer from internet threats is to:

a. ~ Set your browser to accept cookies

b. 7 Visit only websites that use ActiveX or JavaScript code

c. ~ Avoid casual or unnecessary Internet browsing at work 32.3
. . EXHIBIT.

d. O Install software to prevent Denial of Service Attacks 001823
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8. Natural threats to informaticir oyst ' - include all-of the following exce’ Dzg 10-CID221-1 !

a. = Fire

b. ™ Poor wiring

¢. 7 Insufficient cooling
d. ™ Hackers

9. Which of the following vulnerabilities is most likely to be exploited by an external threat to the infrastructure?

a. Floods

b. T Software flaws

¢c. 7 Insufficient cooling

d. ~ Disgruntled employees

10. Theo receives an e-mail from his bank while at work. The e-mail emphatically states that he must verify his personal
information immediately or his account will be closed. He clicks the link provided in the e-mail and enters all of his
information online. This is an example of:

a. = Email attachments
b. T Cookies

c. ~ Mobile code

d. ™ Phishing

11. Kendall receives an e-mail stating that a leading computer company is giving away free computers asking her to
forward the e-mail to 20 of her closest friends. What should Kendall do?

a. T~ Delete the email instead of forwarding it

b. ™ Forward the request to her friends and co-workers
¢. ~ Forward the request to her security point of contact
d. T Run her virus protection software

12. Walt found a feature in his e-mail that allows him to automatically download attachments. He thinks this will give him
faster access to the attachments he gets. Using this feature can:

™ Make e-mail management more difficult

" Create peer-to-peer threats

~ Eliminate viruses from his computer

~ Activate a virus associated with an attachment without his knowledge

eopom

13. All of the following are examples of malicious code except:

a. ~ Viruses

b. = Trojan horses
c. ~ Worms

d. 7 Cookies

14. Lauren gets an e-mail with an attachment from the director of her agency. It has a file attachment with an unfamiliar
file extension. Lauren should do all of the following except:

™ Verify that the sender sent the email and attachment
" Be suspicious of this e-mail and attachment

~ Open the attachment

™ Call the help-desk for advice on handling this

copw

15. Ryan receives an e-mail that states the Internet is being cleaned up and that he should leave his computer powered-
off for 24 hours after receipt of this message. After careful review of the message contents and verifying the information
with the help desk he realizes this is:

a. — Ahoax

b. ™ An attempt at social engineering
c. ~ An email used for phishing
d

® A multi-level marketing plan EXHIBIT 3232
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16. Which of the following bes. ussCluws PKI? . .02g8 qjo0-CIb22{-10117

a. ~ Acard that allows you to access DoD information systems

b. T A card that allows you to access classified information on the SIPRnet

c. — A system for encrypting sensitive information

d. 7 An infrastructure that allows the DoD to issue digital certificates to authorized users

17. Agnes wants to make sure that she knows which steps to take to avoid spillage. You advise Agnes to do all of the
following except: .

™ Check all emails for possible classified information

~ Properly mark and store all removable media

=~ Store classified data on her PDA when traveling

™ Ensure all file names and subject headers identify the sensitivity of the information

ecopp

18. Wanda is at work on the clock and is working on her private commercial business. She receives a reprimand from her
supervisor. What should Wanda have known:

a. — Her organization is prohibited from monitoring her activities on her work computer.

b. T Her organization is permitted to monitor her computer for possible misuse.

c. ~ The warning banner she saw when she logged into her computer is directed only to management people
in the department.

d. T Even when you log onto a DoD computer you retain all rights to workplace privacy.

19. All of the following are acceptable procedures for backing up classified information except:

Back classified information up daily.
Label backups with sensitivity labels.
~" Store backups in your desk drawer.
™ Store backups at an approved secure location’

a
b. —
c.
d

20. The only acceptable use in this list for any DoD computer asset is:

a. — Viewing or downloading pornography

b. — Gambling on the Internet '

c. ~ Conducting research for a work project
d. T Conducting private commercial business

21. According to the Army Best Busihess Practice (BBP) user-level generated passwords should be changed a minimum
of every

™ 30 — 45 days
™ 60 — 90 days
T 90-150 days
™ 6 months — annually

oppe

22, A user password should consist of a combination of at least 2 uppercase, 2 lowercase, 2 numbers, 2 special
characters

a. — True ) -
b. ~ False

23. Defense in Depth (DiD) encompasses a physical and logical structure that requires a layering of security policies,
procedures, and technology mechanisms to protect network resources, from the desktop to the enterprise, within and
across the enterprise architecture. DiD elements focus on what three areas?

a. ~ People, operations and defense of the environment.

b. T People, organizations and environment.

c.  Units, perimeter security, operations.

d People, perimeter security, defense of the environment.

24. A user is not responsible for protecting information not authorized to be released for public disclosure.

0018
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a. O True ) 50
b. O False . D02g q0-CiD221-701117

25. Which of the following is allowed IAW AR 25-27

a. O Instaliation of software, configuration of an IS or connecting any ISs to a distributed computing
environment with prior approval.
b. O Modification of the IS or software, use of the IS for any other manner other than its intended purpose, or
| adding user-configurable or unauthorized software.
c. O Efforts to strain, test, circumvent, or bypass network or 1S security mechanisms or to perform network or
keystroke monitoring.
d. © Disabling or removing security or protective software and other mechanisms and their associated logs
from IS.

If you have trouble with this exam, send us email and we will resolve the problem.

To send your answers, click on the Send Answers button.

[ Send Answers ]

| This site can be best viewed wilh a screen resclution of 1024 x 768 or higher, using the most current versions of Internat Explorer, Netscape, Mozilla Firefox and Opera.

Privacy and Securily Notice | Disclaimer | Contact Webmaster
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DETAILS

Between 1100 and 1530, 10 Apr 11, S ecorded PFC MANNING’s visitation at the Marine
Corps Brig - Quantico, Quantico, VA. Upon completion of the visitation period, SA a5 informed by
brig personnel that PFC MANNING was visited by Mr. [(QIOIGIGI®)NFI) and Mrs. [(DICIOIGIO)
(b)(6)(b)(7)(C) A subsequent review of the recording on 11 Apr
11 revealed PFC MANNING and his visitors, previously identified as Mr R nd Mrs. W
RICIOIGIS could all be heard clearly, but held no evidentiary value.

(b)(6)(k C)

About 0842, 11 Apr 11, SA collected as evidence one compact disc (CD) which captured the
recording of PFC MANNING’s 10 Apr 11 visitation period at the Marine Corps Brig — Quantico, VA. The
collection of evidence was documented on DA Form 4137, Evidence/Property Custody Document (EPCD),
Document Number (DN) 044-11.

T T LAST ENTRY I T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
SA BO®N©), b) (N(E) U.S. Army CID, Fort Belvoir, VA 22060
DATE EXHIBIT
11 Apr11 324
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DETAILS

About 1220 All9)) (6) (b) (7) (C) hnd SA [(QIOIGIGIONGORGIE) ;< office, coordinated
with Ms GD) (6) (b) (7) (C> | Data Transfer Officer, Joint Improvised Explosive Device Defeat
Organization (JIEDDO), Bldg 10803 Parkridge Circle, Reston, VA 20191, to obtain the log files for the
JIEDDQ web server. About 1243, 11 Apr 11, Ms.m provided a DVD-R containing the log files
to SA ho collected the DVD-R as evidence. The collection was documented on a DA Form 4137,

Evidence/Property Custody Document, Document Number #045-11,
T N X N S N L

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
A Washington Metro RA, Computer Crime Investigative Unit
A(b) ©®M(C), b) (N{E) : U.S. Army CID, Quantico, VA 22134
DATE EXHIBIT
11 Apr 11 32 5
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Page(s) 001829 thru 01829b withheld:

5 US.C. § 552(b)(1)
Permits withholding information that
is classified for
National Security purposes
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Page(s) 001830 thru 01830a withheld:
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Permits withholding information that
is classified for
National Security purposes
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0028-10-CID221-10117

About 0800, 22 Apr 11, SA RIOIOIQI® || cted as evidence one Compact Disk (CD) containing access logs

from the Army Counter Intelligence Center (ACIC), from the CCIU forensic computer, which was
documented on Evidence/Property Custody Document (EPCD), Document Number (DN) 051-11.

PAGE 1 OF 1 PAGES

TYPED AGENT'S NAME AND SEQUENCE NUMBER

A (D) (0) (D) (7 (C), (b) (N(E)

ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit

SR <b> <6> <b> <7> (C> o 22 Apr 11

EXHIBIT

328
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AGENT'S INVESTIGATION REPORT R 028-10-CID221-10117

CID Regulation 195-1

PAGE 1 OF 2 PAGES
DETAILS

About 1325, 3 May 11, SA [DICICIGICIE: A (BICIOIGIOM s office; and CPT [(DICIOIGK®

OO EGFN(b)(6)(b)(7)(C) both assigned to the Office of the Staff Judge Advocate. 210
A Street, Suite 300, Fort McNair, DC 20319, telephonically interviewed SPC
N Bravo Company (B Co), 57™ Expeditionary Signal Battalion (ESB), 11th Signal Brigade, Fort Hood,
TX 76544 (formerly assigned to HHC, 2™ Brigade Combat Team (2 BCT), 10" Mountain Division (10"
Mt Div), Fort Drum, NY (FDNY) 13602).

SPCW stated she arrived to FDN'Y in March 2007 and was assigned to Headquarters and
Headquarters Company (HHC), 2™ ecial Troops Battalion (2 BSTB), 2 BCT, 10™ Mt Div,
FDNY, as a supply clerk. SPC tated she knew of PFC MANNING while the unit was at
FDNY but that she did not have much interaction with him.

SPcmstated she deployed to Iraq in November 2009 as a late arrival due to the potential need
for surgery, which she eventually did not need. She stated she occasionally talked to PFC MANNING
during the deployment wh ivering supplies to the S-2 section or if she saw him in passing while he was
in the smoking area, SPC did not smoke but stated her path of travel routinely took her by the
smoking area where she would often see PFC MANNING. Those interactions were limited to pleasantries
and did not include in-depth discussions of any topics of note. SPC OIOIOIOI®) <tated PFC MANNING
did not appear to have any friends and was always by himself, usually in the smoking area.

SPC (DIQIOIBI®) described PFC MANNING as smart with computers. When asked what she based that
assessment upon, she stated she never witnessed his computer skills but made the assumption because most
S-2 soldiers were good with computers. She related that PFC MANNING would often utilize the personal
computer of SSGMSuppIy Room, HHC, 2 BSTB, 2 BCT, 10" Mtn Div, FDNY, to surf
the internet with SSW permission. After about a week of being assjgned to the Supply Room,
PFC MANNING began bringing in headphones and listening to music on SSG Wcomputer
which SPC Wcould hear despite the headphones. She stated she did not observe what he was
doing on the computer.

SPABIOICNBI®)stated there was a SIPRNET computer in the Supply Room but SSGRICIOIGI®), s the
only one to use it. She never witnessed PFC MANNING using the SIPRNET computer in the Supply
Room.

SPARIOIOIBI®: < 1:tcd her first conversation with PFC MANNING occurred when he was assigned to
the Supply Room after the assault on SPCW She stated PFC MANNING would tell her about
how many bank accounts he had and asked her 1f she had a savings account. SPC[QIQIOIGI®stated she
did not want to discuss her personal finances with PFEC MANNING and deflected his questions about those
matters. She related that over several conversations, they discussed PFC MANNING’s background which

he had described as “dysfunctional”. He related to SPC W a lot of drugs
and kicked him out of the house. PFC MANNING further related to SPC at he then went to

NAME AND SEQUENCE NUMBER OI'\"NG]AhﬂZATIONM RA. C C- In U
ington Metro RA, Computer Crime Investigative Unit
(b)(6)(b)(7)(C), (b) (7)(E) US, Ay CID. Quantice, VA 22134 *
¥(b) (6)(b)(M)(C) . T May 11 E"”'BS'TZ q
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live with his aunt. SPC{QIQIOIWK® statWING described his motives for joining the army as

wanting “to do something different”. SPC stated PFC MANNING never made any comments
either for or against the United States.

| SPC [QIOIGIQI®)rclated that about two days prior to PFC MANNING “leaving” the Supply Room for the

‘ last time, she was informed that PFC MANNING was not allowed to have access to any electronic devices

| to include computers, iPods, etc. At the time, she did not know why the restrictions were in place because

| she assumed PFC MANNING was assigned to the Supply Room because of the assault on SPC

OIOIOIGI®ON She also related that PEC MANNING asked her if she regretted joining the military and told

her that he “did some messed up stuff” but did not provide further details about the “stuff” was. SPC

OIOIOIBIO®) asked if PFC MANNING felt he could handle the consequences of his actions and he said yes
but was upset that he could not talk to his family because of his actions. SPC [QIQIOI®I®)en stated to
PFC MANNING that his actions must have been serious given those consequences and asked why he chose
to do what he did to which PFC MANNING responded “because everyone needed to know the messed up
stuff the army was doing.” After PFC MANNING was escorted out of the Supply Room for the last time,
SPCW stated she had no further contact with him.

SPCICUQIOIOI® - tcd she was later tasked with inventorying PFC MANNING’s personal items located
in his Containerized Housing Unit (CHU). During the inventory, SPC [((QIOIGIGI(®R HHC, 2 BCT, 10™
Mtn Div, FDNY, PFC MANNING’s roommate and SPCSIOIIE@I(®)|friend, was present and indicated
to her that PFC MANNING did not get along with anybody and there were rumors that PFC MANNING
was gay. She stated she did not believe the rumors until she found items in PFC MANNING’s possession
regarding gender reassignment surgery, She stated they also found a ¢ FC WNFI) Enlisted
Record Brief (ERB) with PFC MANNING?’s possessions. SPCWt&tGd she thought it odd that
PFC MANNING would be in possession of PVTB as she was not aware of a pre-existing
friendship between the two. SPC [LUICUOIOI®) rc|ated that PV as re-deployed in late December
2009 or early January 2010 to be separated from the Army because he could not adjust to the Army and was
a disciplinary problem. She related he had been caught shoplifting prior to the unit’s deployment and then
pointed a loaded shotgun at a supervisor while deployed. SPC [DIOIOIBIO}tated PV T RIS a5

“know to hack bank accounts”. When asked to clarify the statement, she said PV'T [REM had be S
| assigned to the Supply Room prior to his re-deployment and they had several conversations. PV POOOO
\ told her he used to work for a bank prior to joining the army and could hack bank accounts although he
| never demonstrated that abjli r. She thought he was just bragging. SPC [DIOQIOIGI®)cver saw
PFC MANNING and PV ogether as PVTWV&S re-deployed long before PFC MANNING
was assigned to the Supply Room.

I T LT ASST ENTRY T T T T

ORGANIZATICN
Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Quantico, VA 22134

DATE EXHIBIT
3 May 1l 325‘
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AGENT’S INVESTIGATION REPORT  [*™"* s soos.10cimst

ROI: 0028-10-C1D221-10117

CID Regulation 195-1 PAGE 1 OF 2 PAGES

DETAILS

Between 12:48 and 13:15, 27 Apr 11, SAC mtilized wget . exe to automate the downloading of 766
.PDF files pertaining to Guantanamo Bay detainees from the following classified (SECRET) webpage:

SAutilized the same version of wget . exe that was previously identified during the forensic

examination of PFC Bradley E. MANNING’s primary SIPRNET computer, in the bradley.manning user

profile. Further, an examination of the Intelink logs revealed numerous files downloaded via wget . exe (by a

user of PFC MANNING’s primary SIPRNET computer), which allowed SA 0 create a small

ropram (script) to automate the downloading of content. A forensic image of the files downloaded by SAC
was subsequently created with the EnCase forensic program.

EXAMINER’s NOTE: 1t is believed the script and methodology used by SAC QIRIRIAR > download the files
in question from the classified Intelink site are similar to those most likely utilized by PFC MANNING to
obtain the same documents in March 2010.

At 1550, 27 Apr 11, SACM}IIected a digital video disc (DVD) as evidence containing an EnCase
Logical Evidence File (LEF) of the tiles downloaded from the classified Intelink site, seized on DA Form 4137,
Evidence/Property Custody Document (EPCD), Document Number (DN) 053-11, Item 1.

| Verification MD5 | 0892980a70bef0cc1858beb1£6fd71d0 ]

About 2400, 4 May 11, SAC RIOIRIQI®: 1 10aded 768 posted Guantanamo Bay .PDF files from the website
WikiLeaks. ch (a mirror website for Wikil.eaks.org) onto a CCIU forensic computer.

GITMO
FILES

The Guantanamo Files

O Samday Aot 2, 204 Wikieales hahan pubEstung P9 secoat fis e the acdofous Suartanarsa By praoh
camey, Thie detaris hr wagry delaiied vl B i ied hilly vir Il Gtreg @02
P by thelr Int 1t Serial Humber (IS}
k] 4 5 [ 7 3
i 1" 7 12 4 1 il 7

& n T = be} £l %
u % ki) wn k2l a A
The Guantgnamo Fifes ) 5 a5 ar e 1 m M
) 44 45 48 ar an 4
2] [ o2 ] 5% B
2] © %1 1 [} 2 It
B © 3 ) 0 W2 i1
T T8 I w 78 EU il
¥l a4 i a ai 38 L5
Al 52 ) = % k) i
o kil n 0 0w 103 K

Screen shot of the WikiLeaks.ch web page concerning the Guantanamo Files
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TYPED AGENT'S NAME AND SEQUENGE NUMBER ORGANIZATION
Digital Forensics and Research Branch, Computer Crime
Investigative Unit U.S. Army CID, Quantico, VA 22134

DATE EXHIBIT
5 May 11 330
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AGENT’S INVESTIGATION REPORT

CID Regulation 195-1

ROI NUMBER
CAF: 0028-10-CID361
ROI: 0028-10-CID221-10117

PAGE 2 OF 2 PAGES

DETAILS

At 0800, 5 May 11, SACRIQIDII®I o ]lected a DVD as evidence containing an EnCase LEF of the files
downloaded from Wikileaks. ch, seized on EPCD DN 060-11, Item 1,

| Verification MD5 | f8f088f3123£270922991624b01063d2 |

T T T AST ENTRY T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

sAC (RICIVIGIOROIGID)
1

| Digital Forensics and Research Branch, Computer Crime
Investigative Unit U.S. Army CID, Quantico, VA 22134

DATE EXHIBIT
5 May 11 2430
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) 0028-10-CID221-10117
CID Regufation 195-1

PAGE 1 OF 1 PAGES

DETAILS

About 2000, 5 May 11, SA OIOICIGIO®ON o r10aded the file cablegate201105050833.7z from the

website www.wikileaks.ch. According to the website, the file was purported to contain all of the
Department of State cables released by WikiLeaks as of 5 May 11.

About 0830, 6 May 11, SA (b) (6) (b) (7> (C> tilized FTK Imager 3.0.0.1443 to create hash values of the
cablegate201105050833.7z file and its uncompressed contents. The file cablegate201105050833.7z, its

uncompressed contents, and the hash value lists pertaining to both were burned to a Digital Versatile Disc
(DVD).

About 0845, 6 May 11, SA <b) (6) (b) (7) (C) ollected as evidence one DVD containing the file

cablegate201105050833.7z, its uncompressed contents, and the hash value lists pertaining to both. The
collection was documented on a DA Form 4137, Evidence/Property Custody Document, Document Number
062-11.

T T L THLAST ENTRY T T T T T

ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Quantico, VA 22134

DATE EXHIBIT

6 May 11 331
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PAGE 1 OF 1 PAGES

2 Apr 11, SA (b)) B)(7)(C), (b) (7)(E) RN office, received, via email from Ms. |

(b) (6> (b) (7) (®/Director of Investigations, 902d Military Intelligence Group (MI Grp), Fort Meade, MD
20755, log files (SECRET) pertaining to the Army Counter Intelligence Center (ACIC). The log files were
transferred to a Compact Disc (CD) which was collected as evidence on DA Form 4137, Evidence/Property
Custody Document (EPCD), Document Number (DN) 051-11.

DETAILS

About 0837, 19 Mﬁy 11, SA R o ccted as evidence one Digital Versatile Disc (DVD) containing

CENTAUR logs (SECRET) which was sent to this office via Federal Express tracking number 7947 6477
523 by M1 (IO TOTeA1CE s . <c11ccxion vizs docomentod
on DA Form 4137, EPCD, DN 070-11.

//MLAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
IN(D) (6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Quantico, VA 22134

B)6)B)T)(C), () (7)(E) A o May 11 “aag
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AGENT'S INVESTIGATION REPORT 2

. 0028-10-CID221-10117
CID Regulation 195-1

PAGE 1 OF 2 PAGES

DETAILS

About 0730, 26 May 11, SA
QIOIOIGI®)

OG0 IEEINE)0) b))

this office, interviewed Mr.

OICIOIOIS -5 o former soldier assigned to HHC, 2™ Brigade Combat Team (2 BCT), 10™ Mountain

Division (10" Mtn Div), Fort Drum, NY (FDNY). Mr. as identified during the interview of
SpC WHHC, 2 BCT, 10" Mtn Div, FDNY, as a self-admitted computer hacker.
Additionally, a copy of Mr.Enlistcd Record Brief (ERB) was found on one of PFC
MANNING’s computers.

Mr. R stated he joined the US Army in January 2008 and completed One Station Unit Training
(OSUT) as an 11C — Indirect Fire Infantryman (Mortarman). He was initially assigned to 2" Battalion,
14t Infantry, 2 BCT, FDNY in the May/June 2008 timeframe. Sometime after his initial assignment,
volunteers were requested to serve on the Protective Services Detachment (PSD) for the Commander and
Command Sergeant Major of the 2 BCT, 10® Mtn Div, during the unit’s upcoming deployment (initially
designated to be to Afghanistan but later changed to Iraq). Mr. ndicated he volunteered and was
assigned to HQ Platoon, HHC, 2 BCT, 10™ Mtn Div, FDNY, in November 2008.

Mr. eployed to Iraq in October 2009 and was redeployed back to FDNY in December 2009 and
separated from the US Army due to failure to adapt/misconduct issues which he described as an inability
to “get along™ with his unit first sergeant. Prior to redeployment, he was assigned to the Supply Room,
HHC, 2 BCT, 10"™ Mtn Div, FDNY, for approximately one week. Mr. stated that during the time
in the Supply Room, he related to personnel he had previously been involved in banking institution
hacking. Upon further questioning, M. SRR ndicated he had been employed by a technical services
company named Robert Half Technologies during 2006-2007 and worked on a contract for Wachovia
Bank in Charlotte, NC, where he was initially assigned to work on the roll-out of Wachovia’s new
Blackberry technology. Shortly after beginning the contract, he was approached to also conduct
penetration testing under contract for Wachovia and did so for approximately three months.

[BICIOIQI®)

was asked if knew PFC MANNING and related he knew of him in garrison at FDNY and_
stated he would occasionally exchange pleasantries with him when on CQ or Staff Duty. Mr. BOBOO
described PFC MANNING as a “good kid” that everyone knew was gay, which he believed caused
everyone to pick on PFC MANNING. Mr.WWaS of the opinion that this treatment caused PF
MANNING to take the actions he did in releasing classified information to Wikileaks. Mr.
described PFC MANNING’s actions as traitorous (“the biggest military traitor of all time”™) but also
stated he got along with PFC MANNING. He stated he was not surprised that PFC MANNING “did
something” because of being “picked on” but was flabbergasted when he heard of the allegations. Mr,
AR stated he never socialized with PFC MANNING off-duty but would see him in garrison and then
at Forward Operating Base (FOB) Hammer when deployed to Iraq and would occasionally talk with him
in passing. Mr.Wescﬂbed himself as a computer geek and related that he and PFC MANNING
would occasionally discuss new technologies but never discussed computer security, encryption, etc.
Rather, the conversations usually revolved around the newest computer processors, hardware, etc.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime Investigative Unit
A(b) (6)(b)(7)(C), (b) ()(E) U.S. Army CID, Fort Belvoir, VA 22060

OIOICIWI® " 26 May 11 "33
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PAGE 2 OF 2 PAGES

DETAILS
®OOGMC)

stated that while deployed to Iraq, he was assigned to “watch the TOC” [Tactical Operations
Center] which was a regular duty and on one occasion (date unknown) had a conversation with PFC
MANNING in which PFC MANNING related to him that he was in trouble with his sergeant for using
Instant Messaging for personal reasons while on his government computer (NFI). PFC
MANNING was obviously frustrated but did not “freak out” about the issue. Mr. tated he never
saw PFC MANNING engage in any behavioral outbursts. Mr.ated he never discussed
WikiLeaks with PFC MANNING and did not know why PFC MANNING would have a copy of his ERB
on his computer. :

BOGM)C)

Mr. stated he was familiar with WikiLeaks prior to this incident, but that he never provided
WikiLeaks with information.

T T L AST ENTRY T T T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime Investigative Unit
D) (6)(B)(7)(O), (b) (T)(E) U.S. Army CID, Fort Belvoir, VA 22060
DATE EXHIBIT
26 May 11 3 33
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AGENT'S INVESTIGATION REPORT o . . 0106-11-CIDO055-
CID Regulation 195-1 CUT 0 TU-Clb221-101 77
PAGE 1 OF 1 PAGES

DETAILS

FBASIS FOR INVESTIGATION: On 14 June 11, this office received a request for assistance from Computer
Crime Investigative Unit, Washington Metro Resident Agency, to conduct interview of Inmate W
Midwest Joint Regional Correctional (JRCF).

bout 1030, 21 Jun 11, SA (QICIOIGI®)-nd SA (RICICIGKONEE this office. interviewed Inmate
Wat the Midwest Joint Regional Correctional Facility, CPT as contacted by phone
and remained on speakerphone during the entire interview. Inmate was asked and replied to all
questions on the questionnaire and his answers were recorded on the questionnaire.

About 1225, 21 Jun 11, SACIOICIGIOR oordinated with SAWQ Washington Metro Resident
Agency, Computer Crime Investigative Unit, 27130 Telegraph Road, Quantico, VA 22134, 571-305-4483, on
the completion of the interview and no further action was required by this office.

g s o iiippia iy

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Fort Leavenworth CID Ollice
801 McClellan Avenue

SA (b) (6) <b> (7> (C) s <b> (7) (E> Fort Leavenwarth, KS 66027

) () (0) (1) (C), (b) ()(E) otsmn - | 338
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DETAILS

WOR INVESTIGATION: On 22 Jun 11, this office received a request for assistance from SA

(b)(6)(b)(7)(C)

omputer Crimes Investigation Unit (CCIU), 27130 Telegraph Road, Quantico, VA 22134, requesting

this office provide a escort for a meeting between Inmate Bradley MANNING, ([GIOIGIEI(®] ) oint Regional
Correctional Facility, Fort Leavenworth, KS 66027 (FLKS) and his Lawyer.

About 1200, 22 Jun 11, Investigator IOIIGI®) his office, coordinated with and conducted escort
duties with CCIU. '

About 1500, 22 Jun 11, SAWstated nothing further was requested of this office.

TYPED AGENT'S NAME AND SEQUENCE NUMBER . ORGANIZATION '
Fort Leavenworth CID Ollice
801 MecClellan Avenue

SAOI®IG) ©) (b) (N)(E) Fort Leavenworth, KS 66027

TRICIOIION " = [ s

CID FORM 94-E FOR OFFICIAL USE ONLY

10ct 95 Law Eaforcement Sensitive
PROTECTIVE MARKING IS EXCLUDED FROM
AUTOMATIC TERMINATION (Para 13, AR 340-16)
(When Data is Entered) 001842
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ROI NUMBER .
0028-10-CID221-10117

PAGE 1 OF 1 PAGES

DETAILS

Between 0800-0830, 8 Jun 11, Investigator [(QIQIOIGKS®) Military Police Investigations (MPI),
Midwest Joint Regional Correctional Facility, Fort Leavenworth, KS 66027, collected as evidence two
DVDs containing the recording(s) of PFC MANNING’s visitation, which occurred on 21 May 11. The
collection of evidence was documented on DA Form 4137, Evidence/Property Custody Document (EPCD),

Document Number (DN) 088-11.

About 0800, 28 Jun 11, Investigatochollected as evidence one DVD containing the
recording(s) of PFC MANNING?s visitation, which occurred on 25 Jun 11. The collection of evidence was

documented on DA Form 4137, EPCD, DN 095-11.
/IILAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit

/A (b) (6> (b) (7) (C> > (b) (7> (E) U.S. Army CID, Quantico, VA 22134

(b)(6)(b)(M(C), (b) (7)(E) DATE
KWJva [l

EXHIBIT

337
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CID Regulation 195-1

PAGE 1 OF 1 PAGES

DETAILS

About 1550, 13 Jul 11, SA [RIBIOI@IGIcollected one (1) DVD-R disc from Mr.[ICIOIGI OB Sitc
Lead for Information Technology, 902nd Military Intelligence Group, 4552 Cooper Avenue, Fort Meade,
MD 20753, which contained log files related to this investigation. DVD-R collected on Evidence/Property
Custody Document {(EPCD), Document Number (DN) 099-11.

AGENT'S COMMENT: SA b)O)B)NE) oted at the time of collection, the contents of the DVD-R were

not able to be verified and Mr] was unable to prov1de a complete explanation as to the context of
the files, S oted SA is office, had previously coordinated with personnel

at the 902nd Military Intelligence Group to provide log files related to this case.

About 1000, 14 Jul 11, SA QOIOIE) oordinated with SA(SIOIEGIGI(GIMA ssistant Special Agent in

Charge, Digital Forensics Research Branch - CCIU, in order to make a working copy of the DVD-R disc
and obtain the Message Digest 5 (MDS5) Hash Values for each of the log files which were contained in two
folders "Hits" and "Hits_Other Subnets"on the DVD-R disc.

Folder “Hits”:

File Name Hash Value

ex100214.1og 056d2e22cf4ef01lcb7dd6d4c59732202
ex091229.1og 23a0fB88b6464eaB86f1911adBfar96733
ex091217.1og 4bd0607894cfbb9d4b1b3023303b36a5
ex100317.1cg 5c6faf?2f8% a8dal24ee7270016830da
ex100308.1cg 77423e50c86f2e148£2243d18516395e
ex100316.1log 780fd4dsSbabe3c7a2335¢cc3dleabl215
ex091201.1cg 8598£202aa3902460badcaf892b7£311
ex091119.10g 96e37f1cf3d3al552¢ccd7b302c%aed01
ex100301. log ebcbc446221d607211e3e15333d£2L58
ex100315.10g £4347¢c504552a032b529ch46d2f15aac

Folder “Hits_Other_Subnets”™:

File Name . Hash Value

ex100209.1og 1314ab8f1f03cbeabd4904debdb9c7392
ex091221.1o0g 24ec56715£1£487d354e2b£f760b3c893
ex091214.1og 75a56d00983£7e72a778441f69%9ebad002
ex100302.10g 834a9d2d0a3fcd28blbe200f549%a8a67
ex100211.10g 9028aaa276callleld4cd34d3labb4bdc
ex100207.1log bf065a90438affef8cbhb2d2cca?2d8909e

U T LAST ENTRY I T I T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

» Washi Metro RA, C C I Unit
SA (b) (6> (b> <7> (C> > <b> (7) (E) Ugs :;frt;nCI]; Qouantlcom?/ijt;;l;;me ﬂVEStlgathB i

<b> <6) <b> <7><—C) T i EXHIBIT338>
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DETAILS

About 1450, 18 Jul 1.1i SA— ©)B)(N)(C)  EEIA®)(6)(B)()(©), (b) (N(E) this office, interviewed
Inmate (DIOIOIGIS®) Midwest Joint Regional Confinement Facility (JRCF), 830 Sabalu
Road, Fort Leavenworth, KS 66048 who had reported to his attorney that PFC MANNING had confessed to
him. Inmate tated he had come in contact with PFC MANNING through the Inmate
Advisory Council (IAC). Inmate ([QIQIOI@I®ktated he was the maximum custody inmates’ IAC
representative and was taken to the pre-trial inmate area by guards to discuss potential IAC issues-with the
pre-trial inmates. Inmatemwted that after explaining the purpose of the IAC, he asked PFC
MANNING who he was and why he was at the JRCF. PFC MANNING allegedly responded with, “I sold
information to WikiLeaks”. Inmate [QIOIOIOI®)<:ated that shortly after MANNING stated he sold info to
Wikileaks, the guards realized Inmate [QIQIGIGI®) should not have been in the pre-trial area as the pre-trial
inmates were to have their own IAC representative and took him away. SAM and SA
IR -k e d [nmate if he was sure PFC MANNING stated he “sold” the information and
Inmate (GIOIN@I®stated he was positive. The interview of Inmate [DICIOIBOIO®! was recorded.

AGENT’s COMMENT: Each unit in the JRCF has an IAC representative who is taken around by the
guards and allowed to meet with each inmate one-on-one (with the guard present but generally out of
earshot). Inmate Wmd PFC MANNING were in the same Secure Housing Unit (SHU) but the
inmate was in maximum custody while PFC MANNING was in pre-trial. They should have never been
allowed to come in contact with each other but Inmate W) indicated that the SHU guards brought
him around to all max custody inmates and then to pre-trial as the IAC representative before they realized
their error.

W T LAST ENTRY AT T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGAhr;ILZATIOin RA G Crime I ait
A Washington Metro RA, Computer Crime Investigative Unit
b (b)) (bB)(N(C), (b) (7)(E) U.S. Army CID, Quantico, VA 22134 -
DATE EXHIBIT
18 Jul 11 . 339
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation involving a matter
of national security. You have been identified as someone who may have information relevant to this
investigation. Please answer all questions to the best of your ability.

(1)) (D) (NC) |

Date of Birth: [CUICICIGI®)
Social Security Number (b> (6) (b> (7) (C)
unit: JRCE

cell/Home Phoné: <b> (6) (b) (7) (C)

1. How is Pre-trial Manning behaving?

DifRant Tln phur prim Frol mmats,

2. Have you noticed any unusﬁal behavior by Pre-trial Manning? If so, what type(s) of behavior?
{—\:‘_—; QH\}UC)C @FD\)\LM A ""‘“"Fm‘;«) ‘ \)6‘\{ NS\ Lﬁf\l— o ben COM LA, C_Qj.,‘,,s
wiha Cadre. Me kst o _Ccudr‘(. W feameoe. Blatad by howesew, af,

3. Have you noticed any unusual conversations in which Pre-trial Manning has participated? If so, what
was the nature of the conversation(s)?

}JD" Lot

/

4, With whom does Pre-trial Manning normally associate?

Me fr 4 /0'\) ‘hm—é T cwns Cuf“\::w_s akolot hee qu.L{r_'bﬁ-”-'JZer_wn_ I Soccally
_r‘n\cm'o'ﬁ.ab Wil R . Nobody ohir  Maaw, nx Nat T fewvow o f

5. Does Pre-trial Manning have any friends? If so, who are his friends?

Newr TN L\i-m P\&\f Chess w\t‘f"\ qm{ws{.e)k. ND 44506_1‘%"?""‘ u"l"’\
Ay C-"{g,p_,

6. How would you describe Pre-trial Manning?

He ceonvs nocnial b po.

i

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is classified or
sensitive information? . . 1, ) i
He hikes b Falt dile el smarr . M Typrealiy trios fo meke f«'.OP(I' 7

g Akl tore f ong Pine e hes dlXed  aboot hes berw cless Ae o
s gk e ' O OFFICIAL USE ONLY !
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DETAILS
About 1055, 19 Jul 11, SA (QICIGIGKOR 214 S A [(DICIOIGIONOYOIGN this office, interviewed
Mr [DICICIGI®) who

was identified in an article published in the Guardian newspaper and New York magazine as an individual
with whom PFC MANNING engaged in online chat sessions prior to deployment to Iraq.

Mr. SURUQIOI® 1 dicated PFC MANNING initiated contact with him in February 2009. Mr {QIOICIGI®)
related PFC MANNING had found his YouTube channel zjemptv on the internet and contacted him via
AOL Instant Messenger. Mr [DIGIOIGIOMstated they primarily discussed computers and PFC MANNING’s
background and life in the US Army and stated PFC MANNING did not discuss any information with him
that he believed to be classified.

Mr. [OIOIOIG®: tated the communication stopped in August 2009 when he changed his AOL Instant
Messenger name as the increased popularity of his YouTube channel caused him to receive too many
messages to respond to. He did not provide his new screen name to PFC MANNING so PFC MANNING
had no way to contact him,

Mr. [QIOIQIGI®):tated he did not know who the gender-identity counselor mentioned in the magazine
article might be and that the contents of all the chats were published online by the Guardian newspaper and
New York magazine.

AGENT’s COMMENT: Mr.[QIOIOIGIO®) ouTube personality is a transgendered woman named RARNAY

GOEME) he interview of Mr. was audio-recorded.
i [LAST ENTRYHWHHTHTTHE T L

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGFLNIZATION
6 NC NE Washington Metro RA, Computer Crime Investigative Unit
SA (bi> (b)( )(©), B) (DE) U.S. Amy CID, Quantico, VA 22134
DATE EXHIBIT
19 Jul 11 3Y2.
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Between 1730-1840, 30 Aug 11, SA BIOIOIGIONE o nicaded the “Cablegate” archive from
www.wikileaks.org. The archive contained all Department of State cables released by WikiLeaks as of that
date. A subsequent review of the contents of the archive revealed that source information had not been
redacted from all of the files, thereby exposing sources of information to possible reprisal.

About 0735, 31 Aug 11, SACHOICIGI(OR :2nsferred the file containing the DoS cables downloaded

from WikiLeaks (cablegate-201108290338.7z) to a Digital Versatile Disc (DVD). About 0745, 31 Aug 11,
SA ollected the DVD as evidence and documented the collection on a DA Form 4137,

Evidence/Property Custody Document, Document Number 132-11.
I T L AST  ENTRY VT T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

) O B)(7)(O), () (1)(E) U5, Army CID, Quantiso, VA 22134 oo
ED)O)B)(N(©) Tt Aug 11 T3z
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files containing Intelink log files pertaining to specific search terms.

About 1405, 31 Aug 11, SA (5)(6)(b)(7) (C) N—— email via SIPRNET from Ms. [BIOICIGI®)

Office of the General Counsel, Office of the Director of National Intelligence (ODNTI), with 14 attached text

About 0850, 1 Sep 11, SAUIOICOIGION +-sferred the 14 Intelink log files to a Digital Versatile Disc
(DVD). About 0915, 1 Sep 11, SA [((QIOIGIGIOMollccted the DVD as evidence and documented the
collection on a DA Form 4137, Evidence/Property Custody Document, Document Number 135-11.
T T T HILAST  ENTRY TN R

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
U.5. Army CID, Quantico, VA 22134

DATE

1 Sep 11

EXHIBIT
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About 0700, 1 Sep 11, the undersigned searched the Internet using a convert connection for the cables.csv
file believed to contain all of the classified cables in the possession of Wikileaks. A search for the file
cables.csv revealed the following website
https://thepiratebay.org/torrent/6644172/Wikileaks Cables Full Unredac
ted and Decrypted %28cables.csv%29 which was a bit torrent site used to share files. The
torrent file downloads a file named z . gpg-decrypted. 7z. The z.gpg-decrypted. 7z file
appeared to be the decrypted version of file z.gpg (found here
http://193.198.207.6/wiki/file/xyz/z.gpg) and decrypted using the password
“ACollectionOfDiplomaticHistorySince 1966_ToThe PresentDay#”. The website
http://193.198.207.6/wiki/file/xyz/z.gpg was discovered in the forum part of

thepiratebay.org web page. The password was discovered from the book written by David Leigh
(http://www.crikey.com.auw/2011/09/01/its-done-bruised-egos-lead-to-the-release-of-uncensored-wikileaks-
cables/) WikiLeaks: Inside Julian Assange's War on Secrecy. The password decrypts z.gpg to a .7z
extension file. The .7z extension file than can be uncompressed and the file which was uncompressed was
cables.csv.

About 1340, 1 Sep 11, the following items were seized as evidence and placed on a DVD as Item #1,
Evidence/Property Custody Document (EPCD), Document Number 134 -11:

I. Wikileaks Cables Full Unredacted and Decrypted (cables.csv).6644172.TPB.torrent (containing
the bit torrent link to file z.gpg-decrypted.7z)

2. Webpage.txt (containing
https://thepiratebay.org/torrent/6644172/Wikileaks Cables_ Full Unredacted__and Decrypted_%Z23c
ables.csv%29)

3. pwd.txt (contains ACollectionOfDiplomaticHistorySince 1966_ToThe PresentDay#)

4. original location_z.gpg.txt (containing http://193.198.207.6/wiki/file/xyz/)

5. z.gpg (encrypted .7z file)

6. z.gpg-decrypted.7z (unencrypted .7z file containing cables.csv file)

HLAST ENTRY/// '

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION Digital Forensics and Research Branch

A (b)(6)(B)(7)(C), (b) (7)(E) e D, G ad

SIGNAT EXHIBIT

1 Sep 11 S
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BASIS FOR INVESTIGATION: On 22 Aug 11, this office received a Request for Assistance from the
Washington Metro Resident Agency, Computer Crime Investigative Unit (CCIU), USACIDC, 27130 Telegraph
Road E0233, Quantico, VA 22134, to conduct a witness interview of Pre-trial Inmate

Joint Regional Correctional Facility, Fort Leavenworth, KS 66027

(FLKS).

About 1310, 23 Aug 11, SA RIS interviewed Inmate [QIOIOIGIOM 1o stated Inmate Bradley

MANNING, Joint Regional Correctional Facility, FLKS, was normally a quiet person and just recently began tg
leave his cell on a normal basis to play cards and watch television with the other pre-trial inmates. Inmate
RIOIOIGIO®] st:icd Inmate MANNING more recently had begun to approach him, in passing, and state he
ceded to speak with Inmate [(QIOIOIGIKONEN! 2 tcr on. On 19 Aug 11, Inmate MANNING sat near Inmate
OIOIOIWIOM (uring recreation time in front of the television and began to talk about how he was going
back to Great Britain, or wherever he was born. Also, that he knew quite a bit and had some type of affiliation
with the DEA in the past and there had been information leaks since back then. Inmate MANNING expressed
he was tired of the Bureaucracy. He also spoke with Inmate ((SIOIIGIOMEsc veral times on 20 Aug 11 and
21 Aug 11, and stated what he did was only the tip of the iceberg and there were others involved. Inmate
MANNING stated he could not understand why he was the only person getting in trouble and did not do
anything but to tell the truth. On 21 Aug 11, Inmate MANNING specifically stated there were other people
involved and again stated Wikipedia (Wikileaks) was only the tip of the iceberg, Als t he was tired of
Americans getting arrested and the Government covering it up. Inmate Wta‘[ed in the last day
or two the JRCF has plugged in the television so inmates have to wear headphones to watch television so they
have been talking less frequently. Inmate [(SIOIOIGI(OMRdcnied any of their conversations may have
involved classified information and stated several times Inmate MANNING indicated he should not tell anyone
about their conversations by making statements such as “it’s no one else’s business.” On 23 Aug 11. Inmate
|MANNING talked about his job as an Analyst for the Army and how he tracked troop movements. Inmate
MANNING made a statement that he felt Army movements could result in innocent lives being lost.

Inmate{QIOIOIGI® stated he originally joined the Army and met his wife, SPC '

362" Engineer Company, Fort Benning, GA 31905, in Advanced
ndividual Training. He proposed to her on the last day of his training and she accented  He then PCSed to Fort
Riley, where she joined him shortly afterwards since she graduated later. Inmate (b)(6)(b)(7)(C) stated he
was not at Fort Riley long before he went Absent Without Leave. He stated he suffers from memory loss and
has been diagnosed with multiple personalities, [(IQICIEI®) 11maOICIOIGI®) stated he would have
blackouts and suffer headaches and on the first night at the JRCF he was restrained due to an outburst. Inmate
(b)(6)(B)(N(©) stated he has not suffered from these symptoms after that incident as the JRCF doctors began

to prescribe him medication, OHGW of the medication is he has poor memory and writes things
down to remember them. Inmate detailed an example of his memory loss that he cannot

Irccall his two children’s names frequently and has to be reminded by his wife. Inmate [BIOIOIGIOM::atcd
the other pre-trial inmates at the Joint Regional Correctional Facility are aware of his memory loss and when

|_TYPED AGENT'S NAME AND SEQUENCE NUMBER [ QRGANIZATION

OO, O OF) S01 MeClelan Avente

Fort Leavenworth, KS 66027
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CID FOR FOR OFFICIAL USE ONLY
10Qct95 Law Enforcement Sensitive

PROTECTIVE MARKING IS EXCLUDED FROM

AUTOMATIC TERMINATION (Para 13, AR 340-16) ¢ QD]@E}Z
(When Data is Entered) E AU




FOR OFFICIAL USE ONLY

aw Enforcement Sensitive .
ROTNUMBER
AGENT'S INVESTIGATION REPORT 0152-11-CIDO055-
CID Regulation 195-1 0028 10-Cip221-10117
PAGE 2 OF 3 PAGES

DETAILS
':(Ir;f:y play cards, have to instruct him on the game rules again. Inmate [((SIOIICIONMs - cd he did not even

ow about Wikipedia (referring io Wikileaks) and did not know who Inmate MANNING was until told by
another inmate. “When interviewed he read-from two handwritten pages of notebook paper torn from a
Composition book and stated he was keeping notes so he would not forget what Inmate MANNING said to him
and hid the note pages within his folded medical profile and kept them in his pocket so the other inmates would
not find out. He knew Inmate MANNING was an important person and someone might be interested in what he
was saying to Inmate [((QIOIIGI®) Also, Inmate mwted the reason he was willing to
speak with CID was because he was patriotic but also because he wanted to help his own situation. He was
ffacing two counts of Desertion with intent not to return and had not even had his Article 32 hearing yet. Ile was
unsure how this would help him and but wanted to keep other inmates from the facility from finding out he was
talking with CID. Inmate mmated he would continue to take notes on the conversations with
[nmate MANNING and provide information to CID. He also thought Inmate MANNING was getting more
comfortable talking to him with time,

About 1032, 31 Aug 11, SA R oordinated with SGT [(BICIOINIE)] Military Police
[nvestigations, JRCF, FLKS, who stated a few weeks ago an Observation Report was submitted because Inmate
ANNING tried to place a bar code on an envelope he wanted to mail. When interviewed Inmate MANNING

stated he was trying to see if the bar code would work, that he wanted to mail to be identified as certified
because it could be scanned and would be mailed more quickly than regular mail. Inmate MANNING was very

p front about creating the bar code and stated he had experience in a mail room before and then explained how
the binary numbers worked to create a bar code. As a result of this incident, Inmate MANNING was not
written up or punished.

About 1040, 31 Aug 11, SARIIBIGIG) (¢ vicwed Inmate [(DIOIOIGIO) ho stated he was starting to
ecome uncomfortable with the information Inmate MANNING was providing to him. Inmate
@m@.mm Inmate MANNING was speaking to him more frequently now and providing more
information. Inmate MANNING told InmateMe illegally obtained images from the cameras
attached to the Unmanned Aerial Vehicles that were called a name that started with a “P” and provided these to
a truck driver who took them to VBC. Inmate [((SIOQIGIGI® pxplained VBC was the Victory Baghdad
Camp (correctly identified as the Victory Base Complex in Iraq). Inmate MANNING did not provide details on
what the media was or who it was given to, either civilian or military truck driver. Additionally, Inmate
MANNING was not sure what happened to the media once it was out of his hands but was adamant his Chain
of Command knew what he was doirig and there were other conspirators since the information was passed to
someone at VBC. Inmate MANNING would not say exactly what base he was at in Iraq when he released the
Eformation but frequently talked about Camp Loyalty and Hammer, along with VBC. Inmate MANNING
ade the comment he knew he was coming here before he was moved, but did not clarify if he was talking
about coming to Fort Leavenworth or coming to the United States to be detained. Inmate MANNING was

starting to come out of his “shell” more and when the other pre-trial inmates would give him a hard time he was
starting to defend himself more and make sarcastic comments back. Inmate mtated Inmate

| TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Fort Leavenworth CID Office
;I (D) (6)(b)(7)(C), (b) (7)(E) 801 McClellan Avenue

Fort Leavenworth, KS 66027
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MANNING had a lot of animosity built up and would hide it well until he started to talk about what he did or
what was going on. Inmate MANNING was also very suspicious and commented he knew the JRCF Guards
were recording his every move and likely since he was talking to Inmate[GIOIOIGION 12t

Wfamily would be investigated. Inmate [NONDIGDI(OM ctcd Inmate MANNING called

1s lawyer every business day as he was listed on the daily appointments report.

Inmatewmlowed his three pages of notes taken since Inmate MANNING started to talk to him,
€

be photocopied. (dee Photocopies)
About 0648, 6 Sep 11, SA coordinated with SA ((SIOICIIONIN CC1U, who requested this

office coordinate with Inmate [QIQIOIGIONEM and inform him his assistance would not be needed any further.
SA (DIOILIGION - quested no further investigative activity.

About 1327, 6 Sep 11, SA SRR onducted an exit briefing with Inmate BIOIGIBI®)...d stated no
further assistance would be needed by USACIDC. Inmate [(SYIOIEN@I(®)stated he did not have any
questions and did not feel his time had been wasted.///LAS R'Y

[OICIOIQI®)

| TYPED AGENTS NAME AND SEQUENCGE NUMBER . ORGANIZATION
Fort Leavenworth CID Office

SA (b) © (b) (N(O), (b) (N(E) 801 McClellan Avenue

Fort Leavenworth, KS 66027

SIGNATURE DATE EXHIBIT
6 Sep 11 TP
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About 1406, 6 Sep 11, SA QIOIOIOIO ¢ ted one (1) Compact Disc - Recordable (CD-R) from Mr. &&&

20013. The CD-R reportedly contained log files related to CIA computer systems allegedly accessed by
PFC MANNING. CD-R was retained on DA Form 4137, Evidence/Property Custody Document (EPCD),
Document Number (DN) 0137-11. ‘

AGENT'S COMMENT: SA oted at the time of collection, the contents of the CD-R were not
able to be verified. SA further noted that SAIOIGIGI®) this office, had

previously coordinated with personnel at the CIA to provide these files.

About 1550, 6 Sep 11, SA |RERBRBRBRcoordinated with SAW Special Agent in Charge,
Digital Forensics Research Branch - CCIU, in order to make a working copy of the CD-R and obtain the
Message Digest 5 (MD5) Hash Values for each of the files which were contained in three folders on the
CD-R, named: "httpd_logs", “database queries™, and "production logs".

Folder “httpd_logs™

System Administrator, Central Intelligence Agency (CIA), P.O. Box 2756, Washington, DC

File Name

ciawire-production.httpd.log.2010-02-20.culled
ciawire-production.httpd.log.2010-02-21.culled
ciawire-production.httpd.log.2010-02-23.culled
ciawire-production.httpd.log.2010-02-24.culled
ciawire-production.httpd.log.2010-02-25.culled
ciawire-production.httpd.log.2010-02-27.culled
ciawire-production.httpd.log.2010-03-01.culled
ciawire-production.httpd.log.2010-03-02.culled
ciawire-production.httpd.log.2010-03-04.culled
ciawire-production.httpd.log.2010-03-08.culled
ciawire-production.httpd.log.2010-03-09.culled
ciawire-production.httpd.log.2010-03-11.culled
ciawire-production.httpd.log.2010-03-12.culled
ciawire-production.httpd.log.2010-03-15.culled
ciawire-production.httpd.log.2010-03-19.culled
ciawire-production.httpd.log.2010-03-20.culled
ciawire-production.httpd.log.2010-03-21.culled
ciawire-production.httpd.log.2010-03-22.culled
ciawire-production.httpd.log.2010-03-23.culled
ciawire-production.httpd.log.2010-03-24.culled
ciawire-production.httpd.log.2010-03-25.culled
ciawire-production.httpd.log.2010-03-27 .culled

Hash Value

56789ed6d65382404ee6998edadd37a8
c5eflccl071d085314f16d70£0833582
bf64322134221471c449%9e4dB8a7fella’
8aB8dB884c313cleata2f7lac3ee9£8500
2el14£90729dcd8cf64646e245270el3a
382406bcafad6760d2e566¢c78¢c%e31ab
7670cbec2dc9f4¢c6249£462126ca98da
2410£fcf60737e206621b0b7¢c31ale7b2
lce7£533c587bf5¢c3a59f7daellé74da
7a2¢87£1dk24545bad242708211a9903
108ccB898e954¢c11b9800e27££1£20620
5a6cdf85c2b42d63bbdB04c76a2877dd
26e618eeeld7£9319ca770£27721£386
36540e0dd3626be220a552083925a46f
f445553¢cel3bak1185a1a9a23fd001f1
ef6eb0766561f8fa244265e257fb1£f69
84dc8222025d30866387fch6e3dal3263
144731ed4139¢77791a869b6165acaba
7928b26008d239d4ded6a4£10d£80d61
bb7967cab7f64a39cdbd22f1d160ec56
be027e3d23865f£3ddbbeb3fcc78ee81f
6112al12122369a0830elcfeblae387b7
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ciawire-production.httpd.log.2010-03-28.culled 96371bbal4e33bcd48df9e2228b0ea3e
ciawire-production.httpd.log.2010-03-29.culled afdBc7bd78c75927ffba7aedef77eebb
ciawire-production.httpd.log.2010-03-30.culled 113b1bb431f9bddcdd9dbed228730bc2
ciawire-production.httpd.log.2010-04-27.culled 68elc44ffdd9bcd98£a03500814be534
ciawire-production.httpd.log.2010-04-08.culled 1c46997ac38675aeal32celd91e8c2E77
ciawire-production.httpd.log.2010-04-03.culled ae6d4eb913a66155b2e15dd£9¢c99899fF
Folder “database queries”:
File Name Hash Value
sql_dvs_documents_users.lst 55ed(458£72elel7b902c624b9512a4d
sql_documents.lst 71a39744713e32299f162c7826b59450
sql_document views_ documents earliest.Ist c44a9dcldl2££78630dfald5a079914d
sql _document views.lst © 09b291099%4cab3e%e569c51d92f£ca0a
sql searches.lst fb2bdc23bb45a5b2e59691bE7baBlaed
sql users.lst 06d837d3198b027823£114£f4322146bel
Folder “production logs™:
File Name Hash Value
production.log.20100303.culled fBecdf3£fdB8d9badc3cd52a4720b60e59
production.log.20100401 .culled 803bda74765900825d0ced763b570b0e
production.log.20100615.culled 03402acb726el2c52ba332ec00a56495

M e e i il LAST ENTRY /T T T T T
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DETAILS

About 1530, 20 Sep 11, SA{GIOICIGIOM: c<ived the results of DODIG Subpoena 2011352 for PFC
MANNING’s education from Montgomery College, 900 Hungerford Drive, Rockville, MD 20850.

A review of the education records revealed PFC MANNING was enrolled at Montgomery College for the
Spring 2007 semester where he took four courses. He passed two, withdrew from one, and failed another.
He had no outstanding debt due to the college and there were no documented security incidents involving

PFC MANNING.

The documents did not reveal any information of investigative value.
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About 1100,27 Sep 11, SA OICIOIGIOM. oordinated with Mr. OIOIDIGION A ssistant General

Counsel, Central Intelligence Agency, PO Box 2756, Washington, DC 20013, who provided a printout
containing the user information for PFC MANNING’s Open Source Center user accounts bmanning and

bradass87. The printout was collected as evidence and the collection documented on a DA Form 4137,
Evidence/Property Custody Document, Document Number 149-11.

I T T TLASTT ENTRY T T T
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DETAILS

About 1615,29 Sep 11, SA BIOIOIGI(ONE ic:vicwed SPC LIOIOIVI®) D

co, 229" MI Bn, Defense Language Institute (DLI), Monterey, CA, who was formerly assigned to B co, 2™
Brigade Combat Team (2BCT), 10" Mountain Division (10th Mtn Div), Fort Drum, NY (FDNY).

JRTC:

SPCIOIOIBIBI®) - ted he arrived at FDNY in November 2008, and was assigned to the Military
Intelligence Company (MICO) which was B co, 2 BCT, 10" Mtn Div as an interrogator. He first met PFC
MANNING when the unit deployed to the Joint Readiness Training Center (JRTC), Fort Polk, LA, in
preparation for the unit deployment to Iraq. SPC [QIOIOIGIOMatcd he was detailed to the brigade
Secure Compartmented Information Facility (SCIF) to functio telligence (HUMINT)
Analyst and worked in the SCIF with PFC MANNING. SPC Welated their desks were in
proximity to each other. SPC (OIOIOIOI®;:2tcd the analysts were “coddled” in his opinion compared to
other soldiers as they did not have to meet physical training standards and did not have to clean the unit
areas like other soldiers. He further related PFC MANNING was the “go-to analyst” in the SCIF and that
the officers and the rest of the analysts relied heavily upon him for analysis. SPC {(SIOIOI@I®)stated his
conversations with PFC MANNING while at JRTC were work-related.

Irag:

SPCWeployed to Iraq with B co, 2 BCT, 10™ Mtn Div in October 2009 and was once again
detailed 10 the brigade Secure Compartmented Information Facility (SCIF) to function as a Human
Intelligence (ITUMINT) Analyst. SPAEIOIOIGIOR orked in the top secret area of the SCIF but worked
with PFC MANNING as the all-source intelligence analysts would frequently ask him for HUMINT and he
would frequently ask the all-source intelligence analysts for information that would support his mission.

SP tated that none of PFC MANNING’s requests for information seemed unusual. SPC
CICIOIGION:t~tcd he primarily went to PFC MANNING with requests as he felt PFC MANNING was
the most capable analyst. :

SPC[DIOIBIBI(®) e scribed the SCIF as heavily dependent on SPC Wnd PFC MANNING
because other analysts lacked the ability or training to perform their jobs. He stated there was little NCO
supervision and that MSG RIRIRIGISI held [the analysts] close™ and acted more as a mentor with nobody
filling the traditional NCO role. He further stated there was a rather informal atmosphere between the
officers and junior enlisted.

SPCNOIGII(®):2td he did not witness the “table incident” in which PFC MANNING flipped a table

over while being counseled by his SPC [IOIOIGI® nor did he witness the incident in which PFC
MANNING assaulted SPC (b) (6) (b) (7) (C) However, SPC [OIOIOI®I®):ated it scemed that every
weeks “something happened™ to which PFC MANNING “flew off the handle”. SPC [(SIOIGIGI®)
described PFC MANNING as “easily shaken” and stated he believed that PFC MANNING was viewed as a

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
sARIOICIGIONGRWIE) U.S. Army CID, Quantico, VA 22134 :
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CID Regulation 195-1
PAGE 2 OF 2 PAGES

(OIOIGIGION < 2tcd he engaged PFC MANNING in conversation as he found him intriguing. SPC
BIOIOIBI®)] stated he was interested in psychology and wanted to try to “figure out” PFC MANNING.

DETAILS

useful “weapon that was hard to control” that “if you could point it in the right direction, great” but “make
sure the recoil does not get you”. When asked to clarify, he stated that PFC MANNING was viewed as
talented at his job but difficult to control and prone to outburst. He stated PFC MANNING was kept at a
distance personally and that a concerted effort was made to “not rattle him”.

spc [QICIOIOI®): -1 Prc MANNING did not associate with his peers and that he could not tell if it
was because PFC MANNING was ostracized by his peers or if he chose to not associate with them. SPC

SPC (b) OIOIGION s atcd PFC MANNING told him he was frustrated as he did not belong in the Army and
e at the Massachusetts Institute of Technology (MIT) with his “hacker friends”. SPC
tated he believed PFC MANNING treated his job as though it was an academic pursuit
rather than a job and did not appreciate the real-life effects their mission had on people. SPCW
believed PFC MANNING felt disdain towards those around him and extended that disqgi uUsS
Government and he wanted to prove that he should be with the “academic elite”. SPC stated
that if PFC MANNING was not caught, “it goes without saying” that he would have revealed himself as he
wanted to “be a part of something bigger”. He further related he believed PFC MANNING would be
happier in prison and known for the leaks than if he was not identified as the leak and nobody knew who he
was.

SPC W’ca’ced he vaguely remembered the “printing press” incident but that he did not discuss
the incident wit MANNING. He further stated that the incident did not seem to make much of an

impression on PFC MANNING at the time.
T T T AS T ENTRY T i i i i
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About 0820, 24 Oct 11, SA [DICIOIGIONN cordinated with Mr. [QIOIOIGION Security, Army

Knowledge Online (AKO), Fort Belvoir, VA 22060, to obtain any available log files pertaining to PFC
MANNING's AKO account. Mr. Wrelated the only log files still available were the Light Directory
Access Protocol (LDAP) log files pertaining to PFC MANNING's a ich he had previously pulled
when he first heard of the allegations against PFC MANNING. Mr.Wwovided those log files to
SAQIOIOIGIONE for review.

A review of the two sets of log files, bradley.manning .xls and bradley.manning.xls, revealed they covered
the time periods 21 Feb 10 - 1 Jun 10 and 8 Mar 10 - 16 Jun 10, respectively. Internet research via Domain
Dossier revealed all of the IP addresses that accessed PFC MANNING's AKO account during the covered
time periods were either IP addresses registered to the US Department of Defense or to commercial
companies that provided commercial satellite internet access to individuals in Iraq (e.g., commercial internet
access to soldiers in their CHU's). Further, the same IP's were used to access PFC MANNING's Gmail
account (see AIR of SAW 13 Aug 10) indicating PFC MANNING was likely the individual using
those IP addresses.

AGENT's COMMENT: A review of the LDAP logs provided by Mr. QIOIOIOIS . aled they were the
same log files provided to S d collected as evidence on EPCD, DN 120-10. It should be noted
that the hashes did not match ontents appeared to be the same.

Further, during the discussion with Mr. RIOIOIOKO) - indicated that when this investigation was initially
reported, he accessed the files stored in PFC MANNING's AKO-S account to see if any files may have been
related to this investigation. He stated that none of the files stored in PFC MANNING's account were

related as they were all related to PFC MANNING's education. Once the call with Mr. as
terminated, SA [QIOIOIGKS) briefed CCIU OPS [QIOIOIOI®; -0 ding M actions which

were clearly outside of the scope of a service provider. SSA [QIOIOIQI®)tated similar activity by AKO
security personnel had been documented in CCIU RDE 0019-10CID221 Tab and referred to the AKO
Director for action deemed appropriate. As Mr.IWctions in this case occurred at the same time as
those in the RDF, no further action is needed at this time.

T T T LASTT ENTRY I i i i i i i i
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About 1440, 25 Oct 11, SA [(IOIOI@N®) rterviewed M [DICIOIGIO)

(b)(6)(b)(7)(C) who was formerly assigned as a SSG to 2™ Brigade Combat Team
(2BCT), 10™ Mountain Division (10" Mtn Div), Fort Drum, NY (FDNY).

Mr SRR re [ated he deployed to Iraq as a staff sergeant with 2BCT in October 2009 as a 35M - Human
Intelligence Collector where he was assigned to several locations, of which he could not remember the
names, and Forward Operating Base (FOB) Hammer. Mr. Wstated he was reassigned to FOB
Hammer around March/April 2009 due to a disagreement with his unit first sergeant which he described as
being due to race and religion. Mr [DIOIOIOI® tated he was originally assigned to the 2BCT SCIF for about
4-5 weeks but was then reassigned to the Tactical Operations Center of the 2™ Brigade Special Troops
Battalion (2BSTB), 10" Mtn Div.

Mr. OOEN© id not recall enﬁaﬁinﬁ PFC MANNING in any specific conversations but did relate that they

engaged in small talk. Mr tated he would often visit the 2BCT SCIF to visit his friend SPC
@f@i@m-and that is when he would see PFC MANNING. Mr. [ QISR stated he believed

PFC MANNING was labeled a “shit bag” because of being late to work on multiple occasions and stated
that once a person is labeled in such a manner, it is difficult to get people to change their perceptions. Mr.
OIOIOIOKS: - d he had heard of PFC MANNING’s outbursts but did not-witness them.

Mrmtated, “call him a hero, call him a martyr, call him whatever you want, but I think he was
just an angry dude. His motives were not noble.”

. [RIQIRIOI®Y st 2ted he was administratively reduced from staff sergeant to sergeant for ineffectiveness and
from sergeant to specialist for failing a physical fitness test. He characterized the first reduction as being a
result of the disagreement with his first sergeant and the second as a result him desiring a separation from
the Army. Mr.tated that upon the unit’s retum to Fort Drum, N'Y, he donated money to the Free
Bradley Manning movement and received stickers which he then passed out to unit members. He stated he
did so to “ruffle feathers™ and hopefully hasten his separation.
T T T T T L AST ENTRY T T 11
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About 1045, 3 Nov 11, SA [QIQIOIGI® LICIOIGI® his office, coordinated with
Assistant United States Attorney (AUSA XIOIGIGI(®) US Attorney's Office, Eastern District of
Virginia, 2100 Jamieson Avenue, Alexandria, VA. AUSA OIOIOIGI®) 1)rovided a Compact Disc-
Recordable (CD-R), which had been sent to her office by Facebook, Inc, 1601 S. California Avenue, Palo
Alto, CA 94304, in response to Federal Magistrate Search Warrant 1:115W509, to SA [(D]GIGIGIOH

The CD-R, which was sent to AUSA [QIOQIOIGI®OR ffice via United Parcel Service (UPS) tracking
number 1Z 0 EE 4%7 Ad %215 2029, was purported to contain the contents of PFC MANNING’s Facebook

account. SA iewed the contents of the CD-R utilizing AUSA [QIOIGIGI(®;omputer
and confirmed the CD-R contained the following .pdf file which appeared to contain the contents of PFC

MANNING’s Facebook account.

switchboard 642858205.310552885625627.1319237177.pdf

About 1100, 3 Nov 11, SA (b) (6) Cb) (7) (C) ollected the CD-R as evidence. The collection was

documented on a DA Form 4137, Evidence/Property Custody Document, Document Number [%5 1.
////////////////////////////////////////////////////////////////LAST ENTRY/ T T i T
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About 1110, 14 Nov 11, SA OIOILIGIOME - o:dinated with Ms. (b)(6)(b)(7)(C) Contractor,

Intelink, Office of the Director of National Intelligence (ODNI), 304 Sentinel Drive, Annapolis Junction,
MD 20701, who provided eight DVD-R’s containing Intelink log files for October 2009 — June 2010. The
log files were purported to be all Intelink log files for that period, regardless of user.

About 1115, 14 Nov 11, SA <b> (6) (b) <7> <C> collected the eight DVD-R’s as evidence. The collection

was documented on a DA Form 4137, Evidence/Property Custody Document, Document Number 167-11.
I T T L AS T ENTRY T T T T T
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About 1520, 6 Dec 11, SAWcollected as evidence one hard disk drive, 1.5TB Western Digital, model
number WD15EARS, serial number WMAZA4103500, purportedly containing a DD image of a Dell

Optiplex 96, serial number DWR2BIC1. U.S. Government desktop computer Brookhaven National
Laboratory, assigned to 1354 (0) (0)(0)(7)(C) NFI, from SA Federal Bureau of

Investigation, Washington Field Office, Washington DC, on Evidence Property Custody Document

(EPCD), Document Number (DN) 179-11.///Last Entry///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
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B
2]

Basis for Investigation:

On 07 Dec 11, SAC AR < v ed a written request from SA (b) (6) (b> (7) (C) ederal Bureau of
Investigation, Washlngton Field Office, 601 4th Street Northwest, Washington DC 20535 to conduct a
preliminary examination of the digital media seized as Item I, Evidence/Property Custody Document (EPCD),

Document Number (DN) 179-11. Item #1 consisted of a United States Department of Energy, Brookhaven

National Laboratory computer which was assigned to M.Wﬂd utilizing the Linux operating
system. Specifically it was requested to examine the file b. zip to determine if it was same file identified as

the file BE22 PAX. zip originally located on EPCD, DN 123-10, Item #1, which was a classified U.S. Army
| computer.

Examination Date and Contents:

6)(b)(7)(C _ ‘
Between 08 Dec 11 and 09 Dec 11, SAC R conducted a preliminary investigation of the computer in
question. All times shown in this prellmmary report are in relation to Eastern Standard Time (EST -5:00 UTC)
unless otherw13e noted. .

-| A review of the Acquisition and Verification hash values showed they did match, see Figure 1 below.

MDS5 Acquisition Hash Value: b3fefel78c3e2e7b577a21a26c8193d9

MDS5 Verification Hash Value: b3fefc178¢3e2¢7bf57722126¢8193d49

SHAI1 Acquisition Hash Value: 0720cel3812dea2h7b7336b74c057d9636bdcB0f .
SHAI Verification Hash Value: 0720cel3812dea2b7b7336b74¢057d9636bd eS80

Figure 1, the acquisition and verification hash values

Pertinent Information:
Examination of the file system determined there was only one user account named kupo.

Examination of the file \home\kupo\b.zip revealed it was created at 11:28:25, 15 Dec 09. A

comparison between b. zip and BE22 PAX, zip revealed they did not have the same hash value, see Figure
2 below. -

EFPCD, DN 179-11, Item #1, b.zip: ¢2ba267660%1b62526c57b4bc9act9ae
EPCD, DN 123-11, Item #1, BE22 PAX.zip: a07{7adc3ba6301748af6b18da2b1b41l

Figure 2, the hash values of the files in question.

Examination of the two zip files revealed they both were password protected zip files and they contained a file
named BE22 PAX.wmv. Examination of the file BE22 PAX . wmv from both 21p files revealed they had the
.same hash value, see Figure 3 below.
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EPCD, DN 179-11, Ttem #1, b.zip (BE22 PAX.wmv): 35c8b3cafe8e341457f{bi329cedechd
EPCD, DN 123-10, Item #1, BE22 PAX zip (BE22 PAX.wmv): 35c8b3eafc8c341457ifb1329¢cedechd

Figure 3, the hash values of the files in question.

In an attemnpt to determine what the user kupo was doing with the fileb. zip the

(\home\kupo\ .bash_history file was examined. The .bash_history file disclosed it was a h1st0ry
of the commands typed into the computer for the user kupo. There are no times and dates associated with
individual commands. It was disclosed there were 54 commands issued which concerned the attempted
Idecryption of the file b. zip, see Figure 4 below for a partial list..

7fcrackzip -p -D -u ..-..s/b.zip

./ferackzip —p DR.DIC -D -u ..~..sb.zip
.7fcrackzip —p DB.DIC -D -u ..~ .~b.zip
/fcrackzip -p DB.DIC -D ../../b.zip
.7fcrackzip —p dic-0294 . txt -D <. .7b.zip
./fcrackzip —p dic-0294.txt -D Zu . .#..7b.zip
./fcrackzip —p dic—-0294 . txt -D . .7b. zip

Flgure 4, partial list of the command 1ssued concerning decryption

In an attempt to determine how the classified file b.zip arrived onto this computer, an examination of the file
\home\kupo\ .bash_history revealed there were 73 SSH (Secure Shell) connections to IP address
173.68.194.47. It is of note there were two SCP (Secure Copy) sessions to the TP 173.68.194.47 downloading
the files 8. zip and dic-0294.zip whlch appeared to aid the user kupo in the decryption effort, see
Figure 5 below for a partial list.

ssh -Y 173.68.194.47

ssh Y 173.68.194 .47

scp 173.68.194 47:~.dB.zip ./

scp 173.68.194.47:~/dic-0294 .zip .~
ssh -Y 173.68.194 .47

ssh -Y 173.68.194,47

ssh 173.68.134.47

ssh -Y 173.60.194.47

ssh -Y 173.68.194.47

ssh -¥ 1V3.68.194.47

Figure 5, partial list of connections initiated by the user kupo.

The file \home\kupo\CODE\ fdcrackzip-1.0\D8.DIC wasa text file dlct10nary of words used to
help decrypt files, see Flgure 6 below for segment of the file.
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ai-bb a-lhi-sr a. =00 al aZ a20 a3 ad a5 =6 a7 8
3kt saknal aakoos askuang aal aalberts aaltje aal

aail aay aaz aazq ab aba ababa aback abacus abad
sarrous abersis abasa abased abasemen abases aba
- nay abbey's abheys abhl abbie obhot abbot's abbo
abdel-sa abdelazi abdelmad abdalrah abdelran abd
aduct abducted ebductic abductor abducts abdul s

abolbeth abelien abell abellm abellera abelmain
ag ebeu ebey sbeyance abaeyant abez abf abg abgra
siasaph ablathar abib aebico nbicos abid abida ab
abillene mbilitie ability mebility' abilotta abima

Flgurc 6, partial contents of the file D8.DIC

The file \home\kupc\CODE\ fdcrackzip-1.0\dic-0294. txt was a text file dictionary of words
used to help decrypt files, see Figure 7 below for segment of the file.

sL sH =sN sa sb sc sd se sf sg sh si
td te tf tg th ti tj tk tl tmn tm to
ui wj wk wul. um un We WP Ug ur us  ue
vn Vo Vp Vq Vr Vs VG vVQ VYV wW VE VY
ws Ut wvu Uy uw uwx vy wz xA HB xC =&D
Xxu xv xvw xx xy xz YA yB yC yD yRE vyF
zh zB zC zD zE gzgF z¢ TH zI =J =zK zL

6 AGK h&M AsD RGP K&R AST A&W AsK A'B

! hfA A/B "A/C A/D A/E KSR OASG AT ASL .
AN ABR ROV ABX AR1 ARs AAu RAw ARx A

APt AGv Aln AHr AHs AHu AHw ATr AIs AT

Figure 7, partial contents of the file dic-0294.txt

Summary:

The file \home\kupo\b. zip contained the exact same file copy of the file BE22 PAX.zip which wasa
classified password protected zip file containing a video named BE22 PAX.wmv. The file BE22 PAX.zip
was originally located on classified server available only to users of the SIPRNET. This preliminary
examination could not determine the source of the file b. zip, however it was likely the IP address
173.68.194.47 was involved. Further the user of the U.S. Government computer (kupo) had actively
attempted to decrypt the password of b. zip.

I T T T T T AST BENTRY T T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
CCIU-Digital Forensics and Research Branch
BEEXe (D) (6)(b)(7)(C), (b) (T)(E) U.S. Atmy CID, Quantico, VA 22136
DATE EXHIBIT
09 Dec 11 . 3 éo
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AGENT’S INC\:DI:%IILE)?EL?N REPORT N 028-10-CID221-10117

PAGE 1 OF 1 PAGES
DETAILS -
About 1030, 16 Dec 11, SA|illlllcollected as evidence two Digital Versatile Disc (DVD) containing the
Al-Sahab video production “Thou Art Held Responsible Only for Thyself” Part 1 and Part 2, from Mrs.
Project Manager, Global Video Program, Open Source Center, 930 Dolly Madison

Blvd, McLean, VA 22101, which was documented on Evidence/Property Custody Document, Document
Number 185- 11 ///Last Entry///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

; , Washington Metro RA, Computer Crime Investigative Unit
N OGO, b) (NE) 0.S. Army CID, Quantico, VA 22134
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AGENT’S INVESTIGATION REPORT ROINUMBER 0028-10-CID221-10117

0152-11-CID012-

CID Regulation 195-1
PAGE 1 OF1 PAGES

DETAILS

came to this office reporting that he was friends with PFC Bradley MANNING, and had information

that may be relevant to the ongoing Article 32.

About 1254, 20 Dec 11, SANMMME interviewed Mr. NI

who provided a sw ent wherein he
stated he was assigned to the same unit as PFC MANNING in Fort Drum, NY. Mr.WZatcd he talked to
PFC MANNING about being gay and also went to numerous gay bars with PFC MANNING. Mr. QRS
further stated the statements being made by PFC MANNING that he was harassed and made fun of because
he was gay are not true. (See Sworn Statement for details)

On 20 Dec 11, SA SRS provided a copy of the statement to the Trial Counsel, for the PFC MANNING
Article 32, at the Fort Meade Court house.

BICIOIVI®)

On 20 Dec 11, SA Coordinated with SA [QIOIOIGI®YUS Army Criminal Investigations

Command, Computer Crime Investigative Unit and briefed him on all aspects of this investigation. SAW
realted as of this time, no further information was needed, and requested the originals of the statement and

AIR be sent to him at US Army Criminal Investigations Command, ATTN: Computer Crime Investigative
Unit, 27130, Telegraph Road, Quantico, VA 22134,

JILAST ENTRY///

TYPED AGENT’S NAME AND SEQUENCE NUMBER ORGANIZATION:
68" Military Police Detachment (CID), 3™ Military Police Group (CID),

IN(D) (6)(b)(7)(C), (b) (7)(E) Fort Meade, MD 20755

SIGNATURE DATE EXHIBIT

20 Dec 11 2¢2. .
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SWORN STATEMENT 0028 -10-ClD221-10117

File Number: A 08~ (o~ cI>Adl- (o]

Location: Fort Meade CID Office, Fort Meade, MD
Date: December 20, 201 | QIRIOIGI®)
Time: /95 Y e
Statement of* (b)(6)(b)(7)(C)

RANK: CIV

SSN: LIOIOIVI®)
Org / Address: [(QIOIGIGI®)

, [DICIOIGICONEN " ANT TO MAKE THE FOLLOWING STATEMENT UNDER OATH:
hiles stationed at Fort Drum, NY, I met Bradley Manning when he was assigned to HHC, 2

BCT, 10 MTN DIV, also the unit I was assigned to. [ worked in the S6 shop while Manning
worked in the S2 office. I was in the unit for a total of 3.5 years. During this time it was
commeon knowledge of the most of the unit that I was gay, along with at least a total 5 personnel
in the unit. No one in the unit ever made negative comments, made us feel like outcasts or
different in any way. The general attitude in the unit, was keep work and play separate and never
bring your personal life to work. One evening Manning approached me in the laundry room of
the barracks, at 10124 and asked me, in a very confident sure tone, about a personals
account/profile that I had on gay.com. He said “What is ARCWSIMD, ” my profile name. He
tried to pronounce the letters, which are said individually, and I didn’t recognize it. He went to
his room wrote it on a scrap piece of paper and said what is this. I asked where he found this and
he said a personals site and 1 knew what he meant. I told him that each letters is said and it’s not
a word. We conversed about being gay and the local gay scene and I offered to take him to the
local gay bar in town, Clueless. I, as the whole unit knew, except key senior leadership to
include the COL and CSM level, worked at the bar and had many friends there. I was even
questioned by the then the NCOIC of the S-6 shop SFC mbout my affiliation with
the bar. I took Manning out at least twice that I can remember specific events for. I'irst time we
went, he hung out and had what I would say was a good time, interacting with other patrons and
having good conversations with everyone. He never looked uncomfortable or asked to leave or
made any indications that he wanted to leave. During this night I mentioned and pointed out a
usual customer, named [DIOIOIGIORas a male that thought he was a female and was either
being chaptered or had been chaptered out of the Army for gender identity issues along with
other reasons. as in the process of living a year as a female before he could opt for
surgery. Jiwas an outcast at the bar and made fun of and shunned by the. majority of the
patrons. Manning was part of a conversation that between friends was making fun of and
laughing atiil He laughed at the jokes and agreed with comments made. He never looked
like he felt awkward or stood up for has a person or as a concept. The second night that we
went out the same general atmosphere of having fun, a few drinks and conversing with
customers/friends happened. Lame out again and same comments as always were made
within the group of friends. Later that night, I was asked about Manning’s relationship status by

a close friend of mine, {DIOIOIGI®) We talked aboyt i [ mentioned it to Manning the
next day. At the end of the night, jfffand I went back to ouse on [QIOIOIGI®)

OICIOIGIOM Manning being underage and sober drove us back there and then took my carjjl
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SWORN STATEMEn 1 C {CHOICHEI®) T4 KEN AT 68~ wiil..w, Police Detachment,

___Fort Meade, MD, DATED: December 20, 2011, CONTINUED:

ck to post and I took a cab to post the next morning. Manning and myself had many
conversations about our personal lives and work lives. We talked about who else in the unit was
gay and just being gay in the Army. He never talked about getting out or being upset with the
way he was treated in the unit.

Q: SAQIOIQIONS)

A: [QIOICIGI®

Q: Was MANNING ever made fun of because he was gay?

A: Not to my knowledge.

Q: Did he ever complain about being made fun of?

A: Not to me, I never heard about him complaining.

Q: Did MANNNING ever indicate that he was confused about his gender identity?

A: No he didn’t. He even made fun of | ho was going through that process.

QQ: Are the words of this narrative and the answers of this statement in your own words?

A: Yes.

Q: Ts there anything you want to add to this statement?
A: No. ///END OF STATEMENT//{S

AFFIDAVIT

LGIOIOIGI(®N 1A VE HAD READ OR HAVE READ TO ME THIS STATEMENT WHICH
BEGINS ON PAGE ] AND ENDS ON PAGE 2. I FULLY UNDERSTAND THE CONTENTS OF THE
ENTIRE STATEMENT MADE BY ME. THE STATEMENT IS TRUE. 1 HAVE INITIALED ALL
CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE CONTAINING THE
STATEMENT, 1 HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR
REWARD, WITHOUT THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL
INFLUENCE, OR UNLAWFUL INDUCEMENT.

king Statement)

Subscribed and sworn to, before me, a person authorized by law to administer oaths, this 20th
day of Dec 2011, at 68™ Military Police Detachment, Fort Meade, MD.

(Signa ng Oath)

SA
(Typed Name of Person Administering Oath)

Title 10, United States Code, Section 936
(Authority to Administer Oaths)

QICIOIGI®)
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AGENT'S INVESTIGATION REPORT

CID Regulation 195-1

. R nUMBER

0028-10-CID221-10117

PAGE 1 OF 1 PAGES

DETAILS

Document (EPCD), Document Number (DN} 002-12.///Last Entry///

About 0755, 11 Jan 12, SAW:ollected as evidence one compact disc (CD) containing the file
“manningl.ods” pertaining to sender email address, recipient email address, and message date for email

me d in PFC MANNING's AKO-S account, via email from the account
Wu&aﬂny.smﬂ.mﬂ“ assigned to Mr. [QIOIOIGK®) AXKO Security Mail
Administrator, AKO, Fort Belvoir, VA, from the forensic computer on Evidence/Property Custody

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
N (b) (6)(b)(7)(C), (b) ()(E) U.S. Army CID, Quantico, VA 22134
SIGNATUR DATE ' EXHIBIT
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AGENT'S INC\ILEE’QEL%ﬁ%?' ORT 0028-10-CID221-10117

PAGE 1 OF 1 PAGES

DETAILS '

About 0916, 17 Jan 12 (AST), SA [(QIOIGIG®) Arizona Branch Office (AZBQO). Computer
Crime Investigative Unit (CCIU), Fort Huachuca, AZ 85613, coordinated with Mr.

Acting Operations Chief/ SeWt, Networthiness Division, NETCOM Army Cyber Command, Fort
Huachuca, AZ 85613. Mr. elated he searched their databases for the “wget” application and
determined a Certificate of Networthiness (CoN) has never been issued for the “wget” application.
Additionally, Mrelated there has never been a request submitted to obtain a CoN for the “wget”
application. M [QICIOIBI®) c1ated a CoN is the operational assessment of systems, applications, and/or
devices to determine security, interoperability, supportability, sustainability, usability, and compliance with
Federal, DoD, and Army regulations. A CoN is approved or denied as a result of the analysis of a particular
application and what sort of impact it may have on the Army Network. Mr. [IQIQIOIS) 1ated applications
that are part of an accredited system, the Do n Assurance Certification and Accreditation

Process (DIACAP), will receive a CoN. MrWelated a CoN is basically a permission slip to use a
particular application.

About 1735, 23 Jan 12 (EST), SA QIQIQIGIONONGICNE this office, coordinated with LTCIEISIE
OIOIQIOI®) Program Manager, Distributed Common Ground System - Army (DCGS-A), Intelligence
Fusion, Aberdeen Proving Ground, MD 21005. LTC \RkRAAME-c|ated “weget” was authorized for use on the

Server components of the system, but not on the user system, the Basic Analyst Laptop (BALi. LTC

elated the BAL is the only system PFC MANNING was authorized to use. LTC related
“wget” as an individual application does not have a CoN but was deployed on the Server systems as a
subcomponent of other applications, CYGWIN and RedHat Enterprise Linux, both of which have CoNs.
LTC [QIRIQIGIS)--iterated that “wget” has never been authorized to be installed by PM DCGS-A on the BAL.
LTRIBIOIGIG) <1 ated there were no user requests or Technical Bulletins to install "wget" onto the BAL.
DCGS-A provided a copy of the CoN for the BAL which covers the time frame PFC MANNING was in
Iraq and for CYGWIN and RedHat Enterprise Linux. (See CoNs).///Last Entry///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
IN(b) (6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Quantico, VA 22134

SIGNATUR DATE EXHIBIT

CID FORM 94 FOR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE
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NETC-TD
FOR DESIGNATED APPROVING AUTHORITY Deputy to Commander/Senior Technical Director/Chief Engineer

DECISION PAPER

-| Product: Distributed Common Ground System-Army {DCGS-A) 3.1 with WSS 3.1 and BAL 3.1

Cert#: 200906160 ;

Use: Program Executive Office for Intelligence, Electronic Warfare & Sensors (PEQ IEWS), Program Manager DCGS-A has

) " requested a Certificate of Networthiness for DCGS-A 3.1. -

| Recommendation: Approve

| Factors:

1 a. Background: ]
'DCGS-Army is the Intelligence, Surveillance, and Reconnaissance (ISR) gateway to Joint, Interagency, Allied, Coalition, and

+ National.data, information, intelligence, and collabaration. DCGS-A comprises of two integral parts: Basic Analyst Laptop (BAL) and
Workstation Suite (WSS) whose primary mission are to support multi-disciplined intelligence analysis through dynamic fusion of
singie-source and all-source intelligence, not to include any C2 capabilities. Their Information System (1S) provide collaborative

inteliigence information gathering, analysis and dissemination in support of the DCGS-A mission and Department of Defense (DoD)
activities,

b. Facts:

(1) DCGS-A has an Authority to-Operate (ATO) with an expiration date of 22 June 2012.
(2) On March 2, 2009, USCENTCOM Chief Information Officer {CIO) approved an Area of Responsibility (AOR).
c. Restrictions: .

(1) The ISR Tool 4.4.0 CoN is restricted based on its service/part combination {1521/ORACLENET) compliancy that is not a DoD
listed ports. It is also restricted to its configuration as-documented in IST 4.4.0 P4 Security Review Document dated 6 Jan 09,
which includes SSL.

{2) DoD has mandated that all tactical and garrison environments will be Microsoft Vista and Host Based Security System (HBSS)
compliant by 31 Dec 08. Should the Program manager (PM) and/or Program Executive Office (PEO) not meet this mandate; a
waiver may be requested from the Technical Planning, Programs, and Integration Division-Army Golden Master. All waivers must
be on file by 31 Dec 09.

d. CoN Type: Limited

e. Functional Category: System
This CoN will expire: 6/22/2012

POC:
(520) 538-2299 DSN; 879-2299
Email: army.networthiness@us.army.mil

-.DAA Additional Comments;
It is the responsibility of the Program Al}‘lanager to ensure that any change in threat, vulnerability, configuration, hardware, software,
connectivity, or other modification is reported to Army Networthiness to determine its impact to this Certificate of Networthiness. The

Program Manager is responsible for ensuring that an updated Memorandum of Agreement or System Level Agreement is in ptace for
'| each fielding of this system,

| ) (6) (b)) ()

Senior Executive Service (SES)
Designated Approving Authority (DAA) - Arm
Digitally Signed by

8/20§2009

XOOPGCH
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F
Certificate of Networthiness (CoN)

NETC-TD
FOR DESIGNATED APPROVING AUTHORITY Deputy te Commander/Senior Technical Dlrectorjchief Engineer

DECISION PAPER

Product: Cygwin, Version 2.5

Cert#:. 200904700

Use: RCERT-CONUS will use Cygwin as a framework to allow use of many Linux applications/services under a Windows operating
system. RCERT-CONUS requires the use of the Cygwin library and its associated application to provide interoperability with
the various Unix based systems in operational use.

Recommendation:  Approve

Factors:

a, Background:

Cygwin is a set of powerful tools to assist developers in migrating applications from UNIX/Linux to the Microsoft Windows platform,
Cygwin delivers the open source standard Red Hat GNU gcc compiler and gdb debugger on Windows. In addition, it provides for a
standard UNIX/Linux development environment on Windows Including APIs and command shells. The Cygwin.dil library, included
with Cygwin, delivers the interesting subset of UNIX SVR4, BSD, and POSIX APIs to enable guick ports of UNIX/Linux applications to
the Windows platform.

With Cygwin, administrators can login remotely to any PC, fix problems within a Posix/Linux/UNIX shell on any Windows machine,
and run shell command scripts, Sophisticated shell command scripts can be created with standard shells, such as sed or awk.
Standard Windows command line tools can even be intermixed within the UNIX/Linux shell script environment to administer the
Windows system. UNIX/Linux system administrators have developed a large toolbox set of management scripts for their
UNIX/Linux machines. Cygwin provides the ability to continue using these scripts on Windows machines.

b. Facts:

c. Restrictions:

None.
d. CoN Type: Enterprise
e. Functional Category:  IT Utility & Security

This CoN will expire:

POC:

(520) 538-2299 DSN; 879-2299
Email: army.networthiness@us.army. mil

DAA Additional Comments:

It is the responsibility of the NEC to test this application, once installed on the network, in accordance with all applicable Security
Technical Implementation Guidelines, and this recommendation is made based on the abitity of the NECs to configure this product,
once on their networks, to be fully compliant. This Certificate of Networthiness is not valid sholild the version no longer be suppotted or
If not compliant with the most current Army Golden Master baseline.

Approver:  [PIGIOIGI®)

Senior Executive Service (SES)
Designated Approving Authority {DAA) - Army

Digitally Signed by (b) ©) (b) (M) (C)

8/27/2009

ADOOUCEE
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Certificate of Networthiness (CoN)

NETC-TD
FOR DESIGNATED APPROVING AUTHORITY Deputy to Commander/Senlor Technical Director/Chief
Engineer

DECISION PAPER

Product: Red Hat Enterprise Linux 5.X, Kernel 2.6
Cert#: 200905573
RequestorThe United States Army Training and Doctrine Command (TRADOC) has requested a
Certificate of Networthiness (CoN) for Red Hat Enterprise Linux 5.X to be the operating
system on a web server on the SIPRNet.
Recommendati Approve
on:
Factors:
a. Background:
RedHat Enterprise Linux 5.X will serve as the operating system for a web server on the SIPRNet
using the Enterprise Linux Apache-based HTTP Server. The ARCIC AWD configuration will use
MySQL, included with Red Hat Enterprise Linux 5.3 and available from ACERT, to store data. PHP
5.2.9 will be used for generating dynamic pages. This web site will be for outgoing information
dissemination only in support of Task Force Odin. Twice monthly, new information will be submitted
and approved for release, then the administrator wili add data to the database, making it available
on the web site to TFO members.
b. Facts:
FIPS 140-2 Certificate Number# 815
c. Restrictions:

d. CoN Type: Enterprise

e. Functional Business & Finance
Category:

This CoN will 3/31/2014

explire:

POC: BIOIONG) Director
(520) 538-1199 DSN: 879-1199
Email: army.networthiness@us.army.mi)

DAA Additional Comments:

It is the responsibility of the NEC to test this application, once installed on the network, in accordance
with all applicable Security Technical Implementation Guidelines, and this recommendation is made
based on the ability of the NECs to configure this product, once on their networks, to be fully
compliant. This Certificate of Networthiness is not valid should the versfon no longer be supported or
if not compliant with the most current Army Golden Master baseline.

Approver: [(QIOIRIGI®)

Senior Executive Service (SES)
Designated Approving Authority (DAA) -
Army

Digitally Signed by [(SIOICIGI(®)

11/5/2009

RIOOONC .
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AGENT'S IN‘VI:_S 1HGATION REPORT 0028-10-CID221-10117

CID Regulation 195-1

PAGE 1 OF 1 PAGES

DETAILS

About 0800, 7 Dec 11, SSG BIOILIVI® Military Police Investigations, Midwest Joint Regional
Confinement Facility (MJRCF), 830 Sabalu Road, Fort Leavenworth, KS 66027, collected as evidence one

Compact Disc (CD) containing the recording of PFC MANNING’s visitation on 24 Sep 11, on Evidence
Property Custody Document (EPCD), Document Number (DN) 183-11. The evidence was received by this
office on 15 Dec 11, via registered mail, RR224 154 846 US.

AGENT’S COMMENT: A subsequent review determined the recording to be corrupted.

About 1330, 18 Jan 12, SSG [OIOIOI®I(®)-ollected as evidence one digital versatile disc (DVD)
containing the recording of PFC MANNING's visitation on 24 Sep 11, on EPCD, DN 013-12. The
evidence was received by this office on 30 Jan 12, via registered mail, RR 224 154 863 US.///Last Entry///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit

A (D) (6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Quantico, VA 22134

~ DI R
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AGENT’S INVESTIGATION REPORT e 028-2010-CID221-10117

CID Regulation 195-1

PAGE 1 OF 3 PAGES

- DETAILS

About 0630, 25 Jan 12, SA [DICIOIGIONOIBIG) this office, telephonically interviewed CW2 [
Wl 9th Expeditionary Support Command, Daegu, Korea APO AP 96218, regarding User
Agreements for Non-Secure Internet Protocol Router Network (NIPR) and Secret Internet Protocol Router
Network (SIPR) accounts in Iraq. CW2 RIBIQI@IGc]ated he was part of the Advance Party for the 2nd
Brigade Combat Team, 10th Infantry Division (2/10th MNT DIV), Fort Drum, NY, and deployed for Iraq
in Oct 09. Cwmlated he was a Signal System Support Technician and was responsible for the
servers assigned to the 2/10th MNT DIV. CW2 Wtelated he was not responsible for user account
creation. CWated the Information Management Officers (IMO) were responsible for
creating user accounts. CW2 C)OC)0) © clated there were approximately six IMOs, but could not
remember any of their names. C'W?2 MMM rclated the Non-commissioned Officer in Charge (NCOIC)
was SF (NFI). CW2@BIOI®) related the standard procedure in the rear was for User
Agreements to be obtained before any user accounts were created but was nowrat practice was
being followed in Iraq as he was not involved in creating the accounts. CW2 eclated he does not

rareatnerts were for the aosounte crosted n Treq. W and did not know wherethe ser
D)OB)NC)

Agreements were for the accounts created in Iraq. CW2 related he replaced CW2
ma\lﬂ), and was WO RICIOIGIONEE 1 F1). CWZW related he never
meet PFC MANNING. CW2 deployed from Iraq in May 10.

About 1241, 25 Jan 12, SA“nterviewed srC [QICIOIGKS) , Headquarter Headquarters
Company (HHC), 2/10th MNT DIV, Fort Drum, NY, who related he was the Automation NCOIC and
supervised the IMOs within thWated he deployed with the 2/10th MNT DIV to
Iraq in Aug 09 —~ Oct 10. SFC lated part of his duties in Iraq was to create NIPR and SIPR
accounts for soldiers. SFC Wtated before a NIPR or SIPR account can be created the user must
first sign an Acceptable Use Policy (AUP) user agreement form. SFC stated the AUP form

was used to create the NIPR/SIPR account and without it, an account could not be created. SFC
QIOIOIOI®)tated while in Iraq all the AUP forms were maintained on file with the Help Desk. SFC

BICIOIGIOM clated SSG (NFI), SSG (DICIOIGIONN (NFI), and SGT [QICIOIGIORNFI)
were in charge of Help Desk operations. SFC elated two of the unit’s IMOs were SSG
WWQE(NFD, and SPC FI). SFCIQIQIOIBI®]cIatcd when the unit

redeployed in 2010, all paperwork generated in Iraq was physically destroyed and all AUP forms should
have been burned. SFC E&Wé.ted he did not have a copy of the AUP form that was used in Iraq,
but stated the AUP used was stored on the unit’s share drive, which was confiscated by law
enforcement. SFC ated he did not know PFC MANNING personally and did not have any
long conversations with him. SPC related he did not remember persconally creating a
NIPR/SIPR account for PFC MANNING, but stated if PFC MANNING had an account then he must have
signed an AUP form.

About 1030, 26 Jan 12, SA -nterviewed SGTIBICICIVI® 2/10th MNT DIV, Fort Drum,
NY, who related he was one of the IMOs responsible for creatinﬁ NIPR and SIPR accounts for soldiers

within the unit, while the unit was deployed to Iraq. SGT related a signed AUP user

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
- S Washington Metro Resident Agency, CCIU
sA RRRIUSERINY U, Army CID. Quantico, VA 22134

SIGNATURE DATE EXHIBIT
8Feb12 371
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AGENT'S INVESTIGATION REPORT N 0028-2010-CID221-10117

ClD Regulation 195-1

PAGE 2 OF 3 PAGES

DETAILS

agreement had to be signed by the soldier requesting the account and by the soldier’s supervisor in order
for an account to be created. SGT Wtated he did not remember personally-creating any account
for PFC MANNING nor did he know who created the accounts for PFC MANNING. SGTW
related he believed the AUP was re-worded at least one time during the deployment to include the banning
of thumb drives. SG related PFC MANNING would have had to sign two AUP forms, one
for a NIPR account, and one for a SIPR account. SGT [ICIBI@I®) ciated he believed the AUP used in
Iraq came from the Fort Drum Network Enterprise Center (NEC), and has been used by the unit since the
deployment. SGTrelated he does not know what happened to any of the singed user

agre T b)OE)NE) related he may have a copy of the AUP in his external hard drive at home.

SGT related (NFI) was the Officer in Charge {OIC) of the IMOs and
believed that MS GRS iﬁﬁlii may have been PFC MANNING’s supervisor at the time. SGT

OIOIOIOIS) - 5. related SS and SPC [(IOIOIWI(®) = v< left the military.

About 1515, 26 Jan 12, SAwnterviewed SSGIRICIOIGI® 514th Signal Company, Camp
Roberts, C ted he was one of the IMOs who deployed with the 2/10th MNT DIV, Fort Drum,
NY. SSG tated he was certain that there were AUP iened by PFC MANNING;

however, he does not know the whereabouts of the forms. SS elated he was sure about this
because without the form and a supervisor’s signature an account could not be created. SSG [QIQICIGIS
related he did not remember personally creating a NIPR/SIPR account for PFC MANNING and does not
know who created it for him, because accounts were created in en masse. SSG[RIGIOIOI®) related he
believed the unit’s Help Desk should still have copies of the AUP forms used in Iraq.

() (6)(B)(7)(C

About 1209, 27 Jan 12, SA eceived from SGT OIOIOIQI) copy of the 2nd BCT SIPR AUP form
that was used by the 2/10th MNT DIV while they were deployed to Iraq. A review of the form revealed a
supervisor's signature was required for any soldier with the rank of E-7 and below. (See SIPR AUP)

About 1328, 27 Jan 12, SA “oordinated with SSG [QICIOIQIONE 1 cadquarters Headquarter Company
(HHC), 2/10th MNT DIV, Fort Drum, NY. SSGIMMMAEs currently the NCOIC of the Help Desk for
2/10th MNT DIV. 88 W? (bf - [ted all signed AUPs were scanned and digitally stored on the unit's
internal server. SSCARMMEelated all origin anned and then destroyed. SSG [RERKIMIRated the
digital copies are destroyed after a year. SSG rovided a copy of the Fort Drum NIPR AUP. A
review of the form revealed it was last updated in Feb 10. (See NIPR AUP)

About 1700, 30 Jan 12, SAlnterviewed cw2 (BIOIDIGIONEED /1 0th MNT DIV, Fort Drum, NY,
who related he worked in the server admin section while in Iraq and was not in charge of the IMOs or
Help Desk. CW2 a (NFI) was in charge of the entire section
to include the unit's IMOs. CW stated when the investigation into PFC MANNING started
ulled PFC MANNING's AUP forms from the Help Desk and held onto them. CW2
he thought CPT [(DIOIRI@I®)med over PFC MANNING's AUP forms to

investigators.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
- - Washington Metro Resident Agency, CCIU
sA RRRIICHOIO) U.S. Army CID, Quantico, VA 22134

SIGNATURE DATE EXHIBIT
)OB)MC) 71
(5]
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DETAILS

About 1850, 31 Jan 12, SA“interviewed el () (O)(b)(7)(C) Ko Signal Battalion, Headquarters
Headquarter Detachment, Chievres, Belgium, APO AE, who related he did not have any copie

AUP forms that were used by the 2/10th MNT DIV while the ynj deployed to Iragq. SSG
related he did not know if the unit kept old AUP forms. SSG Wselated he did not know who created
a NIPR/SIPR account for PFC MANNING.

About 1009, 8 Feb 12, SA jiinterviewed CW?2 ho related he was on leave during the
incident involving PEC MANNING and stated when he came back from leave everything had already
taken place. CW2 lated he remembered hearing CPT [QIOIOIOI®): v that he would retrieve
PFC MANNING's AUP form, and just assumed that he had pulled the form. CW2 elated he
saw an AUP form that PFC MANNING had signed that was dated before the deployment on the share
drive.///LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro Resident Agency, CCIU

N OON©, B (NE) U.S. Army CID, Quantico, VA 22134

SIGNATURE DATE EXHIBIT
8 Feb 12 371
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Exhibit(s) 372 and 373

Page(s) 001901 thru 001908 referred to:

Directorate of Human Resources
Administrative Services Division
Attn: IMNE-DRM-HRR (FOIA-PA)
10720 Mt. Belvedere Blvd.

Fort Drum, New York 13602-5045
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About 1700, 10 Feb 12, SA e |coordinated with Mr. [QIOIOIGI®) Deputy Program Manager,
Distributed Co System - Army (DCGS-A), Intelligence Fusion, Aberdeen Proving Ground,

MD 21005, Mr rovided a copy of the Version Description Document (VDD) for the Basic
Analyst Laptop (BAL), dated 1 Oct 09. (See VDD)///Last Entry///

TYPED AGENT'S NAME AND SEQUENCE NUMBER QORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
R (b) (6)(b)(7)(©), (b) (T)(E) U.S. Army CID, Quantico, VA 22134
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DCGS-A Version 3.1 | UNCLASSIFIED/FOQUO DCN: 149015, Rev 1
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Revision History

Revision Date Page(s) | Para. Description of Change
QOriginal February 17, 2009 N/A N/A | Initial release
1 October 1, 2009 N/A N/A | Release of new Image with Re partition of

Drives, with SQL, Data Base hardening and
configuration changes

e
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1. Scope

1.1 Identification

This Version Description Document (VDD) describes software release V3.1 P3 being developed at the
direction of the Project Manager DCGS-A for use in the DCGS-A V3.1 P3 Basic Analyst Laptops (BALs),
which include Dell M90, M&300, and the Alienware (A51M). Two other Client platforms are the Dell M480
Workstation, T5400 Desktop. The BALs, Workstation and Desktop software version will be authorized to
process up to Secret Collateral information and connect to the Secret Internet Protocol Router Network
(SIPRNET) in accordance with AR 25-2 Information Assurance and Department of Defense (DoD)
Instruction 8500.2 Information Assurance (IA) Implementation.

1.2 System Overview

The A51M, M90 and/or M8300 are high-end laptop computers with a 17" monitor capable of displaying
high-resolution graphics. The Dell 490 Workstation and T5400 Desktop with the V3.1P3 SW is used
within the DCGS-A fixed site baseline. Microsoft Windows XP Professipnal (Service Pack3) utilized as
the operating system. The A51M, M90, M6300, Dell 490 and T5400 provide the Army a client
workstation for use by DCGS-A analysts.

Note: The A51M, M90, ME300, Dell 490 and T5400 is classified because of a file change within the
Query Tree Multi Functional Work Station (MFWS) Plug-In and the change to the high water marking.

1.3 Document QOverview

This VDD documents the release tested and type-accredited with the DCGS-A V3.1 P3 Collateral
components in the DCGS-A laboratory environment at Fort Monmouth, NJ, released to the Central
Technical Support Facility (CTSF), Fort Hood, TX; and then released to operational users for site
accreditation.

2. Referenced Documents

Field Service Engineer (FSE) Training Guide, Part# 3.1.03.1002.C, dated 1 October 2009 prepared by
12WD, Fort Monmouth NJ.

Note: All referenced documents are resident in the Software Engineering Center (SEC) Software Control
and Reference Office (SCRQ)}.

3. Version Description

3.1 Inventory of Materials Released

Software for the DCGS-A V3.1 P3 BAL is installed at the Software Integration Lab (SIL) onto the laptop’s
hard drive. Consequently, no media will be delivered with the DCGS-A V3.1 P3 BAL. All updates are
provided through download from digital media.

25 Hard Drives and 3 DVDs containing software and documentation for DCGS-A Version 3.1 P3 is

|
\
resident in the Software Engineering Center (SEC) Software Control and Reference Office (SCRO) i
reference on paragraph 3.2. BAL Media Listing. ‘

UNCLASSIFIED//FOUO 1
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3.2 BAL Media Listing

CM Contro! Date of N Created Media
Number SCRO CINCODE media Destination By Contents Type

DCGSA V3.1P3 -

M8Q and/or ME300;

) SEC IFS/ SEC Alienware (A51M); Dell 490

DCGS0303 | NiA 4-Nov-08 | 5ero SCIF | Workstation and T5400 1 HD

Desktop Client image -

Secret

DCGS-A V3.1 P3 — APP1,
DCGS0318 | N/A 1-Oct-0g | SEC IFS/ SEC | app2. I0P, MDC & BALs | | Setof

SCRO SCF | |ra 1 HD

3.3 Software Description
The following is a list of DCGS-A V3.1 P3 Client SW detailed software information:

NOTE: The Client SW listed can be loaded on the five platforms that include Dell M80, M6300, A51M,
Dell M490 Workstation and the Dell T5400 Desktop. Once the SW is loaded onto the platform, the
appropriate drives are loaded. The i2 Analysis Notebock (ANB) is loaded on the system without an
active software license, if the user chooses to use ANB; the user will procure the license. The Axis Pro
capabilities are in the DCGS-A MFWS V3.1,

BAL Software Version | = Vendor Function/Component

Acrobat Reader 9 9.1.2 Adobe PDF file reader

Adobe Flash is the authoring

. environment and Flash
Adobe Flash Player Plug-in 10.0.32.18 Adocbe Player is the virtual machine

used to run the Flash files

Adobe Flash Player 10 Active

X 10.0.22.87 Adobe Flash Player
Alert Services Client Runtime . . N
(ALTCLT) 4535 Future Skies Alert Service Application
Geospatial data
ArcGIS Desktop 9.2.1500 ESRI management and
presentation
Geospatial data
ArcMap 9.2 ESRI management and
presentation
.. Geospatial data
ArcGlS Military Analyst
- 9.2.401 ESRI management and
(Military Analyst 9.2 SP2) presentation
. . .Geospatial data
ArcG!S Military Overlay Editor 9.2.0.430 ESRI ‘management and
9.2 (8P1) I :
presentation
CECOM_MapShapes 1.00.0000 Overwatch |
Novel '
Chart Scrapper 7.2.01 Application Data Movement tool
UNCLASSIFIED/FOUO . 2

FOR OFFICIAL USE ONLY b
LW ENFURCEMENT SERST1IVE . EXHIBﬁOBIS




17DCGS-A Version 3 }
Basic Analyst Laptop - Collateral

UNCLASSIFIED/FOQUQ .

DCN: 149015, Rev 1
1 October 2009

0028-195-c1prsr- 10

BAL Software Version Vendor | Function/Component

C2R 4.70.9 GOTS/PDCS Address Book Services

CZ2R Planner 1.00.0000 GOTSIPD CS Address Book Services

CMP 4.7.0.6 GoTs/PDcs | Sommon Message
Processor

DB Importer 7.1.0 Novel App Inc. DB Importer

DCGS-A Configuration 1.3.0 ' .

Assistant 20090504 12ZWD Post clone assistant
Multi function Workstation

DCGS-A MFWS V3.1 6:2.6.1077 | Overwatch o> A APP Frameuork
v1.7.13

DCGS-A_V3.1_Full 6.2.0.1035 Overwatch Multi function Workstation

. . ; Multi function

DCGS-A Multimedia Plugin 1.0.0 BAH Workstation

DCGS-A Web Folder Plugin | 2.0.0 BAH Multi function
Workstation

DCI {DOS Client Interface) 5.1.5.0 Future Skies

DCGS-A Weather Armv Research

IWEDA Client 6.4.2.8 ik Weather effect decision aid

Tri-Service IWEDA -20061129

. i To provide critical, timely,

g;gsltt:Im'I;oFS_Igéag)hécosupport 9.0 Northrop and accurate digit{:\l and

6 Rendering Package Grumman hardcopy geospatial
information

: Installer for the Viper DIB

DIB Client Adapter 1.3 CSP Tech Client Adapter
Geospatial software product

GeoRover for ArcGIS 3.10.0000 SAIC extensions or "plugins" to
ArciMap

GeoRover Coordinate Viewer Geospatial

Estension 1.0.2 SAIC

GeoRover Digital Data Tracker Geospatial

Extension 3.2.5 SAIC

GeoRover License Manager 11.0 SAIC Geospatial

GeoRover Locus Track )

Extension 3.24 SAIC Geospatial

GeoRover Zoom Tools .

Extension 3.24 SAIC Geospatial

Ground Tactical 47.0.9 GOTS/PDCS | Message Transport Protocol

Communication (GTCS)

- UNCLASSIFIED//FOUO
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BAL Software Version Vendor Function/Component
“ ‘ T Virtual globe, map and
Google Earth EC 4.2.205.5730 | Google geographic information
Grid Extractor 1.2
. . Link & Timeline Analysis tool
i2 Analyst Notebook 6 6.055.1022 i2 w/ graphical representation
i2 Online iLink is a feature of
Analyst's Notebook 6 that
. . . . optimizes online data
i2 Online Link 8 6 2 research and analysis. It
enables real-time access to
online data providers.
i2 Chart Reader 6 6 i2 Charts Reader
i2 Chart Reader 7 7.0.7 i2 Charts Reader
i2 Image Files 6 i2 Image Editors
- . Visualization software,
i2 Visual Notebook 6 12 streamlines investigations
i2 Spelling Checker 6 i2 Image Editors
IS URL Scan Tool 2.0
IME Pass Client
IME WWF Client
. Program language compiler
™
JAVA ™ § Update . 1.6.0.60 Sun Micro and environment
Live Update 3.2 3.2.0.68 Symantec Softwtare Update Tool
Environment for building,
Microsoft .NET Framework 3.0 31.21022 Microsoft deplpymg, and running web
SP1 services and other
applications
Environment for building,
Microsoft .NET Framework 2.0 . deploying, and running web
SP1 2121022 Microsoft services and other
applications
Environment for building,
. . deploying, and running web
Microsoft .NET Framework 1.1 { 1.1.4322 Microsoft services and other
applications
Microsoft Compressive .
Client1.0 for Window XP 10 Microsoft
Microsoft Office Professional 12.0.6215.10 . . ,
Plus Edition 2007 00 Microsoft Electronic office tools
Microsoft Office 2003 Web . ,Allows embedding and
components 11.0.6558.0 Microsoft linking to documents
Microsoft Office XP Web 10.0.6619.0 Microsoft . Allows embedding and

components

linking to documents

UNCLASSIFIED/FOUO
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BAL Software Version Vendor ‘| Function/Component
Mozilla Firefox 3.0.5 Mozilla Web Browser
MS SQL Server 2005 9.2.3042.00 Microsoft Database
MS SQL Server 2005 .
Backward Compatibility 8.05.2004 Microsoft Database
MS SQL Server 2005 Books .
On-Line (English) 9.00.1399.06 | Microsoft Database
MS SQL Server Native Client 9.00.3042.00 | Microsoft Database
EE:QL Server Setup Support | g ny 403500 | Microsoft Database
MS SQL Server VSS Writer 9.00.4035.00 | Microsoft Database
MS User Mode Driver . .
Framework Feature Pack 1.0 1.0 Microsoft Build #5716
MSXML 6.0 Parser 6.10.1128.0 Microsoft Text parser
Text parser
MSXML 4 SP2 4.20.8818.0 Microsoft
Text parser
MSXML 4 SP2 4.20.8870.0 Microsoft
Text parser
MSXML 4 SP2 4,20.8848.0 Microsoft
. . 02 Micro
02 Micro Smartcard Driver 2.26.0000 Electronics, Inc. _
02 Micro i
0Z776 SCR CardBus 1.1.4.2 Electronics, Inc. i
Psi 12 GNU Collaboration Tool
Object Oriented
Python 2.4.1 Open Source programming language
QuickTime 7.6417.73 Apple Audio and video file player
Query Tree MFWS Plugin 1.3.8 12WD MFWS Plugin
Roxio Activation Module ‘ 1.0 Roxio Digital Media Software
Roxio Creator Audio 3.5.0 Roxio Digital Media Software
UNCLASSIFIED//FOUOD ' 5
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BAL Software Version Vendor | Function/Component
Digital Media Software

Roxio Creator Copy 3.5.0 Roxio
Roxic Creator Data 3.50 Roxio Digital Media Software
Roxio Creator DE 3.5.0 Roxio Digital Media Software
Roxio Creator Tools 3.5.0 Roxio Digital Media Software
Roxio Drag-to-Disc 8.1 Roxio Digital Media Software
Roxio Express Labeler 3 3.2.1 Roxio Digital Media Scftware
Roxio Update Manager 6.0.0 Roxio Digital Media Software
Shared Add-in Extensibility
update for MS.Net Framework | 1.0.0 Microsoft
2.0
Shared Add-in Support Update .
for MS.Net Framework 2.0 1.0.0 Microsoft
Sigma Tel Audio 5.10.5210.0 SigmaTel Digital audio processing
Smart Link 56k Voice modem Voice modem
Sonic Cine Player Decoder . .
Pack 420 Sonic Solutions
Symantec AntiVirus 10.1.8000.8 Symantec Virus detection
SQLXML 4 9.00.4035.00 | Microsoft
Synaptics Pointing Device 7.13.2.0 Synaptics Pointing device
Threat Mapper 1.1 for ArcGIS 11
Desktop '
Windows Internet Explorer 7 - .
20070613.185237 7.0.5730.13 | Microsoft Web Browser

. . . Media Player CD, DVD,
Windows Media Player 11 11.0 Microsoft streaming audio & video
Windows Media Format 11 . .
Runtime 1.0 Microsoft Media Player
Windows XP SP3 ‘;zggg_oam.os Microsoft

- Winzip . .
WinZip 10.0 (6685) Computing LP File compression
Xalan — Endorsed 1.00.0000 Overwatch XML processing package

3.4 Possible Problems and Known Errors

UNCLASSIFIED//FOUO
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See ReadMe document for DCGS-A V3.1.0P3 Multi-Function Work Station (MFWS) and Interoperability
(IOP) Server, dated 17 February 2009, 12WD SIL.
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Not applicable

3.6 Related Documents

3.6.1 Post Clone Pracedures
Refer FSE Training Guide in Section 2, Referenced Documents

3.6.2 Installation Procedures .
DCGS-A V3.1.0P3 Multi-Function Work Station (MFWS) and Interoperability (IOP) Server ReadMe.doc,

dated 17 February 2009, [2WD SIL
DCGS-A V3.1P3, Update Image Restore ReadMe.doc, dated 1 October 2008, 12WD SIL

3.6.3 Technical Bulletins
TB-DCGS 09-10087 - re: Workstation vulnerabilities fixes, 17 February 2009

TB-DCGS 09-10097 — re: DiSA Gold/POA&M data, 17 February 2009

NOTE: TB-DCGS 08-10087 and TB-DCGS 08-10087 were implemented in the software baseline
delivered to CTSF on 17 February 2009, and are under Application 2 server.

The following Technical Bulletins applies to the V3.1P3 SW baseline after 17 February 2009 delivery to

CTSF:
' Configuration PM DCGS-A
TB Number Systems Title/Topic Approved
Undeployment of DIB brain Adapter and for PW update to
DCGS 09-10094 MDC xpipeline account; also adds DIB and portal versioning 11-May-09
DCGS 09-10095 IOP QP office 2007 11-May-09
MSMQ service | Fixes problem sending USMTF and PASS messages
DCGS 09-10099 on BALs from BAL in standalcne mode. (4 March 2009) 14-May-09
Fixes APP1 homepage / baseline map problems (6 March
DCGS 09-10100 APP1 2009) 11-May-09
DCGS 09-10101 APP1 Fixes publishing Graphics to DIB prablem (4 March 2009) 11-May-09
DCGS 09-10104 BAL Adds Ft. Hood Maps to BAL (23 Marr;'h 2009) 7-May-09
DCGS 08-10106 BAL Fixes problem with SWB1 IWEDA Client (31 March 2009) 11-May-09
QT plugin veri.3.8.1 update - allows working with BOTH
DCGS 09-10107A BAL & IOP OIF and OEF data (09 April 2009) 12-May-09
Adds Ft. Huachuca Mini brain link to MDC portal {17 April
DCGS 09-10108 MDC 2009) ' 11-May-09
Fixes problem clearing the TED DB after a training event
DCGS 09-10111 IOP (20 April 2009) 7-May-08
APP1, APP2, .
MDC, IOP, o .
DCGS 09-10112A BAL Configuration Assistant Update to v1.3.0 (5 May 09) 14-May-09
DCGS 09-10113 APP1 NA| fix for Firefox = 11-May-09
UNCLASSIFIED/FOUO 7
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Canfiguration ‘ ‘ PM DCGS-A
TB Number Systems Title/Topic Approved
DCGS 09-10115A BAL Fix for sending TED entities to Goagle Earth 18-May-08
DCGS 08-10116 BAL Changing permission settings for DCGS-A User folder 7-May-09

Allow the operator to enter a full non-western name in
QuickForms and/or the Properties plugin without
DCGS 08-10120 MFWS incorrectly mapping them to middle and last name fields 28-May-09

Applies to ail v3.1 P3 DCGS-A DCGS |OP servers and
BALs systems. It edits registry values to allow for the
workflow between Google Earth and MFWS to be
DCGS 08-10122 IOP, BAL successful 3-Jun-09
Provides corrections to the DIB plug-in of the BAL MFWS.
The TB corrects issues with the DIB usage found in the

DCGS 09-10123 BAL SIL Bug Tracker _ 15-Jun-08
Server Vulnerability Fixes. Hides DIB & Query Tree data
DCGS 09-10126 10P, BAL drivers from the users display within Google Earth 3-Aug-09
Server Vulnerability Fixes. Users arg unable to convert
DCGS 09-10128 APP2 ANBY charts to ANBG charts
DCGS 09-10129 Python 2.4 win32 extensions install 3-Aug-09
Server Vulnerability Fixes (LiSTA 0.7.5) for P3 & P5
DCGS 09-10131B MSG, SDE systems (Red Hat § / 32 BIT) 21-Aug-08
DCGS 09-10132 BAL Add mIRC chat to BAL baseline 24-Aug-09
Add correct ESRI Arc Desktop 9.2 License to Baseline for
DCGS 09-10133 BAL use of Tracking Analyst 2-Sep-09
DCGS 09-10134 BAL Firefox Flash installation I 2-Sep-09
DCGS 09-10137A_ | APP1 JBOSS windows service fix 10-Sep-08
APP1, APP2,
MDC, IOP, Microsoft Windows Server / Workstation Vulnerability
DCGS 08-10147 BAL Fixes - SAT v1.2.1b 23-Sep-09
MFWS Merge Relationships, Deleted Entity Manager
DCGS 09-10148 BAL, ICP Updates 9-Oct-09
JBOSS windows service fix (startDIBoss.cmd /
DCGS 09-1014%A | MDC wrapper.dll) 27-0ct-09
Removal of duplicate IS Web folders from CADCGS
DCGS 09-10152 BAL, I10OP directory 16-Oct-09
Issues Discovered in OIF and OEF_17 Feb 09
DCGS 09-10153 BAL, 1OP Image ' 23-Oct-08
Server Vulnerability Fixes - LiISTA v0.7.7 (RHEL5 /
DCGS 09-10155 MSG, SDE 32 BIT) i386 27-0ct-09
APP1, APP2, ) ) .
IOP, MDC, Microsoft Windows Server / Workstation
DCGS 09-10157 BAL Vulnerability Fixes - SAT v1.2.1 3-Nov-09
Issues discovered in QIF and OEF (OW_P7)
DCGS 09-10159 BAL, IOP This TB supersedes TB 10153 6-Nov-09
UNCLASSIFIED/IFOUO 8
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3.6.4 Overwatch MFWS Release 6.2

DCGS-A V3.1, MFWS release 6.2, Document number: 102168, dated 15 January 2009, Overwatch
Textron Systems
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3.7 COTS Software Sites

* 3D analyst (ArcGlobe)
o http:/iwww.esri.com/softwareiarcgis/extensions/3danalyst/index.html
¢+ Acrobat Reader
o http:/iwww.adaobe.com
o http:liwww.esri.com
s Analyst Notebook
o http:liwww.i2.co.uk
e Java
o http:ffjava.sun.com/
e Microsoft
o http:/iwww.microsoft.com/
= Netscape
o http:/iwww.netscape.com/
¢ Roxio
o http:liroxio.com
« Symantec
o http:/iwww.symantec.com/index.htm
e  Winzip
o hitp:/lwww.winzip.com/
o WS_FTP

o http:iiwww.ipswitch.com/

3.8 Hardware Description
The following is a fist of DCGS-A V3.1 P3 BALs hardware information:

| Description

4% Dandes R A et

3.8 GHz, 2GB RAM memory, 17" display with high resolution

Alienware Laptop - Model A51M graphics.

2,33 GHz Intel Dual Processor Core, 3.25GB RAM memory,
93.1 GB hard drive, with NVIDIA graphics card, DCD-RW
Optical Drive, Network Interface Card and a 17 inch display with
high resoluticn graphics.

Dell Laptop - Model M9Q

Laptop - Model Dell M6300 2.5 GHz Intel Core 2 Duo T9300, 4GB DDR2-667 SDRAM (2
DIMM), NVIDIA Quadro FX3600M 512 MB, 160 GB 7200RPM
Hard Drive, Std Touchpad, 8x DVD+/- & Roxio Creator , and a
17” wide screen WUXGA LCD.

Dell Precision 490 \Workstation 1st Processor: Intel XEON DUAL CORE Processor 3.00GHZ,
2MB L2 Cache; 2nd Processor; Intel XEON DUAL CORE
Processor 2.80GHZ, 2MB L2 Cache; 4GB, DDR2 ECC SDRAM
Memory, 400MHZ; NVIDIA FX 4500 512MB 2 DUl OR GA

1st Hard Drive: 80GB Serial ATA 7200RPM Hard Drive
w/Databurst Cache, Non-Raid, Precision 470/670; 2nd Hard
Drive: B0GB Serial ATA 7200RPM Hard Drive with Databurst
Cache Raid; Floppy Drive: 3.5, 1.44MB; 48X/32X CD-RW/DVD
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Component; .

o
{ B e

Dell Precision T5400 Desk 1st Processor: Quad Core Xeon Proc X5450, 3.00GHz, 2X 6MB
Top L2 Cache,1333MHz; 2nd Processor: Quad Core Xeon Proc
X5450, 3.00GHz, 2X6MB L2 Cache,1333MHz, 4GB, DDR2 ECC
SDRAM Memory 667MHz, 4X1GB; NVIDIA Quadro FX3700
512MB dual DVI Graphics Card; 160GB SATA, 10K RPM Hard
Drive with 16MB DataBurst Cache; CD ROM or DVD-ROM
Drive: 16X DVD+/-RW.
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DETAILS
About 1050 (AST), 17 Jan 12, this office received a Request For Assistance under Report Of Investigation (ROI) 0028-
10-CID221-10117 from the Washington Metro Resident Agency (WMRA), Computer Crime Investigative Unit,
Quantico, VA, who requested this office: obtain a roster of students who attended classes with PFC MANNING during
Advanced Individual Training (AIT) at Fort Huachuca, AZ; obtain a list of instructors for the classes PFC MANNING
attended; obtain a copy of the school policy regarding missing classes ; and a copy of the Student Evaluation Plan
(SEP)/Lesson Plan for the 35F10 Course Version 1.

About 1145 (AST), 17 Jan 12, SA (QkCARMAE oordinated with CW3WOM% Manager, 35F10,

U.S. Army Intelligence Center of Excellence, Fort Huachuca, AZ, and requested copies of the aforementioned
documents be provided to this office. CWW he would gather all the required documentation and
provide them to this office.

About 1300 (AST), 6 Feb 12, S ARAAAI®) 2 d CW3 mnet at the Staff Judge Advocate’s office where CW3
Wrovided copies of the following documents and signed an Attestation Certificate: A copy of the 35F10 SEP,
a memorandum listing the names of the instructors who were present during the time period PFC MANNING attended

AIT, and a by name roster of the students who attended AIT with PFC MANNING.

About 1300 (AST), 13 Feb 12, SA GO G) & nd CW3 B)EOEN© et at the Staff Judge Advocate’s where CW3
(b)(©)(b)(7) (C)\- rovided a digital versatile disc (DVD) containing two files pertaining to the Plan Of Instruction (POI) and
Lesson Plans, Version | for the 35F10 AIT class which was attended by PFC MANNING and signed an Attestation
Certificate.

T U AST ENTRY T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Arizona Branch Office, Computer Crime Investiglative Unit
(b)(6)(b)(7)(C), (b) (7)(E) U.S. Army CID, Fort Huachuca, AZ 85613
~ /o~ DATE EXHIBIT
< b (6) ( b <7> (C) 13 Feb 2012 376
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BASIS FOR INVESTIGATION: SA [GOIOICIGIORS pecial Agent-in-Charge, Washington Metro Resident
Agency, Computer Crime Investigative Unit, Russe]l-Knox Building, 27130 Telegraph Road, Quantico, VA
22134 requested this office verify the dates PFC Bradley MANNING,W NFI, was in Kuwait
during the month of February 2010.

About 1415, 14 Feb 12, SANMMMN' coordinated with SPC [(BICIOIOK®) Strength Accounting Clerk, U.S.
Army Central Command (ARCENT) G-1, Camp Arifjan, Kuwait, APO, AE 09366 (CAKU) who accessed the
Joint Asset Movement Management System (JAMMS), which detailed PFC MANNING scanned out of Ali Al
Salem, Kuwait on 11 Feb 10 and arrived in Camp Hammer, Irag on 11 Feb 10. PFC MANNING remained in
[raq until 30 May 10. (See Report) .

(b)(6)(b)(7)(C)

About 1448, 14 Feb 12, SA coordinated with SAMMMNnd provided a digital copy of the JAMMS
Report pertaining to PFC MANNING. SARREMRequested this office have an A ion Certificate signed by
the clerk who provided the JAMMS Report and have the certificate notarized. S further requested this
office obtain a new JAMMS report from October 2009 through May 2010.

About 1430, 15 Feb 12, SA OGO coordinated with SGT (GICQIOIGI®) Paralegal, Staff Judge Advocate,

CAKU and SPCIQIQIOIOI®- complete the Attestation Certificate. SPC signed the certificate
validating her knowledge of the records she provided from JAMMS. SGT signed and sealed the

certificate with a Federal Notarial Seal. (See Certificate)

About 1630, 15 Feb 12, SA [RISIQIR reviewed the JAMMS report from October 2009 through May 2010. The
report revealed PFC MANNING first signed into Camp Buehring, Kuwait on 12 Oct 09 and remained until 26
Oct 09. The report detailed PFC MANNING arrived into Iraq on 28 Oct 2009 and remained in Iraq until 22 Jan
10. The report further stated PFC MANNNING departed Kuwait into Iraq on 11 Feb 10 and remained in Iraq
until 30 May 10. (Sec Report)

About 1830, 15 Feb 12,
enclosures via email. SA
time. ///LAST ENTRY//

OIOIQIOI®) ordinated with SAWd provided him with copies of all

56 B)(7)(C) . . = s ; i
AR -t 1o further investigative activity was necessary from this office at this

ORGANIZATION
Camp Arifjan CID Office

Camp Arifjan, Kuwait, APO, AE 09366
DATE EXHIBIT

15 Feb 12 379
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About 1530, 9 Feb 12, S AlERARMRRRInterviewed Mr. Contract Instructor, General
Dynamics, Fort Huachuca, AZ, 85613. Mr. POROe elated he is a Contractor with General Dynamics and
is assigned to E CO, 305th MI BN, at Fort Huachuca. Mr. dicated he served previously in the
Marine Corp from 2000 to 2005 and held the Military Occupational Specialty (MOS) 0231, All Source
Intelligence Analyst. M o ﬂ‘)( e lated the 0231 occupational series is the Marine Corp equivalent of the
Army’s 35F MOS M liclated he has been employed as a contract instructor at Fort Huachuca
since Sep 07. Mr.§ Jelated he has been teaching the 35F AIT from 2007 to present with the
exception of a one year tour of duty in Afghanistan from 2009 to 2010. Mr. Wrelatcd he does recall
teaching PFC MANNING and that PFC MANNING attended AIT sometime from the spring of 2008
through the summer of 2008. Mr. RN 1ated he does not recall PFC MANNING having any problem
with the course materials, but did seem to have problems interacting with the other students. Mr. W
described PFC MANNING as a loner and recounted an incident where several of his classmates brought in
a box of Lucky Charms where they’d replaced the face of the leprechaun with PFC MANNING’s face.
d) AR - ated it appeared the joke was intended to make fun of PFC MANNING’s height. Mr.
\

B clated he did recall an incident while PFC MANNING was attending AIT where PFC MANNING
was posting videos related to course materials to YouTube. Mr SRR rclated nothing PFC MANNING

posted to YouTube was classified, but could be considered sensitive, as it was related to unclassified course
matenals and the class schedule. Mr. RARMBIatcd he was concerned about the videos PFC MANNING

b)) BY(T)

was n the web and reported the incident to the school house warrant officer Chief .
lated he was told because none of the information PFC MANNING posted to the web was
ified it wasn’t a serious issue and no formal action would be taken against PFC MANNING. Mr,
frelated he was aware PFC MANNING was required to provide remedial OPSEC training. Mr.

g related it was actually his idea to have PFC MANNING conduct the b truction as a
disciplinary measure for the videos PFC MANNING posted to YouTube. Mr. lated the training
was supposed to be a 5 to 7 minute presentation regarding security violations in military history and the
repercussions associated with those violations. Mr., elated INFOSEC and OPSEC are standard
blocks of instruction built into the 35F AIT curriculum. Mr. |SiiBRFelated he could not recall exactly
what the format was when PFC MANNING went through AIT. Mr.[QIBIRIGIE: | ated at one point classes
would spend roughly 3 dayWSEC and OPSEC, they would take a test and then move onto the rest
of the 35F curriculum. Mr, clated at some point during his tenure the security training in the 35F
AIT was condensed from 3 days to 1 day. Mr. lated it was still testable material but he wasn’t
sure which block of instruction PFC MANNING received. Mr. Wﬂlated in addition to receiving
formal training as part of the AIT curriculum, students were also required to sign a Classified Information

Non-Disclosure Agreement (SF-312), which should Wo their respective accounts in the Joint

Personnel Adjudication System (JPAS) system. Mr lated students were allowed to miss 7 hours
ass during any single block of instruction or 15 hours of class throughout the entire course. Mr.
lated he could not recall PFC MANNING missing any blocks of instruction during the course.
Bl further related in addition to the standard block of INFOSEC and OPSEC training built into the

would regularly comment about the importance of security measures during the
¢lated he remembered the movie Breach with was released not

TYPED AGENT'S NAME AND SEQUENCE NUMBER

COUrse curti
course, Mr

ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
U.S. Army CID, Quantico, VA 22134
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long before PFC MANNING’s AIT class. Mr. [RARRMRIated he would regularly make references to the
movie during the class and thought it was particularly important to emphasize because the students were
issued laptop computers as part of their basic issue for class. Mrmnher related any production of

course related materials, in¢cluding the blocks of instruction related to INFOSEC and OPSEC would have to
be approved through CWAOIOIOI GG

AGENT’S COMMENT: The movie Breach was released in 2007 and detailed the true story of FBI
Special Agent Robert HANSSEN who was convicted of selling secrets to the Soviet Union.

About 1000, 10 Feb 12, SA OOGOO interviewed Mrs. (QIOIGIGI®) Contractor, General Dynamics,
Fort Huachuca, AZ. Mrs. MMMk ]ated she served in the Army as an All Source Intelligence Analyst
from 2000 to 2004. Mrs QIQIRIIS)c]ated she served as an instructor for the 35F AIT from Aug 05 through
Oct 09. Mrs.elated she is still a contract employee for General Dynamics, but is no longer an
instructor for AIT students. Mrs.elated she currently serves on a contract in the New Systems
Training and Integration Division (NSTID) on Fort Huachuca. Mrs Sikhaaii@rclated she was an instructor
in PFC MANNING’s AIT class for the first half of the class. Mrslated sometime around Jun or
Jul 08, she left her position teaching the 35F AIT and took a position teaching a G2X class. Mrs.
related she did not enjoy the positio instructor and returned to teaching the 35F AIT after PFC
MANNING’s class graduated. MrsWated she remembers PFC MANNING as being a “bit odd.”
Mrs. [RIQIOIOI®; e 4 he was always talking about gaming and didn’t seem to integrate well with the other
Mrs RIS 1ated she also remembers PFC MANNING because at one point she and Mr,
ttempted to have PFC MANNING removed from the course because he’d demonstrated a

propensity to share sensitive information, which she believed i’vas a “red flag,” Mrs. QR8I |ated PFC

MANNING posted several videos to YouTube, Mr, related she never personally viewed any of
the videos posted to YouTube, but it was her understanding they contained information such as the 35F
AlIT class schedule (dates and tj information from the unclassified 35F courseware, and videos of the
barracks and MI Village. Mrchlated as members of thed joence community the most
important part of their job was their ability to keep secrets. Mrs. elated she was very concerned
about PFC MANNING’s actions because believed it demonstrated an inability to keep information
secret. Mrs. (IR lated she and Mr. [ informed their contract team chief Mrm
d the schoolhouse warrant officer Chief |8 (NFI) about PFC MANNING’s conduct. Mrs.
Welated they were told because the information PFC MANNING posted wasn’t classified he would
not be removed from class. Mrs/kaagrelated despite the fact the information was not classified it was
sensitive. Mrselted she does recall PFC MANNING was required to provide remedial training
for OPSEC, however, Mrsould not recall if she was present for PFC MANNING’s presentation.
Mrs{QIQOIGIQI®:ted she may have been gone prior to PFC MANNING giving the OPSEC briefing. Mrs.
1 35F students received an INFOSEC class on their first day of training. MISW
related the INFOSEC materials were testable and the students take an INFOSEC exam the day after their
first day of training. Mrs. mrther related the students are exposed to a variety of security protocols
throughout the course. Mrs. | Wrelated the students are required to classify documents, they spend

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
SA [RIOIDIGIONOIGID) U.S. Army CID, Quantico, VA 22134
DATE EXHIBIT
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time at the end of the course in a Sensitive Compartmentalized Information Facility (SCIF), and all the
students are required to sign non-disclosure agreements. Mrs. RIRIBIISe 1ated all the students had interim
Secret clearances before starting class and students were not allowed to miss more than 8 ho

instruction in any one block or 16 hours of training throughout the length of the course. Mrs.

related she did not recall PFC MANNING missing any trajnine so he would have been present for the
INFOSEC block of instruction the first day of class. Mrs. ©)®) (7? {Q rther related there was no additional,
formal, security training as part of the 35F courseware. Mrs. AR - 12t she knows for a fact the
importance of security was reiterated numerous times in PFC MANNING’s class, including the importance
of computer security and OPSEC. Mrs, Wla‘wd the Drill Sergeants were removed from MI Village
around the end of 2007 and the jmmediate and noticeable difference in the level of discipline with
the igjiti Soldiers. Mrs. lated MI Village basically became like the University of Arizona.
Mrs. elated each class was supposed to be assigned one Non Commissioned Officer INCQ) who
was supposed to assist the contract instructors with disciplinary issues with the Soldiers. Mrs.

related these NCO’s were often unavailable because they were tasked with a variety of other additional
duties or were assisting with more than one class. Mrs.Wrelated the contract instructors were not
authorized to discipline the Soldiers and there appeared to be no accountability. Mrs. RIS tcd
contract instructors were not allowed to even tell Soldiers to leave the classroom if they were beino

disruptive or to comment about a Soldier’ ersonal hygiene. Mrs. ¢
“had a really low attrition rate.” SAWked Mrs. i i ief] ‘
(NFI) would not remove Soldiers from training for poor conduct. Mrs.Wl&ted she is stating,
unequivocally, that instructors stopped trying to have Soldiers recycled (sent back to repeat portions of the
class) or to pursue disciplinary actions against Soldiers because it was known no action would be taken.
Mrs.Welated she was not surprised PFC MANNING was allowed to continue his training and
aduate because the culture at the time was that Soldiers were not going to fail out of training. Mrs.
elated 35F was a criticallﬁ short MOS and the Command culture was to just find a way to get the

Soldiers through the training. Mrs lated when she heard PFC MANNING was arrested and the
na arges against him she Telt as though they’d made an enormous mistake at the schoolhouse.
Mrs,) lated she felt like PFC MANNING demonstrated he was a security risk while attending

AIT, but they failed to take the necessary steps to take care of the problem when they had a chance.

About 13 12, SA| terviewed SGTIGIOIOIGI(ONEN 300" MP BDE, Fort

NY. SGWelated € 1s an Army reservist and is not currently on active duty orders. SG"PW
related before he joined the Army he served in the Marine Corp from Feb 02 to Feb 06 as an Infantryman.
SGTIRAARM e ated he joined the Army Reserves in 2007 and chose to join the Army in order to retrain as
an Intelligence Analyst. SGT Wlated d 35F AIT around Apr 08, and remembers he and
PFC MANNING were in the same class. SGT clated toward the end of AIT the class had a Field
Training Exercise (FTX). SGlated during the FTX the class was broken down into small

groups or “cells.” SGT dicated he and PFC MANNING worked in the same cell during the

FTX. SGTmlate e remembers PFC MANNING was really bri ith computers and was
good at putting things together such as power point presentations. SGT lated because he was a

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
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prior service Soldier he was kind of separated from the Initial Entry Training (IET) Soldiers in that they
didn’t live in the same barracks so he was only around PFC MANNING in class. SGT [SIQIQII® ated he
remembers PFC MANNING seemed a little odd and would generally keep to himself. SGTIRICIDIGIS]
related he remembers an incident involving PFC MANNING that occurred during their FTX. SGT
R re1ated he’d tasked PFC MANNING to provide a briefing to the instructors about the weather.,
SGT R related after the briefing PFC MANNING was receiving constructive criticism from the
instructors, which was not going well, when PFC MANNING appeared to collapse. SGT [QISIQI@I®l1ted
he initially thought PFC MANNING was lunging at the instructors because of the way he was falling and

because the criticispp with respect to his briefing had been pretty harsh, But after PFC MANNING fell
down SGTWalized he’d simply collapsed. SGIWelated PFC MANNING stated the
incident occurred due to lack of sleep and he seemed to recover almost immediately after the incident.
SGIUSURIS dicated PFC MANNING may have locked his knees while providing the briefing, which
may have also contributed to the collapse. SGTQIQIQIRI®:1ated he remembers PFC MANNING was
required to proyj dial training related to OPSEC because he’d posted videos about the class on the
internet. SGWelated he can’t recall if he was present for the OPSEC briefing PFC MANNING
was required to provide. SG AR ated theWks of instruction in the 35F AIT were security
related and covered OPSEC and INFOSEC. SGT elated the information was testable and the
class took a test at the end of the security block of instruction. SGT RIRRIR 1ated he is certain PFC
MANNING was present for the blocks of instruction related to OPSEC and INFOSEC and does not recall
PFC MANNING missing any training. SGTlated the class instructors repeatedly mentioned
how the enemy can exploit the internet, Facebook pages, and other social networking websites to gain
information. SGT lated he believes the incident where PFC MANNING posted information to
the internet in AIT was mishandled. SGlated despite the nature of the training they were
attending, the classes on INFOSEC/OPSEC, the repeated attempts by the instructors to emphasize the
importance of Operational and In ion security PFC MANNING still chose to post sensitive class
information to the internet. SGT Welated he felt PFC MANNING should have been removed from
the training, but it seemed like they were just graduating people because they needed analysts out in the
field.

About 1100, 14 Feb 12, S A DEJOIOI® terviewed SSG [(DIOIOIVIE®) HC, 4" Sustainment BDE,
Fort Hood, TX 76544. SSG elated hed uled to conduct a Permanent Change of Station
(PCS) move to Korea around 12 Mar 12. SSG elated he served in the Marine Corp and the Army
reserves prior to coming onto active duty in the Army in 2008. SSG RIRIBOIS  1ated he served as a
mechanic in the Army Reserve prior to coming on active duty in 2008. SSG [REMEE stated he began 35F
AIT around Apr 08, and ended around Mar 09. Ssm‘wd he was recycled into another class
about half way through AIT around Jun or Jul 08. SSG Mrelated he doesn’t really remember PFC
MANNING., SS(Wndicated he’s familiar with the Wikileaks case and has seen PFC
MANNING’s face in the paper and on television, but just doesn’t really remember PFC MANNING from
AIT. SSGWted the prior service Soldiers were separated from the IET Soldiers and the only
time they really saw each other was in the classroom. SSGQIBIBI@I®} ated the prior service Soldiers lived

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
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in different barracks/housing and didn’t really associate with the IET Soldiers outside of the classroom.
SSGRERIRIME | ated he doesn’t recall anything specific about PFC MANNING’s study habits or if PFC
MANNING was a good or bad student. SSG Welatcd he could not recall an incident where a
student was reprimanded or punished for posting class information on the internet. SSG RIRINIE rther
related he does not recall any remedial training provided by a student pertaining to OPSEC. SSG BOBMO
related there was a formal block of instrycti ted to OPSEC and INFOSEC, which was one of the first
blocks of instruction in the course. SS(W"!mher related the block of instruction covering OPSEC
and INFOSEC was a testable portion of the course materials. SSG [RARRRMAR c]ated the instructors would
regularly mention the importance of security protocols and would often tell stories related to spillage
incidents and other security violations, although the aforementioned security classes were the only formal
blocks of instruction in the course.

AGENT’S COMMENT: Its possible SSG(W% recycled into another class prior to PFC
MANNING providing the remedial OPSEC briefing, which could be why he does not recall the
presentation.

About 1500, 16 Feb }[Weceived a copy of the Student Evaluation Plan (SEP) for the 35F10
AIT course from SG e SEP depicts the various blocks of instruction included in the 35F10
course. A review of the SEP revealed on page 2 the very first module of instruction in the 35F AIT was
INFOSEC. The performance objectives for this block were as follows:

A. Annotate Classification Markings to Documents/Media
B. Apply Procedures for Protecting Classified Information

The INFOSEC block of instruction was a testable portion of the course material and a passing score of 80%
or higher was required on the exam. (See SEP)

About 1000, 17 Feb 12, SARANSARRRL e viewed 1 LT [DIGIOIGKSIMM HHC, 558" Transportation BN,

Tampa, FL. 1LT [QIQIQIR related he is a reservist and is not currently on active duty orders. 11T
further related he works for BAE Corporation as a DoD contractor, and WS. Central
Command (CENTCOM) as an Information Technology (IT) project manager. 1L related he
joined the Army in 2008 as an Intelligence Analyst/35F and attended AIT. around Apr 08. 1LT
related he remembers PEC MANNING from AIT and recalls PFC MANNING was not well liked by the
other Soldiers. 1LT Mted PFC MANNING seemed extremely arrogant throughout AIT and
characterized PFC MANNING’s behavior as that of a “temperamental child.” 1LT QIQIQIGI®1ated PEF
MANNING would regularly have emotional outbursts and throw little fits during class. 1LT OGN
related PFC MANNING would frequently indicate he was going to “beat someone’s ass”. 1L
indicated it was amusino when PFC MANNING would suggest he was going to get violent because of his

small stature. 1LT| elated he recalls PFC MANNING was a pretty go g s d does not
recall PFC MANNING having any problems with the 35F course materials, 1L T S M further related
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
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PFC MANNING was extremely proficient with computers. lLrelated he is an IT professional
as a civilian and recalls having a few conversations with PFC MANNINW C MANNING
talked about his proficiency with computers and computer networks. 1L elated he couldn’t
recall exactly what PFC MANN id but remembered thinking it was evident PFEC MANNING knew
what he was talking about. 1LT elated PFC MANNING was required to provide remedial
training related to OPSEC due to the YouTube videos he posted on the internet. 1LT SIQIBISIS related he
doesn’t remember seeing the videos but thinks they were of the barracks in MI Village. 1L TQIOIOIOKS)
related “the writing was on the wall” regarding what PFC MANNING was capable of. 11T AU
related the incident regarding the videos PFC MANNING posted to YouTube should have been a huge
wamini Siﬁni but all he got was a slap on the wrist and was allowed to graduate with the rest of the class.

ILT related it seemed like they were just pushing people through schoolhouse. 1LT W
related the incident with the YouTube videos occurred sometime during the first half of class in the first 4
to 8 weeks of training. 1LT elated he was present for the class PFC MANNING was required
to provide but doesn’t remember much about the class itself. 1L T [QIOIOII®)clated there was a formal
block of instruction on INFOSEC that was part of the 35F AIT curriculum. 1LT Wuld not recall
if the INFOSEC portion was testable material and indicated other than that there weren’t any other formal
blocks of security training. 1L related the course instructor Mr. (KA As very big on
OPSEC and frequently mentioned the importance of OPSEC during class. 1L TQIOIOI@N®)indicated Mr.
RREIS egularly mentioned the importance of social media outlets such as Facebook and indicated it was
very important to be aware of the type of information being posted to social media outlets because the
enemy uses social media to gather information. 1LT W related he does not recall PFC MANNING
missing any blocks of instruction aside from being absent for iod right around the time the
school discovered he’d been posting videos to YouTube. lLTaWrelated PFC MANNING missed
some time after the video incident and he assumed PFC MANNING was being “called on the ¢ i
reprimanded. 1LT Wcla‘wd he believes the Army allowed this incident to happen. 1LT
stated after PFC MANNING was arrested he felt very strongly all the warning signs were there, but the
Army needed analysts so badly they just allowed PFC MANNING to be pushed through despite the red
flags.

nterviewed SPC {(QIOIOIGION HHD, 475" CHEM BN, Fort
Lewis, WA, 98433. SPC |slelated he graduated from basic training around Mar 08, and reported to
AIT around Apr 08. SPC elated he arrived at Fort Huachuca around three weeks before his class
started and was a holdover waiting for the next iteration of the 35F class to start. SPC ERREEndicated he
did remember PFC MANNING from class er related PFC MANNING was one of the most
memorable characters from the class. SPCWscribed PFC MANNING as being very socially
awkward and indicated it seemed like PFC MANNING might suffer from Asperger Syndrome. SPC
related PFC MANNING had an extremely short temper and was frequently ridiculed by the other students.
SPC QR scribed PFC MANNING as the student in class who Just didn’t know when to stop talking.
ndicated PFC MANNING would volunteer to speak in class and would TISt drone on and on

About 1330, 21 Feb 12, SA SRS

(b)(6)(b)(7)(C),

off topic into a series of tangents that had little to do with the course materials. SPC her related

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA, Computer Crime Investigative Unit
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PFC MANNING was extremely arrogant and acted like he knew everything. SPC) i ldicated several
of the other students found PFC MANNING’s behavior and attitude annoying. SPCii& “"“'("’\ PFC

MANNING also had really strange civilian clothes and would frequently wear pink. SP
PFC MANNING had an extremely short temp ould often become enraged about homosexual jokes
or comments made by the other stu ndicated PFC MANNING’s bad temper was kind of
funny because he w (Wﬂ SP(Wuggested PFC MANNING seemed to have a bit of a “short
mans complex.” SP elated PFC MANNING was a very strong student academically and didn’t
seem to have any problems with the course materials. SPC lated he did recall an OPSEC briefing
PFC MANNING was required to provide during AIT. SPC [gigiilelated PFC MANNING was required to
provide the briefing as a punishment for posting a video to YouTube that contamed sensitive information
about their AIT class including building numbers, class schedule, etc. SPC (RN ated he is pretty sure
he saw the video at the time, but doesn’t really remember much about it now. SPC |
believes the incident where P ING posted the video to the internet occurred sometime during the
first half of the course. SPC lated he doesn’t remember the presentation PFC MANNING gave in
the classroom with PowerPotnt slides regarding OPSEC, but does remember PFC MANNING was required
to stand on a platform in the company area jn front of the entire company and give a five minute speech
about the importance of OPSEC. SPC mated the presentation in the company area seemed to be as
much about humiliation as it was about providing remedial training. SPCWlated there was a formal
block of instruction pertaining to security practices built into the 35F AIT. SPCRREME dicated they spent
the first week of class going over INFOSEC, which primarily dealt with the different ggication levels
and the possible damage that could be done if the information was ever leaked. SPC elated the
INFOSEC block of instruction was testable material and that everyone in class passed e exam. SPC
R < 1ated he does not recall PFC MANNING missing any class. SPC Wated he couldn’t
remember if a student was present on a given day but indicated in order to move on to the net block of
instruction students had to be present for training and had to pass all their exams. SPC# { related PFC
MANNING passed his INFOSEC exam and moved on to the following block of instruction. SPC [RIQISIGIS
indicated the importance of classified material was often re-iterated throughout the course by the
instructors. SPC er related it’s ironic n one day in class they had some down time and
they watched the movie Breach during class. SPCWelated it’s ironic he was in class, watching the
movie Breach about Robert HANSSEN with PFC Bradley MANNING.

About 1030, 27 Feb 12, S AR Kinterviewed CW4 [DICIOIGION 32™ Airborne Division, J2, Fort
Bragg, N Cw4 lirelated he was stationed at Fort Huachuca, AZ, from Aug 05, thro

09. CW4 lated while he was stationed at Fort Huachuca he held two positions. CW4 §
related he was an instructor at the Military Intelligence Captain’s Career Course and then took over as the
OIC of the 35F AIT course. CW4Wplajned as the OIC of the 35F AIT he was responsible for a

comrmttee of i mstructors for implementing U.S Army Training and Doctrine Co priost

asa commlt‘[ee OIC to being a department head in a school or university. CW4 M ndicated he does
not remember PFC MANNING at all. CW4 [RERAMA1a(cd he’s thought about it extensively since the news
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Washington Metro RA, Computer Crime Investigative Unit
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broke about PFC MANNING een pictures of PFC MANNING in the news, but doesn’t remember
him from the 35F AIT. CW4 her related he doesn’t recall any significant security incidents

involving PFC MANNING while he was at AIT. SARIOIOI®I®escribed the incident wherein PFC

MANNING posted videos to YouTube, which may have d sensitive information related to
(b)(6)(b)(7)(C)

classroom building numbers and course materials. CW4| dicated an incident like that “wouldn’t
even have been a blip on the radar.” CW4 R Jicated he was primarily responsible for classroom
performance, and the majority of his interaction with students had to do with students who were struggling
with the course materials and might need to be recycled (held back to repeat ‘%’,)({))7(,j_ with another class)
or reclassified into a different Military Occupational Specialty (MOS). CW4illllillllicated he did not

)

recall any security incidents that were briefed up to the BN CDR. CW4 QB8 2ted there were so many
p

other things going on incident like the one SA Wscﬂbed would not have been regarded
as a “big deal.” Cw4w.ﬁcd none of what was being taught was classified. CW4 Wlained
there were constant issues with the trainees and instructors, including trainees committing crimes, trainees
videotaping themselves engaging in homosexual acts (this was prior to Don’t Ask Don’t Tell Repeal when
homosexuality was a crime), teachers attacking students in class that a Soldj ips a video on the
internet about where he went to class wouldn’t have been a big issue. CWWted his only real
contact with the students during AIT is an in brief they receive upon arrival and then he meets individually
with students who are having problems with the course materials. CW4 Rk ated he does not recall
PFC MANNING having any problems with the course materials. CW4jiiiiconfirmed the students
receive a formal block of instruction in the 35F AIT pertaining to OPSEC and INFOSEC. CW4 [RARARME
explained TRADOC mandates OPSEC and INFOSEC be included in the 35F courseware. CW4 M
further related the security block of instruction was testable material. CWARRIRIIBonfirmed that keeping

)
attrition low was a tense subject and something that was always being pushed by leadership.
T T L AST ENTRY /T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
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BASIS FOR INVESTIGATION: On 26 Jul 11, this office received a Request for Assistance from the
Computer Crimes Investigative Unit, Washington Metro Resident Agency, 27130 Telegraph Road, Quantico,
VA 22134, which requested canvass interviews of all Midwest Joint Regional Correctional Facility inmates
which may have contact with PFC Bradley E. MANNING mnﬂeﬂy of Headquarters and
Headquarters Company, 2d Brigade Combat Team, 10" Mountain Division, Forward Operating Base Hammer,
[raq, currently detained at the Midwest Joint Regional Correctional Fac111ty as a pretrial inmate.

About 1250, 26 Jul 11, SAWSA (b)(6)(b)(7)(C) d SA [DICIBIGISH, both of this office,

tonducted canvass mterv1ews of the following individuals:

Post Trial:

[nmate (IOIE) (7 (©®) Midwest Joint Regional Correctional Facility, FLKS

" Pre-Trial:

(nmate [IOIOIGI®) Midwest Joint Regional Correctional Facility, FLKS |

[nmate [(IOIDIGI® idwest Joint Regional Correctional Facility, FLKS
[nmate{(QIOIGIGI®) Midwest Joint Regional Correctional Facility, FLKS
[nmate{QIOIOIGIS®) | Midwest Joint Regional Correctional Facility, FLKS

See Canvass Worksheets)

About 1045, 1 Aug 11, SA[BIGIBIGI® terviewed CPT {DICIOIGI® 500" Military

" Police Detachment, Special Troops Battalion (STB), FLKS. (See Worksheet for details)

About 1325, 1 Sep 11, SA QIC) B)(7)O) nducte_d canvass interviews of the following individuals:

Pre-Trial:

- Inmate QICIOIGK®)

[nmate({QIOIOIGKS)
[nmate [((QIOIGIGI(®) Midwest Joint Regional Correctional Facility, FLKS

TYPED AGENT'S NAME AND SEQUENCE-NUMBER ORGANIZATION

_ Fort Leavenworth C1D ‘Olfice
801 McClellan Avenue
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(b)(6)(b)(7)(C)!

D) ©®0)(©) Midwest Joint Regional Correctional Facility, FLKS.

[See Canvass Interview Worksheets)
(b)(6)®)(7)(C),

About 1340, 30 Sep 11, SA onducted canvass interviews of the following individuals:

Pre-trial:

omate

nmate [(DIOIOIGIEGNN

omate

[nmate (OIGIOIGICTIIE: ;i st Joint Regional Correctional Facility, FLKS.
nmate ((IOICII O /i <st Joint Regional Correctional Facility, FLKS.
[nmatidwest Joint Regional Correctional Facility, FLKS.

[nmate idwest Joint Regional Correctional Facility, FLKS.
[nmate Midwest Joint Regional Correctional Facility, FLKS.

See Canvass Interview Worksheets)
About 1330, 28 Oct 11, SA onducted canvass interviews of the following individuals:

Pre-trial:

TN () ) (b) (7)(C)

nmate DICIOILS
[nmate (DICIOIGIS)
(nmate (QIQIOIGIS)

TYPED AGENT'S NAME AND SEQUENCE NUMBER QORGANIZATION

Fort Leavenworth CID Oilice
801 McClellan Avenue

F.4(b)(6)(b)(7)(C), (b) (7)(E) Fort Leavenworth, KS 66027
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28 Feb 12 283
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fnmate [QIOICICIS)

[nmate {QIOIOIGKS)

[nmate [(QIQIOIG®) Midwest Joint Regional Correctional Facility, FLKS.

[nmate [((QIOIGIGI®) Midwest Joint Regional Correctional Facility, FLKS.
[nmate (QIOIOIGKS®) idwest Joint Regional Correctional Facility, FLKS.

See Canvass Interview Worksheets)

About 1335, 30 Nov 11, SA RIRIBIGIEI, 3 A (BIOIOINIG) his office, conducted canvass interviews

bf the following individuals:

[nmate [((QIOIIGL®) Midwest Joint Regional Correctional Facility, FLKS.

[nmate [((QIOIGIGKS®) Midwest Joint Regional Correctional Facility, FLKS.
inmate [(GICIOIGI®)

[nmate

[nmate
[nmate (GIQIGIGN®)
&t (b) (6)(b)(7)(C)

See Canvass Interview Worksheets)

About 0724, 22 Feb 12, SA oordinated with SAC [QICIGIVI(®) CCIU, who requested a close out

survey be completed as Inmate MANNING had been released from the Midwest Joint Regional Correctional
Facility and was taken to the Military District Washington for trial.

(b)(6)(b)(7)(C)

About 1330, 28 Feb 12, SA

onducted canvass interviews of the following individuals:

Pre-trial:

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Fori Leavenworth CID Office
801 McClellan Avenue

SA (b> (6> <b> (7) (C), <b> (7> (E) | Fort Leavenworth, KS 66027

SIGNA DATE EXHIBIT
28 Feb 12 17N
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[nmate (b) (6) (b) (7) (C>

[nmate (IOIOIGN®)
[nmate{{IOIEOIGI®) idwest Joint Regional Correctional Facility, FLKS

pers(0) (6)(b) (7) (C) Midwest Joint Regional Correctional Facility, FLKS
[nmate [IOICIGI®; Midwest Joint Regional Correctional Facility, FLK S

et (b) (6) (b) (7)(C) Midwest Joint Regional Correctional Facility, FLKS
[nmate (QIOIGIGI(®) Midwest Joint Regional Correctional Facility, FLKS

[See Canvass Interview Worksheets)

/[LAST ENTRY///

TYPED AGENT'S NAME AND SEQUENCE NUMBER . ORGANIZATION
Fort Leavenworth CID Office
801 McClellan Avenue

| SA (b) (6) (b) (7) (C), (b) (7) (E) " | Fort Leavenworth, KS 66027
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28 Feb 12 B3
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a2 matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer alf questions to the best
of your ability.

Name [QIOIOIGI®)

Date of Birth: [QIOIQIWI®)

Social Security Number: <b) <6) <b) <7) <C>

Unit: JACF
1. How is Pre-trial Manning behaving? (b)(6)(b)(7)(C)
S D S iy 7T PPRIER

Wso, what type(s) of

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the cony i ?
s Lo o~ TN F D A

2. Have you noticed any unusual behavior by Pre-trial M
behavior? ,/ L8 o7 oy v A ST

4. With whom does Pre-trial Manning normally associ
Ve LD APT Al T 78 A SiEy

5. Does Pre-trial Manning have any friends? If so, who_are his fg
= gAY, freng PARILER W

6. How would you describe Pre-trial Manning?

L hp Wer e 72 pedSER (B)(©)(B)(7)(C)

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information?

e e s T a5y DOOS

FOR QFFICIAL USE ONLY
Law Enforcement Sensitive

EXHIBIT_ 384
001966



O/ 25-11-Ci> 055

002g q70-CiD221-101717

0028-10-CID221-10117
FOR OFFICIAL USE ONLY
Law Enforcement Sensitive

The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

Name: ((SIOIIGK®)
Date of Birth:

Social Security Number: [(BICIOIGI®)
Unit:

1. How is Pre-trial Manning behaving? £, 4, appersm i Ja.r/, QMM,/,,7 7/’&31/,

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
ior?

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)? {l/d v

4. With whom does Pre-trial Manning normally associate? dywmf cewly oo, T ohfy soz A

437’- Vira/ss &r Jr’\/q.r‘fﬂ'f/_ ;M/JS ﬂ"‘/y f"’/ﬂ/ﬂ/‘%/ //ﬁ%ﬁf/s',y

5. Does Pre-trial Manning have any friends? If so, who are his friends? r g A Lorro oo

m(o[oncl )'\a:ru-) D g obf’ﬂ/ wrr;(ar[m'l 74” m,/j; g — %//‘///‘M'}‘
asiifen Y

6. How would you describe Pre-trial Manning? 7, 540 7epove 72 g

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? a»
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

Name: (b)(6)(b)(M)(C)

Date of Birth: [BICIOIGIO)
Social Security Number (b) (6> (b) (7) (C)

Unit: A- 2-Ms

1. How is Pre-trial Manning behaving?

He 15 liad  o% q’u‘a""‘t bot no{'\n?ng m_c._\\\-{ unu":suﬁ—)

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
behavior? Mo

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

Mo

4. With whom does Pre-trial Manning nermally associate? ol
~ ~eS
e dbesnd  flle det botb ke pabedly 0530
Wiz -an. mo S‘f
5. Does Pre-trial Manning have any friends? If so, who are his friends?

Ao

8. How would you describe Pre-trial Manning?

KeePs -{’p .Jw.}néu'?e MD;'Hy

with

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information?

N
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

Name: [QIQIOIGKS)
Date of Birth:GIOICIGI®)
Social Security Numbe (b) (6) (b) (7) (C)

Unit: 4o 108

1. How is Pre-trial Manning behaving?
Swi'lize o/

2. Have you naoticed any unusual behavior by Pre-trial Manning? If so, what type( ) of
behavior? /s

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)? A0

j m does Pre-trial Manning normally associate?
(b)(O)b)(7)(C)
Wlu:;r, /zc,‘ gy /{._q—(;

5. Does Pre-trial Manning have any friends? If so, who are his friends?
b)(6)(b)(7)(C
Y BEBEE T sueis T obonf fuoer Vb considl, Loz & ioncts

8. How would you describe Pre-trial Manning?
@ yocrmal PEIB

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? _o.p
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

Social Secur;ty Number: (b) (6) (b) (7) (C)

Unit:

1. How is Pre-trial Manning behavinW /¢‘

2. Have you noticed any unusual behavior by:'Pre-triaI Manning? If so, what type(s) of

behavior? /0 /%

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

A

4. With whom does Pre-trial Manning normally associate?

4

5. Does Pre-trial Manning have apy friends? If so, who are his friends? {

A

6. How would you describe Pre-trial Manning?

A4

7. Have you ever heard Pre-trial Manning disguss or mention anythmg you might think is
classified or sensitive information?

74
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‘ The U.S. Army Criminal Investigation Command is conducting a criminal investigation
, involving a matter of national security. You have been identified as someone who may

nave information relevant to this investigation. Please answer all questions to the best

‘ of your ability.

Date of Birth:
Social Security Number:
Unit; '

1. How is Pre-trial Manning-behaving? - - - -~z

2. Havey ticed any unusual behavior by Pre-trial Manning? !f so, what type(s) of
behavior?

noticed any unusual conversations in which Pre-trial Manning has
? If so, what was the nature of the conversation(s)?

4. With whom does Pre-trial Manning normally associ

5. Does(Pre-trial Manning have any friends? Jf-so, who are his friends?

6. How would you describe Pre-trial Manf

7. Have you eyer heard Pre-trial Manning discuss or mention
classified or sen2itiye information?

g you might think is
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation, Please answer all questions to the best
of your ability.

Date of Birth:

Social Security Number:
Unit;

1. How is Pre-trial Manning behaving?

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
behavior?

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

4. With whom does Pre-trial Manning normally associate?
5. Does Pre-trial Manning have any friends? If so, who are his friends?

6. How would you describe Pre-trial Manning?

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information?
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The U.S, Army Criminal investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may

- have information relevant to this investigation. Please answer all questions to the best
of your ability.

= (b) (6)(b)(7)(C)
Date of Birth: [CUQICIGK®)
Social Security Number: <b> (6) (b) (7) (C)

Unit:

1. How is Pre-trial Manning behaving?
Flogl

2 Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of

behavior? i /

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)? Y

4. With whom does Pre-trial Manning normally associate? % /%g

5. Does Pre-trial Manning have any friends? If so, who are his friends? W?

6. How would you describe Pre-trial Manning?/f/-//,r/

7. Have you ever heard Pre-tria! Manning discuss or mention anything you might think is
classified or sensitive information? %
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer ail questions to the best
of your ability.

(b)) (B)(N)(C)

Social Security Number: (b) (6) (b) (7) (C)

Unit:

1, How is Pre-trial Manning behaving? }?,;76

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of

behavior? Mﬂﬁ? é

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s}? }7 o7 C

4, With whom does Pre-trial Manning normally associate? ﬁ’ﬂ”‘e

5. Does Pre-trial Manning have any friends? If so, who are his friends? %Qﬂé

6. How would you describe Pre-trial Manning? F{fab

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? Mﬁ

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

VI >) () (b)(7) (C)

Date of Birth: [RAUCIGIE)

Social Security Numbe GD) (6) (b) (7) (C)
Unit: ?

1. How is Pre-trial Manning behaving? &2 /,/t/e cac:)(/

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
behavior? Ae Aas 30#@;\ Wiote Aoscntioc /dﬁ'//r

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)? kaoc a#tcady Jord iy

4. With whom does Pre-trial Manning normally associate? m ¢
5. Does Pre-trial Manning have any friends? If so, who are his friends? Oh know i
6. How wouid you describe Pre-trial Manning? i,z kept and 5¢+ﬁ'ij MWiole Wésertve-

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? res

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation

involving a matter of national security. You have been identified as someone who may

have information relevant to this investigation. Please answer all questions to the best
of your ability.

Name: (QIOICIEI(®)
Date of Birth BOGME)

Social Security Number:
unit: /~7 774

1. How is Pre-trial Manning behaving? 1¢ rrer

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
behavior? hp :

3. Have you noticed any unusual conversations in which Pre-trial Manning has )73
participated? If so, what was the nature of the conversation(s)?

4. With whom does Pre-trial Manning normally associate? W p
5. Does Pre-trial Manning have any friends? If so, who are his friencls?'}@
6. How would you describe Pre-trial Manning? iq ;6 nnue &

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? "o

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

name: [QIOICHEOI(®
pate of Birth: (GMOICIGI®)

Social Security Numbe (b) (6) (b) (7) (C)

Unit:

1. How is Pre-trial Manning behaving? £~

2. Have you noticed any unusuai behavior by Pre-trial Manning? if so, what type(s) of

behavior? Mﬁﬁf

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)? 270 7 [r

4. With whom does Pre-trial Manning normally associate? IO
OICIOIGI®)
5. Does Pre-trial Manning have any friends? If so, who are his friends?

6. How would you describe Pre-trial Manning? Ay

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information?
nonc

FOR QOFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have jnformation relevant to this investigation, Please answer all questions to the best
of your ability.

. (b)(0)(b) (1) (©)
Date of Birth: ((SI(GIGNEHI(®)
Social Security Number: <b) (6) (b) (7) (C)

Unit;

1. How is Pre-trial Manning behaving? F oo

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of

behavior? ﬂﬂh E

| 3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? if so, what was the nature of the conversation(s)? A prt

4. With whom does Pre-trial Manning normally asscciate? [IOISIGIO)
5. Does Pre-trial Manning have any friends? If so, who are his friends {DICIOIGI®)

6. How wouid you describe Pre-trial Manning? .-
Fr 27z

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? -
ner7y

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best -
of your ability.

S () (6) (b) (1) (C)
Date of Birth: [QICICIG®)
LmiEEE (b) (6)(b)(7)(C)

Social Security
Unit: '

1. How is Pre-trial Manning behaving? F/r/ﬁ:

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of

behavior?
AN

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)? 2

4, With whom does Pre-trial Manning normally associate? )/ /{2
5. Does Pre-triai Manning have any friends? If so, who are his friends? 24

6. How would you describe Pre-trial Manning? _2- &4

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? m

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Ammy Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

Name {QIOICHOI®)

Date of Birth:

Social Security Number: <b> (6> (b) (7> (C>

Unit:

1. How is Pre-trial Manning behaving?

2. Have you noti | i -trial Manning? If g0, what type(s) of
behavior?

3. Have younoticed any unusual conversations in which Prg-trial Manning has

classified or sensitive Wformation?

FOR OFFICIAL USE ONLY
Lay Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as sormeone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

) () (b)(7)(O)

Date of Birth: |\ICIGIG®)
Social Security Number: (b) (6) <b> (7) (C)

Unit:

1. How is Pre-trial Manning behgving?

2. Have you noticed any unusual behavior by Prg
behavior?

-trial Manning? if so, what type(s) of

3. Have you ngjced a
participated? |

unusual conversations in which Pre-trial Manning has
o, what\was the nature of the conversation(s)?

4. With whom dp re-trial ssociate?

5. Does Pre-trial ing have any friends? If so, who are his friends?

6. How would you deggribe Pre-trial Manning?

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
ctassified or sensitive information?

FOR QOFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducling a criminal investigation
involving a matter of national security. You have been identified as someane who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

)6 )() O

Date of Birth:
Social Security Number:
Unit: '

1. How is Pre-trial Manning behaving?

2. Have you noticed any unusual behavior by Pre-tial Manning? If so, what type(s) of
behavior?

3. Have you noticed any unusual cenversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

4. With whom does Pre-trial Manning normally associate?
5. Does Pre-trial Manning have any friends? If so, who are his friends?

6. How would you describe Pre-trial Manning?

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? '

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive
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The-U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as somecne who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

g (D) (6)(b) (7) (C)
Date of Birth{SIOGIGIWI(®)

Social Security Number:
Unit:

1. How is Pre-trial Manning behaving?

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
behavior?

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

4. With whom does Pre-trial Manning normally associate?
5. Does Pre-trial Manning have any friends? If so, who are his friends?
6. How would you describe Pre-trial Manning?

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information?

FOR OFFICIAL USE ONLY
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
nave information relevant to this investigation. Please answer all questions to the best
of your ability.

(b)(6)(b)(1)(C)

Date of Birt (b) (6) (M (7)(C)
Social Security Numb <b> (6) (b) (7) (C)

Unit; },/8 e

1. How is Pre-trial Manning behaving?

(s

=

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of

ior?
behawor./)o

3. Have you naticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

O

4. With whom does Pre-trial Manning normally assdciate?

5. Does Pre-trial Manning have any friends? If so, who are his friends?
$ @QE\/\\-\ \Qnec,\j

6. How would you describe Pre-trial Manning?

Sni_'«'b Qotek

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information?

7D

FOR QOFRFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability. ‘

Y (1) (6) (b) (7) (C)
Date of <b><6><b>(7><C>
Social Security Number: (b) (6> (b) (7) (C)

Unit: \\§™

1. How is Pre-trial Manning behaving?

NO

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
behavior?

W0

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

Ao
4, With whom does Pre-trial Manning normally associate?

Nd .

5. Does Pre-trial Manning have any friends? If so, who are his friends?
W

8. How wouid you describe Pre-trial Manning?

N6

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information?

Ao

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as sormeone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

Name{QIOICIGI®)
Date of BirthQIQIOIGI®)
Social Security Number: B)O) b))

Unit;

1. How is Pre-trial Manning behaving?

NO

2. Have you noticed any unusual behavior by Pre-trial Manning? [f so, what type(s) of
behavior?

Wb

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

NO
4. With whom does Pre-trial Manning normally asscciate?
/\/ 0
5. Does Pre-trial Manning have any friends? If so, who are his friends?

WO

6. How would you describe Pre-trial Manning?
N0

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information?

(NU

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive

EXHIBIT__ 384
001



002g 10-CiD221- 10117

0028-10-CID221-10117
FOR OFFICIAL USE.ONLY 30 Sép [[
Law Enforcement Sensitive

The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation, Please answer all questions to the best
of your ability.

Name: <b> <6> (b> (7> (C)

o (1) (6) (b) (7) (C)
Social Security Numbe <b> (6) (b) (7) (C)

Unit: 2@2/32 ﬂ;ﬂ'

1. How is Pre-trial Manning behaving? /

NETma

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of

behavior?
° N0

3. Have you noticed any unusual cenversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

no

4. With whom does Pre-trial Manning normally asscciate?

Fragna

5. Does Pre-trial Manning have any friends? If so, who are his friends?

MO

6. How would you describe Pre-trial Manning?

forMa

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? b .

FOR OFFICIAL USE ONLY
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability. |

Unit: 142/32 '

1. How is Pre-trial Manning behaving?

2. Have you noticed any §nusual behavior by/Pre-trial Manni

If so, what type(s) of
behavior? -

3, Have you noticed afy unusual conversafions in which Pre-trial
participated? If so, what was the nature of the con ersation(s)?

anning has

4, With whom does Hre-trial Makning notmally gssociate?
5. Does Pre-trial M nnihg have any\fyiends? If st are his friends?
6. How would you describe Pre-triak Manning?

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information?

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

Name: [QIQICICI)
Date of Birth: (IOICIEI®
Social Security Numbe(IOIIGI(®)

Unit:/;la' n Tro T fol'o/ ns

1. How is Pre-trial Manning behaving?
Cotetly Dot 4elk 4o M

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
behavior? /4

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)? /¢

4. With whom does Pre-trial Manning normally associate?
Mo me

5. /Dl?es Pre-trial Manning have any friends? If so, who are his friends?
14

6. How would you describe Pre-trial Manning?
Sherd

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? Aod o o/

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all guestions to the best

of your ability.

BElE (D) (6) (D) (1) (C)
Date of BirtiGQIQICIGKS)
Social Security Number: (b) (6) GD) (7) (C)

Unit: X% ,n HHiC

1. How is Pre-trial Manning behaving?

VO

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of

ior?
behavior” /'/ 0

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, ylat was the nature of the conversation(s)?

4, With whom does Pre-trial Manning normally associate?

5. Does Pre-trial Manning have any friends? If so, who are his friends?
A%

6. How would you describe Pre-trial Manning?

t/hie.

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is

classified or sensitive information?ﬂ/()

FOR OFFICIAL USE ONLY
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The U.S. Army Criminal Investigation Command is conducting a.criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

Name: (QIQIQIQK®)
Date of Birth\RAILIGI®)

Social Security Number: <b> (6) <b> (7) (C>

Unit:

1. How is Pre-trial Manning behaving? /g

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of

hehavior?
Vo

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

/0

4, With whom does Pre-trial Manning normally associate?

Vo

5. Does Pre-trial Manning have any friends? If so, who are his friends?

A G

6. How would you describe Pre-trial Manning?

VO

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? /l/ C)

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability. :

name: [ICIGIQKS)

Date of Birth: [IOIOIIO]
Social Security Number (b) (6 (b> <7> (C)

Unit: ke

1. How is Pre-trial Manning behaving?

Fine | 3\) e>¢

2. Have you noticed any unusual bekavior by Pre-trial Manning? If so, what type(s) of
behavior? N o

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

Ne

4. With whom does Pre-trial Manning normally associate?

5. Does Pre-trial Manning have any friends? If so, who are his friends?

l ‘:Lﬂ-r\‘ll— kr\oo_,

6. How would you d7ribe Pre-trial Manning?

N/A

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information?

Ne

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducting a-criminal investigation
involving a matter of national security. You have been identified as someone who may

have information relevant to this investigation. Please answer all questions to the best
of your ability.

o (b) (6) (b)(7)(C)

Date of Birth:
Number: ((IOQIGIGI®

Social Security
1, How is Pre-trial Manning behaving?

&P | La ko

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of

behavior?
A o

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

A5
4, With whom does Pre-trial Manning normally associate?
5. Does Pre-trial Manning have any friends? !f so, who are his friends?

8. How would you describe Pre-trial Manning?

Qof@T' '

7. Have you ever heard Pre-trial Manning discuss ar mention anything you might think is |
classified or sensitive information?

/4

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation, Please answer all questions to the best
of your ability.

name: [QIOICIGI®)

Date of Birth: [(QIOIOIGI®)]
Social Security Number: [(SIOIGIG®)

Unit:

1. How is Pre-trial Manning behaving? =, n<

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
behavior? NO .

3. Have you noticed any unusual cenversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)? O

4, With whom does Pre-trial Manning normally associate? Jon .‘,* kﬂ O
5. Does Pre-trial Manning have any friends? If so, who are his friends? NO
6. How would you describe Pre-trial Manning? £wa {/

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? N

FOR OFFICIAL USE ONLY
Law Enforcement Sensitive
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

Name: (b)(6)(b)(7)(C)
Date of Birth ARASAGAGLS)

Social Security Numbe: (b> <6> (b) (7) (C)

Unit:

1. How is Pre-trial Manning behaving? pﬂz

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
behavior? /UJQ—

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

4. With whomn does Pre-trial Manning normally associate? AJAL
5. Does Pre-trial Manning have any friends? If so, who are his friends? Jiy:s
6. How would you describe Pre-trial Manning? )Wl

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? n

FOR OFFICIAL USE ONLY
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving @ matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

Name:
Date of Birth:
Sociat Security Number

Unit;

(b)O)B)7)©)

1. How is Pre-trial Manning behaving? M/‘}f

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of

behavior? ]/l//ﬂ-

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

» / S
N /H-

5. Does Pre-trial Manning have any friends? if so, who are his friends? /T///#_

4. With whom dees Pre-trial Manning normally associate?

6. How would you describe Pre-trial Manning? /U//?_

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is

classified or sensitive information? /l//

FOR OFFICIAL USE ONLY
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The U.S. Army Criminal Investigation Command is conducting a.criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all guestions to the best
of your ability.

Name: [(SIOQINGIO®)
Date of Birth SASASAS)

(5)(6)(B) () ()

Social Security Number

i ) Ty

e om v T W o
w2, v S AN g

GEFEHB

1. How is Pre-trial Manning behaving? 30\\’

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of

behavior? H& QDO‘\D\SY?,‘:; DJ/ O™Np. ?QCQOA(;@( o\‘\f'\\{\&

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

Qxh Yoys ~AL SeysNT

4. With whom does Pre-trial Manning normally associate?

(b)(6)(b)(7)(C)
5. Does Pre-trial Niiiiiii Eive aii friends? If so, who are his friends?

. 4r ing? :
6. How would you describe Pre-trial Manning” %U\w\s

S paocred E\Npn Vow ey De CauW@C@?MS‘

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is

classified or sensitive information?
P e M\re}ﬁg and Wheny
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FOR OFFICIAL USE ONLY
Law Enforcement Sensitive

The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

Name: (SICIGIGION
Date of Birth: ¢ pRNRARNESE!

Social Security Number: <b) <6> (b) (7) <C>
Unit: ‘D Co ") Q?F:B‘_{/.&_ED ‘C"f‘ "' D\l\ \d_\]/ LS 6 G q L{J\

1. How is Pre-trial Manning behaving? Qme-\—r per Sofnal . +r‘\/9 to blend in ,
{‘(’.6?5 O\“ :V\-CV \w\ l”\‘\s h&qc].

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
ior? .
behavior? paere |\ Le r OLC‘}\\/g,'

3. Have you naticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

MoNe,

4. With whom does Pre-trial Manning normally associate?

W/ a lH—H&’; o-£ everyone S mdll co,\wrgd*.or\

5. Does Pre-trial Manning have any friends? If so, who are his friends?
NO.
6. How would you describe Pre-trial Manning?
vau%- IQ/M‘Q:\-T {40,@?‘3 -‘-0 Wi Sel &
7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? . ‘
(\D Or\l\/ (A}lfvflj\*%oes on
+hro u.L&\r\ e.a ch clo%[,
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation

involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best

‘of your ability.

b)(6)(b)(7)(C
Name.w (b)(©)B)(N)(C)
Date of Birth: A
Social Security Number:

Unit:

. How is Pre-trial Manning behaving? b)(©)B)(7)(C)

2. Have yownoticed any unusual behavior by Pre-trial Manning? If so, what tyge(s) of
behavior?

3. Have you noticed any wnusual conversations in which Pre-trial Manning has
participated? If so, what was.the nature of the conversation(s)?

4. With whom does Pre-trial Manning hqrmally assgCiate?

5. Does Pre-trial Manning have any.ffiends? If sosvho are his friends?

8. How would you describe Pre-trial Manning?

7. Have yol ever heard Pre-trial Manning discuss or mention anythingyou might think is
classifiéd or sensitive information?

FOR OFFICIAL USE ONLY
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
invdlving a matter of national security. You have been identified as someone who may
| haveNnformation relevant to this investigation. Please answer all questions 10 the best

“trial Manning? If so, what type(s) of
behavior?

ions in which Pre-trial Manning has
gonversation(s)?

3. Have you noticed any unusual conver
participated? If so, what was the nature of t

4. With whom does Pre-trial Mafning normally ass

5. Does Pre-trial Manning have any friends? If so, who are

/

6. How would youéscribe Pre-trial Manning?

7. Have you ever heard Pre-trial Manning discuss or mention anything y

. might think is
classified/or sensitive information?
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best

of your ability.

name: IOICIGI®
Date of Birth <b> <6) (b> (7) (C)

Social Security Number:

unit: B Biry /e A

1. How is Pre-trial Manning behaving?

T Auuen - MC‘?L /ﬂm

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of

behavior?&mm % aéouc

3. Have you noticed any unusual conversations-in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?
Mo (S G bove

4. With whom does Pre-trial Manning normally asscciate?

5. Does Pre-trial Manning have any friends? If so, whe are his friends?
Stme s Gloe

8. How would you describe Pre-trial Manning?
_§Cf Ve s &t éau-(_.

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is

classified or sensitive information?
q fa P &J aéow

FOR OFFICIAL USE ONLY
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

™ (b) (6)(b)(7)(C)
Date of Birth: W

Social Security Number:

Unit: L)\,lj\ € P \5{' BDC \S‘(— \f\-( DE\/

1. How is Pre-trial Manning behaving?

Nocrme |

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of

behavior?
No

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

N

4. With whom does Pre-trial Manning normally associate?
ﬁ(j L\‘.W\se UC

5. Does Pre-trial Manning have any friends? If so, who are his friends?

No
6. How would you describe Pre-trial Manning?

G)uit)(

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? N

D
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as sorneone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

Name: (QIOICIEI®)
Date of Birth: (BIOISIGI(®)
Social Security Number: [(SIOIGIGI(®)
Unit: 7775 Frog Co. 7 Lvg 50

1. How is Pre-trial Manning behaving?

/Qf-é /4} /L/Ofﬂ-fd-/ Z_j‘a-(JJ

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
behavior? Ao

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

Ay

4. With whom does Pre-trial Manning normally associate?

e fora ! (b)(6)®)(7)(C) cVbers Ae was Aee

5. Does Pre-trial Manning have any friends? If so, who are his friends?

Dert P fetaedd

6. How would you describe Pre-trial Manning?

Quiet  anef e 'L/y ﬁ;‘w//,f{-

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? .

et el I recal(
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

Name: (QICICHEI®
Date of Birth: [(IOIIGI(®)

Social Security Number:

Unit: B \-S A
1. How is Pre-trial Manning behaving? b\g_' fgues_g (T dont mc\uj Py qf\*{n%m>

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
behavior? r>o

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)? 2 6

4. With whom does Pre-trial Manning normally associate? |4} ~ w2\ ¢
5. Does Pre-trial Manning have any friends? If so, who are his friends? T Aandt Kinoes

6. How would you describe Pre-irial Manning?  (WOhde ~ale. . wiih ajlogi?:ui WA
Wi o,ckr\\f Twarties

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? .}
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The U.S. Army Criminal Investigation Command is conducting a criminal investigation
involving a2 matter of national security. You have been identified as someone who may
have information relevant to this investigation. Please answer all questions to the best
of your ability.

NI () () (b) (7) (©)
Date of Birth:

Social Security Number:
Unit: 36' Engr CO

1. How is Pre-trial Manning behaving?

- ) se choraws .
L.{{Le,. Sormeonar_ Who 15 e Pri")ci\ Ca{.\r\!j ov s 3

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
behavior?

\\Jope.

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)?

\Uopo_

4. With whom does Pre-trial Manning normally associate?

Al Kilo Pre-trrals

5. Does Pre-trial Manning have any friends? If so, who are his friends?
_"l-\',\ey-L_ AV NG " (F;ghaﬁ\ T‘(\ '}»\‘\j Faotfl]t‘}‘y.

8. How would you describe Pre-trial Manning?

Srall

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information?

NQF&
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The U.S. Army Criminal Investigation Command is conducting a criminai investigation

involving a matter of national security. You have been identified as someone who may
have information relevant o this investigation. Please answer all questions 10 the best

of your ability.

Name: [IOIOIGICONN

Date of Birth:
Social Security Number: (b) (6) GD) (7) (C)
Unit: So0 v mpP DET |

l . L
1. How is Pre-trial Manning behaving? lafw  and ComphenT

2. Have you noticed any unusual behavior by Pre-trial Manning? If so, what type(s) of
behavior? 44we

3. Have you noticed any unusual conversations in which Pre-trial Manning has
participated? If so, what was the nature of the conversation(s)? 0

4. With whom does Pre-trial Manning normally associate?  ua &notna
5. Does Pre-trial Manning have any friends? If so, who are his friends? im £qown

6. How would you describe Pre-inial Manning? ¢, o, r
weSfo., Clng

7. Have you ever heard Pre-trial Manning discuss or mention anything you might think is
classified or sensitive information? A, '
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PAGE 1 OF 1 PAGES

DETAILS

About 0900, 28 Mar 12, Mrs. [QIOIGIGI(®) Evidence Custodian, this office, coordinated with CPT

(b)(6)(b)(7)(C) Assistant S-2, 2nd Brigade Combat Team (BCT), 10th Mountain Division (MNT
DIV), Building 10200 North Riva Ridge Loop, Fort Drum, NY 13602, for access to the Sensitive
Compartmented Information Facility (SCIF).

About 1115, 28 Mar 12, SMnd Mrs. [BIOIOIOI®)earched the contents of a Tuff Box, green in color,
plastic type construction, which was secured with a American Lock Series 5200 and keyed S/N 25431,
banded with a metallic band, seal identification number: N907386, with tamper resistant seals on the
locking clasps signed by SSG [QIOIBIGIOINFT) and dated 16 DEC 2011, all seals intact, for the 13 hard
disk drives (HDD) identified by the trial counsel. The search resulted with the seizure of the following 13
HDDs:

BRAND SIZE MODEL SERIAL NUMBER
Hitachi 100GB HTS5721010G9SA00 MPCZN7Y0J9IMIL
Hitachi 40GB DK23FB-40 BBEH4A1AH%03
Hitachi 40GB DK23FB-40 ITUS28
Hitachi unknown unknown KCG46XTP
Hitachi 40GB DK23FB-40 BBEH4A12T145
Toshiba 40GB MK4025GAS Z5FX14178
Hitachi 60GB DK23EA-60 , MCE55AN84638
Hitachi 60GB IC25NO60ATMR04-0 K3GVGAYK
Hitachi 60GB IC25N060ATMR04-0 KCJ3TKNH
Hitachi 60GB IC25N060ATMRO4-0 K3HLNLSH
Fuyjitsu unknown MHV2080AH NT9AT63281DY
Hitachi 40GB DK23EA-40 MCE65APG8189
Hitachi 60GB IC25NO60ATMR04-0 K3HA9WHH

About 1210, 28 Mar 12, SA il ollected as evidence 13 HDDs from SFC [DIOIOIOIO) Special
Security Representative, 2nd BCT, 10th MNT DIV, Fort Drum, NY 13602, which was documented on
Evidence/Property Custody Document {(EPCD), Document Number (DN) 036-12.

T LT T T L T T TLAST ENTRY I T T

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Washington Metro RA Computer Crime Investigative Unit
YN (D) (6)(B)(N)(O), (b) (N(E) U.S. Army CID, Fort Belvoir, VA 22060
2 g DATE EXHIBIT
28 Mar 12 335

: OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE
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ROI: 0028-10-CID221-10117
CID Regulation 195-1 PAGE 1 OF 5 PAGES

DETAILS

Imaging: B)O®)N)O) . .
About 0154, 29 Mar 12, SSA reated an EnCase digital forensic image of the Department of Army
Form 4137, Evidence/Property Custody Document (EPCD), as Document Number (DN) 036-12, Item #1.

Hard Disk Drive HITACHI
Serial Number . MPCZN7YO0JOIMIL
Image Type EnCase .
Acquisition Hashes MD5: 38CAE7BB0F9218119CEBF005SEA26BF19
SHAL: BIF7DFCDO0BODD281F5D3EC70247557671 AD5SD3C
Verification Hashes MD5: 38CAE7BB0OF9218119CEBFO05EAZ6BF19
SHA1; BIF7DFCD00BODD281F5D3EC70247557671ADSD3C

About 0243, 29 Mar 12, SSA PO R reated an EnCase digital forensic image of the Department of Army
Form 4137, EPCD, as DN 162-10, Item #2. It was noted the hard drive appeared to have been partially wiped.

Hard Disk Drive HITACHI
Serial Number BBEH4A1AH903
Image Type EnCase
Acquisition Hashes MDS5: DO033E4CC41625DD62FB264FC0010CA1
SHAT1: 710FBOA9C9757F496FFD17109E015C7EE679F666
Verification Hashes MD5: DO033E4CC41625DD62FB264FC0010CAL
SHAI: 710FBOA9C9757F496FFD17109E015C7EE679F666

About 0400, 29 Mar 12, SSAWreated an EnCase digital forensic image of the Department of Army
Form 4137, EPCD, as DN 036-12, Item #4. It was noted the hard drive appeared to have been wiped. The hex
character 69 was written on each sector.

Hard Disk Drive HITACHI }
Serial Number BE0828613591D |
Image Type EnCase ‘
Acquisition Hashes MDS5: ¢0022df1eflfa8bc8453f00ba02fe547

SHAT1: 846d21b9cce8e517954e4623bcacebbb95alcfO8
Verification Hashes MD5: c0022df1ef]1fa8bc8453100bal2fe547

SHA1: 846d21b9cce8e517954e4623bcacebbb95alcf98

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060
DATE EXHIBIT

18 Apr 12 2ARC,

FOR OFFICIAL USE ONLY @m"
1FEB 77 Law Enforcement Sensitive Approv
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| ROI: 0028-10-CID221-10117
CID Regulation 195-1 PAGE 2 OF 5 PAGES

DETAILS

[About 0453, 29 Mar 12, SSAMreated an EnCase digital forensic image of the Department of Army
Form 4137, EPCD, as DN 162-10, Item #6. It was noted the hard drive appeared to have been wiped. The hex
character 30 was written on each sector.

Hard Disk Drive TOSHIBA
Serial Number Z5FX14178S
Image Type EnCase
Acquisition Hashes MD35: 79D256CC61048D961974A82D96BCCI1F1
SHAT1: 8C5340B7690BDDF7B1990F699409C46D67944440
Verification Hashes MD5: 79D256CC61048D961974A82D96BCCI1F1
SHAI: 8C5340B7690BDDF7B 1990F699409C46D6794444(

About 0545, 29 Mar 12, SSAWreated an EnCase digital forensic image of the Departinent of Army
Form 4137, EPCD, as DN 036-12, Item #7. It was noted the hard drive appeared to have been wiped. The hex
character 30 was written on each sector.

Hard Disk Drive HITACHI
Serial Number MCE55AN84638
Image Type EnCase
Acquisition Hashes MDS5: 99E7446F77F2E535ECSF569CE741A868
SHA1: C378392E68406B9BSE6DA1EE45F8DA11CBBD4ESA
Verification Hashes MDS5: 99E7446F77F2ES35ECSF569CE741A868
SHA1: C378392E68406B9BSE6DA1EE45F8DA11CBBD4ESA

About 0641, 29 Mar 12, SSA QIOICIOID eated a digital forensic image of the Department of Army Form 4137,
EPCD, as DN 036-12, Item #8. It was noted the hard drive appeared to have been wiped. The hex character 30
was written on each sector.

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime Investigative Unit
SSARICIVIVICROIGIO) U.S. Army CID, Fort Belvoir, VA 22060
Si DATE EXHIBIT
18 Apr 12 386
CID FORM 94 FOR OFFICIAL USE ONLY
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AGENT’S INVESTIGATION REPORT

CID Regulation 195-1

ROI NUMBER
CAF:. 0028-10-CID361
ROI: 0028-10-CID221-10117

10-CiD221- 10117

PAGE 3 OF 5 PAGES

DETAILS
Hard Disk Drive HITACHI
Serial Number K3GVGAYK
Image Type EnCase
Acquisition Hashes MDS5: 99E7446F77F2ES35ECSFS569CE741 A868

SHA1: C378392E68406B9BSE6DA IEE45F8DA11CBBD4ESA

Verification Hashes

MD35: 99E7446F77F2ES35ECSF569CE741 A868
SHA1: C378392E68406B9B5SE6DAIEE45F§DA11CBBD4ESA

was written on each sector.

About 0737, 29 Mar 12, SSA OBNO reated a digital forensic image of the Department of Army Form 4137,
EPCD, as DN 036-12, Item #9. It was noted the hard drive appeared to have been wiped. The hex character 30

Hard Disk Drive HITACHI
Serial Number KCI3TKNH
Image Type EnCase

Acquisition Hashes

MD5: 99E7446F77F2ES35ECSF569CE741 A868
SHA1: C378392E68406B9BSE6DA1EE45F8DA11CBBD4ESA

Verification Hashes

MD5: 99E7446F77F2ES35ECSF569CE741 A868
SHA1: C378392E68406B9B5SE6DAIEE45F8DA11CBBD4ESA

EPCD, as DN 036-12, Item .

About 0856, 29 Mar 12, SSWreated a digital forensic image of the Department of Army Form 4137,

Hard Disk Drive FUIITSU
Serial Number NTO9AT63281DY
Image Type EnCase

Acquisition Hashes

MD?35: ED1DDC1910D59F377A50B3FA1CE73A51
SHA1:ACAE9E946223AFC4ES5354F678 AF60F90D6BS57100

Verification Hashes

MD5: ED1DDC1910D59F377A50B3FAICE73A51
SHA1:ACAE9E946223AFC4ES354F678 AF60F90D6B57100

TYPED AGENT'S NAME AND SEQUENCE NUMBER

S (D) (0)(B)(7)(C), (b) (7)(E)

ORGANIZATION
Computer Crime Investigative Unit
U.S. Army CID, Fort Belvoir, VA 22060

DATE EXHIBIT

18 Apr 12 3%

1FEB 77
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ROI: 0028-10-CID221-10117
CID Regulation 185-1 PAGE 4 OF 5 PAGES

DETAILS

5)(b C .. ..
Between 0154 and 1100, 29 Mar 12, (b)(() OO pttempted to create a digital forensic image of the
Department of Army Form 4137, EPCD, as DN 036-12, Items #3,5,10,12,13. However the hard drives in
question appeared to have been damaged and no image was taken.

About 1330, 30 Mar 12, Mr. (b) (6) (b) (7> <C> Forensic Examiner, this office, ran a HDD diagnostic using

an Atola DiskSense hardware media analyzer (write-block switch engaged) and Atola Insight v2.3 software on
the HDD documented on Department of Army Form 4137, EPCD, as DN 036-12, Item #3 reported as damaged.
The HDD was not accessible to the Atola device and did not appear to be powering up. Drive could not be
imaged.

About 1350, 30 Mar 12, Mr.ran a HDD diagnostic using an Atola DiskSense hardware media
analyzer (write-block switch engaged) and Atola Insight v2.3 software on the HDD documented on Department
of Army Form 4137, EPCD, as DN 036-12, Item #5 reported as damaged. The Atola confirmed read errors.
Using the Atola in multipass imaging mode (set for moderate damage), created a RAW (DD) format image with
unreadable sectors replaced with 0°s. Following creation of the image, the RAW image was reacquired to
convert to EnCase (E01) format using EnCase v6.19.

Hard Disk Drive HITACHI

Serial Number BBEH4A12T145

Image Type EnCase

Acquisition Hashes MD35: 22ba0f94004tbbe5d513e90175¢778¢ca
Verification Hashes MD5: 22ba0f94004fbbe5d513e90175¢778ea

About 1850, 30 Mar 12, Mr. [(QIOIOIGI®)., a HDD diagnostic using an Atola DiskSense hardware media
analyzer (write-block switch engaged) and Atola Insight v2.3 software on the HDD documented on Department
of Army Form 4137, EPCD, as DN 036-12, Item #10 reported as damaged. The Atola confirmed head damage.
Using the Atola in multipass imaging mode (set for heavy damage), created a RAW (DD) format image with
unreadable sectors replaced with 0’s. Following creation of the image, the RAW image reacquired to convert to
EnCase (E01) format using EnCase v6.19. It was noted that all sectors drive contained hex character 00, no
usable data is contained on this drive.

Hard Disk Drive HITACHI

Serial Number K3HLNLSH

Image Type EnCase

Acquisition Hashes MD5: 99e7446177f2e535ec5f569ce741a868

Verification Hashes MD35: 99e7446f77f2e535e¢c5f569ce741a868
TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION

Computer Crime Investigative Unit

ST (D) (6)(b)(7)(O), (b) (7)(E) U.S. Army CID, Fort Belvoir, VA 22060

SIGNg DATE EXHIBIT

18 Apr 12 3RE

B)(6)(B)(7)(C)

CID FORM 94 FOR OFFICIAL USE ONLY
1FEB 77 Law Enforcement Sensitive Approve@(020171
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DETAILS

About 1130, 2 Apr 12, Mr. RIRIIR) 20 2 HDD diagnostic using an Atola DiskSense hardware media
analyzer (write-block switch engaged) and Atola Insight v2.3 software on the HDD documented on Department
of Army Form 4137, EPCD, as DN 036-12, Item #12 reported as damaged. The Atola confirmed read errors.
Using the Atola in multipass imaging mode (set for moderate damage), created a RAW (DD) format image with
unreadable sectors replaced with 0°s. Following creation of the image, the RAW image was reacquired to
convert to EnCase (E01) format using EnCase v6.19.

Hard Disk Drive HITACHI

Serial Number MCE65APGE189

Image Type EnCase

Acquisition Hashes MD5: 48ead945f377{45e2{f4078cbde370c9
Verification Hashes MD5: 48ead945f377f45e2ff4078cbde370c9

IAbout 1340, 30 Mar 12, Mr, QICIOIONS) -, 2 HDD diagnostic using an Atola DiskSense hardware media
analyzer (write-block switch engaged) and Atola Insight v2.3 software on the HDD documented on Department
of Army Form 4137, EPCD, as DN 036-12, Item #13 reported as damaged. The Atola confirmed head damage.
Using the Atola in multipass imaging mode (set for heavy damage), created a RAW (DD) format image with
unreadable sectors replaced with 0’s. Following creation of the image, the RAW image was converted to
EnCase (E0Q1) format using EnCase v6.19. It was noted that all sectors drive contained hex character 00, no
usable data is contained on this drive.

Hard Disk Drive HITACHI

Serial Number K3HA9WHH

Image Type EnCase

Acquisition Hashes MD5: ff54cbf63353d21727dc33{f11991132
Verification Hashes MD5: ff54cbf63353d21727de33£f11991132

T T T T TTITLAST ENTRY T i g

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
Computer Crime Investigative Unit

U.S. Army CID, Fort Belvoir, VA 22060
DATE EXHIBIT

18 Apr 12 3IRE
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CAF: 0028-10-CID361
ROI: 0028-10-CiD221-10117

PAGE 1 OF 2 PAGES

AGENT’S INVESTIGATION REPORT

CID Regulation 195-1

DETAILS

Basis for Investigation:

On 27 Jul 12, Mr. [(QIOCI®IGI(®) orensic examiner, this office received a forensic request from MAJ
Trial Counsel, National Capital RegionfMilitarE District of Washington NCR/MDW),

NORTHCOM, Fort McNair, DC by way of SSA Special Agent in Charge, Washington Metro
Residence Agency, Computer Crime Investigative Unit, US Army CID, Quantico, VA. It was requested that
this examiner compare files identified on Evidence Custody Property Document (EPCD), Document Number
(DN) 164-10 for matching or similar content contained on a DVD disk obtained from the FBI.

Pertinent Information:

On 31 Jul 12, Mr. received a DVD disk obtained from the FBI via SAW
Washington Metro Resident Agency, Computer Crime Investigative Unit, US Army CID, Quantico, VA. The
FBI disk was identified by the FBI Case Number WF-242460 and Lab No. 120725254 BY. Contained on this
disk was a 7-Zip format archive file named “afghan-war-diary.html[1814].72” found to contain a collection of
HTMI. documents.

EPCD 164-10 was reported to have been obtained from the IRTF. Contained in DVDs was a 7-Zip format
archive with a similar file name, “afg-war-diary.html.7z” containing a collection of HTML documents. The
MD35 hash values for the two 7-Zip files do not match but a manual review of the contents indicate they
contain identical file folder structures and contain the same number of files and folders (88094).

G-OC](C) afg-war-diary il -0 afghan-war-diary. htmi[1814]

B-COE afg BOLIED ofg
) event E]IE) event
SO0 sort B sort
- affiliation oI affiliation
- [JIC category —[]ICy category
—]IC date 0 date
—DJIE) region 5 region
Iy severity —O[JIC) severity
LI type o5 type
=G static B-CICD) static
s[5 ess COIE oss
LIy gfx m-C]5 gfx
OIS s LoDe s

Figure 1 - Folder Structures from 7-Zip archives (IRTF on left, FB! on right)

TYPED AGENT'S NAME AND SEQUENCE NUMBER ORGANIZATION
CClU-Digital Forensics and Research Branch

Mr[QICIOIVK® U.S. Army CID, Quantico, VA 22136

SIGNAT DATE EXHIBIT
2 August 2012 228
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AGENT’S I NVESTIGATION REPO RT ROINUMBER CAF: 0028-10-CID361

ROL 0028-10-CID221-10117

CID Reguilation 195-1 ' PAGE 2 OF 2 PAGES

DETAILS

Exporting the contents of each 7-Zip archive and calculating the MD35 hash values for all files contained from
both archives revealed that all files located in the /afg/sort and /static hierarchies from the FBI
provided 7-Zip archive (afghan-war-diary.html{1814].7z) were also contained on the IRTF 7-Zip Archive
(“afg-war-diary.html.7z") by matching MD5 hash values,

The file folder hierarchies within under the /afg/events root in both archives match by folder names and
contain the same number of files (76989). Comparing the filenames within the /afg/events structures
show they match on both archives. Files contained within the /afg/events hierarchies in both 7-Zip
archives do not match by MD5 hash values, indicating different file content. A review of a subset of the files
contained within the IRTF version of /afg/events hierarchy with its counterpart in the FBI version shows
that the content is largely the same but with what appear to be editorial changes. A sample is shown below in
Figure 2. By review of the contextual changes, it appears that the FBI version of files may have been an earlier
draft than those shown in the IRTF version.
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Figure 2 -- Sample content from file in events folder (IRTF on left, FBI on right)
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AGENT’S INVESTIGATION REPORT O et

CID Regulation 195-1

PAGE 1 OF 1 PAGES

DETAILS
BASIS FOR INVESTIGATION: This investigation was initiated upon receipt of a Request For Assistance

from the Washington Metro Resident Agency, Computer Crime Investigative Unit (CCIU), Quantico, VA
22134, to coordinate with the Theater Field Confinement Facility (TFCF), Camp Arifjan, Kuwait, APO AE
09366 (CAKU), and collect a or several pieces of evidence which the command element of that facility has
recently discovered which are germane to their investigation. This office is further requested to coordinate with
the current command staff and attempt to determine what personnel originally collected the evidence in 2010.

About 1000, 6 Sep 12, SA and SA [QIOIOIGK® this office, coordinated with MA 1 {QIQIOIGI®)
FCF, CAKU, who prov1ded a sworn statement in which she stated details

surrounding her discovery of two plastic bags containing what she believed to be evidence pertaining to the
related she provided the bags to MCPO m

attempted suicide of a previous mmate MAI l
SIGISIGICNE cF, CAxv. v R

firelated she collected the property which was documented on an
Evidence/Property Custody Document (EPCD). MA1 so provided copies of the Inmate Observation
Logs and other documents pertaining to the actions and observed activities of the inmate associated with room
Echo-3 (PFC Bradley MANNING’s room) during the time when the property appears to have originally been

collected. (see documents for details)

About 1015, 6 Sep 12, S d SA [QISIQIGIS) equested all personnel who handled the evidence at any
time provide investigator’s statements pertaining to their knowledge of the discovery, handling, and storage of
the pieces of evidence.

®©OGC)

About 1030, 6 Sep 12, SA coordinated with LCDR [QIOIGIG®) TFCF,
CAKU, who provided access to the safe inside of which the discovered evidence was maintained, and signed
the evidence to this Agent on the original EPCD.

AGENT’S COMMENT: The EPCD was subsequently processed into the evidence room under EPCD
Document Number (DN) 921-12.

About 1430, 6 Sep 12, SA RIS coordinated with LCD RIS and MCPO ho provided

investigator’s statements written by themselves as well as CDRBIOI®IGI®) Commander,

TFCF, CAKU.

About 0915, 13 Sep 12, SARIOIOIBI®) o ordinated with SA [DICIOIGIE) CCIU, who related that no
further investigative activity was required of this office.///LAST ENTRY///

(b)(6)(b)(7)(C)

TYPED AGENT’S NAME AND SEQUENCE NUMBER ORGANIZATION
7 Camp Arifjan CID Office
N OB (DO, b) (7)(E) Camp Arifjan, Kuwait, APO AE 09366
B DATE EXHIBIT
HOBNO) v [ an
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AUTHORITY: Title 10 USC Section 301; Title 5 USC Section 2951; E.O. 9397 dated November 22, 1943 (SSN/.
PRINCIPAL PURPOSE: To provide commanders and law enforcement officials with means by which information may be accurately
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| 1. LOCATION 2. DATE (YYYYMiSBimrare DI F'LE NUMBER

‘ T2 Charip Anitiars, K

5 o RLAR > ALA R RO
(b)(6)(b)(7)(C)

B. ORGANIZATION OR ADPRESS

TFCF Carp Agitran, Huwat A7 AL 05544

O 20120908, ad apprase wadely s000 houes, L, MNA] .

b jfd /N;’anfffje,-w@f %{'_‘d-/ﬂ&/)} Focens s —Fuoo (’?-)///w 2 ;
miehed Evidevis. F wAs Strasghleniuy out my DUA Kits wbd
Are stored tu my otties, /o A-f;ae‘(s)dr'rwa/é?e"&;/lﬂf 741754/”;;,‘;” “
hoton dr cover, when T i covamsd the. Fug (2) elear p A—‘a’j é&i&é} w7
One (1) Cdfiﬁ./vwhf & /A/L zﬂr.d.nﬁ.a:” I ca/or,ﬁ/\‘:.ﬁj L3ED 7% , L
L r1Sone 1S drd Jncf—[l> Yy 7"—4,,,4,,,,\,-7 w}—m/?L @ﬁ/ﬂc_’d,f&fﬁ\’ / g,ﬁ du;td/
7 P . nouv ED 7/'/7»6'5,-_«’ bzt.ff 7[;'0/1': ‘/’Aj& oAb e

- (BICIOINIO)
Qa,‘h,,w A',u,( /%d_ﬁ%ﬁr’ g/l/c_"/ﬂi ‘57:5

Wa_;:nf ozaloq-dt}dé

GRADE/STATYS

A i JAD

/a,aa;z Z zmmaa’@v‘e;v rer
ced Fhem oler o my

OIOIOIGI(®)

10. EXHIBIT 11. INITIALS OF PERSO EMENT >
PAGE 1 OF

PAGES

ADDITIONAL PAGES MUST CONTAIN THE HEADING "STATEMENT
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AFFIDAVIT
I’W' HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT
WHIC N PAGE 1, AND ENDS ON PAGE_“Z . | FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE

BY ME. THE STATEMENT IS TRUE. | HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE
CONTAINING THE STATEMENT, | HAVE MADE THIS STATEMENT FREELY WITHQOUT HOPE OF BENEFIT Q REWARD, WITHOUT
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INFLUENCE, OR UNL

{Signature of Person Making Statement)
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AUTHORITY: Title 10 USC Section 301; Title 5 USC Section 2951; E.O. 9397 dated November 22, 1943 (SSAJ.
PRINCIPAL PURPOSE: To provide commanders and law enforcement officials with means by which information may be accurately
ROUTINE USES: Your social security number is used as an additional/alternate means of identification to facilitate filing and retrieval.
DISCLOSURE: Disclosure of your social security number is voluntary.
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PRIVACY ACT STATEMENT

AUTHORITY: Title 10 USC Section 301; Title 5 USC Section 2951; E.O. 9397 dated November 22:, 1943 (SSN).
PRINCIPAL PURPOSE: To provide commanders and law enforcement officials with means by which information may be accurately
ROUTINE USES: Your sccial security number is used as an additional/alternate means of -identification lto facilitate filing and retrieval.
DISCLOSURE: Disclosure of your sccial security number is voluntary. . )
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6 7 C AFFIDAVIT
I (b)( )(b)( )( ) . HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT

WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE_ “Z_ . | FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE
BY ME. THE STATEMENT 1S TRUE. | HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE
CONTAINING THE STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT
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I » HAVE READ OR HAVE HAD READ TQ ME THIS STATEMENT
WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE__ <. . | FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE
BY ME. THE STATEMENT IS TRUE. | HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE:BOTTOM GF EACH PAGE
CONTAINING THE STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT
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About 1035, 12 Sep 12, S lephonically interviewed CAPTR)QIOI®WI(®)
who confirmed he was assigned to the TheWment Facility (TCF)

at Camp Arifjan, Kuwait, and he remembered PFC MANNING. CAPT(R) stated he was the
th Officer at the TCF and spoke to PFC MANNING on numerous occasions. CAPT(R)
stated he remembered the incident where a noose was found in PFC MANNING's cell, but he
stated he did not remember seeing the noose himself. CAPT(R)GUIOIOIOI®: 5. stated he did not know
who actually found the noose or what happened to it.

About 1355, 12 Sep OGO telephonically interviewed LCDW
(b)(6)(b)(7)(C) who confirmed he was the Executive Officer of the TCF, when PFC
VMIANNING was confined there. LCDR Wstated he did remember the incident when the nw

found but did not know which individual(s) from the “cadre” (TCF guard force) found it. LCD
related he did not know what happened to the noose.

| About 1245. 1 Oct 12. SA telephonically interviewed PO1(R) (b) (6) (b) (7) (C)
who related he was deployed to Kuwait in 2010 and was working at the

TCF while PFC MANNING was there. POI(R) elated he remembered the incident i the
noose, b he did nat disco he nanee nor Aid h o] b L0056, (b)(())(b)("‘)@)
CPO (b) <6) <b> (7> (C) was the supervisor for the guard

force, would likely have additional information on the noose.

telephonically interviewed PO2 [DIOIOINIEG)

who related he was deployed to Kuwait in 2010 and was working at
the TCF while PFC MANNING was there. PO2 elated he was working as a guard in the
TCF when he noticed a noose in PFC MANNING's cell. He described the noose as a full bed sheet that

was twisted into the shape of a noose and was hanging off of the fence of PFC MANNING! 02
OIOIOIOIO ¢ latcd PFC MANNING was lying on his bunk at this time. When POWniﬁated

C otact with PFC MANNING, he became "quite theatrical" and started screaming. PO2
described PFC MANNING’s screaming as sounds but not actual words and he related this

was a common activity for PFC MANNING. P02mﬂered the cell and removed the noose.
PO2 was not sure what happened to the noose and thought it might have been put into the
laundry for reuse. PO2 [QIOIOIQOMIated the supervisor of the guards was CPO Wand he
might have additional information as to what happened to the noose.

About 1232, 15 Oct 12, Smelephonically interviewed CPO [IGIOI@I® o related he was

deEloEed to Kuwait in 2010 and was working at the TCF while PFC MANNING was there. CPO

elated he was working as the supervisor for the guard force when he was alerted by PO2
[IGIIGI®f a noose in PFC MANNING's cell. CPO [DICIOIGI®):rived at the cell and viewed the
noose in the cell with PFC MANNING. CPO [QIOIOIOI®: atcd once he was present PO2 JOIOIGIGI®)
entered PFC MANNING's cell and removed the noose, which he immediately gave to CPO [((QICIOIGI®)

About 1342, 1 Oct 12. S
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cPOQURIOIBIS; ok the noose directly to the administrative trailer, where he turned it over to CPO
B)OB)NC) CPO (QUCIQIGI® < 1:ted
CPO (b) ©) (b) (7)(C) Ly charge of administrative and legal issues dealing with the confined personnel
and as part of tthtody of all contraband. CPO W{elated contraband was
secured in CPO ffice and he believed the noose was secured there throughout the timne
he worked at the TCF. CPO[RIGIBI@I®)thought he saw the noose a second time when CID agents came

to the TCF to talk to various personnel about issues concerning PFC MANNING, and he seemed to recall
seeing the noose in a plastic bag at that time.

About 1446, 25 Oct 12, SA telephonically interviewed CPO (b) (6> (b> (7) (C) ho confirmed he

was deploved to Kuwait from approximately 31 May 09 to either Jul or Aug 11. During the deployment
CP to the TCF, where he dealt with administrative issues concerning

was assigned

personnel detained in the TCF. CP(W“Iated he did not remember receiving a noose, but
stated it was possible he did and just didn’t remember it. CPO [((QIOIOIGIOIR-12:-d he did not
remember receiving any contraband related to PFC MANNING. CPO[RIOIGIGION -<1ated if he did
take in any contraband/evidence it would have been annotated on an evidence custody document, but he

could not remember what the name or number of the form they used at that time was. CPO
chlmed it was rare to get contraband and he could only remember a few occasions where

there was contraband turned in. CPO [DICIOIGION <1ated there was a four drawer cabinet style safe
with a sEindle %ﬁe of combination lock in the administrative trailer where contraband/evidence was stored.

CP elated the only other person who might have taken the noose in from the guard
i stant, PO [(QIOIGIGI(®) CPO
Wém not remember whether PO 1{QIQIOIOI® had access to the safe and stated he never
trained PO [RICIBIGI® on how to process in contra 1 if he did receive it, he probably
yauld bave sigply held on to it and given it to CPOWupon his return to the office. CPO
<b> (6) (b) (7) <C> ated there was no type of changeover inventory done of the evidence/contraband, with
the personnel who replaced them.

About 1620, 6 Nov 12, SAWelephonically interviewed PO1 ho confirmed he had
been deploved to Kuwait and had been assigned to the TCF as an assistant to CPO [DIOIOIGICIIE FO!
Wrelated the noose was not turned in to him. POl.Welated he remembered a long thin
black item sibly bootlaces, or strings from a sandbag that may have been a noose. When advised by
S at the noose in question was made out of a bed sheet, PO1[DIOIOIOI® rc]ated that sounded
familiar but he was not sure. PO1 elated he was sure he had seen pictures of the noose made
out of the bed sheet at some point, but was unsure of when that was. POIW]SO stated there was
no tyEe of chanieover inventory done of the evidence/ contraband, with the personnel who replaced.them.

PO1 ted there were no periodic inventories of evidence/contraband either.///LAST
ENTRY///
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About 1250, 15 Jan 13, Ms. [(BIOIGIGI(®) Evidence Custodian, this office, collected as evidence

one ﬁreen mattress; one blue mattress; one pillow; one suicide smock; and one blanket, from CPT

OICIOIG®)
rial Counsel, PFC MANNING prosecution team, which was documented on -
Evidence/Property Custody Document (EPCD), Document Number (DN) 012-13.///Last Entry///
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