ARMY CRIMINAL INVESTIGATION DIVISION

Warning: Cyber Criminals are targeting mobile messaging!

U.S. Cybersecurity and Infrastructure Security Agency (CISA) Warning: Criminals impersonate WhatsApp,
Google Photos, TikTok, and YouTube to trick users into installing malicious software that compromises mobile devices.
Bad actors use social engineering techniques like phishing or malicious QR codes to take control of your mobile device
remotely and gain access to your accounts. They can use zero-click methods that exploit software vulnerabilities or your
phone’s automatic download settings to install malware and without you having to click anything .

PROTECT YOURSELF ! STEPS TO TAKE

¢ Disable Automatic Media Downloads: Turn off automatic downloading
of images and files to prevent zero-click attacks. * iPhones - To encrypt messages

* Reboot Devices: The National Security Agency recommends rebooting in iCloud: Go to Settings > [Your
your device weekly, as rebooting erases some zero-click attacks. Name] > iCloud > Advanced Data

¢ Change Passwords Regularly: Use unique passwords for each app or Protection and turn it on. Encrypted
use a password manager. messages to another Apple user

. . . . show blue bubbles. Green bubbles
¢ Keep Software Updated: Updating your operating system installs the are not encrypted. Other iPhone

latest :securlty' p'atches. . security: enable lockdown mode,
¢ Remain suspicious of security alerts: If a message requests enrollin iCloud Private Relay, and

authentication like PINs or one-time codes, verify first. restrict app permissions.

¢ Never click on links: Verify the sender’s identity first. Malware often

- ¢ Android phones - Choose devices
mimics real apps.

from manufacturers with strong

¢ Use Encryption: Use end-to-end encrypted (E2EE) messaging from security track records, use Rich
verified sources. Communication Services only if
e Stay Informed: Be aware of the latest threats targeting mobile E2EE is turned on. If the lock icon
messaging apps. disappears or you only see plain text
e Secure Your Account: Use a service provider PIN and antivirus software bubbles, encryption is off.
for added security. e Chrome browsing — Ensure Google
¢ Review App Permissions: Limit access to sensitive data on your devices. Play Protect is active, and audit or

limit app permissions.
RESOURCES

Review Mobile Communcations Best Practice Guidance and Mitigating
Cyber Threats with Limited Resources: Guidance for Civil Society for
steps to protect mobile communications and mitigate spyware threats.
Most attacks target high-ranking government, military, or political officials,
but everyone should monitor their accounts for malicious activity.

Reporting is
Anonymous
https://www.cid.army.mil/
Submit-a-Tip/

*Note all documents are available on: https://www.cisa.gov

Disclaimer. The appearance of hyperlinks in this Crime Prevention Newsletter, along with the views and opinions of authors, products, or services contained therein do not
constitute endorsement by CID. These sites are used solely for authorized activities and information that support the organization’s mission. CID does not exercise any
editorial control over the information you may find at these link locations.
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