
Unsolicited Electronics
Smartwatches Received by Mail

What to do if you Receive
• Do NOT turn device on
• Report to Counterintelligence

or Security Manager

• Service members across the
military have reported receiving
smartwatches unsolicited in the
mail. These smartwatches, when
used, have auto-connected to
Wifi and began connecting to
cell phones unprompted, gaining
access to a myriad of user data.
Additionally, they may contain
malware which would grant the
sender access to saved data to
include banking information,
contacts, and account information
(usernames and passwords).

• Malware is also present which
accesses both voice and
cameras, enabling actors access
to conversations and accounts
tied to the smartwatches.

• Brushing is the practice of sending products, often counterfeit,
unsolicited to seemingly random individuals via mail in order to allow
companies to write positive reviews in the receiver's name allowing
them to compete with established products.
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