
Virtual community policing

Tuesday, March 6, 2007 
 

Register | Login

CURRENT ISSUE SUBSCRIBE PEOPLE IN THE NEWS VOICES AND OPINIONS JOBS READER FEEDBACK CALENDAR FREE ELETTER

advanced 
search

quickfind
printer 
friendly

e-mail 
article

purchase 
reprint

link to 
this page

categories

C4ISR
Network-Centric Warfare
Training and Simulation
Security and Intelligence
online resources

White Papers
RSS Feed
Military Links
1105 Media, Inc.

» Government Computer News
» Government Leader
» Washington Technology
» FOSE

advertisement

 
home > March/April 2007 issue > article  

|  Lifecycle View  |

Rick Steele
Michael S. Milner

Virtual community policing   

By Michael S. Milner  
Special to Defense Systems  

SIR ROBERT PEEL, who established the London Metropolitan 
Police in 1829, is widely considered to be the father of modern 
policing, and his operating tenets formed the foundation for 
what we now call community policing. The Army Criminal 
Investigation Command’s (CID) Computer Crime Investigative 
Unit (CCIU) — the Army’s Center of Excellence for computer 
crime investigation — is applying the community policing model 
to the increasingly pervasive problem of cybercrime.   

Community policing is a collaboration between the police and 
the community that identifies and solves community problems. 

As a microcosm of U.S. society, the Army, its personnel and their family members experience many 
of the same cybercrime issues that affect the rest of the country, including computer intrusions, 
denial-of-service attacks, viruses and worms, phishing, identity theft, cyberstalking and online child 
exploitation. In an effort to promote community partnerships in the fight against cybercrime, the 
CCIU reaches out to the Army’s network defenders and Army family members.   

The CCIU has special agents who serve as liaison officers with the Joint Task Force for Global 
Network Operations and the Army’s Network Enterprise Technology Command, Computer 
Emergency Response Team and Regional Computer Emergency Response Teams. Much like patrol 
officers who walk a beat in their communities, these special agents spend time interacting with the 
network defenders, listening to their needs and concerns and providing law enforcement services 
tailored to each beat.   

By helping educate Army family members about Internet safety, CID’s Cyber Lookout initiative 
represents another way that the CCIU promotes community partnerships. The National Center for 
Missing and Exploited Children, McGruff the Crime Dog and the Federal Trade Commission already 
have wellestablished Internet safety campaigns. So instead of trying to reinvent the wheel, Cyber 
Lookout helps get this information to Army family members through the CCIU Web site and 
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Virtual community policing

presentations in Army communities.   

In addition, the CCIU site provides a Web portal for reporting suspicious Internet activities, and the 
resulting investigative leads go to CID units worldwide. CID special agents at those field locations 
work closely with international, federal, state and local law enforcement agencies to investigate 
cybercrimes involving Army personnel and family members.   

In terms of problem solving, the CCIU focuses on crime prevention as a way to minimize the risk of 
computer intrusions and related malicious activities. The CCIU’s Computer Crime Vulnerability 
Assessment (CCVA) program identifies crime-conducive conditions involving Army networks and 
mandates appropriate corrective measures.   

The community policing problem-solving process starts with the trust created through community 
partnerships and uses the ongoing information exchange to identify problems, solve those problems 
and reinforce trust. The CCVA program typifies that approach by proactively identifying and solving 
problems before they lead to network compromises. It is a win-win situation for everyone — the 
network defenders succeed in safeguarding the Army’s critical information infrastructure, and the 
CCIU succeeds in deterring serious cybercrime.   

Almost two centuries removed from Sir Robert Peel’s fledgling community policing efforts, the CCIU’s 
digital detectives are using community partnerships and proactive problem solving to protect the 
Army’s networks and virtual neighborhoods.   

Supervisory Special Agent Michael S. Milner is director of the Computer Crime Investigative Unit.  

marketplace

Products and services from our sponsors 
 
Security Within - Configuration based Security 
Configuration and policy based security systems are a pro-active way to defend against IT security 
attacks. Click here to request our white papers, "Security Within - Configuration based Security" and 
"Policy Management vs. Vulnerability Scanning". 
 
Better than a Class V IETM 
Find out how Enigma?s Integrated Maintenance Logistics application (E-IML) provides soldiers and 
maintainers with a single environment for maintenance manuals, parts catalogs, forms and 
prognostics info. Download this free white paper on E-IML. 
 
Find Defense IT Opportunities & Teaming Partners 
Get access to more than $63 billion in qualified pre-RFP Defense procurement opportunities. Find, 
qualify and engage partners through a vast teaming network of 30,000 of your peers who rely on 
INPUT for government market intelligence. 
 
Acoustic Server Rack Cabinets with Silent Cooling 
Deploy your Noisy Hardware in the open office in a Kell Portable Server Environment. Soundproofed 
IT Cabinets with built-in cooling for 6 dual processor servers available in a range of stylish wood 
finishes. The low-cost alternative to a Server Room 
 
Find State & Local IT Bid Opportunities 
Get access to thousands of state and local procurement opportunities, key government contacts, 
incumbent and competitive data and more, by searching INPUT's State & Local Vertical and 
Geographic Opportunities database. Get a Free Trial. 
 
 
Buy a link NOW!  

printer 
friendly

e-mail 
article

purchase 
reprint

link to 
this page

Top Jobs From Local Employers

• Sales Executive for Web Based 
Technology / Property Minder Inc 

• VP/Director to Architect FirstSource 
Program / Govplace 

•  DOD/GSA Sales Manager / Stertil-Koni USA, Inc. 

• Software Trainer/Professional Services 
Spec. / Actuate Corporation, Performance Management 
Division 

All Top Jobs

 

http://www.defensesystems.com/issues/2_3/lifecycle_view/761-1.html (2 of 3)3/6/2007 7:37:22 AM

http://media1.gcn.com/accipiter/adclick/CID=00002699f10eb25a00000000/site=DS/area=PRINT/pos=SKY_L1/aamsz=160x600/content=/acc_random=182987/pageid=182987
http://rsslinks.industrybrains.com/click?sid=70&scid=0&rqctid=4353&lid=418641&cid=5199&pr=2&tstamp=20070306000000&url=http://www.belarc.com/try/ib.gcn.secwithin.cgi
http://rsslinks.industrybrains.com/click?sid=70&scid=0&rqctid=4353&lid=406645&cid=93969&pr=2&tstamp=20070306000000&url=http://www.enigma.com/e/resource_center/wpapers.cfm
http://rsslinks.industrybrains.com/click?sid=70&scid=0&rqctid=4353&lid=408072&cid=94347&pr=2&tstamp=20070306000000&url=http://www.input.com/corp/forms/form.cfm%3fpromoid%3d1207%26sourceid%3d20%26utm_id%3d480
http://rsslinks.industrybrains.com/click?sid=70&scid=0&rqctid=4353&lid=428352&cid=102508&pr=2&tstamp=20070306000000&url=http://www.kellsystems.com
http://rsslinks.industrybrains.com/click?sid=70&scid=0&rqctid=4353&lid=401077&cid=78557&pr=2&tstamp=20070306000000&url=http://www.input.com/corp/forms/form.cfm%3fpromoid%3d1283%26sourceid%3d20%26utm_id%3d643
http://www.defensesystems.com/ld1ds
http://www.defensesystems.com/cgi-bin/udt/im.display.printable?client_id=defsysmag&story_id=761
http://www.defensesystems.com/cgi-bin/udt/im.display.printable?client_id=defsysmag&story_id=761
http://www.defensesystems.com/cgi-bin/udt/im.display.printable?client_id=defsysmag&story_id=761
http://www.defensesystems.com/cgi-bin/udt/im.send.story.prompt?client_id=defsysmag&story_id=761
http://www.defensesystems.com/cgi-bin/udt/im.send.story.prompt?client_id=defsysmag&story_id=761
http://www.defensesystems.com/cgi-bin/udt/im.send.story.prompt?client_id=defsysmag&story_id=761
http://www.defensesystems.com/about/p_pne.html
http://www.defensesystems.com/about/p_pne.html
http://www.defensesystems.com/about/p_pne.html
http://www.defensesystems.com/about/Link_Policy.html
http://www.defensesystems.com/about/Link_Policy.html
http://www.defensesystems.com/about/Link_Policy.html
http://media1.gcn.com/accipiter/adclick/CID=000026a9f10eb25a00000000/site=DS/area=PRINT/pos=BOX_R2/aamsz=336x280/content=/acc_random=182987/pageid=182987
http://www.washingtonpost.com/wl/jobs/JS_JobSearchDetail?pjus=pn_defsys&brand=defsys&value=23087731
http://www.washingtonpost.com/wl/jobs/JS_JobSearchDetail?pjus=pn_defsys&brand=defsys&value=23087731
http://www.washingtonpost.com/wl/jobs/JS_JobSearchDetail?pjus=pn_defsys&brand=defsys&value=23227691
http://www.washingtonpost.com/wl/jobs/JS_JobSearchDetail?pjus=pn_defsys&brand=defsys&value=23227691
http://www.washingtonpost.com/wl/jobs/JS_JobSearchDetail?pjus=pn_defsys&brand=defsys&value=23227591
http://www.washingtonpost.com/wl/jobs/JS_JobSearchDetail?pjus=pn_defsys&brand=defsys&value=23228151
http://www.washingtonpost.com/wl/jobs/JS_JobSearchDetail?pjus=pn_defsys&brand=defsys&value=23228151
http://www.washingtonpost.com/wl/jobs/JS_JobSearchDetail?pjus=pn_defsys&brand=defsys&value=23228151
http://www.washingtonpost.com/wl/jobs/JobSearchServlet?action=product&product=1050&brand=defsys


Virtual community policing

ADVERTISE CONTACT US CUSTOMER HELP EDITORIAL INFO SITE MAP
© 2007 1105 Media, Inc. All Rights Reserved. Privacy Policy Link Policy/Reprints

http://www.defensesystems.com/issues/2_3/lifecycle_view/761-1.html (3 of 3)3/6/2007 7:37:22 AM

http://www.defensesystems.com/about/
http://www.defensesystems.com/contact/
http://www.defensesystems.com/customer_help/
http://www.defensesystems.com/editorial_info/
http://www.defensesystems.com/site_map/
http://www.defensesystems.com/about/privacy.html
http://www.defensesystems.com/about/Link_Policy.html

	defensesystems.com
	Virtual community policing


	DGOAAFEFECGEFMDACAPFAFNLPJMEDKOHIB: 
	form1: 
	x: 
	f1: search defense systems

	f2: 

	form2: 
	x: 
	f1: defsysmag
	f2: 

	f3: 




