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USAJOBS WARNS USERS OF EMAIL PHISHING
ScAMm

If you receive an email from USAJOBS, the U.S. government’s official
employment website, asking you to revalidate your username and
password, DON'T! It's a phishing scheme. Simply delete the email. No
further action is necessary.

If you received that email and followed the instructions in the email or
clicked any links in the email, you should immediately run a virus scan
on every computer on your home network. Then, notify USAJOBS
Support and the United States Computer Emergency Readiness
Team.

If you received the email and followed the instructions in it or clicked
any links in the email from a work computer, you should immediately
notify your IT Department or Information Assurance Manager.

If you believe an email from USAJOBS is legitimate, instead of
clicking on any imbedded links, visit the actual USAJOBS site and
login to your account.

Protecting Your Home Computer

The Defense Information Systems Agency offers free antivirus
software for Department of the Army personnel to use on home
computers. You must access the verification site from a .mil computer
and authenticate with your CAC and PIN.

Additional Reporting
Federal Job Seekers Targeted..., Federal Times.com
Don't Fall for this USAJOBS Phishing Scam, Nextgov.com

Additional Information

Recognizing and Avoiding Email Scams, US-CERT

Phishing and Pharming — The Evil Twins, SANS Institute

Home Computer Security, U.S. Army CID

Top 10 List of Good Computing Computer Practices, UC Santa Cruz

Four Computer Security Tips, CSU Fullerton
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