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Extortion Scams: Awareness and Reporting

Recent data breaches have exposed millions of records containing personally
identifiable information (PIl), personal health information (PHI), details of
financial and brokerage accounts, and credit/debit card numbers and PINs.
The Identity Theft Resource Center, a U.S. non-profit organization tracking
data breaches, reports that since 2005, more than 828 million records from
more than 5,500 confirmed data breaches have been stolen. In the first nine
months of 2015 alone, more than 175 million records were compromised in
591 data breaches.

If your data has been stolen, cyber criminals may target you with spam,
phishing emails, threats of future exposure, promises of protection from future
exposure, and identity theft and credit repair services. Be suspicious of
communications regarding the data breaches that do not come from credible
sources. It is likely a fraud or extortion scheme. Proceed with caution and
VERIFY, VERIFY, VERIFY!

If you receive email you believe to be an extortion attempt or fraud scheme,
take these measures:

o If the safety or wellbeing of someone is in imminent danger, contact your
local law enforcement authority immediately!

Do not reply to the email, click on any links or open any attachments
Report the email to the Internet Crime Complaint Center(IC3)

File a complaint with the Federal Trade Commission

Report the email to your email and Internet service provider (ISP)

Move the email to your SPAM folder

If contacted through social media, report the contact to the social media
provider as well

If a Soldier, Department of the Army Civilian, or someone affiliated with the
Army is attempting to extort or defraud you, contact your installation Military
Police or Criminal Investigation Command (CID) office. (Contact Info: CID
Locations CONUS, CID Locations OCONUS, CID by email at
Army.CID.Crime.Tips@mail.mil, or call 1-844-ARMY-CID (844-276-9243))

Additional Information

Cyber Sexual Extortion, U.S. Army CID

OPSEC on the Cyber Home Front, U.S. Army CID

Online Misconduct: Awareness and Reporting, U.S. Army CID
Credit Freeze FAQs, Federal Trade Commission

Identity Theft Victim Resources, Identity Theft Resource Center
How to Protect Yourself After a Data Breach, Market Watch
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